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Abstract

Poor requirements are implicated in a disproportionate number of defects in safety-critical
systems, as well as in schedule and cost overruns that further burden resources. To a first
approximation, the greatest improvement to safety-critical software quality and to the efficiency
of the development process is to be gained if a substantial advance in requirements accuracy can
be achieved. We discuss the role of domain knowledge in requirements accuracy, and describe an
artifact that embodies properties called for by a linguistic analysis of miscommunication. This
artifact is expressly designed to reduce the potential for breakdown in domain knowledge
propagation by systematically compensating for normal variability in the ways that humans apply
communicative heuristics. We further describe an experiment constructed to investigate the value
of this artifact for improving requirements by increasing the potential for domain knowledge
comprehension. Results of the experiment indicate that use of our artifact can be an effective
strategy for the propagation of domain knowledge with higher fidelity, and thus for a reduction in
the number of safety-critical defects and process inefficiencies that result.

Introduction

Errors introduced into software during the early stages of the lifecycle pose two significant
challenges to the development of high quality systems. First, errors introduced early are
correspondingly more difficult and expensive to correct (refs. 3, 15). In the worst case, they are
left uncorrected and for some systems can result in significant loss. Second, there are more of
them (refs. 3, 16): the requirements stage in particular is implicated as the locus of introduction of
more defects than any other. Lutz found that the majority of safety-critical defects in the systems
she studied derived from poor requirements (ref. 14), and the Air Force’s Rome Laboratory found
that the majority of all defects they observed derived from poor requirements (ref. 18). Brooks
has stated that “[t]he hardest single part of building a software system is deciding precisely what
to build” (ref. 2).

To a first approximation, then, the greatest improvement to software quality and to the efficiency
of the development process is to be gained if a substantial advance in increasing requirements
validity can be achieved. The field has advanced techniques for verification; the real problem
appears to remain in producing a valid specification to begin with.

Application domain knowledge plays a crucial role in this problem, since a goal of requirements
is domain knowledge transfer. Curtis, Krasner, and Iscoe implicated the “...thin spread of
application domain knowledge” as a main limiting factor to software productivity and quality in
the design of large systems (ref. 6). This makes requirements a communication problem, as
echoed by Hayhurst and Holloway (ref. 10), with domain knowledge the thing being
communicated and domain experts and developers doing the communicating. Without accurate
conceptions of the real-world semantics relevant to a system, developers often rely on misun-
derstandings and invalid assumptions about the entities they model, without realizing it.



Propagation of these misunderstandings and invalid assumptions can lead to annoying, expensive,
or even catastrophic failures. Curtis, Krasner, and Iscoe report that “[c]ustomer representatives
and system engineers complained that implementations had to be changed because development
teams had misconceptions of the application domain” (ref. 6), and Lutz states “[i]t is not the
internal complexity of a module but the complexity of the module’s connection to its environment
that yields the persistent, safety-related errors seen” (ref. 14). To understand this connection,
developers must acquire an understanding of relevant domain knowledge.

We previously examined how this breakdown in communication of domain knowledge might
occur, and proposed a theory to explain its mechanism based on results from cognitive
linguistics (refs. 7, 8). Using insights gained in the process, we suggested the shape of an
approach to coping with the challenges inherent in communicating domain knowledge; this
approach embodies strategies specifically designed to minimize the breakdown. The process
implementing the approach results in an artifact called a domain map, and in this work, we
discuss the design and results of an experiment undertaken to investigate the value of domain
maps for improving requirements.

The structure of the paper is as follows. First, we review the motivation and structure of domain
maps. We then discuss the design of an experiment to investigate their value. Finally, we present

the results of the experiement and their interpretation.

The Domain Map Artifact

In previous work, we provided an analysis of the domain knowledge communication problem
using empirical results from linguistics and cognitive science to explain observed phenomena
(refs. 7, 8). This analysis suggested that two organizing principles employed by human cognitive
processing are at the crux of the problem of communicating domain knowledge with precision
and accuracy. Cognitive economy and hierarchical structure, which evolved to convey a volume
of semantics efficiently and usefully in everyday communication, backfire in the context of
domain knowledge communication, because they exploit assumption based on common
experience among speakers; this common experience is not present in communication across a
domain boundary, for example, in the case where an application domain expert and a software
developer must communicate regarding the requirements for a software artifact.

Formal methods are often suggested as a way to reduce ambiguity and increase precision in
developing a requirements specification. They are attractive in this regard since they are
inherently and entirely rule-based, unambiguous, and analyzable. However, software systems
begin as informal notions, and before they can be formalized, developers must be confident that
they understand just what it is they are formalizing. We assert that while any useful solution must
eventually be formalized in order to be executable, the result is only as valid as the entities that
were formalized to begin with. That is, formalization can result in higher precision
representations, but these representations can still stand for quite the wrong real-world entities.
Formal methods do not address the problem of communicating across a domain boundary.

Thus, the issues surrounding domain knowledge communication must be addressed before and
whether or not formal specification is undertaken. To enable this, we proposed a structure called a
domain map to complement requirements statements from which developers work (refs 7, 8).

The domain map is an artifact designed to allow explicit and systematic access to semantics in a
form that is meaningful to those who do not possess expert knowledge of the domain in question.
Curtis, Krasner, and Iscoe cited the necessity for better domain knowledge diffusion (ref. 6), and



Heninger’s fext macros (ref. 11), as well as Zave and Jackson’s designations (ref. 20), were
suggested as methods for its documentation. However, neither of these was proposed with a
theoretical basis, and thus their structure and application was ad hoc. The structure of the domain
map is motivated by specific insights from linguistic analysis, namely, that concepts likely to
have high potential for miscommunication can be identified, and that explicit provision of
semantics for those concepts can prevent or lessen recourse to assumption and reliance on prior
knowledge, which varies with the individual. Systematicity allows domain maps to be both more
comprehensive and more targeted in approaching this problem.

The purpose of the domain map is to document the conversion of a domain-specific
representation of essential semantics to a form accessible to those with a common base set of
representations. The entity must in effect map domain-specific representations to representations
composed of common terms and phrases. For this purpose, we define common and domain
narrowly as follows: common refers to that set of terms for which the association between a
particular term and its semantics is sufficiently similar among interlocutors that relevant
miscommunication is highly unlikely. In other words, a term is common if its storage structure
and content possessed respectivelyby any two people within a project are essentially the same
with regard to salient linguistic elements (ref. 7, 8). Domain, then, refers simply to all terms that
are not common; if a term has a domain specific meaning, its storage structure and/or the content
contained therein differ for any two people on opposite sides of the boundary. (ref. 7, 8).

To better serve its purpose of documenting this mapping, constraints are placed on the domain
map, such that the following properties are observed:

*  All domain specific terms that are relevant to the development of the specified software system are
associated directly or indirectly with definitions consisting of exclusively common terms.

* No cycles are permitted in the use of definitions within definitions.

e The domain map and the documents to which it points are the only sources of domain-specific
definitions to which developers can refer.

A number of sources can be used to construct the lexicon for a domain map and will include
natural language statements of requirements, but are of flexible form. Ideally, a considered
written statement is desired, as it is more likely that certain issues have been given attention by
virtue of its construction. However, a tape recording or even notes from a requirements interview
would be useful in generating an analyzable lexicon, and further, this flexibility of source can be
customized to suit the needs and resources of the client and the development organization.

A domain map, then, at the highest level, is a structure that, from a set of terms drawn from a
natural language requirements source, documents a partition of this set into domain and common
terms and explicitly relates members of these partitions to each other, supplementing with addi-
tional domain and common terms where necessary in order to construct a completely common
representation for every domain term.

Specifically, each entry in the domain partition is to be defined in a manner that employs, where
possible, terms that are common'. It is recognized that this is not always directly possible, i.e.,

1This strategy differs from that of Leite (ref. 13). His Language Extended Lexicon (LEL) technique instead encourages defining
domain specific terms in terms of each other. The problem with this is that definitions can be circular and thus there is no assurance
that semantics can ever be accessed, i.e., the symbol-grounding problem is not addressed.



that a definition for a given domain-specific term may itself contain domain-specific terms. Thus
the path from a domain-specific term to a commonly accessible representation may embody a
number of expansions of nested domain terms. To ensure the usefulness of the representation,
however, the no-cycle rule enforces termination in a completely common representation. This
complete path implements the explicit and considered access to domain semantics required by
non-experts who must understand the system. In particular, it recognizes that there are semantic
dependencies among elements in a domain that must be acknowledged and accounted for in
propagating understanding to non-experts, and it systematically removes opportunity for the kinds
of assumption motivated by cognitive economy.

Further, the domain map provides analysis capability not otherwise possible. The definition of
any term or phrase in the original set describes a tree” of dependency in which the root and all of
the remaining non-terminal nodes are domain terms, and all of the terminal nodes are common
terms. In particular, we would like to know about several properties of the tree, and collectively
about the set of trees resulting from the original term set. A simple check to determine whether
the terminal condition has been reached, i.e., whether every domain specific term can be
paraphrased directly or indirectly by exclusively common terms, indicates whether the domain
map is legal, i.e., whether there is a definition completely accessible to a non-expert. The depth of
the tree gives some idea of the semantic complexity of a given term, and the maximum and
average depths give an idea of the overall complexity of the domain lexicon, i.e., a measure of
how far removed it is from everyday common language. These measures can be used to flag
concepts at high risk for miscommunication, and to drive the amount of rigor applied in
maximizing the validity of a model. We have extended an existing toolset to enable the
construction and visualization of domain maps as well as these forms of analysis (refs. 7, 9, 19).

Experimental Design

Recall that the domain map is designed to provide an organized and structured entity that
systematically documents essential domain knowledge such that it is both physically and
cognitively accessible to those without domain expertise. In the design discussed below, we
present a hypothesis regarding the effect of the application of this technique on the performance
of subjects at a comprehension task. In addition, we describe a two-group true random experiment
designed to assess the validity of the hypothesis. Finally, we provide an assessment of potential
threats to the validity of inferences drawn based on the results of the experiment.

Design of the Experiment: Previous work addressed the linguistic issues that motivate the
existence and structure of the domain map artifact (ref. 7, 8). However, its value for reducing the
incidence of miscommunication, and therefore, for increasing the efficacy with which essential
domain knowledge is propagated, has not yet been experimentally supported. In this section, we
describe the design of an experiment intended to evaluate the merits of complementing a set of
industrial natural language requirements with a domain map.

We hypothesize that the use of a domain map, in conjunction with other forms of requirements
documentation, by a developer in various stages of a software development process can result in a
better understanding of essential domain concepts by that developer, as compared to use of
existing common methods alone, and thus higher potential for those concepts to be modeled
accurately and with validity in the software. To test this hypothesis, we conducted an experiment

Technically, it describes a directed acyclic graph since some definitions will include the same terms, but, for our purposes,
conceiving of the domain map as a tree is equally valid.



in which we cast the technique as the independent variable and level of comprehension as the
dependent variable. We then examined the value of the domain map for improving
comprehension of a set of industrial natural language requirements relative to the comprehension
achievable given the natural language requirements alone. The requirements used were obtained
from an industrial collaborator and describe an international standard with which maritime track
control systems must comply in operation and performance. This is a large document, and for
practical concerns of the experiment, we extracted a reasonably self-contained excerpt. This
excerpt focuses on functional requirements, and the domain knowledge under consideration was
constrained to that directly associated with requirements addressed here.

It is necessary, then, to provide a method of measuring comprehension of these requirements; we
associate domain-knowledge comprehension with performance on a diagnostic test of the
domain-specific information intended to be understood given this particular set. The test was con-
structed in consultation with an expert in the application domain, familiar with the standard, in
order that this intent be represented with validity. The expert confirmed that the questions
included in the final version of the test did in fact concern application domain knowledge that any
developer tasked with working on such a system should know in order to be able to model entities
within the domain with validity and manipulate these modeled entities in a system design and
implementation. The test consisted of a total of 12 questions, 8 of which were of closed form, in
that there was a clearly correct answer, and 4 of which were open-ended, in that subjects were
asked to describe situations that demonstrated integrated understanding. In this paper, we address
only the closed form questions, since they provided the opportunity to extract quantitative data.’
The eight closed-form questions used in the experiment are as follows:

e What is an active track? How does it relate specifically to motion of a ship?

*  Which factors must be taken into account in order to determine whether an approach maneuver to
a track is safe?

*  What information does the track control system need in order to calculate dead reckoning position,
for example, in the case of position sensor failure?

*  Which entities/quantities must be known and/or measured in order to accurately model a ship’s
bearing?

*  What is provided by an EPFS? From where does it get this information?

e  What is the system expected to do if a course difference limit is exceeded? For whom is any
resulting information intended, that is, who is the user?

*  What is the difference between an alarm and an indication?

e If a track control stopped alarm is initiated, to what kind of control does the ship revert? Briefly
explain how this other form of control works.

The experiment conformed to a multi-group true random design as described in (ref. 17). Two
randomly assigned groups together composed the set of students present in an undergraduate
Software class on a particular day during a past semester. Because of their majors, we conjecture
that these students are as likely as anyone, and perhaps more, to be in the position of developing
software in the near future. 114 total subjects participated, and the two groups of 57 subjects each
were physically separated to opposite sides of a lecture hall. All subjects took the same domain-
comprehension test and all had at their disposal the same set of industrial natural language
requirements. Additionally, members of the experimental group had at their disposal a domain
map constructed in cooperation with a domain expert. The subjects were instructed to complete
the diagnostic test as accurately as possible during the 45 minute experiment duration, and to use
their respective materials in whatever manner and to whatever degree they found them useful.

Anecdotal data from the open-ended questions will be addressed in an alternate format to be undertaken at a later date.



Conformance of the Experiment to Sound Design Principles: Social research theory sets forth a
number of criteria for establishing the existence of a causal relationship between an intervention
and an effect: the cause must temporally precede the effect attributed to it, the cause and effect
must covary, and there must not exist any plausible alternative explanations for the effect (refs. 1,
5, 17). The third is generally the most difficult criterion to meet, but the experimental methods
also provide a taxonomy of threats to the validity of an inference based on experiment. If the
potential effects of these threats are accounted for within the experimental design or otherwise,
inferences drawn from the results of the experiment are better supported (ref. 17).

The temporal precedence criterion necessary for establishing a causal relationship is met here by
design: subjects had access to the materials and were able to use them to whatever degree they
wished before answering any question. In addition, if a subject answered a question and later
decided to change the answer based on newly discovered information, he was permitted to do so.

The covariance criterion necessary to demonstrate a causal relationship is met if the performance
of the group with access to the domain map was on average better than the performance of the
group without access to the domain map. This would demonstrate a link between the independent
and dependent variables. In the results section, we argue that the performance of the experimental
group was in fact better.

A number of alternative explanations for a potential effect, that is, threats to validity, are ruled out
or mitigated by design. For example, a diffusion threat arises when members of one group learn
details about the experimental circumstances of the other group and knowledge of this
information affects their performance (ref. 17). If there were a break and members of the two
groups were not prevented from discussing with each other the materials to which they had
access, information provided within restricted materials might diffuse to those not supposed to
have it. This could affect the answers subjects provide on the test. This threat was minimized
through the enforcing a “no communication” rule between the groups for the duration of the
experiment. Further, the groups were physically separated by a distance greater than that at which
any content in one group’s materials could be discerned by a subject in another group. An
enumeration of other threats and our response to them is available from the authors.

Thus, the design of the experiment described above is argued to be sound insofar as it is
structured to indicate the presence or absence of a causal relationship between the use of a
complementary domain map and better performance on a domain-information test, relative to no
use of this artifact. The temporal precedence criterion is met by design, the covariance criterion is
met if the experimental group performs better than the control group, and known threats to
validity are minimized or non-existent.

Results

The structure of the eight closed-form questions was such that a complete answer included two
main pieces of information. For example, a correct and complete answer to “What is the system
expected to do if a course difference limit is exceeded? For whom is any resulting information
intended, that is, who 1s the user?”’, must include indication that an alarm is to be sounded and
indication that the user in question is the officer of the watch on the ship. Thus, each question was
graded out of a potential 2 points, with each subject receiving a 0, 1, or 2 as appropriate,
according to the corresponding number of elements of the correct answer contained in his
response. The test was graded by one person, one question across the entire subject pool at a time,
for the purpose of consistency in scoring.



Table 1 contains the average raw scores (out of 16) and percentages for each group, for the
complete test as well as per question. In addition, the percent difference in performance between
the group averages is indicated in the final column. For our definition of comprehension, it is
clear from the test data that the experimental group performed better, that is, the group that had
access to a domain map in addition to the original natural language requirements was better able
to correctly and completely answer questions that were confirmed by a consulting domain expert
to be representative of domain knowledge necessary to perform tasks associated with
development of this system.

Table 1 — Results

Averages (Raw Score and Percentage) Overall and Per Question for Groups Individually and Combined,

and Relative Performance

Control Experimental Difference
Group Group (Experimental less Control)
Performance Performance
Overall 7.193 (44.96%) 11.895 (74.34%) 29.39%
Ql 1.070 (53.51%) 1.877 (93.86%) 40.35%
Q2 1.561 (78.07%) 1.316 (65.79%) -12.28%
Q3 544 (27.19%) 1.596 (79.82%) 52.63%
Q4 439 (21.93%) 1.526 (76.32%) 54.39%
Q5 1.018 (50.88%) 1.509 (75.44%) 24.56%
Q6 1.228 (61.40%) 1.421 (71.05%) 9.65%
Q7 474 (23.68%) 1.526 (76.32%) 52.63%
Q8 .860 (42.98%) 1.123 (56.14%) 13.16%

Specifically, the overall performance of the experimental group was over 29% better than that of
the control group, achieving an average raw score of nearly 12 out of 16 as compared to the
control group’s average of just over 7. Further, the experimental group achieved higher scores on
7 of 8 total questions, by greater than 40% in 4 cases and greater than 50% in 3.

We interpret these results to indicate that the domain map did in fact provide essential domain
information more clearly and explicitly than did the natural language requirements alone, as
opposed to leaving omissions and assumptions about developers’ individual knowledge of the
domain unaddressed. For example, to answer a question regarding the pieces of information
necessary to calculate dead reckoning position, subjects in the experimental group had access to a
definition of what dead reckoning meant in the domain in question, this definition was located
alphabetically in a comprehensive list of domain terms, and other domain terms upon which its
definition relied were indicated and themselves defined. No such definition was provided in the
natural language requirements’, and comprehension of this essential information was left to
observation of use of the term in context, and prior knowledge that the developer was assumed to
possess.

4The requirements from which the test excerpt was taken did include a short glossary, but neither dead reckoning position, nor most of
the other domain terms addressed by the domain map, were included. Further, dependencies among domain terms were not addressed.
The excerpt provided to subjects did not include the original glossary, however, it included only one term that might have made a
difference to the performance of the control group on one question, had the definition provided essential information. However, the
definition was circular, and explicitly included none of the information necessary for a correct answer, that is, subjects would still
have needed to resort to assumption or prior knowledge.



Indeed, many of the subjects in the control group did in fact get this answer completely correct,
since they were able to use either the context, prior knowledge, or a combination, in deducing
what must be necessary to calculate dead reckoning position. Several subjects indicated as much
in their answers, using qualifiers such as “Presumably”, “As far as I understand”, and “I would
think that”. The issue, however, is precisely the unpredictability of this activity. The fact that
many subjects in the control group also showed very little comprehension on this question
demonstrates the diversity of domain exposure and reasoning skills possessed by any body of
potential developers.

This variety of exposure and skill, often estimated to be at least a 5-fold difference between
extremes (refs. 4, 15) has been corroborated as a highly influential factor in software productivity
and quality (ref. 6). A useful approach to coping with this variety and its attendant influence is
one that in a systematic way reduces the reliance on developers’ prior knowledge and more
importantly, on their assumptions regarding what terms mean. Recall that a main finding of the
linguistic analysis was that the heuristic of cognitive economy, which works by exploiting the
value of making assumptions in known domains, breaks down when communication is across
domains, because assumptions naturally made become less and less valid. The domain map is
designed to systematically reduce the need to make assumptions, thereby reducing the incidence
of invalid ones. Our data support the assertion that use of a domain map in conjunction with this
set of requirements reduced the need for subjects to make assumptions or rely on prior domain
knowledge, in effect rendering the diversity among subjects less influential in their
comprehension of essential domain semantics.

A valid statement from a devil’s advocate position might be, “The experimental group had more
information. Of course they were going to do better.” However, first, this only serves to illustrate
the point that industrial requirements statements can be incomplete and imprecise. The domain
map concept is designed specifically to systematically reduce incompleteness and imprecision.
Second, as illustrated by the data from question 2, the experimental group can do worse. On this
question, the experimental group underperformed relative to the control group by over 12%. On
reexamination of the experiment materials, we believe there is a plausible explanation. A correct
and complete answer to question 2 was actually clearly and explicitly available in the natural
language requirements. This by itself indicates that all subjects had the potential to achieve full
credit for this question based on information explicitly provided, with no recourse to assumption
or prior knowledge. However, the experimental group in this case was also faced with additional
information, meaning more raw quantity to process before making a decision regarding the
answer, and thereby the potential for a lack of clarity as to which information was most important
or relevant to the answer. Worse, duplicate attention in the documents opens the door to the
potential for conflicting information. We believe that the underperformance of the experimental
group on this question can be attributed to these factors. Further, this interesting data point
provides insight that will be useful in refining the domain map construction process. The domain
map is intended definitionally to complement existing resources, not to restate them, and this
characterization must be heeded; more is not better when it results in decreasing returns.

Summary

Certain human cognitive heuristics, which are otherwise effective, are implicated in our limited
ability to communicate well across domain boundaries. This suggests that domain knowledge
essential to producing valid systems would be propagated with more fidelity if these innate
heuristics could be suppressed or circumvented. We proposed a structure called the domain map,
which was expressly designed to embody properties that counteract such problematic tendencies.



Primarily, it provides explicit and considered access to essential domain semantics, systematically
reducing the need for recourse to the unpredictable mechanisms of assumption and prior
knowledge. We designed and executed an experiment in which 114 subjects were divided into a
control group and an experimental group, and tasked with a diagnostic test of comprehension of
the domain knowledge associated with a set of industrial natural language requirements. The
control group had only the original requirements at their disposal, while the experimental group
had the original requirements as well as a complementary domain map. The experimental group
performed substantially better overall, scoring higher in 7 out of 8 questions, in three of them by
more than 50%. While the question on which the experimental group scored below the control
group indicates that there are refinements to be made to the domain map construction process, we
believe this experiment provides strong evidence that systematic compensation for normal human
variability can promote the propagation of essesntial domain knowledge with higher fidelity.
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