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Abstract

We present an architectural framework for systeraliyi using automated diversity to provide highumaace detec-
tion and disruption for large classes of attackwe framework executes a set of automatically difredsvariants on
the same inputs, and monitors their behavior teaativergences. The benefit of this approachasithrequires an
attacker to simultaneously compromise all systerramgs with the same input. By constructing vasanith disjoint
exploitation sets, we can make it impossible taycaut large classes of important attacks. In @sitto previous
approaches that use automated diversity for sgcuitr approach does not rely on keeping any secietthis pa-
per, we introduce the N-variant systems framewprksent a model for analyzing security propertiebl-wariant
systems, define variations that can be used tatdatecks that involve referencing absolute menaalyresses and
executing injected code, and describe and presgfarmance results from a prototype implementation.

1. Introduction system shown is a 2-variant system, but our framewo
generalizes to any number of variants. The polyuggap
Many security researchers have noted that the murretakes input from the client and copies it to a# thari-
computing monoculture leaves our infrastructure- vul ants. The original server proce2ss replaced with the
nerable to a massive, rapid attack [70, 29, 59]e Ontwo variants,P, andP;. The variants maintain the cli-
mitigation strategy that has been proposed isdease ent-observable behavior Bfon all normal inputs. They
software diversity. By making systems appear diffier are, however, artificially diversified in a way thaakes
to attackers, diversity makes it more difficult ¢on-  them behave differently on abnormal inputs thatesor
struct exploits and limits an attack’s ability toopa- spond to an attack of a certain class. The momitor
gate. Several techniques for automatically producin serves the behavior of the variants to detect deseres
diversity have been developed including rearrangingvhich reveal attacks. When a divergence is detected
memory [8, 26, 25, 69] and randomizing the instarct the monitor restarts the variants in known uncompro
set [6, 35]. All these techniques depend on keepatg mised states.
tain properties of the running execution secremftbe
attacker. Typically, these properties are deterthinea  As a simple example, suppofg and P; use disjoint
secret key used to control the randomization. éfsh- memory spaces such that any absolute memory address
cret used to produce a given variant is compromiaed that is valid inPy is invalid inP3, and vice versa. Since
attack can be constructed that successfully atties the variants are transformed to provide the sammase
variant. Pointer obfuscation techniques, memory adtics regardless of the memory space used, the kehav
dress space randomization, and instruction setorand
zation have all been demonstrated to be vulnerble inout
remote attacks [55, 58, 64]. Further, the divaraifon Client
secret may be compromised through side channels, ir
sufficient entropy, or insider attacks.

Our work uses artificial diversity in a new way tl@es

not depend on keeping secrets: instead of divémgify

individual systems, we construct a single system- co

taining multiple variants designed to have disjaint output
ploitation sets. Figure 1 illustrates our frameworke Client Server

refer to the entire server as an N-variant sysfEhe Figure 1. N-Variant System Framework.




on all normal inputs is identical (assuming detaigtic ~ recovery possibilities. Section 6 speculates aséh

behavior, which we address in Section 5). Howeifer, opportunities and other possible extensions toamuk.

an exploit uses an absolute memory address directly

must be an invalid address on one of the two vemian 2. Related Work

The monitor can easily detect the illegal memorgeas

on the other variant since it is detected autorallyiby =~ There has been extensive work done on eliminating

the operating system. When monitoring is done at thsecurity vulnerabilities and mitigating attackserkl, we

system call level, as in our prototype implemenotati briefly describe previous work on other types of de

the attack is detected before any external stateowi-  fenses and automated diversity, and summarizeettlat

fied or output is returned to the attacker. work on redundant processing and design diversity
frameworks.

The key insight behind our approach is that in ofde

an attacker to exploit a vulnerability i, a pathway Other defenses Many of the specific vulnerabilities

must exist on one of the variants that exploitswbe  we address have well known elimination, mitigatsom

nerability without producing detectably anomalows b disruption techniques. Buffer overflows have been

havior on any of the other variants. If no suchhpaty = widely studied and numerous defenses have beertdeve

exists, there is no way for the attacker to cowmstau oped including static analysis to detect and elatdrthe

successful attack, even if the attacker has completvulnerabilities [66, 67, 39, 23], program transfation

knowledge of the variants. Removing the need t@keeand dynamic detection techniques [19, 5, 30, 45549

secrets means we do not need to be concerned witnd hardware modifications [38, 40, 41, 64]. There

probing or guessing attacks, or even with attabled t have also been several defenses proposed for string

take advantage of insider information. format vulnerabilities [56, 20, 63, 47]. Some bége
techniques can mitigate specific classes of vulrikra
Our key contributions are: ties with less expense and performance overheadigha

1. Introducing the N-variant systems framework required for our_approach. Specific (_j_efenses,_hqwev
. ; . only prevent a limited class of specific vulneraig.
that uses automated diversity techniques to pro- . . .
. . : . : Our approach is more general; it can mitigate tédicks
vide high assurance security properties Wlthout,[ . . . "
. hat depend on particular functionality such agdtipg
needing to keep any secrets. :
code or accessing absolute addresses.
2. Developing a model for reasoning about N-vari-
ant systems including the definition of the nor- More general defenses have been proposed for some
mal equivalence and detection properties used tattack classes. For example, no execute paggedas
prove security properties of an ideal N-variantvided by OpenBSD’'s WAX and Windows XP Service
system (Section 3). Pack 2) prevent many code injection attacks [2}, dy
namic taint analysis tracks information flow to rdiéy
ing variation in N-variant systems: the memory memory corruption attacks [43], and contrql-flquhslg
o : . rity can detect attacks that corrupt an applicat@mfol-
address partitioning technique (introduced : . ;
) low invalid execution paths [1]. Although these are
above) that detects attacks that involve absolute . o .
romising approaches, they are limited to particula

memory references and the instruction taggin ) .

X “attack classes. Our framework is more general én th
technique that detects attempts to execute in- .
. ) sense that we can construct defense against akeitt
jected code (Section 4). - : : :

capability that can be varied across variants in an
4. Describing a Linux kernel system implementa- N-variant system.

tion and analyzing its performance (Section 5).

3. Identifying two example techniques for provid-

Automated diversity. Automated diversity applies
transformations to software to increase the diffican
attacker will face in exploiting a security vulnbilgty
in that software. Numerous transformation techesqu

In this paper we do not address recovery but censid
to be a successful outcome when our system transfor
an attack that could compromise privacy and intggri

into an attack that at worst causes a service stwtd . ; .
have been proposed including rearranging memory [26

that denies service to legitimate users. It_h_as em_at 8, 69, 25], randomizing system calls [17], and tand
caped our attention, however, that examining differ .

ences between the states of the two variants gidims izing the instruction set [6’. 35]. _Our_WF)rk IS cd|a_ 0
. . ... mentary to work on producing diversity; we can inco
when an attack is detected provides some intriguin

%orate many different sources of variation as lasg
variants are constructed carefully to ensure tepiit-



edness required by our framework. A major advantagabilistic expectations that a memory corruptionl Wi
of the N-variant systems approach is that we daelgt detected by producing noticeably different behawor
on secrets for our security properties. This me&sas the variants. Their goals were to enhance religtalnd
can employ diversification techniques with low eply,  availability, rather than to detect and resist ckita
so long as the transformations are able to prodade  Consequently, when variations diverge in their am
ants with disjoint exploitation sets. Holland, Liand  work, they allow the agreeing replicas to contibased
Seltzer propose many low entropy diversificatiochte on the assumption that the cause of the divergence
nigues including number representations, regist¢s, s the other replicas was due a memory flaw rathen tha
stack direction, and memory layout [31]. In additio successful attack. Their replication framework only
our approach is not vulnerable to the type of gecre handles processes whose /O is through standavdtjn/
breaking attacks that have been demonstrated &gairend only a limited number of system calls are caigh
secret-based diversity defenses [55, 58, 64]. user space to ensure all replicas see the samesvalu
Since monitoring is only on the standard outputom-
O’Donnell and Sethu studied techniques for distiitgy ~ promised replica could be successfully performimg a
diversity at the level of different software packagn a  attack and, as long as it does not fill up its déad out
network to mitigate spreading attacks [44]. This ca buffer, the monitor would not notice. The key difface
limit the ability of a worm exploiting a vulneral between their approach and ours, is that theircggbr
present in only one of the software packages teagpr is probabilistic whereas our variants are constaido
on a network. Unlike our approach, however, even aguarantee disjointedness with respect to some pgxope
the network level an attacker who discovers vulbiéra and thereby can provide guarantees of invulnetghidi
ties in more than one of the software packagesegan particular attack classes. A possible extensiorouo
ploit each of them independently. work would consider variations providing probahitis
protection, such as the heap randomization teckniqu
Redundant execution The idea of using redundant they used, to deal with attack classes for whisjodit-
program executions for various purposes is notva ne edness is infeasible.
one. Architectures involving replicated procedsage
been proposed as a means to aid debugging, toderoviRedundant processing of the same instruction sttgam
fault tolerance, to improve dependability, and moremultiple processors has been used as a way toderovi
recently, to harden vulnerable services againatiadt fault-tolerance by Stratus [68] and Tandem [32] €eom
puters. For example, Integrity S2 used triple redu
The earliest work to consider running multiple @ats  dancy in hardware with three synchronized identical
of a process of which we are aware is Knowlton'6889 processors executing the same instructions [32haA
paper [37] on a variant technique for detecting lnd  jority voter selects the majority output from thHade
calizing programming errors. It proposed simultanefprocessors, and a vote analyzer compares the sutput
ously executing two programs which were logically activate a failure mode when a divergence is detiect
equivalent but assembled differently by breaking th This type of redundancy provides resilience to hare
code into fragments, and then reordering the coafp f faults, but no protection against malicious attattiest
ments and data segments with appropriate jumpuinistr exploit vulnerabilities in the software, which gentical
tions inserted between code fragments to preséme ton all three processors. Slipstream processoramare
original program semantics. The CPU could run in anteresting variation of this, where two redundaet-
checking mode that would execute both programs irsions of the instruction stream execute, but icsibns
parallel and verify that they execute semanticallythat are dynamically determined to be likely toure
equivalent instructions. The variants they usetirdit  necessary are removed from the first stream whieh e
provide any guarantees, but provided a high prdibabi cutes speculatively [60]. The second stream erscut
of detecting many programming errors such as out-ofbehind the first stream, and the processor deieots-
range control transfers and wild memory fetches. sistencies between the two executions. These -devia
tions either indicate false predications about oese
More recently, Berger and Zorn proposed a redundargary computations (such as a mispredicted branch) o
execution framework with multiple replicas eachhnét  hardware faults.
different randomized layout of objects within theap
to provide probabilistic memory safety [7]. Sinbere  The distributed systems community has used actige r
is no guarantee that there will not be referend¢agbe lication to achieve fault tolerance [9, 10, 16, 38].
same absolute locations, or reachable throughahees With active replication, all replicas are runniniget
relative offsets, their approach can provide omygbp  same software and process the same requests. Unlike



our approach, however, active replication doesingth tected when the HTTP status code differed, henee di
to hide design flaws in the software since allicgsd are  vergences that caused the servers to modify externa
running the same software. To mitigate this problemstate differently or produce different output pages
Schneider and Zhou have suggested proactive diyersi would not be detected. The system described byl Tote
a technique for periodically randomizing replicas t Majorczyk, and Mé extended this idea to compare the
justify the assumption that server replicas falleépend- actual web page responses of the two servers [62].
ently and to limit the window of vulnerability inhich  Since different servers do not produce exactlystae
replicas are susceptible to the same exploit [Btfive  output on all non-attack requests because of nendet
replication and N-variant systems are complementaryninism, design differences in the servers, and-host
approaches. Combining them can provide the benefitspecific properties, they developed an algorithrat th
of both approaches with the overhead and costxiassocompares a set of server responses to determireh whi
ated with either approach independently. divergences are likely to correspond to attacks and
which are benign. The system proposed by Gao, IReite
Design diversity frameworks. The nameN-variant and Song [28] deployed multiple servers in a simila
systemss inspired by, but fundamentally different from, way, but monitored their behavior using a distames-
the technique known a¢-version programming3, 14].  ric that examined the sequence of system calls each
The N-version programming method uses several indeserver made to determine when the server behaviors
pendent development groups to develop different imdiverged beyond a threshold amount.
plementations of the same specification with theeho
that different development groups will produce i@rs  All of these systems use multiple available implatae
without common faults. The use of N-version program tions of the same service running on isolated nmesshi
ming to help with system security was proposeddy J and compare the output or aspects of the behawior t
seph [33]. He analyzed design diversity as manifest notice when the servers diverged. They differ iairth
N-version programming to see whether it could defeasystem architectures and in how divergences axgfec
certain attacks and developed an analogy betwests fa nized. The primary advantage of our work over these
in computing systems that might affect reliabilapd  approaches is the level of assurance automatedsiive
vulnerabilities in computer systems that might etfffe and monitoring can provide over design diversitg- B
security. He argued that N-version programming techcause our system takes advantage of knowing exactly
nigues might allow vulnerabilities to be maskedows  how the variants differ, we can make security ctaim
ever, N-version programming provides no guaranteabout large attack classes. With design diversigu-
that the versions produced by different teams mg@lt  rity claims depend on the implementations beindi-suf
have common flaws. Indeed, experiments have showaiently different to diverge noticeably on the akgand
that common flaws in implementations do occur [36]. functionality claims depend on the behaviors beinfj
our work, program variants are created by mechhnicdiciently similar not exceed the divergence thrddhan
transformations engineered specifically to differpiar-  non-attack inputs). In addition, these approaclaesbe
ticular ways that enable attack detection. In aoldjt used only when diverse implementations of the same
our variants are produced mechanically, so the abst service are available. For HTTP servers, thisescthse,
multiple development teams is avoided. but for custom servers the costs of producing arde/
implementation are prohibitive in most cases. Famth
Three recent projects [46, 62, 28] have explorddgus even though many HTTP servers exist, most advanced
design diversity in architectures similar to theeame  websites take advantages of server-specific funality
propose here in which the outputs or behaviorsmof t  (such as server-side includes provided by Apacie),
diverse implementations of the same service (e.gwould not work on an alternate server. Design digr
HTTP servers Apache on Linux and 1IS on Windows)approaches offer the advantage that they may lgetabl
are compared and differences above a set thregiold detect attacks that are at the level of applicasieman-
dicate a likely attack. The key difference betwdsyse tics rather than low-level memory corruption or eod
projects and our work is that whereas they usersive injection attacks that are better detected by icilf
available implementations of the same service, & u diversity. In Section 6, we consider possible esitams
techniques to artificially produce specific kind§ o to our work that would combine both approaches to
variation. The HACQIT project [34, 46] deployed two provide defenses against both types of attacks.
COTS web servers (IS running on Windows and
Apache running on Linux) in an architecture where a
third computer forwarded all requests to both serve
and compared their responses. A divergence was de-



3. Model prised states without any variants in alarm staies.
establish this we need two propertieermal equiva-
Our goal is to show that for all attacks in a patar  lenceanddetection
attack class, if one variant is compromised by \eemyi
attack, another variant must exhibit divergent b@ra Normal equivalence.The normal equivalence property
that is detected by the monitor. To show this, we d is satisfied if the N-variant system synchronizés t
velop a model of execution for an N-variant systemd  states of all variants. That is, whenever all vasaare
define two properties the variant processes mugt-ma in normal states, they must be in states that spored
tain to provide a detection guarantee. to the same canonical state. For security, it ficgent
to show the variants remain in equivalent states. F
We can view an execution as a possibly infinite secorrectness, we would also like to know the carainic
guence of statesS], S, ...]. In an N-variant system, the state of each of the variants is equivalent tosthge of
state of the system can be represented using @ ¢fipl the original process.
the states of the variants (for simplicity, thigwament
assumes the polygrapher and monitor are statdless; We can prove the normal equivalence property stati-
our implementation, they do maintain some stateagut cally using induction:
ignore that in this presentation). Hence, an exequdf
an N-variant system is a sequence of state-tupfesav
Sy represents the state of variarat stept: [<S 0 S 1,

1. Show that initially all variants are in the same ca
nonical state? 0O£v<N: G(S,) =S

e SN <S1o SLy - SIS - ] 2. Show that every normal transition preserves the
equivalence when the system is initially in a ndrma
Because of the artificial variation, the concretates of state:

each variant differs. Each variant hasamonicalization
function C,, that maps its state to a canonical state that
matches the corresponding state for the originatgss.
For example, if the variation alters memory addeess
the mapping function would need to map the varg@ant’
altered addresses to canonical addresses. Undaahor
execution, at every execution step the canoniahlize
states of all variants are identical to the orifipeo-

"ST Normal OE£v<N,S,
whereC, (S) =S pl Inputs
G(M (& P)=T(Sp.

Alternatively, we can establish it dynamically byaen-
ining the states of the variants and using the wiaab-
zation function to check the variants are in egeiva
states after every step. In practice, neither hshaitic

gram state: . . -
proof nor a complete dynamic comparison is likely t
"t30,0Ev<N,0OfEw<N: be feasible for real systems. Instead, we arguecina
C(E&Y)=Cs Sw=S implementation provides a limited form of normal

equivalence using a combination of static argurasiot

Each variant has #ansition function T,, that takes a . . . . . . .
. limited dynamic comparison, as we discuss in Sadio
state and an input and produces the next state. The

original program,P, also has a transition functiom,
The set of possible transitions can be partitioimtd
consistent transitionandaberrant transitions Consis-

tent transitions take the system from one nornzkdb : o . .
} o property is satisfied. To establish the detectimpprty,
another normal state; aberrant transitions takesyise : .
we need to know that any input that causes onamari

tem from a normal state to a compromised state. An .
: - ) to enter a compromised state must also cause some
attack is successful if it produces an aberramsitian

without detection. Our goal is to detect all abetitaan- other varlar_lt to enter an alarm state. Becausdhef t .
sitions. normal equivalence property, we can assume the vari

ants all are in equivalent states before procestiigy
input. Thus, we need to show:

Detection. The detection property guarantees that all
attacks in a certain class will be detected by the
N-variant system as long as the normal equivalence

We partition possible variant states into thres:gedr-
mal, compromised and alarm. A variant in a normal " ST Normal 0 £v<N, S whereC, (S) =S,

state is behaving as intended. A variant in a compr " p1 Inputs

mised state has been successfully compromised by a T,(S,p)1 Compromised

malicious attack. A variant in an alarm state israa- $w such thafl,, (S, p) T AlarmandC, (S)) =S
lous in a way that is detectable by the monitor. &ife

to guarantee that the N-variant system never ergters
state-tuple that contains one or more variantsoim-c

If the detection property is established, we kninat t
whenever one of the variants enters a compromised



state, one of the variants must enter an alarme.séat  tacks that involve direct references to absolute ad
ideal monitor would instantly detect the alarmestahd  dresses. Several common vulnerabilities includimg f
prevent all the other variants from continuing. sThi mat string [56, 54], integer overflow, and doubleef
would guarantee that the system never operates in[24] may allow an attacker to overwrite an absolute
state in which any variant is compromised. location in the target's address space. This oppayt
can be exploited to give an attacker control ofacess,
In practice, building such a monitor is impossiblece  for example, by modifying the Global Offset TabR#]
we cannot keep the variants perfectly synchronized or the segment of an ELF executable [48]. Re-
detect alarm states instantly. However, we canagppr gardless of the vulnerability exploited and theyéted
mate this behavior by delaying any external efféicts  data structure, if the attack depends on loadingtar-
cluding responses to the client) until all variahtsse  ing to an absolute address it will be detected by o
passed a critical point. This keeps the variantsdty  partitioning variants. Since the variation altebs@lute
synchronized, and approximates the behavior of inaddresses, it is necessary that the original progiaes
stantly terminating all other variants when oneiarstr not depend on actual memory addresses (for example,
encounters an alarm state. It leaves open thelplitysi  using the value of a pointer directly in a deci$iol-
that a compromised variant could corrupt the stdte though it is easy to construct programs that dosabt
other parts of the system (including the monitod an isfy this property, most sensible programs showdtl n
other variants) before the alarm state is detected. depend on actual memory addresses.
implementation must use isolation mechanisms tdt lim

this possibility. Detection. SupposeP, only uses addresses whose high
bit is 0 andP; only uses addresses whose high bit is 1.
4. Variations We can map the normal stateRyfandP; to equivalent

states using the identity function f@ and a function
Our framework works with any diversification tech- that flips the high bit of all memory addresses@gi(to
nigue that produces variants different enough twige =~ map onto the actual addresses use&,imore complex
detection of a class of attack but similar enougles- mapping functions may be needed). The transitioe-fu
tablish a normal equivalence property. The vanmtio tions, T, andT, are identical; the generated code is what
used to diversify the variants determines the kitéess  makes things different since a different addredkbei
the N-variant system can detect. The detectiongrtgp referenced in the generated code for any absollte a
is defined by the class of attack we detect, somille  dress reference. If an attack involves referencng
consider attack classes, such as attacks thawvmesle- absolute address, the attacker must choose ansaddre
cuting injected instructions, rather than vulneligbi whose high bit is either a 0 or 1. If it is a OeitliPy may
classes such as buffer overflow vulnerabilities. transition to a compromised state, Bytwill transition

to an alarm state when it attempts to access a ngemo
Next, we describe two variations we have implermgnte address outsid®;'s address space. In Unix systems,
address space partitioning and instruction setitggg this alarm state is detected by the operating syst® a
We argue (informally) that they satisfy both themal = segmentation fault. Conversely, if the attackerosies
equivalence property and the detection condition foan address whose high bit isPy, may be compromised
important classes of attacks. The framework is ggne but P, must enter an alarm state. In either case, the
enough to support many other possible variationsmonitor detects the compromise and prevents any ex-
which we plan to explore in future work. Other gbks  ternal state modifications including output transsion
variations that could provide useful security pmigs  to the client.
include varying memory organization, file naming,
scheduling, system calls, calling conventions, igpm-  Our detection argument relies on the assumptioh tha

tion properties, and the root user id. the attacker must construct the entire addressttjire
For most scenarios, this assumption is likely to/dlé.
4.1 Address Space Partitioning For certain vulnerabilities on platforms that aret n

byte-aligned, however, it may not be. If the attacis
The Introduction described an example variationr@he able to overwrite an existing address in the pnmgra
the address space is partitioned between two varian without overwriting the high bit, the attacker mbg
disrupt attacks that rely on absolute addressess Thable to construct an address that is valid in hatti-
simple variation does not prevent all memory catinip  ants. Similarly, if an attacker can corrupt a valuat is
attacks since some attacks depend only on relative subsequently used with a transformed absolute asldre
dressing, but it does prevent all memory corrupion  in an address calculation, the detection propertyio-



lated. As with relative attacks, this indirect meyno techniques for checking equivalence may be able to

attacks would not be detected by this variation. provide higher assurance without the overhead reces
sary for full dynamic equivalence checking. Ourtpro

Normal equivalence.We have two options for estab- type implementation checks equivalence dynamicailly

lishing the normal equivalence property: we canckhe the level of system calls, but relies on informtitis

it dynamically using the monitor, or we can prove i arguments to establish equivalence between them.

statically by analyzing the variants. A pure dynami

approach is attractive for security assurance tscafi Implementation. To partition the address space, we

its simplicity but impractical for performance-icl vary the location of the application data and ceeg-

servers. The monitor would need to implem€giand  ments. The memory addresses usedPpyand P, are

C,; and compute the canonical states of each vartant disjoint: any data address that is valid Ryris invalid

the end of each instruction execution. If the statefor P;, and vice versa. We use a linker script to create

match, normal equivalence is satisfied. In practicethe two variants. Each variant loads both the caut

however, this approach is likely to be prohibitivelx-  data segments of the variants at different staréidg

pensive. We can optimize the check by limiting thedresses from the other variant. To ensure that Hetg

comparison to the subset of the execution statentag ~ of valid data memory addresses are disjoint, we use

have changed and only checking the state afteicpart to limit the size ofPy's data segment so it cannot

lar instructions, but the overhead of checkinggtates grow to overlagP;’s address space.

of the variants after every step will still be uoaptable

for most services. 4.2 Instruction Set Tagging

The static approach requires proving that for eypars-  Whereas partitioning the memory address space dis-
sible normal state, all normal transitions resuit i rupts a class of memory corruption attacks, partitig
equivalent states on the two variants. This prgpext  the instruction set disrupts code injection attadtsere
quires that no instruction iR can distinguish between are several possible ways to partition the insipacset.
the two variants. For example, if there were a ¢ond
tional jump inP that depended on the high bit of the One possibility would be to execute the variantgifn
address of some variablBy and P; would end up in ferent processors, for example one variant coutdomu
different states after executing that instructiém. at- an x86 and the other on a PowerPC. Establishing the
tacker could take advantage of such an opportdnity security of such an approach would be very difficul
get the variants in different states such thahpatithat however. To obtain the normal equivalence propeey
transitionsP, to a compromised state does not caise would need a way of mapping the concrete statéiseof
to reach an alarm state. For example, if the dierg  different machines to a common state. Worse, taiobt
is used to puP, in a state where the next client input the detection property, we would need to prove tizat
will be passed to a vulnerable string format dalit the  string of bits that corresponds to a successfulanals
next client input tdP; is processed harmlessly by someattack on one instruction set and a valid instarcte-
other code, an attacker may be able to successfullyuence on the other instruction set. Although likisly
compromise the N-variant system. A divergence couldhat most sequences of malicious x86 instructians c
also occur if some part of the system is nondetgami  tain an invalid PowerPC instruction, it is certgiplos-
tic, and the operating environment does not elitgina sible for attackers to design instruction sequerbas
this nondeterminism (see Section 5). Finally,Pifis  are valid on both platforms (although we are noaraw
vulnerable to some other class of attack, suchode ¢ of any programs that do this for the x86 and PowerP
injection, an attacker may be able to alter thaditioon  Sjoerd Mullender and Robbert van Renesse won the
functions Ty and T; in a way that allows the memory 1984 International Obfuscated C Code Contest with a
corruption attack to be exploited differently orettwo  entry that replaced main with an array of bytes s
variants to avoid detection (of course, an attacklen  valid machine code for both the Vax and PDP-11 but
can inject code can already compromise the system iexecuted differently on each platform [35]).
arbitrary ways).

Instead, we use a single instruction set but preépen
In practice, it will not usually be possible to qoletely  variant-specific tag to all instructions. The dsifica-
establish normal equivalence statically for reatesgns tion transformation takeB and inserts the appropriate
but rather we will use a combination of static alyd  tag bit before each instruction to produce eaclamar
namic arguments, along with assumptions about the
target service. A combination of static and dynamic



Detection. The variation detects any attack that in- Strata’s overhead is only a few percent. The Swala
volves executing injected code, as long as the amech mediates application execution by examining andstra
nism used to inject code involves injecting complet lating instructions before they execute on the IGB3Y.
instructions. If memory is bit-addressable, anckiga  Translated instructions are placed in the fragneanhe
could overwrite just the part of the instructioteafthe and then executed directly on the host CPU. Before
tag bit, thereby changing an existing instructiohile&vy ~ switching to the application code, the Strata VMaus
preserving the original tag bit. If the attacken d¢aject to protect critical data structures including the
the intended code in memory, and then have the prdragment cache from being overwritten by the aplic
gram execute code already in the executable thasir tion. At the end of a translated block, Strata agise
forms the injected memory (for example, by XORingtrampoline code that will switch execution backthe
each byte with a constant that is different in ttve  Strata VM, passing in the next application PC sat th
variants), then it is conceivable that an attadt@uld  the next fragment can be translated and executibn w
execute an indirect code injection attack wherectidte  continue. We implement the instruction set tagdigg
is transformed differently on the two variants befo extending Strata’s instruction fetch module. Thedimo
executing to evade the detection property. For alfied instruction fetch module checks that the fetth
known realistic code injection attacks, neitherttidse  instruction has the correct tag for this variahtt does
is considered a serious risk. not, a security violation is detected and execut®m

minates. Otherwise, it removes the instruction hag
Normal equivalence.The only difference between the fore placing the actual instruction in the fragmesthe.
two variants is the instruction tag, which has ffea@  The code executing on the host processor contains n
on instruction execution. The variants could diegrg tags and can execute normally.
however, if the program examines its own instrutio
and makes decisions that depend on the tag. It 5. Framework Implementation
unlikely that a non-malicious program would do ttfis
with the memory partitioning, if the instructiongiaare  Implementing an N-variant system involves genegatin
visible to the executing process an attacker might variants such as those described in Section 4 hasve
able to make them execute code that depends on timplementing the polygrapher and monitor. The &dst
instruction tags to cause the variants to divergi®re  computing base comprises the polygrapher, monitdr a
launching the code injection attack on one of tad-v mechanisms used to produce the variants, as walas
ants. To prevent this, we need to store the tagged operating system functionality that is common asros
structions in memory that is not readable to thecak  the variants. An overriding constraint on our dasig
ing process and remove the tags before those dnstruthat it be fully automated. Any technique that riegg
tions reach the processor. manual modification of the server to create vasaot

application-specific monitoring would impose tooga
Implementation. To implement instruction set tagging, a deployment burden to be used widely. To enalplig ra
we use a combination of binary rewriting beforeaxe development, our implementations are entirely ifi-so
tion and software dynamic translation during exiscut ware. Hardware implementations would have security
We use Diablo [61, 22], a retargetable binary rémgi and performance advantages, especially in mongorin
framework, to insert the tags. Diablo provides naech the instruction tags. Furthermore, placing monitgras
nisms for modifying an x86 binary in ELF format. We close as possible to the processor eliminates itthe r
use these to insert the appropriate variant-spetafy  that an attacker can exploit a vulnerability in theni-
before every instruction. For simplicity, we usdud toring mechanism to inject instructions between the
byte tag even though a single bit would sufficetitso ~ enforcement mechanism and the processor.
variants. There is no need to keep the tags sqostt,
that they are different; we use 10101010 and 010101 The design space for N-variant systems implementa-
for the A andB variant tags. tions presents a challenging trade-off betweeraism

of the variants, polygrapher, and monitor and teedn
At run-time, the tags are checked and removed beforto keep the variant processes synchronized enaugh t
instructions reach the processor. This is donegusinestablish the normal equivalence property. The rothe
Strata, a software dynamic translation tool [53, 53 main design decision is the granularity of the rtami
Strata and other software dynamic translators I#, 1 ing. Ideally, the complete state of each variantidde
have demonstrated that it is possible to implersefit ~ inspected after each instruction. For performarese r
ware dynamic translation without unreasonable persons, however, we can only observe aspects oftée s
formance penalty. In our experiments (Section 5)at key execution points. Incomplete monitoring nea



that an attacker may be able to exploit a differarit  the polygrapher we use , a firewall implementation
nerability in the server to violate the normal eqlénce for FreeBSD [27] with a rule that redirects packets
property, thereby enabling an attack that wouldehav port 80 (HTTP server) to our process which adjusts
otherwise been detected to be carried out witheteéad the TCP sequence numbers to be consistent with the
tion. For example, an attacker could exploit a reme-  variant's numbering. Instead of sending responses d
dition in the server to make the variants divergevdys  rectly to the client, the variant’s responses averted
that are not detected by the monitor. Once theamtsi back to , which buffers the responses from all of the
have diverged, the attacker can construct an ittt  variants. The responses frdPp are transmitted back to
exploits the vulnerability in one variant, but dogst the client only if a comparably long response isoal
produce the detected alarm state on the otherntaria received from the other variants. Hence, if anyiarar
because they started from different states. crashes on a client input, the response is nevertse
the client and restarts the server in a known uncom-
In our first proof-of-concept implementation, désed  promised state.
in Section 5.1, we emphasized isolation and execute
the variants on separate machines. This mean@that We tested our system by using it to protect a toyey
nondeterminism in the server program or aspecthef we constructed with a simple vulnerability and Apac
host state visible to the server program that diffe and attempted to compromise those servers using pre
between the machines could be exploited by anlattac viously known exploits as well as constructed eiplo
to cause the processes to diverge and then allewca designed to attack a particular variant. Explogtitey
cessful attack. It also meant the monitor only obsg  does not provide any guarantees of the securityuof
the outputs produced by the two variants that windd system, of course, but it does demonstrate thatahe
sent over the network. This enabled certain atttckee rect behavior happens under the tested conditions t
detected, but meant a motivated attacker couldectiigs increase our confidence in our approach and impteme
states to diverge in ways that were not visiblerfrithe  tation. Our toy server contained a contrived format
output (such as corrupting server data) but sthieved  string vulnerability, and we developed an explbiatt
the attacker’s goals. used that vulnerability to write to an arbitrary may
address. The exploit could be customized to work
Our experience with this implementation led usdo-c  against either variation, but against the N-vargstem
clude that a general N-variant systems frameworlboth versions would lead to one of the variantsttra
needed closer integration of the variant processes ing. The monitor detects the crash and prevents- com
prevent arbitrary divergences. We developed such promised outputs from reaching the client. We also
framework as a kernel modification that allows riplét  tested an Apache server containing a vulnerable
variants to run on the same platform and normaivegu  OpenSSL implementation (before 0.9.6e) that coathin
lence to be established at system call granulafitys  a buffer overflow vulnerability that a remote akec
eliminates most causes of nondeterminism and ingsrov could exploit to inject code [13]. When instructieat
the performance of the overall system. Sectionde? tagging is used, the exploit is disrupted sinao#s not
scribes our Linux kernel implementation, and Sectio contain the proper instruction tags in the injectede.
5.3 presents performance results running Apachie var

ants on our system. We also conducted some performance measurements on
our 2-variant system with memory address partitigni
5.1 Proof-of-Concept Implementation The average response latency for HTTP requests in-

creased from 0.2ms for the unmodified server tan2.9
In our proof-of-concept implementation, the vargaate  for the 2-variant system.
isolated on separate machines and the polygraptter a
monitor are both implemented by the process run- The proof-of-concept implementation validated the N
ning on its own machine. We used our implementatiorvariant systems framework concept, but did not jg®v
to protect both a toy server we constructed andcApa a practical or secure implementation for realistr-
In order for our approach to work in practice iegsen- vices. Due to isolation of the variants, various-no
tial that no manual modification to the server seur attack inputs could lead to divergences between the
code is necessary. Hence, each server varianterast variants caused by differences between the hosts. F
cute in a context where it appears to be intergatior-  example, if the output web page includes a timegta
mally with the client. We accomplish this by usidg  or host IP address, these would differ betweervénie
vert sockets to give each variant the illusion thas  ants. This means false positives could occur when t
interacting directly with a normal client. To imptent  monitor observes differences between the outputs fo



normal requests. Furthermore, a motivated attackeions in Section 6.
could take advantage of any of these differencesin
struct an attack that would compromise one of @@ v In order to bring an N-variant system into exeautize

ants without leading to a detected divergence. created two new system calls: , and
. The program uses these system calls

5.2 Kernel Implementation similarly to the way a shell uses / to bring

processes into execution. The system call

The difficulties in eliminating nondeterminism aptb-  forks off the variants, however instead of creatag
viding finer grain monitoring with the isolated ilep  single child process it creates one process peéantar
mentation, as well as its performance results, icmed  The variants then proceed to call ,

us to develop a kernel implementation of the frandw which will cause each of the variants to executsrth

by modifying the Linux 2.6.11 kernel. In this implen-  own diversified binary of the server. Note that aypr
tation, all the variants run on the same platfoatong  proach requires no modification of an existing byn@

with the polygrapher and monitor. We rely on exigti execute it within an N-variant system; we simplydke
operating system mechanisms to provide isolation bea shell command that takes the pathnames of variant
tween the variants, which execute as separate gsese  binaries as parameters and executes

We modified the kernel data structures to keepktafc  Next, we provide details on the system call wrapper
variant processes and implemented wrappers arourtiat implement the polygraphing and monitoring. The
system calls. These wrappers implement the polygrap Linux 2.6.11 kernel provides 267 system calls. \@e-g
ing functionality by wrapping input system callstbat  eralize them into three categories based on the ofp
when both variants make the same input systemtball, wrapper they need: shared system calls, reflecyse
actual input operation is performed once and tmesa tem calls, and dangerous system calls.
data is sent to all variants. They provide the rawirg
functionality by checking that all variants makeeth Shared System Calls.For system calls that interact
same call with equivalent arguments before makirg t with external state, including I/O system callsge th
actual system call. wrapper checks that all variants make equivaleli$,ca
makes the actual call once, and sends the outpaft to
This system call sharing approach removes nedrlyfal variants, copying data into each of the variantress
the causes of nondeterminism that were problenatic space if necessary. Figure 2 shows pseudocode for a
the proof-of-concept implementation. By wrapping th shared call, in this case the system call. The actual
system calls, we ensure that variants receive iclnt wrappers are generated using a set of preprocessnr
results from all system calls. The remaining caoke ros we developed to avoid duplicating code. Th& fir
nondeterminism is due to scheduling differences, irstatement checks whether this process is part of an
particular in handling signals. We discuss thesetdi-  N-variant system. If not, the system call procerds

P # 85
I % &' 3%
8
(
# I % &' ")) I+ - 88
38 / 0
(
# 12,43,4%, ,++5+ # 3%
# 12,+3,4%, ,++5+ ## # 3%

Figure 2. Typical shared system call wrapper.

10



mally. Hence, a single platform can run both noraval  for each variant with its corresponding child P&mi-
N-variant processes. If the process is a variantgss, lar issues arise with , , and

it records that it has entered this system call @retks

if its sibling variant has already entered a systath If  Finally, we have to deal with two system calls tteat

it has not, it saves the parameters and sleepktbati minate a process: and " . A termi-
other variant wakes it up. Otherwise, it checks tha  nating process does not necessarily go througte thes
system call and its parameters match those usdbeby system calls, since it may terminate by crashing. T
first variant to make the system call. If they nhatthe  ensure that we capture all process terminationtevan
actual system call is made. The result is copied & an N-variant system we added a monitor inside the
kernel buffer, and the sibling variant process Qhhi function within the kernel which is the last func-
reached this system call first and went to sleep) ition all terminating processes execute. This whyg i
awoken. The sibling process copies the result filoen process receives a signal and exits without going
kernel buffer back into its address space and woaesi through a system call, we will still observe thislacan
execution. terminate the other variants.

Reflective System CallsWe consider any system call Dangerous System CallsCertain calls would allow
that observes or modifies properties of the proitesf  processes to break assumptions on which we rely. Fo
areflectivesystem call. For these calls, we need to enexample, if the process uses the  system to run a
sure that all observations always return the saahgev new executable, this will escape the N-variant guot
regardless of which variant reaches the call fiasstj tions unless we can ensure that each variant e®eut
that all modifications to process properties ar@medo different executable that is diversified appropipat
equivalently on all variants. For observation-omét  Since it is unlikely we can establish this propethe
flective calls, such a% , we check that all variants wrapper just disables the system call and returns
make the same call, and then just make the ca#t @orxc  an error code. This did not pose problems for Apach
variant 0 and send the same result to all varidits is ~ but might for other applications.

done using wrappers similar to those for sharetesys

calls, except instead of just allowing the lastiasatrthat  Other examples of dangerous system calls are floose

reaches the call to make the actual system calieeel memory mapping ( , 7 ) which map
to make sure that each time a reflective call &lhed, a portion of a file into a process’ address spafier a
it is executed for the same process. file is mapped into an address space, memory raads

writes are analogous to reads and writes from itke f
Another issue is raised by the system calls theater This would allow an attacker to compromise one-vari
child processes ( , , and ). ant, and then use the compromised variant to #iter
The wrappers for these calls must coordinate eadh v state of the uncompromised variants through theesha
ant’s fork and set up all the child processes abild  memory without detection, since no system callés-n
N-variant system before any of the children aregda essary. Since many server applications (including
on the run queue. These system calls return thd chiApache) use memory mapping, simply blocking these
process’ PID. We ensure that all the parents in theystem calls is not an option. Instead, we plas&ice

N-variant system get the same PID (the PID of varia tions on them to allow only th@9 -454*85:! and
0’s child), as with the process observation systalis. 8-99+12-;,  options with all permissions and to per-
mit 8-9 !<-+,. mappings as long as write permis-

The other type of reflective system call acts oae th sions are not requested. This eliminates the carmu
process itself. These system calls often take patery  cation channel between the variants, allowing mgmor
given by the reflective observation system caltstnis  mapping to be used safely by the variants. Apaahe r
case, we make sure they make the same call with theven with these restrictions since it does notatker
same parameters, but alter the parameters acctyrdingorms of memory mapping, but other solutions wdugd

for each variant. For example, 6 takes a PID as needed to support all services.

an input. Each of the variants will call 6 with

the same PID because they were all given the sante.3 Performance

child PID when they called (as was required to

maintain normal equivalence). However, each varianfTable 1 summarizes our performance results. We imeas
needs to clean up its corresponding child procégsnv  ured the throughput and latency of our system using
the child system. The wrapper for 6 modifies  WebBench 5.0 [65], a web server benchmark using a
the PID value passed in and makes the appropradite c variety of static web page requests. We ran tws skt

11



Configuration 1 2 3 4 5 6
Unmodified | Unmodified 2-variant | Apache | Apache | 2-variant
Description Apache, Apache, system, running with system,
P unmodified N-variant address under instruc- instruc-
kernel kernel partitioning | Strata | tion tags | tion tags
Unsaturate Throughput (MB/s) 2.36 2.32 2.04 2.27 2.25 1.80
Latency (ms) 2.35 2.40 2.77 2.42 2.46 3.02
S Throughput (MB/s) 9.70 9.59 5.06 8.54 8.30 3.55
aturated -
Latency (ms) 17.65 17.80 34.2( 20.30 20.58 48.30

Table 1. Performance Results.

experiments measuring the performance of our Apachis relatively low because once a code fragmem ihé
server under unsaturated and saturated load comsliti fragment cache it does not need to be translatath ag
In both sets, there was a single 2.2GHz Pentium 4he next time it executes. Adding the instructiagging
server machine with 1GB RAM running Fedora Core 3(Configuration 5) has minimal impact on throughput
(2.6.11 kernel) in the six different configuratissteown  and latency. Configuration 6 shows the performaofce
in Table 1. For the first set of experiences, wedua a 2-variant system where the variants are runnimtgu
single client machine running one WebBench clientStrata with instruction tag variation. The perfonoa
engine. For the load experiments, we saturated oumpact is more than it was in Configuration 3 besgau
server using six clients each running five WebBenclof the additional CPU workload imposed by the nstr
client engines connected to the same networkslswic tion tags. For the unloaded server, the latencieases
the server. 28% over the baseline configuration; for the saada
server, the throughput is 37% of the unmodified
Configuration 1 is the baseline configuration: degu server’s throughput.
apache running on an unmodified kernel. Configarati
2 shows the overhead of the N-variant kernel omra n Our results indicate that for 1/0O bound services, N
mal process. In our experiments, it was negligibdés  variant systems where the variation can be achieved
is unsurprising since the overhead is only a simpla-  with reasonable performance overhead, especially fo
parison at the beginning of each wrapped systein calvariations such as the address space partitionfreyev
Configuration 3 is a 2-variant system running im dbld  little additional work is needed at run-time. Wdian
variant framework where the two variants differtire  pate there being many other interesting variatafribis
address spaces according to the partitioning schentgpe, such as file renaming, local memory rearrange
described in Section 4.1. For the unloaded sether, ment, system call number diversity, and user icediv
latency observed by the client increases by 17/666. sity. For CPU-bound services, the overhead of qur a
the loaded server, the throughput decreases bya#tPo proach will remain relatively high since all comatibn
the latency nearly doubles compared to the baselineeeds to be performed twice. Multiprocessors mkey al
configuration. Since the N-variant system execuatits viate some of the problem (in cases where thermts
computation twice, but all /0 system calls onlycen enough load to keep the other processors busy nor-
the overhead incurred reflects the cost of dupligathe  mally). Fortunately, many important services argéty
computation, as well as the checking done by thepwr 1/O-bound today and trends in processor and disk pe
pers. The overhead measured for the unloaded ssrverformance make this increasingly likely in the fgtur
fairly low, since the process is primarily 1/O balrior
the loaded server, the process becomes more compuf@. Discussion
bound, and the approximately halving of throughput
reflects the redundant computation required totwum  Our prototype implementation illustrates the pdtdnt
variants. for N-variant systems to protect vulnerable serfiens
important classes of attacks. Many other issuesirem
The instruction tagging variation is more expensiveto be explored, including how our approach canpe a
because of the added cost of removing and chethéng plied to other services, what variations can batet to
instruction tags. Configuration 4 shows the perfamoe  detect other classes of attacks, how an N-varigiem
of Apache running on the normal kernel under Strataan recover from a detected attack, and how composi
with no transformation. The overhead imposed bgtatr tions of design and artificially diversified vartancan
reduces throughput by about 10%. The Strata ovdrhegrovide additional security properties.
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Applicability. Our prototype kernel implementation Other variations. The variations we have implemented
demonstrated the effectiveness of our approachgusironly thwart attacks that require accessing absolute
Apache as a target application. Although Apacha is memory addresses or injecting code. For example, ou
representative server, there are a number of tlitiges  current instruction tagging variation does not wira
servers might do that would cause problems for oureturn-to-libc attack (since it does not involve injecting
implementation. The version of Apache used in ourcode), and our address space partitioning varigtion
experiments on uses the system call to create sepa- vides no protection against memory corruption &gac

rate processes to handle requests. Each chilégsas

that only use relative addressing. One goal forfaur

run as an independent N-variant system. Some Serveture work is to devise variations that enable deiamf

use user-level threading libraries where therenawki-
ple threads within a single process invisible to loer-
nel monitor. This causes problems in an N-varigst s
tem, since the threads in the variants may integea
differently to produce different sequences of syste
calls (resulting in a false detection), or worsgeileave
in a way that allows an attacker to exploit a racadi-
tion to carry out a successful attack without didec
One possible solution to this problem is to modifg
thread scheduler to ensure that threads in thensri
are scheduled identically to preserve synchrorgpati
between the variants.

larger classes of attack within the framework weeha
developed. We believe there are rich opportuniioes
incorporating different kinds of variation in ouafme-
work, although the variants must be designed chyefu
to ensure the detection and normal equivalenceeprop
ties are satisfied. Possibilities include variasianvolv-
ing memory layout to prevent classes of relative ad
dressing attacks, file system paths to disruptlstéhat
depend on file names, scheduling to thwart racelicon
tion attacks, and data structure parameters tamtisr
algorithmic complexity attacks [21].

Composition. Because of the need to satisfy the normal

The asynchronous property of process signals miakes equivalence property, we cannot simply combine imult

difficult to ensure that all variants receive ansibat the
exact same point in each of their executions. Algio
we can ensure that a signal is sent to all theamtgiat
the same time, we cannot ensure that all the varame
exactly at the same point within their program Fatt
time. As a result, the timing of a particular sigoauld
cause divergent behavior in the variants if theecbd-
haves differently depending on the exact point wien
signal is received. This might cause the variantdit
verge even though they are not under attack, lgadin
a false positive detection. As with user-level #uwg, if
we modify the kernel to provide more control of the
scheduler we could ensure that variants receivealsg
at the same execution points.

Another issue that limits application of our apprioas
the use of system calls we classified as dangesocis
as or unrestricted use of . With our current
wrappers, a process that uses these calls is t&edin

ple variations into two variants to detect the onaf
their attack classes. In fact, such a combinatisksr
compromising the security properties each variation
would provide by itself. By combining variations reo
carefully, however, we can compose variants in § wa
that maintains the properties of the independeriava
tions. To do this securely, we must ensure thateézh
attack class we wish to detect, there is a paitadfints

in the system that differs only in the transformatused

to detect that attack class. This is necessarynsorre
that for each variation, there is a pair of vaatitat
satisfy the normal equivalence property for thatasa
tion but differ in the varied property. This appchacan
generalize to compose binary variations using + 1
variants. More clever approaches may be able abest
lish the orthogonality of certain variations to oall
fewer variants without sacrificing normal equivaten

Another promising direction is to combine our aFmio

since we cannot handle them safely in the N-varianwith design diversity approaches [46, 28, 62]. \Weld
framework. In some cases, more precise wrappers mayeate a 3-variant system where two variants aschg@
allow these dangerous calls to be used safely in aprocesses running on Linux hosts with controlled ad

N-variant system. Some calls, however, are intigren
dangerous since they either break isolation betwieen

dress space partitioning variation, and the thadant
is a Windows machine running IIS. This would previd

variants or allow them to escape the framework. Irguaranteed detection of a class of low-level memory

these situations, either some loss of security dvoekd

attacks through the two controlled variants, ad wasl

to be accepted, or the application would need to berobabilistic detection of attacks that exploitHigvel

modified to avoid the dangerous system calls beifore
could be run as an N-variant system.
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application semantics through the design variants.

Recovery.Our modified kernel detects an attack when
the system calls made by the variants diverge.hist t



point, one variant is in an alarm state (e.g., lwdy  Our framework opens up exciting new opportuniti@s f

and the other variant is in a possibly compromistete.
After detecting the attack, the monitor needs tiam

diversification approaches, since it eliminates tieed
for high entropy variations. By removing the retiaron

the service in an uncompromised state. Note that thkeeping secrets and providing an architecturalasast-

attack is always detected before any system caikés

ciated proof framework for establishing securitppmer-

cuted for a compromised process; this means na-exteties, N-variant systems offer potentially substanti
nal state has been corrupted. For a statelessrsémee gains in security for high assurance services.

monitor can just restart all of the variants. Fatateful
server, recovery is more difficult. One interestiag-
proach is to compare the states of the variants #ie
attack is detected to determine the valid statgebd-
ing on the variation used, it may be possible tmver

Availability

Our implementation is available as source code from
http:/imww.nvariant.org. This website also provides de-

a known uncompromised state from the state of théails on the different system call wrappers.

alarm variant, as well as to deduce an attack sigma

from the differences between the two variants’estat Acknowledgments

Another approach involves adding an extemovery
variant that maintains a known uncompromised stat
and can be used to restart the other variants after
attack is detected. The recovery variant could Hee t
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