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Education University of California, Berkeley                                                                        Berkeley, CA
Ph.D. in Computer Science                                                                        Beginning Sept 2008
Chancellor’s Fellowship for Graduate Study
University of Virginia                                                                                Charlottesville, VA
B.S. Computer Science                                                                                                   May 2008
Rodman Scholar (Honors Engineering)
  

Experience INTERN, Web application security team                                                May 2008 – Aug 2008
Google                                                                                                            Mountain View, CA
Working on the Google Caja project, which is an object capability subset of JavaScript.
Untrusted JavaScript is rewritten on the server side to allow for the safe integration of
third-party code in mashups.

RESEARCH ASSISTANT, Professor David Evans                             May 2006 – May 2008
UVA Department of Computer Science                                                    Charlottesville, VA
Worked as part of a team on disk-level malware detection, then on two independent
projects on web security. Funded by a NSF REU grant.

COORDINATOR, CS493-2                                                                                       Spring 2008
UVA Department of Computer Science                                                    Charlottesville, VA
Designed and proposed a new seminar on web browser development.  I organized and
graded the class, with occasional lectures, under the supervision of Professor Evans.

COMPUTER SCIENCE TUTOR                                                                             Spring 2007
UVA Athletic Department                                                                           Charlottesville, VA

Research Mashup Security                                                                                              Jun 2007 – present
Modern browsers do not let mashup providers identify or protect against untrusted
content that has been proxied or otherwise inserted into the mashup’s domain. I
performed a security case study on the Facebook Platform to demonstrate the
ramifications of this problem.  I propose the addition of an untrusted HTML attribute to
let browsers differentiate between first- and third-party scripts, and I have modified
Firefox to enforce a one-way isolation policy for untrusted content.
Privacy of Social Networking APIs                                                         Sep 2007 – May 2008
My work explores how to implement a social networking API without sacrificing user
privacy.  I considered user privacy expectations, methodically studied the information
needs of Facebook applications, and created an attacker profile and analysis.
Disk-Level Malware Detection                                                        May 2006 – Jun 2007
I looked for patterns in the file request sequences of polymorphic viruses and created
file-system level signatures based on their behavior.
 

Publications Privacy Protection for Social Networking APIs.  Adrienne Felt and David Evans.  To appear
at the Workshop on Web 2.0 Security and Privacy (W2SP), May 2008.
Talking to Strangers Without Taking Their Candy: Securing Proxied Content.  Adrienne Felt,
Pieter Hooimeijer, David Evans, and Westley Weimer. Workshop on Social Network
Systems, April 2008.
Defacing Facebook: A Security Case Study.  Adrienne Felt.  White paper, released Jul 2007.
Available at http://www.cs.virginia.edu/felt/fbook/facebook-xss.pdf.
  

Posters Defacing Facebook: A Web 2.0 Security Case Study                                                    Aug 2007
Poster Session, 16th USENIX Security Symposium                                            Boston, MA

Taking Virus Detection to the Next Level (Down)                                                         Aug 2006
Poster and Work-in-Progress Talk, 15th USENIX Security Symposium      Vancouver, BC



Patent Method, System and Computer Program Product for Behavioral Malware Detection Analysis,
and Response.  Nathanael Paul, David Evans, Sudhanva Gurumurthi, Adrienne Felt.  U.S.
Patent 60/852,609 (Provisional Patent filed Oct 2006; application submitted Oct 2007).

Awards Chancellor’s Fellowship for Graduate Study at UC Berkeley                                  2008–2013
UVA Computer Science Department Service Award                                       May 2007, 2008
Honorable Mention, NSF Graduate Research Fellowship Program                         Apr 2008
Finalist, CRA Outstanding Undergraduate Award                                                     Dec 2007
Goldman Sachs grant, Grace Hopper Celebration of Women in Computing          Oct 2007
Glenn E. Kirwin Memorial Scholarship                                                                       2007–2008
Finalist (highest prize level), UVA Undergraduate Research Symposium             Nov 2006

Activities President, Association for Computing Machinery at UVA                                      2007–2008
CS Representative, Engineering Student Council                                                      2007–2008
Member, ACM Committee on Women in Computing                                              2007–2008
Built stoves in Guatemala with  la Asociación de Mujeres del Altiplano                Mar 2007
VA Beach Rock ‘n’ Roll and Wirefly National Half Marathons                        Mar, Sep 2007
Homework tutor in the local migrant worker community                                       2005–2006
Volunteer in the Dominican Republic with Orphanage Outreach                           Mar 2006

Selected Press Associated Press.  “Social-Networking Sites Pose Huge Security Risk, Say Experts.”  Run
by a wide number of news sources, 30 April 2008.

Chris Soghoian.  “Exclusive: The next Facebook privacy scandal.”  Surveillance State for
CNET Blogs, 23 Jan 2008.

Jeffrey R. Young.  “Study Raises New Privacy Concerns About Facebook.”  The
Chronicle of Higher Education, 4 Feb 2008.


