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Abstract. The interest in translation-based virtual execution environ-
ments (VEES) is growing with the recognition of their importance in a
variety of applications. However, due to constrained memory and energy
resources,developing a VEE for an embedded system preserts a number
of challenges. In this paper we focus on the VEE's memory overhead,
and in particular, the code cache. Both code traces and exit stubs are
stored in a code cadche. Exit stubs keeptrack of the brancheso a trace,
and we show they consume up to 66.7% of the code cache. We presert
four techniques for reducing the space occupied by exit stubs, two of
which assumeunbounded code caches and the absenceof code cacde in-
validations, and two without theserestrictions. These techniques reduce
spaceby 43.5% and also improve performance by 1.5%. After applying
our techniques, the percertage of spaceconsumed by exit stubs in the
resulting code cache was reduced to 41.4%.

1 Intro duction

Translation-based VEEs are increasingly being used to host application soft-
ware becauseof their power and exibilit y. The usesof VEEs include binary
retranslation [1, 2], program shepherding[3, 4], power managemen [5] and many
others. Although VEEs have beenusedin PC ernvironments, they have not been
thoroughly explored in the embeddedworld.

Embedded systemsare widely usedtoday. Personal mobile devices,sensor
networks, and consumer electronics are elds that make extensive use of em-
bedded technology. VEEs can have the samebene ts in the embedded world
asthey do in the general-purposeworld. For example, there are many di erent
embeddedinstruction-set architectures, and asa result, little reuseof embedded
software. Binary retranslation VEEs can addressthis issue.Security is important
on embeddeddevicessuc as PDAs which often download third-part y software,
and program shepherding VEEs are important in this respect. In some situa-
tions, VEEs may be more important for embeddeddevicesthan general-purpose
devices.For example,power managemem VEES are arguably more important to
battery-p owered embedded devicesthan general-purpose machines.

VEEs introduce an extra software layer between the application and the
hardware and use machine resourcesin addition to the guest application. For



instance, Strata [3, 6] has an averageslondown of 16% for the x86 architecture.
Meanwhile, DynamoRIO has beenshownn to have a 500% memory overhead[7].

A code cadhe is usedin most VEEs to store both application code and exit
stubs. If the next instruction to be executedis not in the code cache, exit stubs (or
tramp olines) are usedto return cortrol to the VEE to fetch the next instruction
stream. It is bene cial to reduce the spacedemands of a code cache. First, a
small code cace reducesthe pressureon the memory subsystem. Second, it
improves instruction cacde locality becausethe code is con ned to a smaller
areawithin memory, and is therefore more likely to t within a hardware cade.
Third, it reducesthe number of cache allocations and evictions. Solutions for
managingthe sizeof code caches(using eviction techniques) have beenproposed
elsewherg7], yet those studies focusedon code traces. To our knowledge, this is
the rst body of work that focusesspeci cally on the memory demandsof exit
stubs. Furthermore, this is the rst code cade investigation that focuseson an
embeddedimplemertation.

Exit stubstypically have a fairly standard functionality. They are duplicated
many times in the code cache and are often not usedafter the target code region
is inserted into the code cache, providing ample opportunit y for optimization.

In this paper, we explore the memory overhead of stubs in a translation-
basedVEE and examinetechniquesfor minimizing that space.We presen four
techniquesthat work for both single-threadedand multi-threaded programs.The
rst two techniquesdelete stubs that are no longer neededbut assumeunlimited
code caches and the absenceof ushing. They remove stubs in their ertirety
when these stubs are guaranteed not to be neededanymore. Although there are
many sudc applications which do not violate theseassumptionsand still have a
reasonablecode cadche size, it is alsoimportant to be able to handle situations
where ushing occurs. The last two techniques, therefore, lift these restrictions
and identify stub characteristics that can reduce spacerequiremerts.

The speci ¢ cortributions of this paper are:

{ A demonstration of the overheadof exit stubs in a code cade.

{ The presenation of two schemesthat usea deletion approadc to reducethe
spaceoccupied by stubs in an application independen and partially VEE-
independert manner.

{ The presenation of two schemeswhich identify characteristics of stubswhich
can be further optimized to minimize their spacerequiremerts.

{ Experimental results that demonstrate these schemesnot only save space
but alsoimprove performance.

In Sect.2, we provide an overview of the internal workings of a VEE, including
the translation engine,the code cadche, and an overview of exit stubs. In Sect. 3,
we describe the four techniquesdeveloped for reducing the sizeof the code cache
by optimizing the exit stubs. The experimental evaluation of our techniquesis
preserted in Sect.4. We describe related work in Sect.5 and concludein Sect.6.
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Fig. 1. Block diagram of a typical translation-based VEE

2 Background

A VEE hosts and cortrols the execution of a given application. It can dynam-
ically modify the application code to achieve functionality that is not presen
in the original application. Fig. 1 is a simpli ed diagram of a translation-based
VEE. The VEE is shown to consistof two componerts { atranslation engineand
a software code cace. The software code cadce is a memory area managedby
the translator, which cortains code from the guestapplication. The translation
engine is responsible for generating code and inserting it into the code cade
dynamically. This code executesnatively on the underlying layers. While the
VEE may appear below the OS layer or may be co-designedwith the hardware,
the software architecture still correspondsto Fig. 1.

2.1 Translation Engine

The translation engine dynamically translates and inserts code into the code
cache. As the cached code executes,it may be necessaryto insert new code into
the code cache. Requeststo executetarget code are generatedon the y and
sert to the translation engine. After generating and inserting the desired code,
the translation engine may patch the requesting branch to point to the newly
inserted code. If the requesting branch is a direct branch or call, patching is
always done to link the branch to its target. Howewer, in the caseof indirect
branches, linking doesnot occur becausethe branch target may change.

2.2 Code Cache

The code cache is a memory area allocated to store the guest application code.
It may be allocated as a single corntiguous area of memory or in regions(called
cache blacks), which may appear at arbitrary memory locations. If composedof
seweral blocks, theseblocks may be allocated at one time or on demand.

The code cache consistsof application code and exit stubs. Application code
is fetched from the guest application (and may or may not appear in the same
physical order asin the original application). Someextra code may beinterleaved
with the original codeto achievethe VEE's goal. For example,Pin [8] interleaves
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Fig. 2. Two typical arrangemerts of traces and exit stubs in code cache

instrumentation code with the guestapplication code. The application code can
be cadhed at seweral di erent granularities, e.g., traces (single-ertry, multiple-
exit code units), basicblocks (single-ertry, single-exit code units), or pages.For
every branch instruction in the application code, there exists an exit stub in the
code cade.

Fig. 2 shaws two typical arrangemens of application code and exit stubs
in the code cadhe. In Fig. 2, the code is inserted into the code cade as traces
(which is common). A trace hasseeral trace exits. There is a stub for ead trace
exit, and the stubs for a particular trace form a chain. Each block marked Exit
in Fig. 2 symbolizesa chain of stubs for a given trace. As shown in Fig. 2(a),
a code cache may be lled by inserting traces and stubs in dierent portions
(opposite ends, for example) of the code cache, or a trace and its corresponding
stubs can be contiguous in the code cache as shown in Fig. 2(b).

If a point is reached when there is not enough free spacefor insertion of a
code unit into the code cadche, new cade blocks are allocated. If the code cache
is limited and the limit is reached, or allocation is not allowed, then somecaced
code must be deleted to make room for the new code. Deletions may occur at
seweral granularities: (1) the ertire code cache may be ushed, (2) selectedcache
blocks may be ushed, (3) selectedtraces may be ushed. Whenewer a code unit
is markedfor ushing, all branch instructions that point to it must be redirected
to their stubs, sothat control may return to the translator in a timely manner.
When all the incoming links for the code unit are removed, it can be ushed.
Flushing may occur all at once,or in a phasedmanner. For example, for multi-
threaded host applications, code caches are not ushed until all threads have
exited the corresponding code cade area.

2.3 Exit Stubs

An exit stub is usedto return control to the translator and communicate the
next instruction to translate, if it is not available in the code cache. Somecode



sub sp, sp, 80h

stm sp, [mask = Oxff]

Id r0, [addr of args]
Id pc, [addr of handler]

1 moveax, [predef memorylocation]
2 mov[addr of stub data], eax
3 jmp [addr of translator handler]

A WNPE

(b) DynamoRIO's exit stub code

(a) Pin's exit stub code for ARM for x86

pusha

pushf

push [target PC]

push [fragment addr]

push reenter code cache

jmp [addr of fragment builder]

OB~ WNE

(c) Strata's exit stub code for x86

Fig. 3. Examples of exit stub code from dierent VEEs

and data are neededto transfer control to the translator. The code will typically
consist of saving the guest application's corntext, constructing argumerts to be
passedor loading the addressof previously stored argumerts and branching into
the translator handler. The data typically consistsof argumerts to be passed,
such asthe target addressfor translation.

Fig. 3 shaws the exit stub code for three di erent VEEs { Pin, DynamoRIO,
and Strata. In line 1 of Fig. 3(a), the application stack pointer is shifted to
make spacefor saving the context. In line 2, the application context is saved
using the store multiple register (stm) command. The mask0x species
that all 16 registers have to be saved. In line 3, register r0 is loaded with the
addressof translator argumerts. In line 4, the program counter is loaded with
the translator handler's address,which is essetially a branch instruction.

Fig. 3(b) shows DynamoRIQO's exit stub code. The eax register is saved in a
pre-de ned memory location in line 1. In line 2, eax is loaded with the address
of exit stub data and line 3 transfers cortrol to the translator handler.

Fig. 3(c) shows a Strata exit stub. The context is saved and argumerts are
passedto the translator. The addressfor reertering the code cade is saved for
tail call optimization. The last instruction transfers cortrol to the translator.

Exit stubs have assaiated data blocks that are argumerts passedto the
translator. The exact argumerts depends on the particular VEE. In Pin, the
target addressfor the branch instruction corresponding to the stub is stored.
The exit stub can correspond to direct or indirect branchesor calls to emulate
code and eath branch is serviceddi erently. So, the exit stub storesthe type
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Fig. 4. Two arrangemerts of stubs for a given trace in the code cache

of branch it services,and other data, such as a hash code corresponding to the
region of code requested.

Fig. 4 shaws two possiblelayouts of stubs for a giventrace. In Fig. 4, stubs 1
and 2 are constituents of the Exit block in Fig. 2. The code and data for eath
stub may appear together as showvn in Fig. 4(a), or they may be arranged so
that all the code in the chain of stubs appear separatelyfrom all the data in the
chain of stubs, as showvn in Fig. 4(b). As we shaw in Sect. 3.3, the rst layout
consenesmore space.

Initially , all branchesare linked to their corresponding exit stubs. However,
when a branch getslinked to its target, theseexit stubs becomeunreacable.

Table 1. Percertage of code cadhe consisting of exit stubs.

VEE Exit Stub Percentage
Pin 66.67%
Strata 62.59%
DynamoRIO 62.78%

Table 1 shows the space occupied by exit stubs in Pin, Strata and Dy-
namoRIO [9]. As the numbers demonstrate, the large amount of spaceoccupied
by stubs show that a lot of memory is being used by code that does not cor-
respond to the hosted application. The data for Pin and Strata were obtained
using log les generated by the two VEEs. The data for DynamoRIO[9] was
calculated from spacesavings achieved when exit stubs are moved to a separate
area of memory.

3 Metho dology

In this section,we describe our approachesfor improving the memory e ciency of
VEESs by reducing the spaceoccupied by stubs. We describe four techniques, all
of which are applicable to both single-threadedand multi-threaded applications.
The rst set of solutions eliminate stubs, while the latter set reducesthe space
occupied by stubs. Howewer, the rst two approachesare restricted to the case



1 if (branch corresponding to an exit stub is linked to a trace)
2 if (end of exit stub coincides with free space pointer)
3 move free space pointer to start of exit stub

Fig. 5. Algorithm for deletion of stubs

of unbounded code cacheswhere no invalidations of cached code occur. The last
two approachesare free of theserestrictions.

3.1 Deletion of Stubs (D)

In the deletion of stubs (D) scheme,we considerdeleting thosestubsthat become
unreachable when their corresponding branch instructions are linked to their
targets. We delete only those exit stubs that border on free spacewithin the
code cadhe. For example, assumethe code cacheis lled asin Fig. 2(a) and the
stubs are laid out asin Fig. 4(a). If the branch corresponding to stub 1 is linked
and stub 1 is at the top of the stadk of exit stubs, stub 1 can be deleted. We
chosenot to delete stubs that are in the middle of the stadk of exit stubs, asthis
will create fragmertation which complicatesthe code cache managemen. (We
would have to maintain a free spacelist which usesadditional memory. In fact,
ead node on the free spacelist will be comparableto the size of the exit stub.)
Deletions are carried out only in those areasof the code cache where insertions
can still occur. For example, if the code cadhe is allocated as a set of memory
blocks, deletions are only carried out in the last block.

Fig. 5 shows our stub deletion algorithm. A code cache has a pointer to the
beginning of free space(as shawn in Fig. 2) to determine wherethe next insertion
should occur. If the condition in line 1 of Fig. 5is found to be true, the free space
pointer and the exposedend of the stub are comparedin line 2. If the addresses
are equal, then the stub can be deleted by moving the free spacepointer to the
other end of the stub and thereby adding the stub areato free space,as shown
in line 3.

The limitation of this schemeis that the trace exits whosestubs have been
deleted may needto be unlinked from their targets and reconnectedto their
stubs during evictions or invalidations. So, this scheme can work only when
no invalidations occur in the code cacte (becausewe would needto relink all
incoming branches badc to their exit stubs prior to invalidating the trace). It
can work with a bounded code cache only if the ertire code cache is ushed at
once, which is only possiblefor single-threadedapplications.

We did not explore other techniques such as compaction and regeneration
of stubs for this paper. We believe that a compaction technique is complicated
to apply on-the-y and needsfurther investigation before its performance and
spacerequiremerts can be optimized enoughfor it to be useful. Regeneration
of stubs on the other hand, createsa suddendemand for free code cache space.
This is not desirable becauseregeneration of stubs will be neededwhen cace
eviction occursand cache eviction usually meansthat there is a shortageof space.



1 for every trace exit

2 targetaddr = address of trace exit

3 targetfound = false

4 for every entry in a code cache directory

5 if (application address of entry == targetaddr)

6 patch trace exit to point to code cache address of entry
7 targetfound = true

8 break

9 if (targetfound == false)

10 generate stub

Fig. 6. Algorithm for avoiding compilation of traces

Creating spaceby removal of tracesrelatesto the sameproblem of requiring the
stubs for brancheswhich link to thesetraces.

3.2 Avoiding Stub Compilation (ASC)

In Scheme D, many stubs whose corresponding trace exits were linked to their
targets could not be deleted becausethe stubs were not at the edge of free
spacein the code cache. To alleviate this problem, we obsenedthat amongsuc
stubs there are many that never get used. The reasonis that the trace exits
corresponding to them get linked before the trace is ever executed. This linking
occurs if the targets are already in the code cacdhe. In thesesituations, it is not
necessaryto compile the stub becauseit will never be used. This strategy saves
not only spacebut alsotime.

Fig. 6 displays the algorithm for the avoiding stub compilation (ASC) scheme.
For every trace exit, the target addressis noted in line 2. A ag isresetin line 3to
indicate that the target of the trace exit doesnot exist in the code cache. Line 4
iterates over all ertries in the code cadhe directory. The application addressof
ead directory entry and the target addressare comparedin line 5. If a match
is found, the trace exit is immediately patched to the target in line 6. After the
code cadhe directory is searded, if the target has not beenfound, the stub for
the trace exit is generatedin line 10.

For this scheme, it is always possiblefor a translator to nd target tracesthat
exist already in the code cache and henceavoid compilation. Thus this scheme
is independert of the particular VEE's architecture. However, it su ers from the
samelimitation as SchemeD in that individual deletions may not be allowed.
The next schemesovercomethese limitations and result in greater savings of
time and space.

3.3 Exit Stub Size Reduction (R)

There are somecircumstanceswhen exit stubs are necessarysuc as during a
multi-threaded code cache ush, or a single trace invalidation. In these cases,
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Fig. 7. Structure of stub after optimization using reduction in stub size

traces must be unlinked from their target, and relinked to their exit stub.
ScemesD and ASC are not adequatefor applications that exhibit this behavior.
We now presert a schemeto minimize the size of a stub and still maintain its
functionalit y.

In the exit stub sizereduction (R) scheme,somespaceis saved by identifying
the common code in all stubs. We usea commonroutine for saving the context
and remove corresponding instructions from the stubs. Howewer, the program
courter hasto be savedbeforeentering the commonroutine in order to remenber
the stub location. Fig. 7 shavsthe codein the stub after this optimization. Saving
the context may take seweral instructions, depending on the architecture. Here,
only oneregister, the program counter is being saved. Factoring of commoncode
is a simple technique that has beenimplemented in someform in systems(e.g.,
DynamoRIO), already.

We handle only the caseof direct branches and calls as they are the only
branchesthat are actually linked to their targets. As a result, we know the kind
of servicebeing requestedand hencecan avoid storing the type of servicein the
stub data area. A specializedtranslator handler handlesthese stubs.

We also avoid storing any derivable data within the stub. We reconstruct
the derivable argumerts to the translator before entering the translator handler.
The code for reconstructing the derivable argumerts is put in a common bridge
routine betweenthe stubs and the translator handler. Thus, we save spaceby
avoiding the storing of all the argumeris to the translator and avoid storing
code to construct theseargumerts in the stub. This givesrise to a trade-o with
performancebut sincestubs are not heavily accessedsuc reconstruction is not
a large time penalty. The stub in Fig. 7 storesonly the target addresswhich
is not derivable. Storage of derivable data such as a hash of the target address
which may enable a faster seart of the code cache directory is avoided.

We adhereto the layout in Fig. 4(a) to avoid storing or loading the address
of stub data, sincethe stub data appearsat a xed o set from the start of the
stub. (This is not possiblefor the con guration in Fig. 4(b).) The stub's start
addressis known from the program courter saved in the cortext.

This schemeis applied to all exit stubs corresponding to direct branchesand
calls. Phased ushing and invalidations can be handled by SchemeR aswe have
modi ed only the stub structure. Our mechanism is independert of the ushing
strategy and the number of threads being executedby the program.



for each trace exit
targetaddr = target address of trace exit
if there exists a stub for targetaddr in this block
designate this stub as the exit stub for this trace exit
else
generate an exit stub for this trace exit
store address of exit stub for targetaddr

~NoO b wWNBRE

Fig. 8. Algorithm for using target addressspecic stubs.

3.4 Target Address Specic Stubs (TAS)

The main task of a stub is to provide the translator with the addressof code
to be translated next. Yet more than one sourcelocation often targets the same
address, but usesa dierent exit stub. For our nal sceme, target address
speci ¢ stub generation (TAS), we ensurethat trace exits requesting the same
target addressusethe sameexit stub.

Fig. 8 shows the algorithm usedin this scheme. The target addressof eath
trace exit is examined. The stub corresponding to the target addressof eath
trace exit is searted in line 3. If the required exit stub exists, it is designated
as the exit stub for the trace exit in line 4. Otherwise a new stub is generated
and this stub's location is recordedin lines 6-7.

Reuseof exit stubs can occur at seweral di erent granularities. For example,
stubs may be reused acrossthe ertire code cache. Or the code cache may be
partitioned and stubs may be reusedonly inside these partitions. In our imple-
merntation, we reusedstubs only at the partition level. These partitions are the
blacks in line 3 of Fig. 8. The granularity of reuseis important because ush-
ing cannot be carried out at a granularity ner than that of reuse.If ushing
is carried out at a ner granularity then there is the danger of not having the
required stubs within the code cadche portion being ushed. We usedthe medium
granularity asthat provides good performanceas shown elsewherg7].

The challengein applying this technique is that it is not known beforehand
whether the trace being compiled will t into the current block and will be able
to reusethe stubs from the current block. We optimistically assumethat the
trace being compiled will t into the current block. If it doesnot ultimately t,
we simply copy the stubs into the new block. Howewer, the casein which the
current block gets evicted, copying cannot be carried out. To safeguardagainst
such a situation, we stop reusing stubs when a certain percertage of the code
cache sizelimit hasbeenused,such that the remaining unusedportion is larger
than any trace sizein the system.

All the techniguesmerntioned above are complemerary and can be combined
together. If all four techniquesare combined, then there is the limitation of cache
ushing. However if only the R and TAS techniques are combined, then this
limitation doesnot exist. However, ushing hasto be carried out at an equal or
coarsergranularity than that of stub reusein TAS.
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Fig. 9. Memory usage(reported in kilobytes) of Pin baseline (leftmost bar) and after
incorporating our optimizations (rightmost bars).

4 Exp erimen tal Results

We evaluated the memory e ciency and performanceof our proposedtechniques.
As a baseline,we usedPin [8] running on an ARM architecture. We implemerted
our solutions by directly modifying the Pin sourcecode. Before starting the eval-
uation, we improved indirect branch handling in Pin to predict branch targets
without returning to the translator (which was not implemented in the ARM
version). This makesPin faster and the processof experimertation easier. This
optimization wasincluded in both the baselineand our modi ed versionsof Pin.

For the experimernts, we ran the SPEC2000integer suite! on a iPAQ Pock-
etPC H3835 machine running Intimate Linux kernel 2.4.19. 1t has a 200 MHz
StrongARM-1110 processorwith 64 MB RAM, 16 KB instruction cache and
a 8 KB data cade. The bendhmarks were run on test inputs, since there was
not enoughmemory on the embeddeddeviceto executelarger inputs (even na-
tively). Among the SPEC2000bencmarks, we did not use mcf becausethere
was not enough memory for it to execute natively, regardlessof input set. We
chose SPEC2000rather than embedded applications in order to test the limits
of our approach under memory pressure.

Pin allocatesthe code cache as 64 KB cade blocks on demand. Pin lls the
code cadche as shown in Fig. 2(a) and lays out stubs as shown in Fig. 4(b).

4.1 Memory E ciency

The rst set of experiments focused on the memory improvemert of our ap-
proaches.Fig. 9 shows the memory usedin the code cache in ead versionof Pin
as kilobytes allocated. The category original is the number of KBs allocated in
the baselineversion.

! We omitted SPECfp becauseour iPAQ doesnot have a oating-p oint unit.



Table 2. Percertage of code cache occupied by exit stubs after applying our techniques.

Scheme Exit Stub Percentage
Baseline 66.67%
Deletion (D) 63.92%
Avoiding compilation + Deletion (ASC + D) 59.68%
Reduction in Stub Size (R) 51.24%
Target addressspeci ¢ stubs (TAS) 55.76%
Reduction in size+ Target speci ¢ stubs (R + TAS) 43.37%
All schemescombined (A) 41.40%

For SchemeD, the averagememory savings is 7.9%. The bene ts are higher
for the larger benchmarks. For example, it o ers little savings in bzip2 and
gzip , which have the two smallest code cade sizes.But in gcc which has the
largest code cache size, it eliminates 9% of the code cache space.This shows that
this schemeis more useful for applications with large code cade sizes,which is
precisely what we are targeting in this researd.

The next scheme combines ASC and D. Here, the averagememory savings
increaseto 17.8%. Similar to Scheme D, it is more bene cial for applications
with larger code cadhe sizesand lessso for those with smaller code cades.

In Scheme R, the memory e ciency is considerably improved from the pre-
vious schemes. The average savings in memory in this schemeis 37.4%. The
increaseis due to the fact that memory is saved from all stubs corresponding
to direct branches and calls, which are the dominant form of cortrol instruc-
tions (they form 90% of the cortrol instructions in the code cade for the SPEC
benchmarks).

ScthemeTAS shavsa memory e ciency improvemert of 24.3%.Furthermore,
it is complemenary to SchemeR. The combination of schemesTAS and R result
in a 41.9%improvemert in memory utilization.

The four schemescombined together achieve memory savings of 43.6%.There-
fore, we seethat the bulk of the benet comesfrom schemesTAS and R which
do not carry ushing restrictions.

Table 2 shows the percertage of code cache occupied by stubs (with respect
to the code cade size after every optimization) before and after ead of our
solutions. We were able to reduce stub occupancyfrom 66.7%to 41.4%.

4.2 Performance Evaluation

In this section, we evaluate the performance of our approaces. Fig. 10 shows
the normalized performanceof our schemeswith respect to the baselineversion.
SdemeD hasalmost the sameperformanceasthe original version.Extra work is
being donein SchemeD to delete stubs. At the sametime, more tracesinserted
into a cadhe block resulted in improved instruction cade locality. Code cache
managemen time is reduceddue to lesscade block allocations.

In Scheme ASC + D, some extra time is spent searding the code cace
directory for ead branch instruction to determine whether an exit stub needsto
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Fig. 10. Performance of proposed solutions as normalized percertages. (100%) repre-
serts the baseline version of Pin and smaller percertages indicate speedups.

be compiled. At the sametime, the amount of compilation is reduced.Combining
thesefactors with SchemeD yields an improvemert in performance.

SchemeR performs aswell as ASC + D. Here performancesu ers from the
fact that derivable argumerts are constructed on ead ertry into the translator
due to a direct branch or call instruction. As before, better instruction cadce
locality and reduced compilation and code cache managemet time cortribute
positively to performance.Using TAS alsoyields about the sameimprovemert.

Using a combination of techniques yields overall performance improvemert
of about 1.5%, which is especially encouraginggiven that our main focus was
memory optimization. It is important to note hereis that the techniques per-
form better for benchmarks with larger code cadche sizes.For examplegcc yields
15-20% improvemert when combination techniques are applied to it. Smaller
benchmarks such as bzip2 and gzip do not reap great bene ts in comparison.
Bendhmarksthat usealot of indirect branchessudc aseon alsodo not show con-
siderableimprovemert. This is due to the fact that the indirect branch handling
methods in the XScale version of Pin could bene t from further re nement.

4.3 Performance under Cache Pressure

In our next set of experimerts, we measurethe performanceof our approachesin
the caseof a limited code cache. We evaluated the R and TAS approadesin the
presenceof cache pressure.We set the cadie limit at 20 cadche blocks (1280 KB)
asthis is a reasonablecode cache size on our given system. We did not include
gcc becausethe ARM version of Pin fails with this code cace limit for gcc,
even without any of our modi cations.

Our approaches performed 5-6% better on average. The performance im-
provemert is due to a smaller code cache and a reduced number of code cache
ushes. In the limited cace situation, Scheme R performs better than the
Scheme TAS (the casewas opposite in the unlimited code caces). This is be-
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Fig. 11. Performance of exit stub reduction and target address specific stub
generation with cade limit of 20 blocks (1280 KB).

cause Scheme R needsfewer cache ushes. The combined Scheme R + TAS
performs bestin all casesexcept perlbmk.

5 Related Work

Sewral VEEs have beendeveloped for general-purposemachines. Among them
are Dynamo [10], DynamoRIO [11] and Strata [6]. These VEESs provide features
such as optimization and security. In the embedded world, there are relatively
few VEEs, with most being Java virtual machines. Standards such as Java card,
J2ME/CLDC and J2ME/CDC have beenbuilt for embeddedJVMs. JEPES [12]
and Armed E-Bunny [13] are examplesof researd on embedded JVMs. Pin [8]
is a VEE which supports the XScale platform, but is not a JVM.

There have been many researt e orts to reduce the memory footprint of
embedded applications [12,14,15]. Managemer of code cade sizeshas been
explored[7]. Hiser et al. [16], explorethe performancee ects of putting fragmerts
and trampolines in separate code cace areasand eliding conditional transfer
instructions. However, to the best of our knowledge, reducing memory footprint
of VEEs by reducing the size of exit stubs has not beenexplored before.

6 Conclusions

Memory usageby VEEs needsto be optimized before they can be used more
extensiwely in the embeddedworld. In this paper, we explore memory optimiza-
tion opportunities preserted by exit stubs in code caches. We identify reasons
that causestubsto occupy more spacethan they require and solve the challenge
by deweloping schemesthat eliminate a major portion of the spaceconsumed
by exit stubs. We shawv that memory consumption by the code cache can be
reducedup to 43% with even someimprovemen in performance. We also show
that performanceimprovemern is even better for limited size code cacheswhich
are usedwhen the constraints on memory are even more se\ere.
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