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Abstract provider of a business service and that will ultiaha
determine which services are used and which areTinet
Wwith the development of web technology andissues of trust and security are tightly boundhie minds
distributed systems, online collaborations are beirg ~ Of consumers. For example, a consumer would geperal
more common and more demanding. These collabogation{rust online services provided by Citibank to coridu
require online business trust relationships among Online banking in a secure and responsible manner,
collaborating  organizations. Online business trust because Citibank has a massive physical network of
relationships can protect the trust, integrity, apdvacy branches and has been in the financial market ower
of shared resources, which are the foundation foine ~ hundred years. On the other hand, a consumer psobab
business. Web services provide standard mechartsms Wouldn't entrust his/her savings to a newly laudche
enable online interactions and further online financial institution with no obvious connectiors any
collaborations. Yet security, privacy and trustateid  |€gitimate business. The point here is that as segbices
protection mechanisms for web services need additio P€gin to gain a foothold in electronic businessgioal
development. In an interconnected network enviraiime Services will probably be limited to extensions mrk-
bridging extant business relationships to exteng th eX|st|ng_ business relationships with already tmiste
business circle is a convenient and tempting wayskeal ~ companies.
connections with proper privacy and security pratats ) ) )
are required for bridging two autonomous organieas. How can a business service provider engender new
Likewise, collaborating organizations need proper (rust or transfer trust to a new consumer via aistiey
protection mechanisms for bridging extant busirtesst ~ @9ent? And how can two companies establish a
relationships among cooperating parties. These rela_t|0nsh|p 01_‘ trust in order to provide and cansu
protection mechanisms must therefore ensure prigagy ~ Pusiness services or share resources over webcegfvi
owner control in the entire process of bridging iness ~ They have to negotiate an agreement in order abksit
trust relationships due to the subjectivity of the & frust relationship, and so they would almostateiy
relationships. This paper describes an indirectstru Want to do the same for a trust relationship witabw
establishment  mechanism  using web  serviceServices. Although web service standards UDDI [1],
enhancements to bridge and build new online busines WSDL [2], and SOAP [3] provide a scenario to puflis
trust relationships from extant business trust tielaships ~ discover, and enable service consumption onlirey gay

providing privacy protection and owner control Nothing about this trust relationship. Thus, altjlout
simultaneously. would be possible to find a web service to use fyst

examining a UDDI registry, it is unlikely to be wasprior
to investigation of its reliability, reputation and
trustworthy. To establish a trust relationship, tbasumer
and the service provider require a negotiation @ecThe
negotiation process needs to exchange trust-related
1. Introduction information between the two parties. The parties ca
exchange private attributes to build the trusttiefeship
Web services facilitate standards-based interastion directly [4], or they can bridge pre-established
between web servers, software agents, and end, usergelationships to build a new one via a common tpady.
which enable inexpensive and dynamic online Exchange of private attributes may put the privatyhe
collaborations. But they do not address the businesconsumer and the service provider at risk. For @ena
aspects of communication such as security, accegsot, hacker may pretend to be a consumer to accessl usefu
business partner selection, service level agreemeninformation from the service provider. More serigus
monitoring, and auditing — the activities that Huil hacker can pretend to be a service provider toegath
business trust relationships between a consumeraand private attributes from consumers for malicious gesa
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Bridging pre-established relationships is

convenient and more secure alternative.

To provide additional functionalities for security,
privacy and many other aspects of online interactiod
collaboration, “web service enhancements” appeagbW

service enhancements are a series of specificationmultiple trust authority structure.

describing security, privacy and other contextsliagdpto
web services by several industrial practitioners.this
paper, we describe an
mechanism using web service enhancements for bgdgi
extant trust relationships (business trust relatigps) to
produce a new one. Using exchange of privilegeaiogd
from a common third party (who has establishedttrus
relationships with both participants) avoids discie of
any private attributes. Meanwhile this mechanisifl st
allows free negotiation and trust agreement selecti
between the
judgments have to be made.

2. Related work

Using
bridge extant trust relationships is convenient effidient
to produce new trust relationships, but very fediriect
trust establishment mechanisms have been desigmeal f

web services environment. However, several types o

indirect trust establishment mechanisms to

f

a moreeveryone in the world trusts one ultimate authotiy

verify the identities of other certificate sendefan
assumption we find unrealistic). The PEM model doets
allow for multiple levels of trust within its cefittation
hierarchy. Unlike PEM, the X.509 authentication
framework and its variants for web services [8]dal a
It postulatebatt
everyone will obtain certificates from an officizrtifying
authority (CA). The CAs are organized into a global

indirect trust establishmenthierarchy of certifying authorities. All users witha

“community of interest” have keys that have beegmead
by CAs with a common ancestor in this global hiengr
which forms a tree structure.

In distributed trust models, a static or dynamidved
trust is woven with less structured logical intéi@ts
between networks [9] compared with the centralizedt

involved participants when subjective models. It is assumed that trust is transitive uradetain

contexts, because trust-related information can be
propagated through one or more chains of trusted
intermediaries in the networks. In the Pretty G&uoitvacy
(PGP) system [10], an entity generates a publicdpei
key pair. Each entity is responsible for acquiritige
public key certificates needed and for assigningrekes of
trust to their source. There is no common ancestact
as the trust server for grouping the users within a
community of interest. Instead, trust is propagakedugh
chained structures formed by individual entitieshaf/

indirec_:t trust models_ and the corresponding trUStcomparing X.509 with PGP, it has been pointed bat t
esta_bhshment dmechz;msms haves beerrlT Eroposed hfotrhe most apparent difference is the architecturg]. [1
fservg:e-_orlentef alrjc |tect_ures T[h], whic Ia_re r:_eX.509 has hierarchic structures for professional or
_ounl atéor.ls ﬁ we sgrwce;. € trusL re at!ons b government organizations with liabilities, whereR&P
involved in the interactions between web Services a p,q anarchic structure based on informal relatipssand

enabled by separate authorities issuing securgns [6],
which certify the identities or other non-identdajtributes
for the consumers and/or providers of web servitasre
are two major types of trust models for these entiust
relationships. One is the centralized model andther is
the distributed model.

In centralized trust models, a common trusted
intermediary, called the “Trust Authority,” is usddr
establishing trust relationships between any twtties.
However, it may be difficult to find an ideal cealtr
authority if the community of trustees is large and
heterogeneous. If a trust authority is decided,emok
recipients are typically able to ascribe a suffitilevel of
trust to a security token because they can be aemifiof
its origin. For example, they know and trust thé¢hatity
that issued the token and can verify the tokenigiror
through cryptographic means. It is through the tengs
trust they have in the third party security tokssueer that
they are able to derive indirect trust for the leoldf a
security token created by the same issuer. Thea&riv
Enhanced Mail (PEM) certification [7] assumes that

undefined roles. Like the logic-based systems d@sarin
[12, 13], there is no partial trust (no degreeroét) in this
kind of system; trust is either complete or noniexis In
the solution proposed by Tarah et al. in [14], degrees
of trust from different entities could have corifficand the
final degree of trust needs to be composed frofiereifit
trust values.

Yet none of the above frameworks or systems can
accommodate all trust models. However, all thettrus
models co-exist in the real world and all the tnusidels
are used in daily life. So a flexible framework to
accommodate all these trust models is desirablaerOt
associated questions remain open, e.g., the avkeshing
of a trust value and how different trust values d¢smn
combined to yield a composite value. Privacy prigoecis
another issue also. Users generally prefer to obitteir
own private information. But none of the above
mechanisms address privacy issues, which could tead
information leakage during the propagation of tnetated
information in the trust establishment process. sbtve
these issues, we introduce an alternative method to



augment indirect trust establishment with negatiatio
provide owner control in the process of bridgingaex
trust relationships. At the same time, to guaraptdeacy
protection, we use privileges granted by a comnfmm t
party as a substitute for exchanging private atteb
during the trust negotiation.

3. Indirect trust establishment

3.1. Web service enhancements

Web services use SOAP to exchange information ove
the network. SOAP is a lightweight method for
exchanging structured information in a decentrdlize
environment. XML (eXtensible Markup Language) iedis
in SOAP to define a flexible messaging framewor&t th
can exchange a message over a variety of underlyin
protocols. Although SOAP is the basic infrastruetdor
information exchange between web services, it duss

provide any privacy and security mechanisms for the

information exchanged. To provide privacy, security
trust, and other functionalities for web servicegb
service enhancements are proposed.

Among this set of enhancements, the web servic
security specification requires that an incomingess
request message prove a set of claims such as na
public key, permission, capability, or an existitgst
relationship to guarantee security. A web servichcates
its requirements and other security related infaionain
its policy document together with the privileges lie
granted for the entities satisfying these requiresée.g.,

a WS-Policy [15] file). If an access request asivathout
having the required proof of claims, the servicevjter
ignores or rejects the request. These claims angiced
in security tokens. A security token is a represton of
security-related information conveyed within thenfat of

a SOAP message [15]. If an issuer cryptographically

endorses a security token, the token is calledgaesi
security token. A security token service (STS) isveb
service that issues security tokens [6, 12]. That makes
assertions based on evidence that it trusts to wkiem
trusts it. To communicate trust, a security tokernvise
requires proof, such as a security token or afsg¢aurity
tokens, and issues a new security token with its twst
statement (note that for some security token fosntiais
can be just a re-issuance or co-signature). Anothe
important related service is the attribute serviém
attribute service is a web service that maintaitsbate
information about entities within a security domain

With these services one entity can rely upon ars#co
entity to execute a set of actions or to make aofet
assertions about a set of subjects or scopes \jt6th is
called trust establishment. Trust relationships dsn

me

established by exchanging private attributes obprigging
existing trust relationships; these techniques gocm
owner control and utilizing extant trust relatioipsh
respectively. We propose a new indirect trust
establishment mechanism to incorporate owner cbntro
into the process of bridging extant trust relatfops.

3.2. Indirect trust establishment

The proposed indirect trust establishment mechanism
uses a bridging protocol, which chooses a commaod th

Iparty as the anchor to bridge two extant trusttigahips.

An extant trust relationship is represented asist fjroup
element that includes a trust relationship name &Ti)st
of participants involved in this relationship, aadist of
privileges (P) granted for that relationship. Thisist
relationship can be established via an online trust

%egotiation or a contract written on paper. In binielging

protocol, the common third party needs to discomey
difference in privileges granted to the two papits in
order to provide the two participants equal stagdind
the opportunity to make their own subjective dexisifor
the new trust relationship. Figure 1 shows the Wovkof
the bridging protocol to establish a new trust tieteship

“etween A and B using extant trust relationshipsveen

A and C, and B and C. The step numbers of the pobto
correspond to the number labeled on the arrowshén t
figure.

P1

P2

P1"P2 P1MP2

T1 T2

A B

Figure 1. The bridging protocol

(1) A sends to C a request to establish a trust
rrelationship with B, using an extant trust relasbip (T1)
with C.

(2) After C receives A’s request, C waits for a itam
request from B. If a time limit expires, C senddad
message to A and exits its waiting state.

(3) B sends to C a request to establish a trust
relationship with A, utilizing its trust relationigh (T2)
with C.



(4) After receiving the requests from both A and@,
compares its granted privileges P1 and P2 for Tdl & Either A or B can express its willingness to use oh
and calculates the intersection of P1 and P2 (P1"P2 the commonly trusted parties. The potential pargitrer

(5) C sends P17P2 to A and B, and asks whether thewgrees or starts a brief negotiation to estabfislcommon
agree to build the new trust relationship basednupo third party before the indirect trust establishmanaicess.
common privileges P1"P2.

(6) If both A and B respond with a positive answer, i
sends confirmations to both A and B. Both A and B 4. System architecture
produce corresponding new policies for the newly
established trust relationship, and create a nest group
element to represent this trust relationship.ttiexi A or B
rejects the privileges represented by P17"P2, C Asksd
B to establish a trust relationship directly by oalt
identity verification or private information exchgas The
new trust group element contains a name for the ne
relationship, a list of participants within thisust
relationship (here A and B), and a trust level dedi by
each participant. So the copies of the trust grelement
kept by A and B contain the same name and partitipa
list, but have their own trust levels associatethvihis
trust relationship.

Figure 2 illustrates the system architecture. With
help of the proposed bridging protocol, trust domatan
establish new trust relationships by extendingemirtrust
boundaries more smoothly. In this system architectihe
STSs are the main portals for interactions acrosst t

exchanging security tokens, which contain critical
information such as identities, privileges and ttnetated
information. A policy repository is used to storeda

privilege information used by the bridging protac®he

information exchange and negotiation step by skgeh
he trust domain has an entire deployment of this systut

This indirect trust establishment mechanism toget ; L -
according to the bridging protocol and indirect stru

with the bridging protocol resolves two problems
described in section one. First, it introduces t
negotiation process into the indirect trust esdolient
(bridging extant trust relationships), which asssntieat
every participant has the right to make its owniglens. e mm o,
Second, it prevents privacy leakage by exchanging C'’s Security Domain
privileges granted by the common third party indted
exchanging private attributes.

participants A, B and the common third party C are
different.

Policy Repository

3.3. Thecommon third party

STS |¢p| Negotiation Engine

How to find an appropriate common third party isoal
an issue. The participants A and B need to exchange L_ AN !
partner information to find out who is appropridte a Direct Trust Direct Trust
common third party. As with most companies, A arid B 1—---"-—--=----~ R N e ]

1
1
1
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partner lists should be expected to represent feriva |  A'S Security ! \ B's Security !
information. Companies are generally unwilling eveal Domain | | Domain |
their business partner lists to companies who haste i | i
already established a trust relationship. To sdivs Policy : i Policy :
problem, we propose a complimentary protocol befow ' | Repository | [ ! Repository |
find all common third parties. : | . |
(1) A and B send requests to all their trustedrneast i | / i
respectively, to ask if they are willing to act #s i STS 1 Indirect Trusti STS !
common third party. ! k- 2 !
(2) Only participants who are both A and B's trdste | f | | x |
partner receive requests from both A and B. Ifite@s to i Negotiation i i Negotiation i
act as the common third party, it sends a message Engine ! ! Engine !
indicating its willingness to A and B. ! ! ! !
[} 1 [}

willingness, A and B choose one as the common third Figure 2. The Architecture of the Indirect Trust
party. Establishment Mechanism

V\gomains. The STSs are in charge of issuing and

retrieve policy requirements and the corresponding

negotiation engine controls the whole process of

heestablishment process, the functionalites used by



5. Implementation

Our implementation of this system architectureiz¢g
the Microsoft .NET framework. We also use a set of
functionalities provided by the Web Services
Enhancements (WSE) [18] toolkit to handle token
issuance, token verification, policy descriptiondgolicy
management.

Two types of security tokens are used with differen
purposes to convey identities, credentials, trusiug
elements and other trust related information betwee
service modules. We use username tokens to faeilitee
interactions between service modules within the esam
security domain since it has little overhead andaisy to
extend; we use SAML [17] tokens to enable intecangi
between security domains since SAML is a recognized
standard for interoperability among different pbaihs.
Figure 4 compares these two token types. We altmafo
the WS-Policy [15] specification to describe the

We introduce a trust group element to represent ar}equirements and privilege information for our lgiity

established trust relationship. But a trust grolgment is
represented in different formats in security tokand the
policy repository. In a security token, the trusbup
element contains a name for the relationship tagetlith
information representing the two domains betweerchvh
the trust relationship is established. In the polic
repository, every trust group element not only aorg the
information expressed in security tokens but also i
associated with a set of privileges granted by ot
party. Figure 3 illustrates these two differentfiats of a
trust group element in a security token and in ghécy
repository.

protocol and indirect trust establishment mechanism

We provide an interactive trust establishment
framework with a special user interface to contitod
progress of indirect trust establishment process.
Meanwhile, if a domain administrator wants to audten
the entire indirect establishment process, we aliowher
writing a script in advance to describe an appaipri
policy for every step in the bridging protocol. Ththe
trust establishment framework can consult the scrip
automatically to determine what to do next in theiriect
trust establishment process.

<trustGroup>
<trustGroupName>
TGO001
</trustGroupName>
<domainl>
http://mww.abc.com/
localSTS.asmx
</domainl>
<domain2>
http://mww.def.com/
localSTS.asmx
</domain2>
</trustGroup>

<wssp:TokenType>

</wssp:TokenType>
<wssp:Tokenlssuer>

</wssp:Tokenlssuer>

</wsp:Policy>
</policies>

<privileges>
read&write
</privileges>
</policyDocument>

<?xml version="1.0" encoding="utf-8" ?>

<policyDocument xmlns="http://schemas.microsoft.éese/2003/06/Policy">
<policies mins:wssp="http://schemas.xmlsoap.ord?@82/12/secext"
xmins:wsp="http://schemas.xmlsoap.org/ws/2004/0&pt>

<wsp:Policy wsu:ld="trustlevelsec-token">

<wssp:SecurityToken wsp:Usage="wsp:Required">

http://mww.contoso.com/tokens/customXml#TrustLewsBoken

http://ww.cs.virginia.edu/TrustLevelSTS.ashx
</wssp:SecurityToken>

<wssp:SecurityToken wsp:Usage="wsp:Required">
</wssp:SecurityToken>

<trustGroup>TG001</trustGroup>

In a Security Token

In the Policy Repository

Figure 3. A Trust Group Element in a Security Toke in the Policy Repository



<UsernameToken>
<CreateAt>01/20/2006 08:00:00 —
05:00

</CreateAt>
<ExpireAt>01/20/2006 17:00:00 —
05:00

</ExpireAt>
<UserID>123</UserID>
<Tokenlssuer>
http://abc.com/TrustSTS.asmx
</Tokenlssuer>
<TrustGroup>Name="TG001"
Domainl="http://abc.com"
Domain2= "http://def.com"
</TrustGroup>
</UsernameToken>

05:00:00"

<saml:Assertion Version="2.0"

ID ="ABC" Issuelnstant="timestamp">
<saml:Issuer>http://abc.com/TrustSTS.asmx
</saml:lssuer>

<saml:Conditions NotBefore="01/20/2006 08:00:00 -

NotOnOrAfter="01/20/2006 17:00:00 - 05:00:00">
<saml:Subject>
<saml:NamelD>123</saml:NamelD>
</saml:Subject>
<saml:Attribute>
Name="TrustGroup"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"
<samlAttributeValue>TG001</samlAttributeValue>
Domain1="http://abc.com" Domain2="http://def.com"
</saml:Attribute>
</saml:Assertion>

Username Token

SAML Token

Figure 4. Comparison of Username Token and SAMLeTok

6. Discussion

There are several advantages of the proposed
bridging protocol and indirect trust establishment
mechanism. The most obvious advantage of indirect
trust establishment mechanisms is that each edity
individual user or a trust domain) can use extamtt
relationships to build new ones. This process can b
totally automatic based on the degrees of truspasd
to extant trust relationships, which relieves theden
on domain administrators to build new trust relasiaips
manually; alternatively, the process can be augeaent
by a lightweight negotiation (described in this pgpto
provide owner control to protect private informatidf
the policies and strategies required for the nagoti
protocol and the corresponding supplementary
information are set in advance (e.g., written iscapt
file), the lightweight negotiation process can als®
performed automatically. So this indirect trust
establishment mechanism provides owner control
without increasing users’ or administrators’ burslen

Compared to other indirect trust establishment
solutions, this mechanism does not limit a trust
relationship to binary trust (complete trust ortnest) as
described in [12, 13]; it assigns trust levelstie hewly
built trust relationship to guarantee the flexiyilito
distinguish different levels of trust granted byfetient

participants. This mechanism also does not use-aeir
formula to calculate the ultimate degree of trustira
[14], when different extant relationships implyfdient

or conflicting degrees of trustworthiness for thewn
trust relationship; instead, it provides an altémea
method to allow the participating entities to do a
lightweight negotiation to permit a subjective ddamn

on the ultimate level of trust for the new trust
relationship.

Because no private attributes are used in the
implementation, user’s privacy is protected; beedhe
policies that describe users’ preferences and ideeis
making criteria can be set (described in a schefpre
the negotiation, this bridging protocol and indir&aist
establishment mechanism can be totally automated, t
achieving effectiveness and efficiency simultangous
The only limitation lies in the process to find an
appropriate common third party. Because both edtity
and B in the bridging protocol need to query aligpial
common third parties, scalability will be an isstiboth
of them have large numbers of trusted partnersouin
implementation, we do not encounter this difficulty

7. Conclusion

In this paper we described an indirect trust
establishment mechanism using a bridging protocol



augmented with lightweight negotiation to achieve
owner control and privacy protection simultaneously
Our research motivation comes from the business
relationship expansion model in the real world aimel
risk of privacy leakage when exchanging private
attributes to negotiate a new trust relationshipr @ew
indirect trust establishment mechanism is an &dtére
method with these advantages:

» It introduces the negotiation process into the
indirect trust establishment (bridging extant trust
relationships), which assures that every partidigas
owner control over the decision-making processntaw
trust relationships.

» It prevents privacy leakage by exchanging
privileges granted by the common third party indteé
exchanging private attributes.

Our future research will focus on the topological
impact and scalability of this bridging protocol dan
indirect trust establishment mechanism and its
application to privilege delegation.
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