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Abstract -- In Grid collaborations, scientists use
middleware to execute computational experiments,
visualize results, and securely share data on resources
ranging from desktop machines to supercomputers.
While there has been dgnificant effort in
authentication and authorization for these distributed
infrastructures, it is still difficult to determine, post-
facto, exactly what information might have been
accessed, what operations might have occurred, and
for what reasons. To address this problem, we have
designed and implemented a secure logging
infrastructure for Grid data access. We uniquely
leverage and extend XACML with new capabilities so
that data owners can specify logging policies and these
policies can be used to engage logging mechanisms to
record events of interest to the data owners. A case
study based on GridFTP.NET is presented and
analyzed, utilizing both local storage of log records
and remote storage via SAWS, an independently
developed secure audit Web service. We show that
with relatively little performance overhead, data
owners are provided with new flexibility for
determining the post-facto conditions under which
their Grid data was accessed.

1. Introduction

The technology of Grid computing has been succhlgsfu

applied to leverage existing legacy systems to raptish
computing
domains. A typical scenario involves remotely exiu

jobs that consume a large number of data setsesedtt

intensive tasks across different security

Our vision for a generic grid auditing infrastruetus
to let the data owners participate directly in diefy
auditing policies for their data sets. These peticghould
let the data owner specify conditions that, if Sad,
result in logging of information about the curretdta
access. This paper addresses not only the langisageto
specify auditing policy, but also the policy decisiand
enforcement mechanisms necessary to have a fuimgion
system. It also discusses the use of an auditing
infrastructure with legacy applications (i.e., candit
policies be specified independently of the semanafche
underlying application, can legacy applications be
modified to enable the auditing of data accesseE®.
target grid application we consider is GridFTP.NET,
Grid FTP tool developed by the Grid Computing Gratip
the University of Virginia [2].

The rest of this paper is organized as follows.tiSec
2 introduces related work in current auditing anglging
systems and discusses the problems of these systems
Section 3 presents the overall system architeatti@ur
general-purpose auditing infrastructure. Section 4
discusses a specific implementation of this archire
for data access auditing based on XACML and
GridFTP.NET. Section 5 includes a qualitative and
guantitative evaluation of auditing system to assés
successfulness in meeting the needs of data owhers.
Section 6, we conclude with some future directifors
this Grid auditing research.

2. Related Work
In current audit logging systems, the conditionslam

among different domains. While today’'s grid systems which events are logged are either defined by the

typically meet the authorization
accessing these data sets,
requirements for auditing this data access.
owner should be able to determine, at any poihtthal

requirements

possible ways his data was utilized and by whonthSu

requirements are also important in the health dareain
to enforce and comply with regulations, such asA#P
[1]. Although general, system-level auditing tosigch as

for operating system mechanisms or hard coded by the
there are also stringergpplication developer. Two common system level taudi
Thea da logging systems such as syslog [3] on Unix/Linugteyn

or the Event subsystem [4] on Microsoft windows are
extremely useful but rely on the application depeloto
create auditing triggers. Similar situations ocawith
another useful distributed logging toolkit—NetLogd®].
Although NetLogger is efficient and reliabile inliezting

SysLog and Windows Events Logging may be extremely events from multiple distributed locations, it igain the

useful in recording system events for later analyiere
is no way for a data owner to specify conditionsvitich
he requires a log entry. One possible solution dide to
hardcode the auditing policies into the applicatimue;

however, this approach is very inflexible and makes

difficult to accommodate the diversity of data owsand
auditing policies that actually exist.

application developer’'s responsibility to instrurnean
application to produce event logs utilizing the INegfger
API and send them to the NetLogger Server.

A persistent problem in state of art audit and Ingg
systems is their lack of dynamicity, flexibility dsupport
for delegation of authority in both the generatand the
enforcement of logging conditions. Lack of dynayici
refers to the static nature of today’s auditingiges
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which must instead evolve over time. Lack of flelitp
refers to the fact that it is currently difficulb tmodify,
create or delete auditing policy and is similarifficult to
incorporate enforcement mechanisms.
authority means that (authorized) application userd
not application writers should be allowed to dei@em
policy. These issues are especially important ind Gr
computing, where resources are shared across tsecuri
domains and where it is the data owners wish toitmon
accesses to their data. System level logging igailp

too voluminous and too costly in terms of perforo®n
for the auditing required by many data owners.dadt
we have created a general purpose auditing infretstre
that uniquely allowsdata ownersto specify auditing
policy data resources, such that the system ifonceéd to
“record everything and sort it out later”. We eathkiour
infrastructure through integration with GridFTP.NET

3. System Architecture
Our auditing policy architecture leverages the femt

auditing enforcement points. Such a service shmget
several requirements. First, it should guarantes the
audit records it receives were sent by a trustet) and

Delegation ofensure that the confidentiality and integrity o tlecords

are preserved during storage. Second, the serergsrto
remain accessible under heavy network load or parha
certain levels of denial of service attacks. Servic
availability is important because were the audigegvice

to go down, the logs for detecting unwanted datzsses
will never be recorded.

Auditing Policy Administrating Point. The auditing
policy administration point provides the data owméth
policy management features including the ability to
define, update and delete audit policies. CledHg, data
owner(s) must be properly authenticated when lagggin
into the administration point. “Attaching” theselips to
their respective data resources can be complidayed
number of factors such as the number of data ressup
which a policy applies and replication or migratioh

any data consumer (Whose data accesses would béata sets. Our current mechanism relies on the ADEP

audited) must first receive authorization to acctss
data. Typically, this is accomplished by sending an
authorization request on behalf of the consumearo
authorization decision point. In our architectum@yr
approach is to co-locate the auditing componertt wie
authorization decision point, allowing us to lexggahe
policy engine (e.g., an XACML engine) already img#

for authorization.

3.1 Basic Components

Our auditing infrastructure consists of three pryna
components: the auditing decision and enforcemeimtt p
(ADEP), the auditing service that stores logs @edty
the enforcement of auditing policy, and the auditin
policy administration point through which the dataner
specifies auditing policies. In addition, an auditipolicy
language is defined.

Auditing Decision and Enforcement Point. The
Auditing Decision and Enforcement Point is used
evaluate the auditing policies for the requested dad if
at least one of the policies specifies a conditioat is
true, then the enforcement point will generate ahnelit
record and invoke the remote auditing service doesthis
record. When performing policy evaluation, the &indi
decision point examines the current access reqoeste
if any it conforms to any of the policy’s elemerifsthere
is more than one policy for a data set, the auglitin
decision point will traverse through all the padisifor
that data set to see whether the request shoutdidieed
or not.

to

Auditing Service. The Auditing Service is a web service
that accepts and stores auditing logs generatethéy

sending the URL of the data to be accessed to the
Administration point, which then sends back the
appropriate policy. Other mechanisms are being @&n
and are the subject of future work.

Auditing Policy. Auditing policy is the focus of our
current work. The main problem we want to solveois
define an auditing policy language so that data evan
can express any number of complex conditions utirg
language. Unlike the auditing mechanisms develdped
operating systems such as Windows 2000 [4], our
auditing policy language is defined specifically aadit
the data accesses of interest to the data owners ifh
auditing is more data centric it becomes less fipetti
the application that is accessing the datds leads to our
contention that the auditing policy will primarilyeed to
concern itself with four primitive data access
operations—create, read, update, delete, abbredia®e
“CRUD”. In any grid application, there might be a
variety of operations which might contain code to
consume a particular data set. However, the dataepw
will likely only care about whether his data wasessed
by any of the four basic operations since he ordgesn’t
know the details of the client’s application-spicif
operations. In our policy language, we have defifieel
key attributes used to specify auditing conditidhsbject,
Operation, Authorization, Time and Location. The
possible values for the Operation attribute are @nthe
four primitive “CRUD” data access operations.

3.2 XACML

XACML is an XML-based access control policy langaag
[6]. It includes a set of complex data types, fiored and
combining logic to allow detailed access controligies
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to be constructed and evaluated.
request/response protocol for policy enforcementtpdo
obtain authorization decisions from policy decision
points.

Request/Response Protocol. The authorization decision
request message contains the credential of theeséepl
user, the intended actions, the requested resouanes
other environment variables. After the request
evaluated against the policies at the policy denigioint,

It also defines a“ActionAttributeDesignator” will be processed tatieve

the attribute value contained in the XACML requédstis
is the requested action name. The retrieved vaillebgy
compared to the “read” string specified in the daling
“Attribute Value” element. The comparison function
specified in the outer “Apply” element has the fiioe id
of “urn:oasis:names:tc:xacml:1.0:function: stringaal”.
If these 2 strings are equal, then the function weilurn

is true; otherwise, it will return false. However, thdas an

unary logical operator “NOT” applied to the wholeer

a response message will be constructed to indicatepredicate expression, which will evaluate to truewthe

whether the access is permitted or not. This podtee
also applied to our auditing infrastructure whefre t
auditing enforcement point will first construct equest
message to the auditing decision point. After thguest
has been evaluated against the auditing policies, t
decision point will return an auditing decision toe
enforcement point indicating whether or not to g
access.

Auditing Policy Definition. The XACML policy
definition language provides a variety of featutlest are
best suited for defining access control policigs.olur
auditing infrastructure, we leverage XACML to defin
data access logging policies as well. In contrasiding
XACML to construct access control policies, auditin
policies are effectively defined in the “Condition”
element of an XACML rule. The policies are basigall

data owner’s request action is not “read” and tisefa
when the action is “read.” This is the XACML
formulation of conditions which can be made as demp
as possible to capture the complex auditing remergs
of the data owner.

3.3 System Oper ation
Our main focus of our auditing system is not totoep
the application’s internal behavior but for theadatvner
to trace the historical accesses of his data. &ber than
modifying the design of the grid application code t
incorporate auditing functionality, we chose toloocate
the auditing functionality with the authorizatioeaision
point. So, a grid application already doing somenfaf
authorization callout would require minimal changes
support automated logging via our auditing architex
Here is the basic flow of messages through our

set of predicates whose truth value can be evaluate architecture, as shown in Figure 2:

There are also three logical operations (AND, ORI\
that can be applied to predicates. For examplemag

want to log any data access request that involves a o

operation other than “read”. Figure 1, which conferto
XACML 1.1 specification (with nhamespaces omitted or
shortened), shows how this condition is expressed i
XACML:

<Condition FunctionId="and">
<Apply FunctionId="not">
<Apply FunctionId="string-equal">
<Apply FunctionId="string-one-and-only">
<ActionAttributeDesignator
AttributeId="action-id"
DataType="XMLSchema#string"
MustBePresent="false" />
</Apply>
<Attributevalue
DataType="XMLSchema#string">
read
</Attributevalue>
</Apply>
</Apply>
</Condition>

Figure 1. Sample XACML Audit Policy

The element “Apply” indicates the proper functioitl w
be applied to the predicates inside the tags. Tément

1. The data consumer sends a request to access the dat

to the data custodian.

The authorization enforcement point for the data

custodian’ will first send an authorization request

the authorization decision point to determine wheth

or not the data access is permitted.

3. At the authorization decision point, the requedt wi
first be evaluated against the authorization pedido
return an authorization decision.

4. Next, the authorization decision point will constru
an auditing request context to be evaluated against
relevant auditing policies.

5. Then, if the auditing decision evaluates to truns t
authorization decision point will invoke a remote
auditing service to log this specific access ofdhta.

6. After the logging has completed successfully, the
authorization decision point will return the
authorization decision to the authorization
enforcement point.

7. The authorization enforcement point will return the
requested data to the consumer depending on the
authorization decision.
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Figure 2: Overall Auditing Architecture

4. Design and Implementation
The fundamental and important requirements of dener
auditing in information system security are diseas
[7]. To design and implement an effective data ssce
auditing infrastructure requires a thorough underding
of the essential requirements of the current datd g
domain. Current auditing policy requirements ineud
logging who did what to the data and might be
conditioning on other environmental variables sashhe
location of the data consumer, accessing time,
authorization decision and also should facilitatee t
detection of unauthorized access.

Our target grid application is our .NET implemeiaat
of GridFTP called GridFTP.NET. GridFTP.NET acts as
the data custodian which makes stored data seiisilalea
to remote consumers. It will send the data acoeggests
to the authorization decision service for accesstrobd

Subjectidentifies the data consumer who requests the
access of the data. The subject can be a X.509
Distinguished Name or a role nan@perationis the type

of data access that the data consumer invokes. é&s w
discussed above, its value is indicates one of@fRJD”
operations Authorizationis a predicate condition whose
value depends on the authorization decision. Famgke,

the data owner may want to log the data accessds th
were “Denied” rather than “Permitted.”Location
represents either the IP address or some Virtual
Organization identifier for the data consumérime
indicates the period over which the data owner want
access to his or her data sets access to be lo§oed.
instance, the data owner might only need to auut t
requests after 5pm.

4.2 Policy Administration Web Portal
Since auditing policies as represented in XACML Idou
become quite complex and difficult to define cothec
and accurately, we have automated the policy dfini
process by developing a web portal for the dataeovim
specify the policies for his data sets URL and falate
this into XACML policies. This policy administratin
web portal provides an easy-to-use user interface,
formulating the user specified propositional logito
XACML policy files. The portal allows the data owri®
define components containing logical propositiomsl a
construct policies components these components.

For example, the user might want to specify the
following policy:

((subject == X509CertDN) and
(operation name !=read) or
(authorization decision == Permit) and
(location name =127.0.0.1))

and (time>5pm)

Using our web portal, the user could define “(sabje
UVACG-X509CertDN and operation name! = read)” as
component 1 and define “(authorization decisionesnfit

and logging as discussed above. We are currentlyand location name =127.0.0.1)” as component 2 and

investigating the application of this approach ftwe t
Globus-based GridFTP implementation.

4.1 Auditing Policy Leveraging XACML
The way we leverage XACML framework to define grid
auditing policies is to allow data owners to spg@éch
rule’s target resource as one or more of his detts and
define the corresponding auditing policy in the @ition
element. Since the auditing policies is evaluatediger
data access request basis, it is not necessapgtifysthe
guantifier in the auditing policies.

The five attributes defined in our auditing polxiare:
Subject, Operation, Authorization, Time and Locatio

combine them to be “((subject= UVACG-X509CertDN
and operation name! = read) or (authorization detis
Permit and location name =127.0.0.1))" as compoRent

And finally, component 3 will be combined with
predicate “(time>5pm)” with AND operator. Thus,
complex conditions can be built from through

composition of simple prepositions.

4.3 XACML Auditing Evaluation and

Enfor cement

After the auditing policies have been defined by tlata
owner, it is the responsibility of the auditing dgan and
enforcement point to check whether a specific dataess
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request satisfies the auditing requirement. Weizatil
XACML.Net for the policy evaluation. The XACML.Net
evaluation engine gets invoked twice, first to maile
authorization decision and second to make an agditi
decision.

4.4 Auditing Infrastructure based on

GridFTP.NET

GridFTP.NET supports ftp commands such as “get, put
del, mkdir, create” for data download, upload, tete
and creation, etc. Since each command a data c@nsu
executes invokes a method in GridFTP.NET, we medifi
GridFTP.NET to send an XACML authorization request
to an authorization decision point before executiegain

The  Subject, Resource, Action, Location,
Authorization and Time elements in the Request lhge
same form and meaning as those defined in theiagdit
policy. It should be noted that originally GridFNet
sent an XACML authorization request containing the
action of its requested command (get, mkdir, cd,)et
While creating an auditing request, this commanitl lvei
mapped to one or more CRUD operations (create, read
etc.). Currently, the mapping is defined staticaflythe
auditing service, but one could imagine a sepditatary
or web service which performs such application-gmec
mappings of commands to primitive “CRUD” operations

4.5 Auditing L ogs and Remote Auditing Service

commands. After the authorization decision has beenSince our focus is the protection of data accesses,

obtained, the auditing decision mechanisms will be
triggered by the same XACML service. Figure 3 shaws
typical XACML auditing request context.

<Request
xmlns="urn:oasis:names:tc:xacml:1.0:context">
<Subject Subjectcategory="userid:dn">
<Attribute AttributeId="subject-id"
DataType="x500Name">
<Attributevalue>/C=US/0O=University of
Virginia/ou=UVA Standard PKI User/
emailAddress=wz6y@virginia.edu/CN=weide
5</Attributevalue>
</Attribute>
</Subject>
<Resource>
<Attribute AttributeId="resource-id"
DataType="XMLSchema#anyURI">
<Attributevalue>http://shandling.
cs.virginia.edu/datasetl.txt
</Attributevalue>
</Attribute>
</Resource>
<Action>
<Attribute AttributeId="action-id"
DataType="XMLSchema#string">
<Attributevalue>read</Attributevalue>
</Attribute>
</Action>
<Environment>
<Attribute
AttributeId="1ocationid:ipaddress"
DataType="XMLSchema#string">
<Attributevalue>
128.143.63.137
</Attributevalue>
</Attribute>
<Attribute AttributeId="timeid:id"
DataType="XMLSchema#time">
<Attributevalue>
05:00:00.0000000-05:00
</Attributevalue>
</Attribute>
<Attribute
AttributeId="authorizationid:id"
DataType="XMLSchema#string">
<Attributevalue>
Permit
</Attributevalue>
</Attribute>
</Environment>
</Request>

zhang

Figure 3: Sample XACML Auditing Request Context

auditing logs will only contain the information a¢éd to
the data accesses. An audit record used for ouwifgpe
purposes is defined to have the following form:

Subject Identity | Operation Name | Data Set URL |
Access Time | Access Location | Authorization Deis

This is different from the typical form for evenased
auditing logs. This is because we only care onlyuala
single event: the access of grid data sets. Thag;dntent
of our auditing log only reflects the informatiomho did
what to which data setsvhenandwhere along with the
authorization decision on a requested access.

Our auditing enforcement component will send such
logging information to a remote auditing servicehisT
auditing service simply accepts logs in the abowenf
and stores them locally. This auditing service will
categorize the logs by the data sets’ URLs. Thiuthe
data owner wants to carry out post analysis orethass,
the auditing service will easily find the correspdomy
logs for his data sets. Auditing trail post analyss
another important issue in designing a good aumtit |
analyzer. The purpose of auditing trail analysistas
“determine vulnerabilities, establish accountapildssess
damage and recover the system” [8]. The issue dit au
trail analysis in our system must be left to futweark.

5. Evaluation

This section offers an evaluation of our work,
demonstrating how our auditing infrastructure mehts
data auditing requirements in of Grid computing. In
particular we analyze the power, flexibility and
extensibility of our auditing policy language angstem
even for a diverse set of data-centric applications
Furthermore, our framework is easily integratedhviite
XACML authorization component for Grid resource
access control.



Preliminary version; to appear in 7th IEEE/ACM Imational Conference on Grid Computing (Grid 2006gpt 28-29,2006, Barcelona Spain

5.1 Policy Language for Expressing Auditing
Requirements

Expressiveness for specifying auditing conditions. Our
auditing policy language allows for attribute-based
condition specification. Data access attributes ldcou
include the identity of the data consumer, the tioca
where the data consumer comes from, the time wien t
data consumer accesses the data, the exact opetfa¢io
data consumer invokes for this access and whelligr t
request is authorized or not. The data owner cagifsp
conditions in terms of any number of such attribute
joined together by conjunction, disjunction, andatgon:
AND, OR, NOT for the data owner to specify condito

In this sense, almost anything expressible as it
can be used to make an auditing decision. Auditing
criteria can be arbitrarily complex. For examplayding
might only be triggered based only on the data
consumer’s location when the access time is betvdeen
am to 5 am, but based on both the data owner'ditoca
and identity when the access time is after 5 pnshiort,

we believe data owners can specify logically comple
propositions or conditions for their data sets.

Extensibility for auditing policy conditions. Since
XACML policies can also accept custom defined lattie
Identifications, we can extend our policies comdli§ to
incorporate attribute types beyond the five attélsuwe
described above. To support an addition attribute i
auditing policies, we simply create a unique attigbid
and use that id directly in the XACML policy fil&¥hen
the engine is invoked for auditing policy evaluatiat
simply extracts the attribute value from the XACML
request context according to the attribute ideratfon
specified in the auditing policies. If the requesntext
contains a matching value for that attribute ideration,
it will compare the value in the request elementhe
value in the auditing policies. Note that this isiah
simpler than extending the XACML policy specificati
to incorporate new internal logical functions or Kiata
types, but only works for simple attributes. If igribute

5.2 System Flexibility and Scalability

We claim our auditing infrastructure is more fldgib
than traditional auditing infrastructure. By usirgn
XACML policy construction and evaluation engine, we
have an auditing infrastructure which makes it ety
the data owner to manage, update or delete hisroddta
auditing policies. The policy is dynamic componehthe
auditing infrastructure and it changes wheneverdata
owner wants to.

Another flexibility benefit of our system is thatro
auditing policies are independent of the varietyGsfd
applications’ data access function signatures. Foam
above discussion of the use of “CRUD”, we identifie
“CRUD” as the primitive data access operation ang a
other application specific operation is assumedb&
composed of one or more “CRUD” operations. Data
owners are free to define policies simply in terofs
“CRUD,” provided that there exists a reasonable piragp
from the original data access request (may corgeiion
name as the complete access function name, such as
GridFTP.NET commands) to “CRUD” operations. Such a
mapping table could be defined either statically or
dynamically depending on the Grid application ahd t
desired flexibility.

As for system scalability, we think our auditingstgm
will work quite well, even for large Virtual Orgazations.
Since the auditing infrastructure only deals witte t
access requests and evaluates those requests heith t
auditing policies, this invocation is usually malle the
authorization service. The auditing decision and
enforcement point can be distributed and replicated
order to cope with large amounts of data accessesty
with in a large virtual organization.

5.3 Security and Trust Management

There are several security and trust managememesss
we identified in our auditing infrastructure. Theage
security requirements associated with auditing | trai
protection and the trust management between agditin
enforcement and the remote auditing service, betwlee
auditing service and the auditing analyzer. Althoggme

contains a Comp|ex data type, the data owner has td)f the issues have been identified as areas fardutvork

extend the support of his specific data type byngheg
the XACML implementation.

An example use of attribute extensibility might toe
define attributes for Location, such as IP addreasyal
Organization name or domain name. Similarly, a ettbj
identity might either be an X.509 Distinguished maor
the Role one assumes in a specific collaboratiom. T
incorporate such variety different attribute ids ased for
each type.

a few are worth discussing here.

For example, there are data flow encryption and
signing requirements for auditing requests senthi®
auditing decision point. Also, when the auditingdoare
generated and sent by the auditing enforcement poin
the remote auditing service, they should be sigreedell.
When the auditing service receives the auditing lagd
preserves them in local storage resource, the @nadlis
need to be protected against unauthorized access,
modification, or deletion. This is also a basicuiegment
for protecting auditing trails identified by [7][8]
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5.4 Ease of Useand I nstallation

We believe that with or web-based policy definition
interface, our auditing system should be fairlyyefs
data owners to use. The primary obstacle may heltta
owners are not experienced in defining loggingged in
terms of attributes and conditions.

Installation of the auditing infrastructure is cuit
simple. The web portal is developed using ASP.NET
based on XACML.NET library. The auditing serviceais
ordinary .NET web service. The setup, in genersl, i
straightforward.

5.5 Performance and Quantitative Analysis

In order to gain a better understanding of howsystem
performs, we test the performance of our architectin a
3.2 GHz Intel Pentium 4 with 512MB of RAM running
Windows XP SP2. The key components include the
GridFTP.NET server, the XACML authorization seryice
XACML auditing decision and enforcement component
and remote logging service. The XACML authorization
service and the XACML auditing decision and
enforcement component are co-located. In orderetoag
more comprehensive view of our system performawee,
utilize 3 different logging services to actuallpms the log
generated by the auditing enforcement point. Thgse
logging services are: 1. Generic logging servic€yslog
service [3] 3. SAWS10]. The generic logging service is
actually a .NET web service accepting logs fromitug
decision point and writing these logs into a fikemred for
the URL of the requested resource. Syslog is a lwide
used logging protocol originally defined for Unix

systems. In our test environment, we used a Windows

implementation of Syslog called Kiwi Syslog [11}sfg
service uses network sockets to communicate wigmtsl

the complexity of XACML policies will affect the
performance of the XACML evaluation engine and
accordingly affect the performance of our auditing
decision and enforcement architecture. The literal
meaning of each policy is given below starting frtime
simplest to the most complex one:

Policy 1: 6ubject == X509CertDN)

Policy 2:(subject == X509CertDN) and
(operation name != read)

Policy 3:(subject == X509CertDN) and
(operation name !=read) and
(authorization decision == Permit) and
(location name 1=127.0.0.1)

Policy 4:(subject == X509CertDN) and
(operation name !=read) and
(authorization decision == Permit) and

(location name !=127.0.0.1)x 5

Policy 4 contains 5 times the number of condititors
policy 3. Thus, the XACML evaluation engine has 5
times the number of conditions to evaluate sineectfare
no logical short circuits. To round out the perfarme
comparison, we also tested the time for a simpldr@ap
file lookup for authorization without auditing poyi
evaluation and remote logging. This will give a swa
of the additional cost imposed by our infrastruetuEach
result is an average of 1000 trials:

Table 1: Durationsto download afile from a remote

and receive log strings. SAWS is a PKIl-based secuAe

audit web service developed by Computing Laboratdry

University of Kent. Besides supporting remote loggi

SAWS also provides more security characteristich &is
the use of SSL to do mutual authentication with the

SAWS service and the signing and encryption protess
support the confidentiality and integrity of thegleaved

site.
Grid | XACML | XAMCL | XACML | XACML
Map Auth Auth Auth Auth
(generic) | (syslog) | (SAWS)
Policy | 0.47 | 74.93 ms 111.73| 113.96 119.39
1 ms ms ms ms
Policy | 0.47 | 74.93 ms 115.79| 122.16 128.82
2 ms ms ms ms
Policy | 0.47 | 74.93 ms 119.89 | 130.03 157.72
3 ms ms ms ms
Policy | 0.47 | 74.93 ms 162.61| 166.17 189.75
4 ms ms ms ms

in local disk. In our experiment, SAWS is configdir®
have 0 debug level and has 100 maximum log entoies
save in a file.

When running our tests, we spawn a client/data
consumer that talks to a GridFTP.NET server andgms
it commands to download a file from a remote Sttieis
will trigger the authorization/auditing requests dan
responses as described in Section 2.3. We calduthte
round trip time starting from when the GridFTP.NET
server sends the XACML authorization request to the
point when the XACML authorization response is
returned to the GridFTP.NET: the total cost of
authorization and logging. We tested several diffier
auditing policies with increasing complexity to Seew

As shown in Table 1, doing a Gridmap lookup costs
the least amount of time since it does a simplé fiéx
lookup. The second column is the round trip timkelgo
for the XACML authorization process. As we compare
the time difference between column 2,3,4,5, we sam
that it takes about twice as long to do XACML
authorization and logging as it does to just dogiog.
The increasing complexity of auditing policy doest n
incur much additional evaluation cost and evenpfaicy
4 which has 5 times as many conditions as policy 3.
Another interesting result is the efficiency of SAs a
logging service. Although it provides logging erlign
and signing and requires mutual authenticatioactitially
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has comparable performance with other logging sesvi Performance Analysis. In Proceedings of the IEEE

which provide less in the way of security. As fdret Mascots. 1997

current working structure of SAWS, it actually rees [6] Oasis Access Control TC, “XACML 2.0

log messages and stores them in a queue in methery, Specification”. 2005. [Online]. Available:

client can then return -- so this is the round tiipe we http://docs.oasis-open.org/xacml/2.0/access_control

collected in the table; inside the SAWS server,tlago xacml-2.0-core-spec-os.pdf

task is then doing the signing and encryption aandng [7] DSS Industrial Security, “Information System

the log file jobs. Security”, November 2005. [Online]. Available:
http://www.dss.mil/isec/change_ch8.htm

6. Conclusion and Future Work [8] R.Gopalakrishna, “Audit Trails”, April 2000.

Our auditing infrastructure is a unique approachdata [Online]. Available:

owners to participate in the definition of auditipglicies http://homes.cerias.purdue.edu/~rgk/at.html

for their data sets. A requirement that becomesiarfor ~ [9] Sun XACML Implementation, “Sun’s XACML

the dynamic collaboration between entities from Implementation: Programmer’s Guide for Version

heterogeneous domains in Virtual Organizations. Our  1.2". [Online]. Available:

auditing infrastructure provides a flexible way fdata

http://sunxacml.sourceforge.net/guide.html

owners to dynamically define and manage auditing [10]W.Xu, D.Chadwick, S.Otenko, A PKI-Based Secure

policies for different data access requests froffemint

Grid applications. When data consumers want to sscce

Audit Web Service Proceeding (499)
Communication, Network, and Information Security,

some data generated by data owners residing iareift 2005

security domains, the requests will be evaluateairsy  [11]Kiwi Syslog Daemon, “Kiwi Syslog Daemon Online
the auditing policies for that domain. If the airit Help”. [Online]. Available:

policy conditions are satisfied, the auditing enéanent http://www.kiwisyslog.com/info_syslog.htm

point will generate an audit trail and invoke arditing [12]M. Humphrey, M. Thompson, and K.R. Jackson,
service to preserve that log. We believe our inftasure “Security for Grids” Proceedings of the IEEE
meets the data access auditing requirements propnse (Special Issue on Grid Computing), vol 93, No. 3,
the current Grid community. There are also some  March 2005.

important future work such as the design and [13]Raman, V. and et.al. “Data Access and Management
implementation of an auditing trail analyzer to et Services on Grid”. http://www.cs.man.ac.uk/grid-
system vulnerabilities and the further applicatifnour db/documents.html . 2002.

auditing infrastructure to other grid services sumh  [14]M.Milani, J.Brown “Some Security Considerations
GRAM and performance evaluation of our auditing for Service Grids”. [Online] Available:
infrastructure within large Virtual Organizations. www.johnhagel.com/paper_securitygrid.pdf
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