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This paper describes one of the major e orts in the sensor network community to build an in-
tegrated sensor network system for surveillance missions. The focus of this eort is to acquire
and verify information about enemy capabilities and positions of hostile targets. Such missions
often involve a high element of risk for human personnel and require a high degree of stealthiness.
Hence, the abilit y to deploy unmanned surveillance missions, by using wireless sensor networks, is
of great practical imp ortance for the military . Because of the energy constraints of sensordevices,
such systems necessitate an energy-aware design to ensure the longevity of surveillance missions.
Solutions proposed recently for this type of system show promising results through simulations.
However, the simplied assumptions they make about the system in the simulator often do not
hold well in practice and energy consumption is narrowly accounted for within a single proto col.
In this paper, we describe the design and implementation of a complete running system, called
VigilNet, for energy-e cien t surveillance. The VigilNet allows a group of cooperating sensor
devices to detect and track the positions of moving vehicles in an energy-e cien t and stealthy
manner. We evaluate VigilNet middlew are components and integrated system extensively on a
network of 70 MICA2 motes. Our results show that our surveillance strategy is adaptable and
achieves a signi can t extension of network lifetime. Finally , we share lessonslearned in building
such an integrated sensor system.
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1. MOTIVATION

One of the key advantages of wireless sensornetworks (WSN) is their ability to

bridge the gap betweenthe physical and logical worlds, by gathering certain useful
information from the physical world and communicating that information to more
powerful logical devicesthat can processit. If the ability of the WSN is suitably

harnessed,it is ernvisioned that WSNs can reduceor eliminate the needfor human
involvemert in information gathering in certain civilian and military applications.
In the near future, sensordeviceswill be producedin large quartities at a very low
costand denselydeployed to improve robustnessand reliabilit y. They canbe minia-

turized into a cubic millimeter padkage(e.g., smart dust [Kahn et al. 1999])in order
to be stealthy in a hostile ervironment. Cost and sizeconsiderationsimply that the

resourcesavailable to individual nodes are sewerely limited. We believe, however,

that the limited processomandwidth and memory sizeare temporary constraints in

sensornetworks. They will disappear with fast-deweloping fabrication techniques.
The energyconstraints on the other hand are more fundamertal. According to R.A.

Powers[Powers 1995],battery capacity only doublesin 35years. Energy constraints

areunlikely to be solvedin the nearfuture with the slow progressin battery capacity
and energy scavenging. Moreover, manual battery replacemern is impractical due
to the untended nature of sensornodes and hazardoussensingenvironments. For
thesereasons,energy awarenessbecomesthe key researt challengefor the sensor
network protocol design. Seweral researtiers have addressedenergy consenation

recertly. Most of them focus on particular protocols and investigate whether their

energy consenation goal can be achieved. To the best of our knowledge, none of
them investigate energy-conseration for arunning systemaswhole. Normally they
evaluate their approac through simulations. Simulation approacestend to make
simpli ed assumptionsthat often do not hold well in practice and they are subject
to incompleteness. For example, in [Yan et al. 2003; Wang et al. 2003; Ye et al.

2003],seweral sensingcoveragescdemesare proposedfor energyconsenation. None
of them considerenergy consumption in activities other than sensing.

In this paper, we describe our e ort that involvessystemdesignand implemerta-
tion of VigilNet on a MICA2 platform with 70 MICA2 motes. The primary goal of
the VigilNet is to support the ability to track the position of moving targets in an
energy-e cient and stealthy manner. Our experimental results shav that the prob-
ability of false alarms obsened reaces zero when aggregationis achieved among
more than 3 member motes. The experimental results we obtained also show that
with 5% of deployed motes serving as sertries and the non-serries operating at
a 4% duty cycle, our algorithm extendsthe lifetime of a sensornetwork by up to
900%.

The main contributions of this paper are: 1) the designand implemertation of an
integrated systemwith energy-avarenessasthe main designprinciple acrossawhole
setof middleware services,2) mechanismsfor dynamic cortrol, which allow tradeo s
between energy-e ciency and system performance by adjusting the sensitivity of



the system, and 3) a physical implemenation and extensive eld evaluation that
reveal the practical issuesthat are hard to capture in simulation.

The remainder of this paper is organized as follows. Section 2 describes the
requiremerts of a typical ground surveillance application. In Section 3, we describe
the system setup and hardware componerts. In Section 4, we provide an overview
of the VigilNet design. In Section 5, we elaborate on the individual componerts
of the system. In Section 6, we discussthe VigilNet implementation issues. We
present experimental results in Section 7, and summarize the lessonslearned from
our experiencein Section 8. We presen related work in Section 9. Finally we
concludein Section 10 and discusssomefuture work in Section 11.

2. APPLICATION REQUIREMENTS

The VigilNet designis motivated by the requiremerts of a typical ground surveil-
lance application. The general objective of such an application is to alert the
military command and cortrol unit in advanceto the occurrenceof everts of inter-
estin hostile regions. The evert of interest for our work is the presenceof moving
vehiclesin the deployed region. The deployed sensordevicesmust have the abil-
ity to detect and track vehiclesin the region of interest. Successfuldetection and
tracking requires the application to obtain the current position of a vehicle with
acceptableprecisionand con dence. When the information is obtained, it hasto be
reported to a remote basestation within an acceptablelatency. Seweral application
requiremerts must be satis ed to make this systemuseful in practice:

| Longevit y: The mission of a surveillance application typically lasts from a few
days to seweral months. Due to the con dential nature of the mission and the
inaccessibility of the hostile territory , it may not be possibleto manually replen-
ish the energy of the power-constrained sensordevicesduring the courseof the
mission. Hence,the application requires energy-avare schemesthat can extend
the lifetime of the sensordevices,sothat they remain available for the duration
of the mission.

| Adjustable Sensitivit y: The system should have an adjustable sensitivity to
accommalate di erent kinds of environments and security requirements. In criti-
cal missions,a high degreeof sensitivity is desiredto capture all potential targets
even at the expenseof possiblefalse alarms. In other case,we want to decrease
the sensitivity of the system, maintaining a low probability of false alarms in
order to avoid inappropriate actions and unnecessarypower dissipation.

| Stealthiness: It is crucial for military surveillance systemsto have a very low
possibility of being detected and intercepted. Miniaturization makes sensorde-
vices hard to detect physically; however, RF signals can be easily intercepted if
sensordevicesactively communicate during the surveillance stage. During the
surveillance phase, a zero communication exposureis desired in the absenceof
signi cant everts.

| Eectiv eness: The precisionin the location estimate, and the latency in re-
porting an evert are the metrics that determine the e ectiv enessof a surveil-
lance system. Accuracy and latency are normally consideredimportant metrics
of tracking performance. However, the sewerity of thesetwo metrics can actually



Fig. 1. Sensor Network Deployment

be slightly relaxed in many tracking applications. For example, it may be ac-
ceptableto obtain location estimation within seweral feet and receiwe a detection
report within seweral seconds.

3. SYSTEMDESCRIPTIONAND REQUIREMENTS

Figure 1 shaws the deployment of our VigilNet surveillance system. We deployed
70 tiny sensordevices,called MICA2 motes [Horton et al. 2002], along a 280 feet
long perimeter in a grassy eld that would typically represen a critical choke point
or passagewy to be monitored. Each of the motes is equipped with a 433 MHz
Chipcon radio with 255 selectabletransmission power settings. While this radio
is sucient to allow the motes deployed in the eld to communicate with eadh
other, it is not capable of long-range (> 1000ft) communication when put on the
ground. Therefore, in a real systemwhere the command and control units may be
deployed seweral thousands of feet away from the sensor eld, devicescapable of
long-range communication, such as relays, are deployed as gateways to assistthe
sensorsto relay bad information from the motesin the eld to the basestation.
In this prototypical deployment, we usea mote asthe basestation that is attached
to a portable device, such as a laptop. The portable device is the destination of
the surveillance information and is mainly used for visualization in our prototype
system. The camera devicesshowvn in Figure 1 are cortrolled by the laptop to
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Fig. 2. VigilNet System Overview

provide the next level of surveillance information, when triggered by the sensor
eld.

Each mote is equipped with a sensorboard that has magnetic, acoustic, motion
and photo sensorson it. While the dierent sensorsmake it possiblefor a mote
to detect di erent kinds of targets, only the magnetic sensorsare relevant to the
application describedin this paper. We usethe HMC1002 dual-axis magnetometers
from Honeywell [Honeywell 1990]. These magnetic sensorsdetect the magnetic
eld generatedby the movemert of vehiclesand magnetic objects. They have an
omni-directional eld of view and are therefore lesssensitive to orientation. They
have a resolution of 27 Gaussand their sensingrange varies with the size of the
magnetic object they are sensing. From our experimens, we found that these
sensorscan sensea small magnet at a distance of approximately 1 ft and slowly
moving passengerivehiclesat a distance of approximately 8-10ft.

4. VIGILNET SYSTEM OVERVIEW

The key cortribution of this work is the designand implementation of an integrated
wirelesssensornetwork systemthat enablesenergy-e cient tracking and detection
of events. Sud a system is useful for surveillance applications, such as the one
outlined in Section 2. The system we have designedis organized into a layered
architecture comprisedof higher-level servicesand lower-level componerts, asshavn
in Figure 2. It is implemented on top of TinyOS [Hill et al. 2000]. We rst provide
an overview of the di erent software componerts we have designedand then follow
that with a detailed discussionof the role played by those componerts in the context
of our tracking and surveillance application.

Time syndhronization, localization, and routing comprisethe lower-level compo-
nents and form the basisfor implementing the higher-level services,such asaggrega-
tion and power managemeh Time synchronization and localization are important
for a surveillance application becausethe collaborative detection and tracking pro-



cessrelies on the spatio-temporal correlation betweenthe tracking reports sert by
multiple motes. The time synchronization module is responsible for synchronizing
the local clocks of the motes with the clock of the basestation. The localization
module is responsible for ensuring that ead mote is aware of its location. In our
prototype system,we designand implement the walking GPS solution [Stoleru et al.
2004], which assignsmotes their location at the time they are deployed. Once the
technique is mature enough, this static con guration can be replacedwith dynamic
localization schemessuch asthe onein [He et al. 2003].

The routing componert establishesroutes through which the motes exchange
information with ead other and the basestation.

Power managemen and collaborative detection are the two key higher-level ser-
vices provided by VigilNet. The sertry servicecomponert is responsible for power
managemen, while the group managemen componert is responsible for collab-
orative detection and tracking of everts. In order to achieve high con dence in
detection, VigilNet is deployed with a high node density, which allows the sertry
serviceto consene energy by selecting a subset of motes, which we de ne as sen-
tries, to monitor everts. The remaining motesare allowed to remain in a low-power
state until an event occurs. When an evernt occurs, the sertries awaken the other
motesin the region and the group managememn componert dynamically organizes
the motes into groups in order to enable collaborative tracking. Together, these
two componerts are responsible for energy-e cient event tracking.

All the deployed motes are programmed to run the distributed application.
VigilNet supports the ability to reprogram the motes dynamically with new con g-
uration parameterssud as sensitivity. This eliminates the needto download the
application code on all the motesead time the con guration ismodi ed. Wehavea
display module for portable devices(Figure 2)which is not part of the software that
runs on eah mote. We useit primarily for visualization and debuggingpurposes.
Optionally, the display software also has the logic to Iter out any residual false
alarms that have not been lItered out in the network. We now elaborate on how
the individual componerts of the systemshown in Figure 2 interact with ead other
in the context of a typical tracking application. In particular, we discussthe de-
sign decisionsthat make the target systemenergy-e cient and illustrate trade-o s
betweenperformanceand energy-avareness.

5. TIME-DRIVEN SYSTEMDESIGN

In VigilNet, the MICA2 motes prepare for tracking by going through an initializa-

tion process.This processis usedto syndronize the motes, set up communication

routes, and con gure the systemwith the correct cortrol parameters. The initial-

ization processproceedsin a sequenceof phasesand the transition betweenphases
is time-driv en, as shavn in Figure 3. Phasesl through IV comprisethe initializa-

tion process,which normally takesabout 2 minutes. At the end of phaselV, the
motes begin the power managemen and tracking activity in PhaseV. Normally

VigilNet remainsin PhaseV for a long duration of time (e.g., one day) beforebe-
gins a new system cycle. The duration of eat phaseis a control parameter that

can be dynamically con gured by the basestation. Our multi-phase cyclic process
satis es the following designobjectives:
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|[First, it eliminates interferencebetweenoperations. The constrained bandwidth
in MICA2 doesn't allow a high concurrencyin communication. If all operations
run simultaneously, the trac sewrely interfereswith ead other.

|Second, we cancon ne the exposureof sensoractivity within a short period time
during the initialization phase(phasel to IV). The ratio betweenthe initialization
duration and the system cycle duration re ects the stealthiness degree of the
system. The longer system cycle leadsto a better stealthiness. The stealthiness
can also be improved by starting a new cycle when the target frequencyis low.

|Third, a new system cycle is a natural way to allow the rotation of seriry re-
sponsibility among motes in order to achieve uniform energy dissipation across
the network.

|[Last, the cycling introducessystem-wide soft-states. It allows the motesto pe-
riodically synchronize their clocks to avoid signi cant clock drifts over time. In
addition, since mote failures and new deployment may occur anytime during a
cycle, a new system cycle gives the remaining motes an opportunity to repair
routes and discover new neighbors.

We now discussthe activities occurring during ead phaseof the systemcycle in
more detail.

5.1 Phasel: Basiclnitialization

We obsene that three functions in our system need system-wide broadcast: time
syndironization, network badkbonecreation and system-widerecon guration. These
functions canbeisolatedinto three di erent modulesthat perform separately How-
ever, suc a designwould not be bandwidth and energye cien t due to the multiple
o oding phasesrequired. Instead, we use a unique application-speci ¢ design to
perform these operations simultaneously in one o oding operation to reduce over-
head as described in following sections.

5.1.1 Time Synchmnization. System initialization begins with time syndro-
nization. Seeral schemesproposedrecertly are able to achieve a high syndro-
nization precision, however they do not match well with VigilNet requiremerts.
GPS-basedsthemestypically achieve persistert syndironization with a precision



of about 200 ns. However, GPS devicesare expensivwe and bulky. The reference
broadcast scheme (RBS) proposedin [Elson and Romer 2002] maintains informa-
tion relating the phaseand frequency of ead pair of clocks in the neighborhood
of a node. The relation is then usedto perform time cornversion when comparing
the timestamps of two di erent nodes. While RBS achievesa precision of about 1

s, the messageoverheadin maintaining the neighborhood information is high and
may not be energy-e cient in large systems.

We arguethat ne-grained clock syndironization achieved by costly periodic bea-
con exchangesmay not be suitable for the energy-constrainedsurveillance system.
Moreover continuous adjustment through beaconingin these solutions [Elson and
Romer 2002] defeats our purposeof stealthiness. In our system, we value energy-
e ciency and stealthiness above high syndironization precision. Therefore, we
modi ed the FTSP time syncironization protocol [Maroti et al. 2004]to synchro-
nize the motesonly during the initialization phase,using a synchronization beacon
broadcast by the basestation at the beginning of ead initialization cycle. Since
the underlying MA C layer provided by TinyOS doesnot guarartee reliable delivery,
the basestation retransmits the synchronization beaconmultiple times. The syn-
chronization beaconsare propagated acrossthe network through limited o oding
with timestamp valuesreassignedat intermediate motes immediately prior to the
transmission of the timestamp. This eliminates the uncertainty in MA C cortention
delay. Receiwerstake the timestamp from the beaconplus a xed hardware delay
as their own local time. To satisfy the stealthinessrequiremert, we con ne time
syndhronization within the initialization phase. The timer drift that accurrulates
over time is rectied by a new system cycle (i.e., a repeated initialization phase).
For our system, such re-initializations occur about once per day.

5.1.2 Diusion Tree Creation. While the primary purposeof the syncroniza-
tion messages to coordinate the clocks of the motes, it alsoserwesasan exploratory
messagefor motesto set up reverseroutes to the basestation, like the technique
used by directed di usion [Intanagorwiwat et al. 2000]. The route that is set up
during the propagation of the time synchronization messages essetially a di usion
tree rooted at the basestation. The decisionto usea di usion tree is made based
on seeral obsenations. 1) Sert along with the time syndironization operation, it
is nearly free of cost in communication and code memory. 2) It allows any leaf
motesto goto sleepwithout disrupting communication of other motes.

We encourter two practical issueswhenimplementing the di usion tree algorithm
on the MICA2 platform.

| Mote Failures: The failure of a MICA2 mote can disable a subtree below it.
Initially , we attempted to add failure detection to the MAC layer to quickly iden-
tify link failures and choosealterativ e routes. Soon, we discoveredthat link layer
reliability in such a bandwidth constrained platform is too heavyweight and the
e ectiv e data rate is reducedby nearly 50%. With such an obsenation, we intro-
duce soft-state into the di usion tree. The di usion tree is refreshedper system
cycle to prune failed links and discover new routes. After this modi cation, no
bandwidth penalty is experiencedduring data communication.

| Asymmetric Links: Low power radio componerts, such as Chipcon CC1000



usedby MICA2, exhibit very irregular/anisotropic communication patterns [Zhou
et al. 2004; Cerpa et al. 2005], especially when sensornodes are placed on the
ground. If motes choosetheir parents without consideringthe distance separat-
ing them, it results in asymmetric links, which leadsto di erent reception rates
along di erent directions betweenthe samepair of motes. This asymmetry can
be solved by link layer handshaking; however we discoveredthat it is very expen-
sive. Our solution to this issueis called Link Symmetry Detection (LSD). The
purposeof LSD is to reducethe impact of radio irregularity on upper layer proto-
cols. The main idea of the link symmetry detectionis to build a symmetry overlay
on top of the anisotropic radio layer, so that those protocols whose correctness
dependson link symmetry can be usedwithout modi cation. Symmetry detec-
tion is done by local beaconing. A sendingnode addsthe IDs of all its neighbors
it has discovered into the beacon. When a node receives a beacon, it registers
the senderinto its local neighbor table, and then cheds whether its own ID is
in the beaconmessageor not. If it is, it labels this communication link to the
senderas SYMMETRIC . Otherwise, it labels the communication link between
them as ASYMMETRIC . This labeling processis repeated seweral times to get
a statistical evaluation of a link's symmetric communication quality in terms of
the percertage of successfubeaconexchanges. Only thoselinks that have higher
symmetric communication qualities than the speci ed threshold are available for
upper layers, and all other links are blocked from higher layer protocols. We
evaluate our solution in Section 7.3

5.1.3 Dynamic Recon guration. The capability of dynamic recon guration fa-
cilitates re-tasking of sensornetworks for future changesof mission requiremerts.
Currently, this capability makes our work in system tuning and debugging much
easier. When we deployed 70 motes on the eld for the rst time, it took us an
hour to collect the motesand reprogram them manually, beforethe recon guration
capability was added into the system. Now we can recon gure the network within
1 minute. VigilNet supports recon guration with the help of the time syndcroniza-
tion message.The basestation piggybads the valuesof the cortrol parametersin
the syndhronization messageand motes adopt the new valueswhen they acceptthe
syndironization message.Such a strategy is energy-e cient, becausdt comesalong
with time synchronization beacons,obviating the needto send separate messages
to reset parameters on the motes. Examples of the recon gurable parametersare
1) the durations of ead phaseshown in Figure 3, 2) the duration for which a mote
remains asleepand awake when power managemet is enabled, 3) the sampling rate
and the degreeof in-network aggregation. This recon guration capability enables
usto dynamically trade o betweenthe energy-avarenessand tracking performance
aswe shaw later in this paper.

5.1.4 Localization. Due to inherent irregularity in radio propagation and lim-
ited e ectiv e rangesin distance measuremets through acoustic/ultrasound, little
progresshas beenmade in sensornetwork localization over a large area. As a rst
step, we designand implement a walking GPS solution [Stoleru et al. 2004] based
on the fact that currently sensornodesare deployed manually in the eld. In this
solution, the deployer (either personor vehicle) carries a GPS devicethat periodi-
cally broadcastsits location. The sensornodesbeing deployed, infer their positions



Fig. 4. GPS Mote Assembly

from the location beaconsbroadcast by the GPS device. This solution pushesall
complexity, derived from the interaction with the GPS device, to a single node,
the GPS Mote, hencesigni cantly reducesthe size of the code and data memory
usedon the sensornode. Through this decoupling, a single GPS Mote is su cien t
for the localization of an ertire sensornetwork, and the costs are thus reduced.
We built a prototype, called the GPS Mote assenbly, that can be worn during the
deployment. This prototype consistsof a GPS device mounted on top of a bicycle
helmet. The GPS device is connectedthrough a RS232 cable to the GPS Mote
that is attached with velcroto a wristband. Figure 4 illustrates the prototype. We
evaluate our localization solution in Section7.2.

5.2 Phasell: Neighlor Discovery

After the basicinitialization phase,the motes make a transition to a neighbor dis-
covery phase. Motes notify their neighbors by locally broadcastingHELL@nessages.
In the HELLOmessagea sendersendsits identi er, its status indicating whether
it is a sertry or not, the number of sertries that are currently covering it and its
location. The senderalsoidenti es the sertry mote it reports to, if it is covered by
at leastonesertry. This local information is usedto build a neighborhood table at
ead mote, and forms the basisfor sertry selectionin Phaselll.

5.3 Phaselll: Sentry Selection

In our sertry selection scheme, the decisionto becomea serry is made locally
by eat mote, using the information gathered from its neighbors (the neighbor
discovery goesthrough Phasell and I11).

A mote decidesto becomea sertry if any one of the following conditions holds.
1) it is one of the internal nodesof the di usion tree, or 2) it discoversthat none of
its neighbors either is a sertry or is covered by a sertry. When a mote decidesto
becomea serry, it advertisesits intent. Three practical issuesneedto be solved
to make this schemework in a running system:

| Race Conditions: Contention occurswhen multiple motesin the sameneigh-
borhood decideto becomesertries at the sametime. In order to reducethe col-



lision probability, each mote usesa random badko delay to transmit a SENTRY
DECLARBessage. If a mote receives a SENTRYDECLARBessagefrom one of
its neighbors during the backo period, it updates its neighborhood table and
cancelsany pending outgoing SENTRYDECLARIMBessageslt then re-evaluatesits
decisionto becomea sertry basedon the updated neighborhood information. If
the mote nds that it is still necessaryfor it to becomea sertry, it repeats the
sertry declaration processdescribed above.

| Energy Balancing and Eciency: We set the badko delay of a mote in-
versely proportional to its residual energy Thus, a mote with higher residual
energy has a greater likelihood of being selectedas a sertry, thereby balancing
the energydissipation uniformly acrossthe network. The badko delay of a mote
is also inversely proportional to the number of neighbors that are not covered
by a sertry. Thus, motesin regionswhere there is insu cien t sensingcoverage
are favored for being selectedas sertries. The key feature of this sertry selection
algorithm is that it provides an adaptive, self-con guring technique for choos-
ing the sertries purely basedon local information. However, the lack of global
knowledge may result in a non-optimal number of sertries.

| Sensing Coverage: Surveillance requires the sensingcoverage of the physical
points in the terrain, instead of communication coverageasin LEACH [Heinzel-
man et al. 2000]and SPAN [Chen et al. 2001]. Since the sensingrange of our
Honeywell magnetometer [Honeywell 1990] is much smaller than the Chipcon
radio range, we needto use a smaller transmission power setting to send out
SENTRYDECLARMessagesn order to ensure sensingcoverage. The power set-
ting is chosenin such a way that there is at least one sertry within ead sensing
range. Unlike [Yan et al. 2003; Wang et al. 2003], this unique design enablesus
to provide sensingcoveragewithout the requiremert of localization. More details
can be found in the evaluation Section7.1.

5.4 PhaselV: Status Report

After the routing badkboneis nalized, all the motes usethe badbone to report
their status to the basestation in PhaselV. The basestation forwards thosereports
to the display module, which can then be usedto visualize the network topology,
residual energy distribution and sertry distribution and detect any failed motes.
Sincethe solepurposeof PhaselV is for visualization and debugging, it is optional.

5.5 PhaseV-A: Power Management

The selection of sertries setsthe stage for the power managemem phase. In this
phase,the non-serry motesalternate betweensleepand wakeup states. A mote in
the sleepstate consenespower by disabling all processing,including thosethat are
related to communication and sensing. We have proposed and implemerted two
di erent schemes, namely proactive and reactive cortrols, to regulate the sleep-
wakeup cycle. We adopt the reactive solution in the nal design. In this section,
we discussthe pros and cons of thesetwo schemesto justify our designdecision.
In the rst implemenation, which we call proactiv e cortrol (Figure 5), the
sertry mote sendsout sleepbeaconsperiodically. A non-seriry mote stays awake
until it receivesa beaconfrom its sertry mote, signaling the non-serry mote to
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Fig. 5. Two Power Management Schemes

sleepfor a certain duration of time. Upon receivingthe sleepbeacon,the non-serry

mote makesa transition to the sleepstate and remainsin that state for the speci ed

amourt of time. It wakesup when the timer expires and repeats the processby
waiting for the next sleepbeacon. Since neighboring non-serry motes are likely
to receive the samesleepbeacon,their sleep-vakeup cycle proceedsin a lock-step
fashion. The regular synchronization of the non-seriry motes with their respective
sertries is bene cial in two ways. First, it allows multiple motesto receive the same
beacon,and obviates the needto sendout individual sleepbeaconsto put ead non-
sertry mote to sleep. This reducesthe messageoverhead. Second,since motes in

a neighborhood are all awake at the sametime, the correlated sleep-vakeup cycle
helps improve the tracking e ciency .

The secondimplementation to cortrol the sleep-vakeup cycle is called reactiv e
cortrol (Figure 5), the one we adopt for our system. In this scheme, the sertries
are not required to sendout explicit beaconsto put the non-serry motesto sleep.
Instead, the transition between sleep and wakeup states is timer-driven. Each
non-serry mote remains awake for awakeDuation amourt of time and then sleeps
for sleepDuration amourt of time. A non-serry mote breaks out of its cycle and
remains awake for a longer duration only when receiving an awake beaconfrom a
sertry mote.

The reactive schemeis more stealthy and energye cien t comparedto the proac-
tive scheme,becauseno unnecessarnjpeaconsare sert unlessan evert occurs. Hence,
the reactive approad is more appropriate for a surveillance application. Howewer,
one practical issueneedsto be solved in the reactive scheme;sincethe non-sertries
do not periodically synchronize their clocks with the clocks of their sertries, the
clocks of the non-seriry motes may drift in courseof time. Consequetly, neigh-
boring non-seriry motes may no longer have a sleep-vakeup cycle that is strictly in
lock-step. As a result, a sertry no longer knows for certain which of its neighbors
are awake. It hasto retransmit the awake beaconmultiple times in order to awaken
non-senries when an event occurs (Figure 5). We compare the messageoverhead
betweenthe proactive and reactive schemesin Section 7.6.2.

5.6 PhaseV-B: Event Trackingand Reporting

After the sertry badkbonehasbeencreated and power managemen is enabled, the
motes are ready for tracking. Tracking and power managemenh are toggle-states
in phaseV. When an evert happens, motes wake up and start tracking, when the



event disappears, motes re-enablethe power managemen.

A simple way to track everts is by allowing ead mote that has sensedan event
to report its location and other relevant information about the event to the base
station. The basestation canthen lter out the falsealarms and infer the location
of the event from the geruine reports. The advantage of this approad is that it
allows all of the complex processingof the sensorreadingsto be deferred to the
more powerful base station. Howewer, the main drawbad is that, if the motes
are densely deployed, multiple motes may sensethe event at the sametime and
send their individual reports to the base station, which results in higher tra c
and energy consumption. This ine ciency can be reducedby aggregatingmultiple
reports about the sameevent and sendinga digest, instead of the individual reports
to the basestation. Previous in-network aggregation techniques fuse the data at
the sourcethrough cluster headers[Heinzelmanet al. 2000]and/or along the route
bad to the sink [Bhattacharya et al. 2003][Heet al. 2004][Intanagorwiwat et al.
2000][Maddenet al. 2002]. In addition, Zhao [Zhao et al. 2002] proposea optimal
sensorselection approad to aggregatethe delit y of detections while eliminating
redundant communication.

The systemwe have designedalso performsin-network aggregationby organizing
the motesinto groups. Howewer, di erent from previous stchemes,the groupsin our
work are more dynamic in the sensethat they are formed in responseto an external
event and migrate when an event moves. A group represens an evert uniquely and
exists only aslong as the event is in the scope of the sensor eld. The design of
our group managemenm and tracking componert is described in [Blum et al. 2003].
We review its key featureshere for completeness.lt should be noted that the work
reported in this paper is the rst real implementation of the aforemerioned design.

Each mote is programmed to detect an event by its sensory signature. This
signature is a condition on the output of a lter that processeshe raw sensory
measuremets (and removesnoise). When the indicated condition is detected by a
set of nearby motes, the group managemen componert reacts by creating a group.
All motesthat detect the sameevert join the samegroup. The main contribution
of the group managemem componen, describedin [Blum et al. 2003],is to establish
a unigue one-onemapping betweena group and a physical evert aswell asto add
and delete members of the group asthe event movesthrough the ervironment. It
is assumedthat dierent everts are far enough apart that membership of motes
to the corresponding groups can be decided without ambiguity based on spatial
adjacencyto one of the events.

Each group is represeited to the external world by a leader . Group members
(who by de nition can sensethe tracked evert) periodically report to the group
leader. The leaderrecordsead report keepingonly the most recert one from each
member. Reports that are older than a certain threshold are purged, assumingthe
reporting nodesare no longer the members of the group. We de ne the con dence
level of evert detection as the number of distinct motes that have reported the
evert in the last t; units of time. When the con dence level of detecting an evernt
is at least as high as the threshold required by the application, called the degree
of aggegation (DOA), the leader sendsa digest of the reports to the basestation.
The con dence threshold can be tuned to manipulate the sensitivity of the system.



A low threshold increasessensitivity at the expenseof possiblefalsealarms. A high
threshold could result in missing somesmaller targets. The e ect of manipulating
the degreeof aggregationis explored experimentally in Section7.4.2.

5.7 Velocity Estimation

In addition to providing tracesof the targets, VigilNet alsoestimatesthe velocity of
ead target. Velocity estimation is rather straightforward if detectionsare reported
in order and there are no falsealarms. Unfortunately, neither condition holdswell in
practice. To reducethe impact of suc disturbances,we useleast-squareestimation
to obtain the velocity of ead target and usethe spatiotemporal relationship among
consecutie reports to Iter out false alarms. Speci cally, ead report includes a
tuple (timestamp; x;y). \timestamp" denotesthe time when a group lead sends
the report. \x" and \y" denote the triangulated location reported for the target.
When the number of reports in a group accunulates over a threshold, the velocity
of the target is calculated by a least-squareestimation. The x-componert and y-
componert of the velocity are calculated separately according to Equation 1 (the
number of reports for the velocity calculation is an adjustable parameter).

NP 1 P 1
(xi x)(ti t) Xi
Vel = =55 where x= =g
(ti t)2
"Pilzo =1 (1)
(yi y)(ti t) yi
Vely = “5r——— where y= 5
ti 12
i=0
In Equation 1, (ti;x;;yi) i = 0;::;;N 1 are the latest reports from the same

group. Figure 6 shavsthe leastsquare tting of the x-componert and y-componert
of the reported locations, and the slopesof the two tting lines arethe x-componert
and y-componert of the calculated velocity. These data are obtained from one of
the eld tests.

Once the velocity is known, we can lter out falsealarms if a report contains an
unreadchable position, giventhe di erence in time stampssincethe last valid report.
We evaluate the performanceof the velocity estimation further in Section 7.5.

6. IMPLEMENTATION

The architecture described in Section 4 was built on top of TinyOS [Hill et al.
2000]. TinyOS provides an evernt driven computation model, written in nesC[Gay
et al. 2000] speci cally for the motes platform. TinyOS provides a set of essetial
componerts sudch as hardware drivers, scheduler and basic communication proto-
cols. These componerts provide low level support for application modules, which
are alsowritten in nesC.nesCis a C-like languagethat enablesthe programmersto
de ne the function of componerts and the relations (dependencies)among them.
Componerts from TinyOS and userapplications are processedy the nesCcompiler
into an executableimage, which runs (in our case)on the MICA2 mote platform.
MICA2 is the third generation mote built for wirelesssensornetworks [CrossBaw



Fig. 6. Velocity Estimation

2003]. Besidesnormal computation and communication capabilities, MICA2 motes
have (i) selectabletransmission power settings (255 levels) which enableus to dy-
namically adjust the communication range, (i) a power cortrol function with up to
six sleepmodesprovided by the ATmegal28Micro cortroller, and (iii) a wirelessre-
programming capability that eliminates the needfor manual code downloads. The
rst two functions are utilized extensively by our protocols. The last facilitates
deployment. In particular, we use a lower communication power setting during
neighbor discovery for di usion tree creation. This ensuresthat when the di usion
tree is created and communication power is subsequetly increased,all found edges
along the tree are quite reliable. In corntrast, running di usion tree creation at the
normal power setting could result in unreliable or asymmetric edgesbetweensome
nodes. This choice would ultimately reduce performance.

The implementation of VigilNet on the MICA2 motes was driven by se\eral
requiremerts. Namely:

| Energy Eciency: MICA2 operateson a pair of batteries that approximately
supply 2200mAh at 3V. It consumes20mA if running a magnetic sensingappli-
cation cortinuously, which leadsto a lifetime of 5 days.

| Bandwidth Eciency:  The Chipcon radio on MICA2 provides an e ective
data rate of 12.4kbps,which equalsa maximum padket rate of 43 pkts/sec. Our
experiments show that a mote barely reaches 20 pkts/sec when it is exposedto
channel contention.

| Simplicit y: Our system requires many essetial functions showvn in Figure 7
to make target tracking e cien t, while the whole system must t in 4K data
memory and 128K code memory. This necessitatesa simple, yet e ectiv e, design
for the MICA2 platform.

| Flexibilit y: Our prototype systemspans280feet and comprises70 motes. Once
deployed, motes cannot be easily collected. Dynamic con guration is desirable
for fast performancetuning and debugging.
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Fig. 7. System Architecture in nesC

6.1 Software Architecture

The architecture of VigilNet, written in nesC,is shavn in Figure 7. The whole
systemoccupies39,496bytes of code memory and 3,725bytes of data memory. We
divide system componerts into four major groups; initialization, tracking, power
managemen, and general utilities. Initialization componerts are responsible for
basicinfrastructure establishmen. Tracking componerts support the event tracking
functions. The SertryPM module performs power managemenm, which puts motes
to sleepas described earlier, when no signi cant events are detected. We also use
someutilities to facilitate downloading, debugging, tuning and statistical logging.
We provide a backlbne module (Time Driven System Cycle module in Figure 7)
in charge of time-driv en transitions betweenthe phases. We also use this module
to passstate information among other modules to reduce the dependencyamong
componerts.

We encourter seweral system challengeswhen implementing above architecture,
primarily due to lack of common operating system support from TinyOS. Someof
the most important issueswere the following:

Concurrency Control: TinyOS provides minimal support for concurrencycon-
trol. The latest nesC compiler detects potential data racesand giveswarnings at
compile-time, howevwer, it still requiresthe programmer to deal with it. Data races
can be avoided by creating atomic sections. An atomic section is implemented
through disabling and enabling interrupts. This requiresthe critical sectionto be
very short. Otherwise, the system becomesunresponsive. For example, if the soft
timer cannot get updated by clock interrupts, time drift happens. A better ap-
proach is to put all operations that accessshared data into a task context. This
guarantees sequeiiial accesgo the data. However, the current task model doesn't
allow parameter passing. The solution to this limitation is to put parametersinto
sharedvariables accessibleby all tasks and use atomic sectionsto protect the read
and write operation on thesevariables.

Packet Scheduling: For now, the TinyOS communication module doesn't pro-



vide a bu ering medanism. It is often the casethat multiple componerts send
out padkets concurrertly. In this case,only one attempt succeedsdue to the mu-
tual exclusionmedanism usedin the lower layer. The current solution we usedis
to provide application layer bu ering. We reinitiate the transmission with linear
badko when contention happens.

Aggregation: The TinyOS communication module has a relatively high over-
head. The padet headeris 7 bytes (MA C header+ CRC) and the preanble over-
head is 20 bytes in MICA2. For a default payload size of 29 bytes, the overhead
to send a single padet is 48%! This limitation motivates us to use aggregation
techniques. We use piggybadking whene\er possibleto increasethe e ectiv e data
rate. For instance, we piggybadk system-wide parametersin time synchronization
messagesand piggybadk sertry declaration information in neighbor beaconing. A
more advanced aggregationtechnique such asin [He et al. 2004]is desiredto use
bandwidth e cien tly.

Hardw are Limitations: In general, the MICA2 platform is e ective in sup-
porting our system. Howewer, in some cases,we have to modify our design to
accommalate the limitations of the hardware. First, the MICA2 mote has no cir-
cuit support for remote passsie wakeup [Gu and Stankovic 2004]. The current
snooze implemertation relies on a timer interrupt. This increasesthe chance of
false negatives when the sleepduration of non-serries is relatively long. Second,
while the operating frequency of the Chipcon radio is selectable, external hard-
ware attached to the chip can only support one frequency This prevents us from
designinga better collision avoidance algorithm to improve radio performance.

Due to spacelimitations, here we only give a snapshotof the issueswe encoun-
tered during the implementation. In general, we feel that platform-specic system
designsare necessaryto improve performance.

7. PERFORMANCEEVALUATION

We now present experimental results that evaluate the performanceof the physical
system described in the previous section. We obtained most of the experimertal
results through an actual deployment of MICA2 motesin a grassy eld, usingthe
setup described in Section 3. However, for someexperiments, which require a long
duration of time, we cannot a ord to deploy the systemunattended due to security
issues. Instead we conduct this type of experiments with a smaller number motes
in cortrolled ervironments. In addition, simulations are also usedto reveal the
tradeo betweendierent designdecisions.

We classify the experimerts into three broad categories. The rst set of ex-
perimens evaluate the basic capabilities of VigilNet such asthe MICA2 radio in
di erent environments, performanceof walking GPS localization and symmetry de-
tection. The secondset of experimens evaluate the performance of the tracking
componert. Finally, we evaluate the senry service and the power managemen
features of our system.

7.1 Evaluationof Capability of MICA2 Radio

The communication range of a MICA2 mote depends on seeral factors, such as
the length of the antenna, the transmission power, the elewation above the ground,
and the multi-path e ects due to objects in the surroundings (e.g., grass, trees,
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Table I. Impact of Antenna Lengths on RF Range (Elevation O ft)

Antenna | Power level = 50 | Power level= 255
17.3cm | 371t 43 ft
34.6cm 59 ft > 84 ft

Table II. Impact of Elevations on RF Range

Elevation | O ft 0.5t 11t
Mote A 27 ft | 30 ft > 84 ft
Mote B 431t | > 84ft | > 84ft

buildings, people, cars). Although the absolute valuesmay vary in di erent envi-
ronmerts, we can still draw somegeneralobsenations about the MICA2 platform:

|[W emeasurea setof MICA2 communication rangesunder di erent sendingpower
settings with two sendersand one receiver. Results shovn in Figure 8, indicate
that 1) the comnmunication range nonlinearly increasesas the sending power
increases.lt increasesmore slowly whenthe power setting is large. 2) Asymmetry
in communication range is more than what we expect, and it might primarily
comefrom the di erences in hardware calibration.

|[W e measureMICA2 communication rangesunder di erent antenna lengths and
di erent elewations above the ground. As expected, Table | indicates that longer
antennas can signi cantly increasecommunication range for the MICA2 motes.
Table Il shaws that even a small elevation (e.g., 1 foot) canreduce o or attenu-
ation signi cantly, and henceincreasesRF range.

7.2 Evaluationof Walking GPS Localization

VigilNet usesthe walking GPS localization as a practical solution for manually
deployed sensornetworks. We evaluated this solution in an open grass eld. We
marked a 6x5 grid on the ground with ead grid side length of 10 meters and we
deployed the sensormoteson this grid. We note that a grid is usedonly to facilitate
evaluation. In actual deployment, a geometriclayout of individual sensorsdoesnot



a ect the performance.

We evaluate the walking GPS localization under two di erent deployment meth-
ods. In the rst method, eadh mote is turned on right before being deployed. In
the secondmethod, ead mote is poweredon all the time. The experimental results
for both deployment methods are shavn in Figure 9.

(a) First Deployment Metho d

(b) Second Deployment Metho d

Fig. 9. Performance of Walking GPS Localization

The averagelocalization error obtained from tting a grid to the experimental



data is 0.8 0:5 meters for the rst deployment method and 1.5 0:8 meters for
the seconddeployment. In the seconddeployment, we get lesslocalization accuracy
mainly becauseof the imprecise inference of the exact momert a sensornode was
placed on the ground.

Since the radio range for the MICA2 on the ground is about 10 meters, this
absolute error equalsa about 10-15%normalized localization error. Studiesin [He
et al. 2003] demonstrate that sud localization accuracy is su cien t for routing,
sensingand tracking operations.

We note here that the grid tting method can only measurethe non-biased
localization error, and it doesn't considerthe biasedlocalization error to the ground
truth. We ignore this network-wide biased error becauseit doesn't change the
relative positions of sensornodes, hencedoesn't a ect the system performance.

7.3 Evaluationof SymmetryDetection

As mentioned in Section 5.1.2, system routing infrastructure is built on top of a
symmetry overlay on top of the anisotropic radio layer. During the construction of
the di usion tree, the symmetry detection blocks all the asymmetric links. In this
experimert, we evaluate performanceof the symmetry detection service,by coun-
ing the percertage of nodesthat are able to report bad their status information
successfully We conduct the experiment with 27 MICA2 motes and the result is
given in Figure 10.

% of Reported Nodes
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B
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Link Quality Threshold

Fig. 10. Performance Evaluation of Asymmetry Detection Service

When the symmetry detection is disabled, which allows upper layer protocols
use any link available, only 67.4% of the nodes are able to successfullyreport
information becausedi usion-lik e protocols need symmetric reverse paths bac to
the base. Howewer, when the symmetry detection is used, we obsene that all
nodesare able to successfullyreport back to the basestation, when we choosethe
link quality threshold (the percertage of successfulbeaconexchangesduring the
symmetry detection phase5.1.2)letween 10% and 70%.

As shawn in Figure 10, the systemperforms very well, even when the link quality
threshold is set very low, as low as 10%. We attribute this to the retransmission
medanism supported in our system, in caseof communication failures. However,
we alsonote that retransmissionalone cannot achieve this good performance. Once



symmetry detection is disabled, even with retransmission,only 67.4% of the nodes
report bad.

On the other hand, when the link quality threshold keepsincreasingand is close
to 100%, the system performance decreases.This is becausesymmetry detection
usesneighbor exchangeto estimate the link quality. Link quality can be a ected
not only by anisotropic radio patterns, but also by congestion. It is possiblethat a
certain link is symmetric, however, cannot reach 100%link quality due to transient
congestion. If we cut all non-perfect links, it is possiblethat a node cannot nd
any reversepath bad to the base,which leadsto poor delivery performanceshavn
in Figure 10.

7.4 Evaluationof In-Network Aggregation

In this experimental setup, we deployed 70 MICA2 motes along two sidesof a road
at a distance of 7-8 ft from ead other. They were deployed denselyin order to
improve the data aggregationamong motes.

Our goalisto track a car being driven along the stretch of road and study the im-
pact of system parameterson the tracking performance. One key parameter is the
degreeof aggregation(DOA). This parameter decidesthe sensitivity of the surveil-
lance system and is usedto trade o between energy-avarenessand surveillance
performance. It is de ned in our systemasthe minimum number of reports about
an evert that a leader of a group waits to receive from its group menbers, before
reporting the evert's location to the basestation. In our implementation, the value
of the DOA is dynamically con gurable from the basestation. We were interested
in studying the impact of the degreeof aggregationon the following metrics:

[the number of tracking reports (Figure 11),
[the number of false alarms generated(Figure 12), and
[the latency in reporting an event (Figure 13).

7.4.1 Impact of Aggregation on Transmission Overhead. In our tracking exper-
iments we drove a car at a speedvarying between5-10 mph. We varied the degree
of aggregationfrom 1 to 6 and repeated the tracking experiment for ead value of
DOA ten times. Figure 11 shows how the number of the tracking reports received
by the basestation varies with the DOA. From the gure, we seethat when the
value of DOA increasesfrom 1 to 2, the number of tracking reports reducesby
almost 50%. As the value of DOA increaseseven further, we obsene that there is
a steady drop in the number of tracking reports generated. Theseresults verify the
fact that the in-network aggregation, resulting from organizing the sensormotes
into groups, signi cantly reducesthe messageoverheadduring tracking, and hence
leadsto much lessenergy consumption in data transmission.

7.4.2 Impact of Aggregation on False Alarms. Falsealarms are normally caused
by ewents suc as burst distortions of readings and incorrect readings from faulty
sensors.Since a simulation-based approach normally assumesthat sensorsbehave
according to their speci cations, such phenomenaare usually not investigated in
simulation. We classify false alarms into false positives and false negatives A false
positive occurswhen a group of motesreport the presenceof the moving car in their
neighborhood, whenin reality, the caris not in their vicinity. A falsenegative occurs
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if the basestation doesnot receive any reports of the car, although in reality, there
is a car moving though the sensor eld. In other words, if the car never appears
on the display asit movesfrom one end of the sensor eld to the other, we treat it
asa false negative. It is important to emphasizethat we do not considera delayed
report as a false negative.

We determined the probability of falsealarms for ead value of DOA by courting
the number of false positivesand false negativeswe obsened on the display during
a set of 10 tracking rounds. Figure 12 shaws how the probability of false positives
and the probability of falsenegativesare eat a ected by the degreeof aggregation.
From Figure 12 we seethat asthe value of DOA increasesfrom 1 to 6, the proba-
bilit y of false positivesdrops from 0.6 to 0, while the probability of false negatives
increasesfrom 0 to 0.6. Theseresults can be explained as follows.

When the DOA = 1, the leader of a group reports the evert to the basestation,
assoon as at least one member of the group detectsthe evert. In an ideal scenario
in which the sensingis perfect, even a single sensorreading should generate a
high level of con dence. Howewer, in practice, the sensorboards are sometimes
inaccurate. This could result in an evert being reported when it is not actually
presert. Hence, a single sensorreading may not be very reliable. One way to
improve the reliability of event detection is to increasethe redundancy, by either
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Fig. 13. Impact of DOA on Reporting Latency

waiting for multiple reports from the samesensormote (temporal redundancy), or
by waiting for reports from multiple neighboring sensormotes(spatial redundancy).
We choseto experiment with the latter option becausewe assumedthat the faults
in the sensorboards are independertly distributed. Therefore, the probability that
multiple neighboring sensormotes are simultaneously in error is lower than the
probability that a single sensormote is in error. From Figure 12, we seethat our
assumption is validated. The gure shows that if the leader waits until at least 3
di erent sensormotes have detected the event, before reporting the event to the
basestation, the number of false positivesdropsto 0. Howe\er, if the sensingrange
and the density of deployment is not su cien tly high, it is harder to achieve a
higher degreeof aggregation. This results either in more false negatives, as shavn
in Figure 12, or in higher reporting latency as shown in the next section.

7.4.3 Impact of Aggrgation on Tracking Latency. Figure 13 shows how the
reporting latency increaseswith the degreeof aggregationfor a car moving at 5
mph through a sensor eld where the motes are deployed 7-8 ft apart. We de ne
the reporting latency as the time elapsedfrom the instant at which the car erters
the sensor eld until the instant at which the basestation receivesthe rst genuine
report about the location of the car. In addition to the density, the increasein the
latency and false negatives dependson the sleepcycle of the sensormotes and the
speedof the moving vehicle. To our surprise, we found that we were able to reduce
the latency and false negatives for higher degree of aggregation (DOA  4) by
increasingthe speedof the vehicle from about 5 mph to about 10 mph (Figure 13).
However, increasingthe speedbeyond that value resulted in more false negatives.
The reasonis that when motes are somedistance apart, a higher speedallows the
vehicleto bein the sensingrange of more motesduring a period of time t,. Hence,
the vehicle can be detected even at a higher degreeof aggregation. Howewer, the
sensorshave a non-negligible reaction time, which further increasesf the motesare
sleeping. Hence, if the speedis increasedbeyond a certain threshold, the vehicle
may move past the sensingrange of the motes before they have a chanceto react.
That could result in more false negatives.

We must emphasizethat the performance numbers we have preseried above



exhibit somedegreeof variance acrossdi erent experimental runs and in di erent
ervironments. Therefore, instead of using the above experimental results to deduce
absoluteperformancenumbers, we usethem to draw somegeneralconclusionsabout
choosingthe degreeof in-network aggregation. First, a higher DOA certainly helps
reduce the messageoverhead and the number of false positives. Howewer, if the
density with which the motes are deployed is not su cien tly high, a higher degree
of aggregationmay adversely a ect the tracking performance. This e ect is more
pronouncedin the caseof slow-moving evernts. Evenif the motesare denselypacked
and the everts are fast-moving, it is harder to achieve a high degreeof aggregation
if the motes sleepfor a long duration and their sleep-vakeup cyclesare not in lock-
step. Thus, we seethat the degreeof aggregationrepresens a tradeo between
di erent parameters. The recommendation we follow basedon our results is to
choose a value of DOA that is large enough to cortrol the probability of false
negatives within a certain threshold. Our experiments show that a value of 2 or
3 for the degreeof in-network aggregation is reasonablefor our application. If
this value is not large enoughto maintain the false positives within the desired
threshold, then we recommendusing a secondtier of false alarm processingat the
basestation.

The above discussionmotivates us to dewvelop an analytical model in the future
that capturesthe tradeo betweenthe key parameters,suc asthe degreeof aggre-
gation, density of node deployment, sleepduration, and the maximum probability
of false alarms that a user can tolerate. Such a model can then be usedto choose
the appropriate degreeof aggregation,when the valuesof the other parametersare
known. Sud a model is also valuable in estimating the probability of false alarms
that a user can expect for a speci ¢ designand con guration.

7.5 Evaluationof Velocity Estimation

To measurethe velocity of the targets, we place 70 motes in two lines with 35
motesin ead line. We drive the car in the middle of the road. Actual velocities are
obtained from speedometerof the car. Table |1l presens the experimental results
we obtained. we found out that our system has about 5  10% error in speed
estimation and an averagedetection delay below 3 seconds.

Table II1. Velocity Estimation
DETECTION REPORTED VE- | ACTUAL
DELAY (S) LOCITY (MPH) VELOCITY

(MPH)
1.7 111 10 1
2.6 18.5 20 1
1.9 23.0 20 1
2.6 12.7 12 1
0.9 22.1 20 1




7.6 Evaluationof Sentry Service

In this section,we analyzethe key featuresof the sertry servicecomponert. We rst
analyzethe power budget of the systemand point out the importance of the sertry
service. Then we discussthe stealthinessof the power managemem scheme. In the
end, we assesghe extensionin lifetime achieved for dierent sertry distributions
and for di erent periods of sleep-vakeup cycles.

7.6.1 Power Budget for Surveillance System. One of the misconceptionsabout
sensornetworks is that communication consumesmost energy It is true that tran-
siert power draw in the radio module is larger than that of the microcortroller
and sensingmodules, however, in many applications, communication is intermit-
tent (e.g.,onceper 10 minutes). As a result, averagepower draw in communication
over time is very small. As shown in Figure 14, the predominart power draw lies
in the surveillance operation. This indicates that the most e ectiv e method to save
energyisturning o asmany redundan nodesaspossible. This warrants our design
of a sertry service.

Average power draw of different operations
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Fig. 14. Power Draw of Dieren t Operations

7.6.2 Steaalthiness of Power Management Component. In Section 5.5, we com-
pared and contrasted the proactive and reactive schemesfor cortrolling the sleep-
wakeup cycle of the non-serry motes when power managemeh is enabled. The
proactive stcheme provides better responsivenesswhen an evert occurs, at the cost
of transmitting more messagesn the absenceof an evert. In contrast, the reac-
tive scheme provides better stealthinessduring the idle periods, at the cost of re-
transmitting multiple messagesn order to awaken the non-serries when an evert
occurs. A sertry choosesthe interval between successie retransmissionsin suc a
way that the beacontransmission coincideswith the wakeup period of the neigh-
boring non-serry motes. We usethe following equation to corntrol the number of
retransmissionsof the awake beacon(n,).

sleepDur ation + awakeDur ation

ne = +1 (2

awakeDur ation
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Fig. 15. Power Management Message Overhead

A larger value of awakeDuation resultsin fewer retransmissionsof the awake beacon
whenasertry detectsanevert. However, if the motesare awake longer, more energy
is consumedand therefore, the lifetime of the sensornetwork is reduced.

In order to compare the messageoverhead between the reactive and proactive
schemes,we implemerted both the schemesand conducted experiments using the
TOSSIM simulator [Levis et al. 2003]. We simulated a simple scenarioin which a
target moved acrossa sensor eld along a straight line. We assumethat a target
can be sensedaslong asit is within 10 meters away from one of the sensors.The
duration of ead simulation run was 600 seconds.The awakeDuation of the motes
was xed at 2 secondsfor ead run. Figure 15 comparesthe number of messages
sernt out by the proactive and reactive schemesduring the tracking phase when
power managemen is enabled.

Figure 15 shaws that the number of power managemen messagesn the reactive
schemeincreasesfrom 2 to 11 asthe sleepduration increasesfrom 2 secondsto 20
seconds.This isjusti ed by Equation 2, which indicatesthat alonger sleepduration
requires more retransmissionsof the awake beacon,in order to ensurethat one of
the beaconsis received by the non-sertiry motes. In cortrast, the messageoverhead
in the caseof the proactive scheme reducesas the sleepduration increases. This
is becausethe periodicity with which a sertry sendsout the sleepbeaconis equal
to (sleepDuration + awakeDumtion). As the sleepduration increases,the sleep
beaconsare sert out lessfrequertly, thereby reducing the messageoverhead.

The results in Figure 15 also shav that the messageoverhead due to power
managemein is signi cantly lower in the reactive shhemecomparedto its proactive
courterpart. This indicates a better stealthinessprovided by the reactive scheme.
Though we adopt the reactive schemein our nal design,sinceboth schemeshave
advantagesand disadvantages, an investigation into a hybrid schemethat combines
the advantagesof both schemeswould be worthwhile to pursue as future work. In
addition, the hardware solution preserted in [Gu and Stankovic 2004] might also
be an alternativ e strategy for aggressie energy consenation.

7.6.3 Power Savings. One of the main goalsof the sertry servicemodule is the
extension of the lifetime of the sensornetwork. The sertry service extends the
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lifetime by reducing the energy consumption of the moteswhen the network is idle.
Non-sertry motes alternate betweensleepand wakeup states, and in Section7.6.2,
we justied our choice of a timer-driv en, reactive approac to cortrol the sleep-
wakeup cycle. When a mote is in the sleepstate, its radio isturned o, all of its I/O

ports are con gured appropriately to minimize the current consumption, the ADC

moduleisturned o to disableany sampling, and the cortroller is placedin a power-
save state. When the sleeptimer expires, the cortroller is awakened by a timer
interrupt, and all of the modules resumeactivity. The extent to which our power
managemen approad increasesthe lifetime of a mote depends on the fraction of
time the mote spendsin the sleep state. We now use the current consumedin
the sleepand wakeup states using the above power managemen schemeto predict
how the expected lifetime of a sensornetwork varies with the fraction of sertries
selected.

A MICA2 mote is poweredby a pair of AA batteries, supplying a combined volt-
ageof 3V. Assuming that a pair of batteries supply 2200mAh at 3V [Mainwaring
et al. 2002],we can estimate the lifetime of a mote, if we know the current consumed
in the sleepand wakeup states and the duty cycle of the mote. The duty cycle of a
mote is the number of hours per day it remains awake polling for everts. Basedon
our measuremets, we found that a MICA2 mote equipped with a magnetic sensor
board and running our sertry-based power managemen software consumes20 mA
in the wakeup state. The wakeup current includes the current consumedby the
magnetometerto sample at a rate of 10 samplesper second. On the other hand,
we measuredthe sleepcurrent of the mote to vary between50 A to 130 A, which
results in a 99% reduction in the current consumption. We use a sleepcurrent of
130 A for the discussionin this section.

From the above data, we can determine the lifetime of a sensornetwork that
usesour senry-based power managemen scheme. The lifetime of a sensornetwork
dependson the fraction of sertries selectedand the fraction of time the non-seriry
motes remain awake. Let P(s) denote the probability that a mote is selectedas a
sertry, and P (a) denotethe probability that a non-serry mote is awake. The total
current (C) consumedby a mote in the baselinecase,when there are no everts in
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the network, is given by Equation 3. The lifetime of the motes, L, is the ratio of
the battery capacity to the total current consumed. Assuming a battery capacity
of 2200mAh, the lifetime of the motesin hours is simply 2200=C.

C=P(s) 20+ (1 P(s) (P(a) 20+ (1 P(a) 0:13) 3)

Figure 16 usesthe above equation to predict the expected lifetime of the motes
for di erent percertages of their duty cycle. The actual valuesof P(s) and P (a)
are measuredfrom our system. A mote that is always asleepis expectedto survive
for 2 years,whereasa mote that is always awake (i.e., always remainsa serry), can
survive only up to 5 days. The exponertial curvesshaw that the lifetime greatly
improves when the duty cycle is low. For example, when the probability that a
mote is selectedas a sertry is 0.5, and its duty cycle is reduced from 24 hours
per day to one hour per day, its lifetime extendsby nearly 100%. The graphs also
shawv that the lifetime improvessigni cantly asthe number of sertries is reduced.
For example, when the probability that a mote is selectedas a sertry is reduced
to 0.05, and its duty cycle is reducedto 4%, its lifetime extends by nearly 900%.
The probability of selectinga mote as a sertry involves a tradeo between the
sensingcoveragethat can be achieved and the required network lifetime. A higher
probability results in more sertries and provides better sensingcoverage. However,
it alsoreducesthe lifetime of the network, as Figure 16 shaws. In order to reduce
the number of sertries without adversely a ecting the sensingcoverage, we can
either choose magnetometerswith a higher sensingrange or increasethe density
with which the motesare deployed. For example,in our experiments we found that
when the motes were placed at a distance of 8 ft from ead other, the probability
that a mote was selectedas a sertry was about 40%. Howewver, in a more dense
deployment in which the motes were placed within a few inches from ead other,
the probability of selectinga mote as a sertry dropped to about 20%. The reason
is that a densedeployment results in a larger number of neighbors for eadr mote.
Therefore, a single senry is able to cover more neighbors, and that gives fewer
motes a chanceto electthemselvesas a sertry.

In addition to predicting the lifetime of the network using a simple model, we
also conducted experiments to comparethe rate at which energy is dissipated for



di erent duty cyclesin an actual deployment. In ead of our experiments we de-
ployed 6 motes, all equipped with magnetic sensorboards, inside an o ce building.
Sertry rotation occurredonceevery 4 hours. Sincethere is no direct way to measure
the energy consumedby the motes, we usedthe voltage drop acrossthe batteries
supplying power to the motesasan indirect way to measurethe energydissipation.
We measuredthe voltage for eady mote at regular intervals over a period of 100
hours and found that the voltage drop was reasonably uniform acrossthe motes.
Figure 17 shaws the voltage drop during the obsenation period for one of the 6
motes for di erent valuesof duty cycles. From the gure, we seethat the battery
voltage for a mote doesnot drop uniformly with time. One of the reasonsfor the
non-uniform energy dissipation is the periodic rotation of the sertry responsibility.
The voltage drop of a mote is higher during an interval in which it is servingasa
sertry than when it is serving as a non-serry becausethe periodic sampling oper-
ation performed by a sertry consumessigni cant energy The results also con rm
that a higher duty cycle results in a higher energy dissipation. We seethat when
the mote is always awake, it losesmost of its capacity within 100 hours (about 4
days). This reasonablymatcheswith the resultsin Figure 16, which predicted that
a mote operating 100% of the time lasts only 5 days.

The experimental results we obtained are promising. They show that the serry-
based power managemenm algorithm can successfullyextend the lifetime of the
sensornetwork. While our current senry selectionalgorithm doesnot choosethe
minimal number of sertries, by knowing the lifetime of the missionin advance,we
can choosethe density of deployment and the duty cycle in such a way that the
lifetime requiremert can be met.

8. LESSONSLEARNED

The work described in this paper is our experiencein building a complete systemfor
using wirelesssensornetworks for a practical application and evaluating it through
an actual deployment of motes. This practical experiencehas beenvaluable, be-
causeit has taught us that some of the simplied assumptions made about the
hardware platform and operating systemin much current researd do not hold well
in practice. The lessonswe learned have greatly impacted somedesign choiceswe
had to make in building our system.

(1) Application-sp ecic Reliabilit y: We found that the padket loss in the
MICA2 platform can be as large as 20%. A well-known approac to counter
messagdossis to retransmit the messagemultiple times, in order to improve
the probability of delivery. Such retransmissionscan be initiated either in the
lower layers of the protocol stack or at the application layer. Sinceretransmit-
ting a messageconsumessigni cant energy it is important that the messages
are retransmitted selectiwely, basedon application-speci ¢ knowledge. For in-
stance, applications that transmit ephemeralsensorreadings, such as the in-
stantaneoustemperature, may not require reliabilit y. Lower layers, such asthe
MAC layer, often lack domain-speci ¢ knowledge. So implemerting reliabilit y
guaranteesin the lower layersmakesit harder to provide application-speci c re-
liabilit y. Hence,for a systemthat strivesto achieve energye ciency , providing
reliabilit y guaranteesat the application layer is a better option.
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(3)

(4)

(5)

False Alarm Reduction: We found that our sensorsgeneratedfalse alarms
at a non-negligiblerate. This introducesunnecessaryenergy consumption and
inappropriate actions. False alarms we experienced can be categorized into
two major types: Transiert and persistert false alarms. A simple exponertial
weighted moving average(EWMA) on the mote is su cien t to deal with tran-
siert false alarms sudh asthe burst distortion of sensingreadings. Howewer, if
the falsealarms are persistert due to errorsin the sensordevice, more advance
techniques are desired. In VigilNet, we successfullyeliminated individual per-
sistert false alarms by utilizing in-network aggregationwith a relatively high
DOA value. In the worst case,when multiple persistert false alarms are gen-
erated simultaneously, we are able to lter out suc false alarms by analyzing
spatial-temporal correlations among the consecutive reports at the base sta-
tion. In addition, we implement a faulty node detection algorithm to shutdown
misbehaving nodesautomatically.

Race Conditions Reduction: Race conditions are another example of a
phenomenonthat is often ignored in simulation-based approadces, but must
be addressedwhen building the running system. For example, cortention oc-
curs not only when di erent motes try to transmit simultaneously, but also
when di erent software componerts on the samemote initiate transmissionssi-
multaneously through split-phase operations. Due to the limited support from
TinyOS, the latter canlead to race conditions. Raceconditions can be avoided,
if the OS can support syndironized processing,based on semaphores,in or-
der to coordinate the sharedresourcesamongthe corntending modules. While
TinyOS supports concurrency cortrol through atomic sections and tasks, it
is more exible and e cient to use application level syncironization such as
padket scheduling mertioned in Section 6.1 to coordinate the operations. We
can also addressrace conditions through languagedesign. For example, both
nesC[Gay et al. 2000]and galsC [Cheonget al. 2003]provide a certain degree
of such support.

Asymmetry  Reduction: Another issue we had to addresswas the e ect
of asymmetric channels. Communication in low power devices, such as the
motes, is largely asymmetric [Zhou et al. 2004]due to di erences in hardware,
signal attenuation, and residual battery capacity. In practice, we were able
to reducethe e ect of asymmetric channels by the Link Symmetry Detection
servicementioned in Section5.1.2.

Software Calibration: In a simulation-based approad, it is common for
sensordevicesof the sametype to generatethe samereadings under identi-

cal conditions. Howevwer, in practice, the same type of sensorsare capable
of generating quite di erent sensorreadings under identical conditions. Such
a phenomenonmay occur becauseof di erences in the way the devicesare
manufactured, and it is often hard to accurately capture those di erences in

a simulator. We found that the impact of such heterogeneiy is signi cant in

the MICA2 platform, sud as shown in Figure 8. The variance in the sensor
readingscan be accourted for at the very outset through software calibration of
the sensors.And cortinuouscalibration is alsoneededto adapt to the changing
environment over time by establishing the badkground signal baseline.



(6) Other Lessons: The drift in the software timers in TinyOS preseris another
practical issue,especially when motestransit into sleepstate. In order to com-
pensatefor the drift in the soft timers, we needto increasethe duration for
which a mote remains awake, and design appropriate strategiesto control the
sleep-vakeup cycle, as described in Section 7.6.2. Another practical challenge
we facedwasthe lack of appropriate tools for debugginga network of motes. We
utilize the dynamic con guration method mentioned in 5.1.3 and overhearing
tools to facilitate our work. However, more sophisticated debugging and con-
guration tools will greatly easethe burden on the programmer in the future.
We adknowledge that our design choices sometimesare restricted by limited
hardware and operating system support. It is desirableto have new features
sudh as interruptible snoozing, anti-alias lter for sensing,a more reliable RF
module, and processmanagemeit

9. RELATED WORK

Energy e ciency hasdrawn alot of attention from various aspectsof sensometwork
researdr. At the hardware level, sensornodes [CrossBav 2003] provide multiple
sleep modes to allow usersto tailor the power consumption to the application
requirements. It is now possibleto do ne-grained cortrol over individual modules.
They can be turned on/o on demandwith little overheadand a low switch time.
MAC layer protocols take advantage of overhearing to allow nodesto sleepwhile
they are not transmitting or receiving message$Guo et al. 2001;Heinzelmanet al.
2000], or to reduce receiwer-side power consumption by sending a long preamble
padket [Polastre and Culler 2004]. At the network layer, methods are proposed
to balance power through the distribution of messagesamong various paths from
sourceto destination, suc as[He et al. 2003],0r to usee cien t cache schemesto
balancethe energycost betweendata query and dissemination[Bhattacharya et al.
2003]. Data aggregation techniques are usedin [He et al. 2004; Krishnamachari
et al. 2002]to reduceenergyconsumption by aggregatingmultiple reports about the
sameevent. Topology control maintains the network connectivity, while allowing
somenodes go to sleep[Xu et al. 2001]. Some protocols form static groups and
rotate leadership responsibilities allowing non-leader nodesto sleepand consene
their energy [Chen et al. 2001]. Sensingcoverage protocols such [Yan et al. 2003;
Tian and Georganas2003; Ye et al. 2003] achieve energy saving through di erent
node duty cycle scheduling algorithms.

Target tracking is another researt area closely related to our work. Zhang et
al. [Zhang and Cao 2004]proposea tree-basedalgorithm to facilitate collaborative
tracking of moving targets. Pattem et al.[Pattem et al. 2003]investigate the trade-
o0 betweenenergyand tracking quality by selectiwely activating sensornodesalong
predicated path. Aslam [Aslam et al. 2003]proposea particle Itering style tracking
algorithm using binary sensors,which can detect whether an object is approad-
ing or not. All these solutions provide nice properties on improving the tracking
performancein one aspect or another, however these approaches mainly focus on
simulation without real implemertation. Brook et al. [Brooks et al. 2002] imple-
ment a distributed tracking system basedon extended Kalman Iter techniques.
Based on a novel information-driv en approac, Feng et al. [Zhao et al. 2002; Liu



et al. 2003] build a tracking system with distributed Bayesian estimation, given
previous estimation (belief) and new sensorinputs.

The dierence of our work from aforemertioned approades is that instead of
designing individual protocols, we are aiming at building a realistic surveillance
system, which incorporates a whole set of middleware services. This requires us to
choosethe right combination of sensornetwork techniques, reconcile the con ict-
ing design goals among di erent protocols, and propose new techniques that are
compatible with current solutionsin the context of target surveillance and tracking.

Besidethe VigilNet system, seweral other notable sensorsystemshave beenalso
built recertly. The GDI Project [Szewczyk et al. 2004]provides an ervironmental
monitoring systemto record animal behaviors for a long period of time. The shooter
localization system [Simon et al. 2004] collects the time stamps of the acoustic
detection from di erent nodeswithin the network to localize the positions of the
snipers. The Line-in-the-Sand project [Arora et al. 2004] focuseson the target
tracking and classi cation.

10. CONCLUSIONS

Researt in wirelesssensornetworks has beenvery active. Most of the published
work studies an individual protocol and performs evaluations via simulations. In
cortrast, in VigilNet, we implemert an ertire integrated suite of protocols and ap-
plication modules and evaluate the performanceextensively on a systemcomposed
of 70 MICA2 motes in a realistic outdoor setting. Empirical results identify the
capability of the MICA2 radio, localization and routing performance,the value of in-
network aggregation, false alarm processingand application layer tracking latency;,
and the value of power managemen Design decisionsand how those decisions
were in uenced by the empirical data were described. Key lessonslearned were
alsoitemized. From our experiencein building and analyzing this systemit is clear
that key realistic hardware, software and environmental issuesmust not be ignored
in deweloping usable solutions. This includes sensorperformance, asymmetriesin
communication, false alarms, and race conditions.

11. FUTUREWORK

The system described in this paper is still an ongoing project. Many outstanding
designissuesare yet to be resoled. We are currently investigating 1) target clas-
si cation under constrained resourcesthrough collaborative data fusion, 2) a more
aggressie power managemeh strategy with passive wake-up capabilities [Gu and
Stankovic 2004], 3) approaciesto build extremely robust routing infrastructure,
which can survive under hostile ervironments and 4) a scalablearchitecture up to
thousands of nodeswhile maintaining operational performancerequiremerts.
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