
Physicalnet: Cross-network Applications for Multi-user Sensor and Actuator
Networks

Pascal A. Vicaire, John A. Stankovic
University of Virginia

pascal@cs.virginia.edu, stankovic@cs.virginia.edu

Abstract

Processors keep increasing the speed at which they can
execute program instructions. The bandwidth available for
both wired and wireless communications keeps growing.
Specialized hardware such as sensors, actuators, and hand-
held devices keep improving their power efficiency and size
factor. Consequently, we can expect that computers, com-
munication infrastructures, and specialized hardware will
interact more and more to form complex Cyber-physical
Systems (CPSs). CPSs will revolutionize the way humans
interact with the physical world. CPSs will allow the pro-
gramming of applications involving globally accessible sen-
sors and actuators, applications that are not only efficient
but also robust and secure. In this essay, we focus on de-
scribing a system satisfying a possible set of CPS require-
ments that we motivate in the first section. As a running
example, we consider an application named FireAlarm that
monitors the temperature in buildings and raises the alarm
in case of abnormally high temperatures.

1 System Requirements

Interoperability of Heterogeneous Devices (IH): CPSs
require resource constrained sensors and actuators to inter-
act with more powerful devices such as personal computers,
cell phones, and PDAs. For instance, FireAlarm can use re-
source constrained MICAzs to monitor room temperature
and, in case of a fire, display alarm messages on all avail-
able computer and cell phone screens.

Ease of Programming (EP): CPSs require abstractions
allowing the concise programming of a large set of devices
distributed over geographically separated areas. For in-
stance, FireAlarm needs a dynamic set abstraction to spec-
ify that all the temperature sensors within a given set of
buildings should sense the temperature. The dynamic set
should update its membership automatically to take into ac-
count node mobility (nodes that enter/exit the buildings).

Cross-network Applications (CA): CPSs require the
interoperability of devices that are part of independently de-
ployed, geographically separated networks. For instance, it
should be possible to deploy FireAlarm over all the build-
ings of a university, even though different administrator
have independently deployed sensors in each building, with
different goals in mind.

Application Concurrency (AC): CPSs require that sev-
eral applications be able to use the same sensors and actu-

Figure 1. Architecture.

ators simultaneously. For instance, the FireAlarm applica-
tion, a second application regulating building temperature,
and a third application archiving temperature data should all
be able to get temperature readings simultaneously.

Access Rights (AR): Because of CPS global accessibil-
ity, the CPS node owners must be able to specify user access
rights to their nodes. For instance, the owner of a computer
screen should be able to specify that FireAlarm can use the
screen to display emergency messages, but that no other ap-
plication can use the screen.

Some related work seeks to satisfy part of the aforemen-
tioned requirements but the proposed solutions cannot usu-
ally be easily extended to satisfy additional CPS require-
ments. For instance, the Abstract Region abstraction [1]
cannot easily be extended to allow the creation of cross-
network regions. Similarly, Melete [2], which supports the
execution of concurrent applications on individual sensor
nodes, cannot be easily extended to incorporate user access
rights. Physicalnet, our solution to simultaneously satisfy
the aforementioned set of requirements, is described in the
following.

2 Architecture

The Physicalnet architecture is briefly summarize in Fig-
ure 1. We now explain how the various architectural ele-
ments address the mentioned CPS requirements.

IH: Physicalnet uses a service oriented architecture
(SOA) that makes the services of an heterogeneous set of
devices interoperable. Service providers communicate with
a negotiator that maintains the list of its services and that
makes these services available to application programmers.



Providers communicate with their negotiator either using
the Internet or through a gateway connected to the Internet.

EP: For ease of programming, negotiators store contex-
tual information (e.g., node location, zone definition) which
applications can retrieve. Also, the Physicalnet API pro-
vides a bundle abstraction. Bundles are dynamic logical
sets of services. As an example FireAlarm can define, using
a logical predicate, the bundle of all the temperature sensor
services that have half of their energy remaining and order
all these sensors to sample the environment. As bundles are
dynamic sets, sensors that do not have sufficient energy will
automatically cease to be members of the bundle and will
consequently stop sensing.

CA: Programmers can connect to multiple negotiators
within the same application, making possible the creation of
applications that use devices from multiple, independently
deployed networks, as long as the network providers run the
Physicalnet platform specific software. For instance, Fire-
Alarm can connect to the negotiators of all the buildings of
a university and raise the alarm in all the buildings if a fire
is detected in any of them.

AC: With Physicalnet, applications can concurrently use
the same sensors and actuators. Indeed, applications inform
each negotiator of their service requirements (e.g., the sen-
sor must sample, the light should be on). The negotiator
memorize the list of all requirements from all applications
and decides which requirement should be satisfied accord-
ing to an access right table.

AR: Provider owners can specify an access right table
for each of their provider services. This table is stored on
the provider negotiator and determines which users can in-
voke which methods of which services

3 Application Example

An example implementation of FireAlarm using the
Physicalnet Java API is provided in Listing 1. This par-
ticular implementation of FireAlarm displays a “Fire Alert”
message on all the screens of a building, if a least one sensor
within that building detects temperature exceeding a speci-
fied threshold.

From lines 1 to 5, FireAlarm creates a root bundle of all
the services listed on negotiator 1 and negotiator 2. This
bundle is updated every 1 second. The access rights of the
application are determined by the specified user name. For
FireAlarm to run on additional geographic areas, its root
bundle only needs to connect to the corresponding negotia-
tors.

From lines 7 to 9, FireAlarm retrieves the building de-
scriptions from negotiators and specifies that the subsequent
code must be executed for each building.

From lines 11 to 13, FireAlarm creates a bundle of all
the temperature sensors in a building. Lines 15 to 22 spec-
ify that the bundle members must sense the temperature and
be marked as “triggered” when they detect a high tempera-
ture. The bundle membership is dynamic, updated every 1
second (specified at line 2) i.e., if a sensor enters/exits the
building, it starts/stops sensing the temperature. Adding 5
lines of code, we can change the bundle of temperature sen-
sors so that it includes only those sensors that have more
than one quarter of their energy remaining.

From lines 24 to 32, FireAlarm creates a bundle of all
the screens in a building if one of the sensors within that

1 /∗ Bundle o f a l l a v a i l a b l e s e r v i c e s ∗ /
2 Bundle<S e r v i c e> r o o t =new RootBundle<S e r v i c e >(1∗SEC ,
3 ” username ” ,
4 new S t r i n g [ ]{ ” n e g o t i a t o r 1 . un iv . edu ” ,
5 ” n e g o t i a t o r 2 . un iv . edu ”} ) ;
6
7 /∗ For each b u i l d i n g ∗ /
8 Z o n e L i s t b u i l d i n g s = r o o t . g e t Z o n e s ( ” b u i l d i n g ” ) ;
9 f o r ( Zone b u i l d i n g : b u i l d i n g s ){

10
11 /∗ A l l t h e t e m p e r a t u r e s e n s o r s i n t h e b u i l d i n g ∗ /
12 f i n a l Bundle<Temp> temps= r o o t . g e t ( Temp . c l a s s )
13 . g e t ( b u i l d i n g ) ;
14
15 temps . f o r e a c h ( new Task<Temp>(){
16 p u b l i c vo id run ( f i n a l Temp t ){
17 t . s a m p l i n g P e r i o d ( ) . s e t (10∗SEC ) ;
18 t . sampleReady ( ) . whenF i r e s ( new Task<Double >(){
19 p u b l i c vo id run ( Double d ){
20 i f ( d>TEMPERATURE THRESHOLD){
21 t . p u t D a t a ( ” t r i g g e r e d ” , t r u e ) ;}
22 e l s e t . removeData ( ” t r i g g e r e d ” ) ;}} ) ;}} ) ;
23
24 /∗ Bundle o f a l l s c r e e n s i n a b u i l d i n g on f i r e ∗ /
25 Bundle<Screen> s c r e e n s = r o o t . g e t ( S c r ee n . c l a s s )
26 . g e t ( b u i l d i n g )
27 . g e t ( new Rule<Screen >(){
28 p u b l i c b o o l e a n run ( Sc re e n s ){
29 Bundle<Temp> copy=temps . g e t S t a t i c ( ) ;
30 f o r ( Temp t : copy ){
31 i f ( t . ha sDa ta ( ” t r i g g e r e d ” ) ) r e t u r n t r u e ;}
32 r e t u r n f a l s e ;}} ) ;
33
34 s c r e e n s . f o r e a c h ( new Task<Screen >(){
35 p u b l i c vo id run ( Sc r ee n s ){
36 s . message ( ) . s e t ( ” F i r e A l e r t ! ” ) ; } } ) ;

Listing 1. The FireAlarm application.
building is marked as triggered (if no high temperature is
detected, the bundle is empty). Lines 34 to 36 specify that
the bundle members must display the message “Fire Alert”.
The bundle membership is also dynamic, updated every 1
second. Adding 3 lines of code, we can change the bundle
so that it includes only the screens that are within 50 meters
of a triggered sensor.

4 Status and Future Work

A preliminary version of Physicalnet has been imple-
mented for PCs and MICAzs. We used the Physicalnet Java
API to program 20 different applications. In the future, we
plan to do a thorough performance evaluation of Physical-
net, we plan to extends Physicalnet implementation to ad-
ditional platforms such has PDAs, we plan to investigate
whether Physicalnet satisfies the needs of additional appli-
cation domains: medical, military, environmental and in-
dustrial. Other issues that must be addressed include real-
time constraints, security, efficiency, and robustness.
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