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Abstract

We perform static analysis and develop a negative bino-
mial regression model to predict which files in a large soft-
ware system are most likely to contain the largest numbers
of faults that manifest as failures in the next release, using
information from all previous releases. This is then used to
guide the dynamic testing process for software systems by
suggesting that files identified as being likely to contain the
largest numbers of faults be subjected to particular scrutiny
during dynamic testing. In previous studies of a large in-
ventory tracking system, we identified characteristics of the
files containing the largest numbers of faults and those with
the highest fault densities. In those studies, we observed
that faults were highly concentrated in a relatively small
percentage of the files, and that for every release, new files
and old files that had been changed during the previous re-
lease generally had substantially higher average fault den-
sities than old files that had not been changed. Other char-
acteristics were observed to play a less central role. We now
investigate additional potentially-important characteristics
and use them, along with the previously-identified charac-
teristics as the basis for the regression model of the cur-
rent study. We found that the top 20% of files predicted by
the statistical model contain between 71% and 85% of the
observed faults found during dynamic testing of the twelve
releases of the system that were available.

Keywords: SoftwareFaults, Fault-prone,Prediction,Re-
gressionModel,EmpiricalStudy, SoftwareTesting.

1. Introduction and Earlier Work

Muchof today'sindustryreliesonsoftwaresystems,and
requiresthatthey behave correctly, performef�ciently , and
canbeproducedeconomically. For thesereasons,it is im-
portantthat we dynamicallytestsystemsto identify faults
residingin thecode. For large systems,this canbe a very
expensive anddif�cult process.Therefore,we wantto de-

terminewhich �les in thesystemaremostlikely to contain
the largestnumbersof faults that lead to failuresandpri-
oritize our testingeffort accordingly. In that way we min-
imize thecostof testingandmaximizetheeffectivenessof
the process.In order to do this, we have beeninvestigat-
ing how to usedataresidingin a combinedversioncontrol
andchangemanagementsystemusedduring all stagesof
development,testing,and�eld release,to improvedynamic
testing.

Preliminarywork wasreportedin an earlierpaper[10]
whichdescribeda casestudyinvolving anindustrialinven-
tory tracking system,developedover a threeyear period,
coveringtwelvequarterlyreleases.Thegoalof thatresearch
wasto dostaticanalysisto identifystructuralcharacteristics
thatareassociatedwith �les that containparticularlylarge
numbersof faultsasdeterminedby reportedfailures. The
datausedfor thestaticanalysisresidesin thecombinedver-
sion control/changemanagementsystemwith someof the
datadeterminedby staticallyanalyzingthecodewhile other
datawereidenti�ed duringthedynamictestingphase.

Datain thisrepositorywerecollectedduringeachof nine
developmentphasesincludingrequirements,design,devel-
opment,unit testing,integrationtesting,systemtesting,beta
release,controlledrelease,andgeneralrelease.In this pa-
perwe will describetheuseof this informationto develop
a statisticalmodelto predictwherefaultsaremostlikely to
residein thecode,which in turn canbeusedasanintegral
partof thedynamictestingprocess.Thusour processrelies
on a complex interplaybetweenstaticanddynamicanaly-
sis,anddataassociatedwith bothof thesetypesof analysis.

Our earlierstudiesconsideredtheextent to which faults
clusteredin a small proportionof �les, and lookedat �le
characteristicssuchassize,age,whetherthe �le is new to
thecurrentrelease,andif not,whetherit waschangeddur-
ing theprior release,thenumberandmagnitudeof changes
madeto a �le, the numberof observed faultsduring early
releases,andthenumberof faultsobservedduringearlyde-
velopmentstages.

Most of the previous researchin this area, including



our earlierwork [10], andthat by otherauthorsdescribed
in [1, 2, 3, 5, 8, 9], wasaimedat examiningsoftwaresys-
temsto establishcharacteristics thatmaybeassociatedwith
high incidencesof faults. In this paper, we go beyond
merely identifying characteristicsandsuccessfullybuild a
statisticalmodelthat canpredict the incidenceof faults in
futureversionsof a system.Speci�cally, this modelis used
to predict the numberof faults that will occur in each�le
during the next release,basedon currentcharacteristicsof
the �le and its behavior in earlier releases.By selecting
thesetof �les thatarepredictedto accountfor a largeper-
centageof the faults in thenext release,we canencourage
testersto usethat informationto prioritize andfocustheir
(dynamic)testingefforts.

Thusour goalis to accuratelyidentify a relatively small
percentageof the�les thatcontaina largepercentageof the
faults. Of course,thereis no guaranteethat all faults, or
even themostdangerousfaults,will be locatedby this ap-
proach.However, if thepredictionallows a largemajority
of all outstandingfaults to be identi�ed morerapidly than
they wouldotherwisebefound,thenmoreresourceswill be
available for additionaltestingto ferret out the remaining
ones,or the processcan be completedmorequickly, and
hencecheaply, with equalsuccess.

The work by Graves et al. [4] is most similar to ours,
asthey alsoconstructmodelsto predictfault-proneness.In
contrastto Graves et al., however, our model makespre-
dictions for individual �les of the system,ratherthan for
modulesthatarecollectionsof �les aswasdonein [4]. The
fact that the granularityof the entitieswe usein our static
analysisis signi�cantly �ner thanthatusedby Graveset al.
is importantsinceit shouldfacilitate the identi�cation of
faultsin amuchmorelocalizedportionof thecode,thereby
makingdebuggingeasieraswell.

Otherdifferencesbetweenourwork andthatdoneby the
Gravesetal. groupincludethefactthatthey attemptedonly
a singlepredictionwhile our casestudymakespredictions
for eachreleasebeginning with Release3, andcontinuing
throughRelease12,allowingusto validatetheeffectiveness
of our modelover a sustainedperiodof time, with thesys-
tem at differentlevels of maturity. Also, their modelsuse
thefault historyof asingletwo-yearperiodto predictfaults
in thefollowing two-yearperiod,while ourmodelusesdata
from muchshorter3-monthintervalsto predictfaultsin the
following quarterlyreleases.This shorterinterval provides
muchmoretimely informationto testers,who canusethe
predictionfrom thecurrentandprior releasesto helpfocus
their testingefforts. In fact thegoalof ourwork is to design
aprocessthatcanbeusedasastandardpartof thedevelop-
mentprocessin an industrialenvironmentto improve and
streamlinethe testingof systemsrequiringvery high relia-
bility.

Our earlierstudyconsidereda �le' s fault density, com-

putedin termsof faultsperthousandlinesof code(KLOCs).
In Section3 of this paperwe will describeour �ndings
relatedto several new questionsregardingthe numberof
faults in a �le. Among the new factors we consideris
whethertherewas a relationshipbetweenthe complexity
of the�le andthenumberof faultsin a �le, wherecomplex-
ity is measuredby the cyclomatic number[6] ratherthan
thenumberof linesof code.We alsoinvestigatetherole of
thechoiceof programminglanguage,thefaulthistoryin the
�le during the previous release,andthe amountof change
duringthepreviousrelease.

As mentionedabove, our ultimategoal is to be ableto
identify a particularsetof �les in a new releasethatarede-
terminedby our statisticalmodelto bethemostlikely ones
to accountfor thelargestnumbersof faults. Sincewe have
determinedin our earlierstudythat faults typically have a
highly skewed distribution, this shouldbe possibleto ac-
complish.

The remainderof the paperis organizedasfollows: In
Section2, we describethesoftwaresystemthat is thesub-
ject of our casestudyandpresentsomebasicinformation
about �le characteristicsand the faults identi�ed during
testing. Section3 illustratesassociationsbetweenselected
�le characteristicsandthenumberof faultsidenti�ed during
a particularrelease.In Section4 we present�ndings from
a negativebinomialregressionmodelto predictthenumber
of faults,in orderto analyzerelationshipswhile controlling
for othercharacteristics.Finally, Section5 presentsconclu-
sionsanddescribesplansfor extendingthiswork.

2. The System Under Study

Thesystemusedin thisstudyis thesameinventorytrack-
ing systemaswasusedduring the preliminarystudy[10].
As a standardpartof the operatingprocedurefor mostde-
velopmentprojectsatAT&T, whenever any changeis to be
madeto asoftwaresystem,a Modi�cation Request(MR) is
enteredin the combinedversioncontrol andchangeman-
agementsystem.EachMR includesinformationdescribing
the �le(s) to be changed,the natureof the change(for ex-
ample,is this a new �le beingadded,or a modi�cation of
anexisting one),thedetailsof thechangeincludingspeci�c
linesof codeto beadded,deleted,or changed,adescription
of the change,anda severity indicatingthe importanceof
theproposedchange.Thesedataarecollectedaspartof the
normal developmentprocessandwere thereforeavailable
for every releaseof thesystem.It is thesedatathatwe will
staticallyanalyzein order to useit to streamlinedynamic
testing.

Somepartsof the MR, suchas the severity rating, are
highlysubjective,andthereforemaynotbeparticularlyuse-
ful. Unfortunately, the standardMR format doesnot re-
quire the personinitiating the requestto indicatewhether



Numberof Lines Mean Faults Fault SystemTestandLater
Rel Files of Code LOC Detected Density Fault Density

1 584 145,967 250 990 6.78 1.49
2 567 154,381 272 201 1.30 0.16
3 706 190,596 270 487 2.56 0.45
4 743 203,233 274 328 1.61 0.17
5 804 231,968 289 340 1.47 0.19
6 867 253,870 293 339 1.34 0.18
7 993 291,719 294 207 0.71 0.10
8 1197 338,774 283 490 1.45 0.25
9 1321 377,198 286 436 1.16 0.16

10 1372 396,209 289 246 0.62 0.09
11 1607 426,878 266 281 0.66 0.21
12 1740 476,215 274 273 0.57 0.15

Table 1. System Information

the changeis due to a fault correctionor to someother
reasonsuchasperformanceimprovement,cleaningup the
code,or changedfunctionality. We have now succeededin
gettingtheMR form changedto includea �eld thatexplic-
itly stateswhetherthe MR wasdueto the identi�cation of
a fault, but this wasnot availableat the time that the data
describedherewereenteredor collected,andsowe needed
a wayof makingthatdetermination.

Sinceour studyincludeda total of roughly5,000faults,
andmany moreMRs that werecategorizedasbeingother
sortsof changes,it was impossibleto readthroughevery
MR to make that determination. We thereforeneededa
heuristicand useda rule of thumbsuggestedby the test-
ing groupthatanMR likely representsa fault correctionif
eitherexactly oneor two �les weremodi�ed. In an infor-
malattemptto validatethishypothesis,we sampledasmall
numberof MRsby carefullyreadingthetext descriptionof
the change. In the small samplespace,nearly every MR
that modi�ed oneor two �les was indeeda fault �x, and
everyMR thatmodi�ed alargernumberof �les (sometimes
asmany as60 �les) wasnot a fault correction,but rathera
modi�cation madefor someotherreason.For example,if
a new parameterwasaddedto a �le, every �le thatcalledit
hadto bemodi�ed accordingly.

Changescanbeinitiatedduringany stagefrom require-
mentsthroughgeneralrelease.For mostdevelopmentenvi-
ronments,changerecordingbeginswith integrationor sys-
tem test, when control leaves the developmentteamand
movesto anindependenttestingorganization.For this sys-
tem,however, MRs werewrittenconsistentlyfrom require-
mentson. Almost threequartersof the faults includedin
thisstudywereidenti�ed duringunit testingdoneby devel-
opers.

The�nal versionof thesystemusedin thesestudies(Re-
lease12) includedmorethan1,700separate�les, with a to-

tal of more than 476,000lines of code. Roughly70% of
these�les werewritten in java, but therewere alsosmall
numbersof shell scripts,make�les,xml, html, perl, c, sql,
awk, andotherspecializedlanguages.Non-executable�les
suchasMS Word, gif, jpg, and readme�les werenot in-
cludedin thestudy.

Over the threeyearperiodthat we trackedthis system,
therewasa roughly three-foldincreasein both thenumber
of �les andlines of code. At the sametime, therewasa
signi�cant concentrationof identi�ed faults in �les, going
from appearingin 40%of the�les in Release1 to only 7%
of the �les by Release12. Onemight hypothesizethat the
increasedfault concentrationwassimply a re�ection of the
fact thatthesystemwasthreetimeslarger. However, when
theabsolutenumbersof �les containingfaultswasconsid-
ered,this fault concentrationwasalsoapparent.For exam-
ple, in Release1, a totalof 233(of 584)�les containedany
identi�ed faults,by Release8 only 148(of 1197)�les con-
tainedany identi�ed faults,andby Release12,only 120(of
1740)�les containedany identi�ed faultsatall.

One important decisionthat had to be madeinvolved
exactly how to count the numberof faults in a �le. If n
�les weremodi�ed astheresultof a failure, thenthis was
countedasbeingn distinct faults. This is consistentwith
theconventionusedin References[8] and[3]. This implies
thateachfault wasassociatedwith exactlyone�le.

Table 1 provides summaryinformation about the �rst
twelve releasesof the system,including lines of codeand
faults. New �les typically representnew functionality,
while changed�les generallyrepresentfault �x es. As the
systemmaturedand grew in size, the numberof faults
tendedto fall, with thelargestdecreaseoccurringfrom Re-
lease1 to Release2. As one might expect, thereis also
a generaldownwardtrend in the fault densityas the sys-
tem matured,with someexceptionsincluding Release2.



Figure 1. Fault Distrib ution for Releases 1, 6, 8, 10, 12

The large dip at Release2 likely occurredbecauseit was
an interim release. While other releasesall occurredat
roughlythreemonthintervals,Release2 occurredbetween
Releases1 and3,whichwerethemselvesdonethreemonths
apart.This likely led to a decreasednumberof faultsiden-
ti�ed duringRelease2, andhencea decreasedfault density.

The last columnof the tablerestrictsattentionto those
faults identi�ed during systemtestor later. As mentioned
above, it is uncommonfor faults identi�ed during earlier
stagesof developmentto be includedin a fault-reporting
system.Therefore,thesystemtestfault densitiesarelikely
to be morecomparableto fault densitiesreportedin other
empiricalstudies. Recall too, that for this system,gener-
ally onequarteror fewer of the faults at any releasewere
identi�ed duringsystemtestor later.

3. Fault Concentration and Potential Explana-
tory Factors

In this sectionwe discussvariouspotential additional
factorsnot consideredin our earlier work that might ex-
plain thedifferentialfault concentrationin �les. Oncethese
factorsareunderstood,we will usethemto build a statisti-
cal modelthat staticallyanalyzesthesoftware,to guideits
dynamictesting.

3.1 Concentration of Faults

OstrandandWeyuker [10] reportedthat faults for this
systemtendedtoconcentratein arelativelysmallproportion
of �les ateveryrelease.WerepeathereFigure1 whichorig-
inally appearedin [10], showing theconcentrationof faults
in Releases1, 6, 8, 10,and12. For clarity, we showeddata
for onlyasamplingof thereleases.Theselectedreleasesare
representative of the otherreleasesthatwerenot included.
We foundthatwhentoo many releaseswereshown on the
samegraph,it becameimpossibleto distinguishamongthe
linesandthereforetheimportof thedatawaslost.

The �les in eachreleasearesortedin decreasingorder
of thenumberof faults they contain.A point

���������
on the

ReleaseR curve representsthe fact that x% of the �les in
ReleaseR containy% of the faults. For example,at Re-
lease1, thetenpercentof �les with themostfaults(58�les)
had669faults,representing68%of thetotal for Release1.
The curvesshow that the proportionof faults tendsto be-
comeincreasinglyconcentratedin fewer �les asthesystem
matures.

3.2 File Size

In [10], we examinedthe relationshipbetween�le size
and fault densityand found that therewasa tendency for
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Figure 2. Faults and Files Grouped by Size

small �les to have higheraveragefault densitiesthanlarge
�les. Wenow considertherelationshipbetween�le sizeand
theaveragenumberof faultsper�le, ratherthanconsidering
theaveragefault density. This will bedoneby dividing the
�les for eachreleaseinto bins. For a givenrelease,we sort
the�les in increasingsizeorder, divideall of these�les into
� ve binswith roughlyequalnumbersof total linesof code,
andcalculatetheaveragefaultsper�le for �les in thebin.

For example,atRelease1, the�rst bin contains398�les
rangingin sizefrom 5 to 202linesof code,with anaverage
sizeof 73 lines. Those�les have a total of 189 faults, re-
sultingin anaverageof 0.47faultsper�le. Subsequentbins
includeprogressively smallernumbers(94,48,32, and12)
of larger �les, with increasinglymorefaults per �le. This
relationshipis shown ona log-logscalefor Releases1, 3,6,
and12. As notedearler, thesereleaseswererepresentative
of all releasesandwereselectedto show releasesatvarious
stagesof maturity. Thelefthandportionof Figure2 shows
that thereis a strongrelationshipbetween�le sizeandthe
averagenumberof faultsper �le. We alsolook at the fault
densityto seewhethertherearea “disproportionate”num-
berof faultsthatoccurin larger�les thansmallerones,and
if thereare,whetherit might makesenseto limit the per-
mittedsizeof �les.

Therighthandportion of Figure2 shows fault densities
versus�le sizefor the samesetsof bins andreleases.The
�gure shows that thereis little or no relationshipbetween
faultdensityand�le size.Graphsfor thereleasesnotshown
in this �gure tell similar stories.Although the fault densi-
ties for a given releasetend to be higher for the two bins
containingthe largest�les thanfor thetwo binscontaining

thesmallestones,therelationshipis not monotonicfor any
of thetwelve releases.Speci�cally, acrossthereleases,the
bin containingthe largest�les hasthehighestfault density
for only � ve of the twelve releases,andthebin containing
thesmallest�les hasthelowestfault densityfor only three
of the twelve releases.Moreover, whenresultsareaggre-
gatedacrossreleases,fault densitiesfor largest�les areonly
about20% higherthanfor the shortest�les. We therefore
concludethat�le sizeis not a strongpredictorof fault den-
sity, but might be a goodpredictorof the absolutenumber
of faultsin a �le.

Notethattherearetwo pointsof differencefrom ourear-
lier analysisof fault densityandsize. First, in the present
study, we look at thefault densitydataaggregatedover �les
in a givensizerangeratherthanconsideringeach�le indi-
vidually. Second,weincludeall �les: thosefor whichfaults
weredetected,andthosefor which therewereno faultsde-
tected. In theearlierwork the fault densitywascomputed
only for those�les thatcontainedfaults.

3.3 Program Type

Table2 comparesfaultdensitiesfor themostcommonly-
usedprogramtypesin this system.Becausefault densities
are much lower for existing �les, this table only includes
resultsfor a �le at thetime of its �rst entry into thesystem
(new �les). The observed fault densitiesvary by a factor
of closeto 30, with make�les having the highestaverage
densityandxml �les thelowest.



Fault
Type Files LOC Faults Density
make�le 94 2509 58 23.12
sh 140 7756 69 8.90
sql 80 6875 60 8.73
html 52 5639 22 3.90
java 1492 413420 1424 3.44
perl 68 17619 52 2.95
c 21 5824 8 1.37
xml 95 5070 4 0.79

Table 2. Fault Densities for New Files, by Program Type

4. Multivariate Analysis of the Number of
Faults

In this sectionwe presentresultsfrom negative bino-
mial regressionmodelsthatpredictthenumberof faults in
a �le during a release,as a function of various�le char-
acteristics.This modelingprocessservesthreemajor pur-
poses.First, it providesinformationaboutthe association
betweenthenumberof faultsandindividual �le character-
isticswhile holdingother�le characteristicsconstant.Most
of this informationis determinedby staticallyanalyzingthe
code. Informationaboutfault countsis, of course,deter-
minedby dynamicexecutionof thecode,primarily on test
cases,but alsoduring�eld operation.Dataprovidedin [10]
showedthatmostfaultsweredetectedduringeitherunit or
systemtesting,with only 2% of the faultsdetectedduring
�eld operation.The secondpurposeof the modelingpro-
cessis to provide a measureof the concentrationof faults
beyond what is accountedfor by �le characteristics.This
allowsusto comparetheeffectivenessof alternativesetsof
factors.Third, themodelproducespredictionsof themost
fault-prone�les in a release,so that testingresourcescan
potentiallybetargetedmoreeffectively. The third purpose
is theultimategoalof this research.In Section4.1,we out-
line themodel,while in Section4.2,we describeour �nd-
ings. In Section4.3,we assesstheef�cacy of thisstrategy.

4.1 The NegativeBinomial RegressionModel

Negative binomial regressionis an extensionof linear
regressiondesignedto handleoutcomeslike thenumberof
faults [7]. It explicitly modelscountsor outcomesthatare
nonnegative integers.Theexpectednumberof faults is as-
sumedto vary in a multiplicative way asa functionof �le
characteristics,ratherthanin an additive relationship.Un-
like therelatedmodelingapproach,Poissonregression,the
negative binomial modelallows for the type of concentra-
tion of faultsapparentin Figure1, in which we seea rela-
tively small percentageof �les containinga large percent-

ageof faults.This is doneby adjustinginferencefor thead-
ditional uncertaintyin theestimatedregressioncoef�cients
causedby overdispersion.

Let
�
	

equalthe observed numberof faultsand
��	

be a
vectorof characteristicsfor �le i. The negative binomial
regressionmodelspeci�es that

� 	
, given

� 	
, hasa Poisson

distribution with mean � 	 . This conditionalmeanis given
by � 	�
���	���������� , where

��	
is itself a randomvariabledrawn

from a gammadistribution with mean1 andunknown vari-
ance ����� � . Thevariance�!� is known asthe dispersion
parameter, and it allows for the type of concentrationwe
observedfor faults.Thelargerthedispersionparameter, the
greatertheunexplainedconcentrationof faults.However, to
the extent that this concentrationis explainedby �le char-
acteristics

�"	
thatareincludedin themodel,thedispersion

parameterwill decline.

4.2 Results

Weuseda negativebinomialregressionmodel�t to �les
from Releases1 to 12with theunit of analysisbeinga �le-
releasecombination.This yieldeda total of 12,501obser-
vations.Theoutcomeis thenumberof faultspredictedto be
associatedwith the�le atthegivenrelease.All modelswere
�t by maximumlikelihoodusingtheprocedureGenmodin
SAS/STAT Release8.01[11].

Predictorvariablesfor the modelare: the logarithmof
linesof code;whetherthe�le is new, changedor unchanged
(the�le' s changestatus);age(numberof previousreleases
the �le wasin); the squareroot of the numberof faults in
the previous release(if any); programtype; and release.
Loggedlinesof code(LOC), �le age,andthesquarerootof
prior faultsaretreatedascontinuousvariables.File change
status,programtype,andreleasearetreatedascategorical
variables,each�t byaseriesof dummy(0-1)variables,with
oneomittedcategory that servesasthe reference.For �le
changestatus,thereferencecategory is unchanged�les, so
that the new and changedcoef�cients representcontrasts
with existing, unchanged�les. For programtype, the ref-
erencecategory is java �les, themostcommonly-occurring



Predictor Dispersion Amount Percentage
Variables Parameter Explained Explained
Null 13.38 NA NA
LOC 5.61 7.77 58.0
Release 11.00 2.38 17.8
File ChangeStatus 7.29 6.09 45.5
ProgramType 12.88 .51 3.8
PriorFaults 9.86 3.53 26.3
LOC, Release 3.91 9.47 70.8
LOC, Release,File ChangeStatus 3.03 10.35 77.4
LOC, Release,File ChangeStatus,ProgramType 2.52 10.87 81.2
Full Model 2.27 11.11 83.0

Table 3. Estimated Disper sion Parameter s Associated with Selected Models

Release 3 4 5 6 7 8 9 10 11 12

% FaultsIdenti�ed 77 74 71 85 77 81 85 78 84 84

Table 4. Percentage of Faults Included in the 20% of the Files Selected by the Model

type for this system. We arbitrarily setRelease12 as the
referencerelease.

The strongestpredictor in the model is the numberof
linesof code.Becausethemodelusesthelogarithmof lines
of code,a coef�cient of 1.00would imply thattheexpected
numberof faults grows proportionallywith lines of code
(i.e., that fault densityis unrelatedto lines of code). The
estimatedcoef�cient was1.047which exceeds1.00. This
thereforeprovidessomeevidencethat fault densitygrows
with linesof code,holdingall elseequal.Wenote,however,
thatthe95percentcon�denceinterval doesinclude1.00.

For categorical predictors, each coef�cient estimates
the differencein the logarithm of the expectednumber
of faults for the correspondingcategory versusthe refer-
encecategory. For example, for changed�les, the coef-
�cient was 1.066. This indicatesthat changed�les have
aboutexp(1.066)= 2.90 times more faults than existing,
unchanged�les with otherwisesimilar characteristics.Of
course,thechanged�les aremorelikely to have otherchar-
acteristics(suchasprior faults) indicatinga propensityfor
faultsat thecurrentrelease.

Table 3 displaysestimatesof the dispersionparameter
for a seriesof alternative models,to helpshow therelative
improvementassociatedwith individual,or groups,of pre-
dictor variables.The estimateddispersionparameterfor a
null model,with no predictors,is 13.38. The bestsingle
predictorswere lines of codeand the �le' s changestatus.
Lines of codereducedthe dispersionto 5.61, a reduction
of 58.0%,while �le changestatusexplained45.5%of the
dispersion. Use of the full model reducedthe dispersion
parameterto 2.27,a reductionof 83.0%.

Variousotherpotentialpredictorvariableswere tested,

but droppedfrom the modelbecausethey did little to im-
provethepredictivepowerwhenaddedto themodel.Some
of the variablesthat we decidedto exclude becausethey
did not signi�cantly improve the predictive capability of
the model included: the numberof changesfor �les that
changedsincethepreviousrelease,whetheror not the�les
hadchangedprior to thepreviousrelease,andthelogarithm
of the cyclomatic number(which was computedfor java
�les only). Thecyclomatic number measuresthecomplex-
ity of a �le by countingthenumberof decisionstatements
in the �le [6]. It hasbeenfound to be very highly corre-
latedwith thenumberof linesof code.Althoughthecyclo-
maticnumberdid predictfaultswell in a bivariatecontext,
it helpedvery little whenusedin conjunctionwith linesof
code(bothlogged),especiallyat laterreleases.In contrast,
linesof coderemainedimportanteven in conjunctionwith
thecyclomaticnumber.

4.3 Targeting Fault­ProneFiles for Testing

Wenow evaluatethepotentialof theregressionmodelto
improve testingproductivity by prospectively identifying a
subsetof �les that containdisproportionatelymany of the
faultsat the next release.At eachrelease,beginning with
Release3, we createdpredictionsbasedon �tting alterna-
tivemodelsusingdatafrom only thepreviousreleases(e.g.,
predictionsfor Release3 useddatafrom Releases1 and2).
For eachrelease,thesepredictionsareusedto orderthe�les
from mostto leastfault-prone,basedonthepredictednum-
bersof faults.

Table4 shows thepercentagesof actualfaultscontained
in thetop 20 percentof �les identi�ed by thefull modelat
eachof Releases3 to12. Themodelprospectively identi�ed



between71% and85%of the faults in thesystem,with an
averageover all releasesof 80%.Of courseany percentage
of the�les couldhavebeenselected,but wedeterminedthat
20%wasa goodchoiceproviding a largepercentageof the
faultswhile focusingonarelatively smallpercentageof the
�les.

5. Conclusions and Future Work

We have usedstatic analysisto develop a negative bi-
nomialregressionmodelasa way of predictingwhich �les
aremost likely to containthe largestnumbersof faults in
a new release,andtherebyprioritize effort duringdynamic
testing.This predictionwasdonefor eachreleaseby using
onlydatacollectedduringearlierreleases.Ourinitial model
wasquitesuccessfulin thesensethatwe wereableto useit
to accuratelypredict,on average,the 20% of the �les that
correspondedto 80%of thefaults.

The factorsthat in�uenced our predictionsinclude the
sizeof the�le, the�le' schangestatus,thenumberof faults
in thepreviousrelease,theprogramminglanguage,andthe
�le' s age. Unlike Graveset al. [4], we found that change
historybeforetheprior releasewasnotneededin our mod-
els. This �nding maybebecauseour modelsaremorespe-
ci�c in termsof contentandtimesincewepredictfaultsfor
individual �les duringa seriesof releases.Graveset al., in
contrast,modeledfaultsfor moduleswhicharelargegroups
of �les, duringa singletwo yearperiod.

Sofar we have designedour modelbasedon thecharac-
teristicsidenti�ed asmostrelevantfor thetwelvereleasesof
onesoftwaresystem.Althoughthis is a substantialsystem
that runs continuously, with quarterlynew releases,there
maybecharacteristicsof this systemthatareatypical,and
thereforethemodelmaynotbeapplicableto othersystems
without tuning. In addition,as the systemages,the most
importantfactorsmay changesomewhat. For this reason,
it is importantto applyour modelto additionalreleasesof
the inventorytrackingsystem,aswell asto othersystems
with differentcharacteristics,developedin differentenvi-
ronments.

We have now collecteddata for an additional � ve re-
leasesof the currentsystem,andidenti�ed two additional
industrialsoftwaresystems,eachwith multiple releasesand
yearsof �eld exposure,for which datacollectionandanal-
ysishave begun. Oncethis is complete,we will apply the
currentnegative binomialregressionmodelto thedatacol-
lectedfrom thesesystemsandseewhetherthepredictionis
assuccessfulaswe observedfor the�rst twelvereleasesof
thissystem.If not,we mayhave to identify additionalrele-
vantcharacteristicsor modify theroleplayedby thefactors
by de�ning new weightings.Wearealsodesigningatool to
automatetheapplicationof our predictionmodel.

We considerour initial resultsextremelypromisingand

look forward to the routine useof this sort of predictive
modelingto focussoftwaretestingefforts, therebyimprov-
ing boththeef�ciency andtheeffectivenessof oursoftware
testingprocess.We have foundthatusingstaticanalysisto
guideandprioritizedynamicsoftwaretestingis anexcellent
wayof improving thetestingprocessfor thissystem.
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