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Abstract

We perform static analysis and develop a negative bino-
mial regression model to predict which files in a large soft-
ware system are most likely to contain the largest numbers
of faults that manifest as failures in the next release, using
information from all previous releases. This is then used to
guide the dynamic testing process for software systems by
suggesting that files identified as being likely to contain the
largest numbers of faults be subjected to particular scrutiny
during dynamic testing. In previous studies of a large in-
ventory tracking system, we identified characteristics of the
files containing the largest numbers of faults and those with
the highest fault densities. In those studies, we observed
that faults were highly concentrated in a relatively small
percentage of the files, and that for every release, new files
and old files that had been changed during the previous re-
lease generally had substantially higher average fault den-
sities than old files that had not been changed. Other char-
acteristics were observed to play a less central role. We now
investigate additional potentially-important characteristics
and use them, along with the previously-identified charac-
teristics as the basis for the regression model of the cur-
rent study. We found that the top 20% of files predicted by
the statistical model contain between 71% and 85% of the
observed faults found during dynamic testing of the twelve
releases of the system that were available.

Keywords SoftwareFaults, Fault-prone,Prediction,Re-
gressiorModel, Empirical Study SoftwareTesting.

1. Introduction and Earlier Work

Much of today'sindustryrelieson softwaresystemsand
requiresthatthey behae correctly performef ciently, and
canbe producedeconomically For thesereasonsit is im-
portantthat we dynamicallytestsystemsgo identify faults
residingin the code. For large systemsthis canbe a very
expensve anddif cult process.Therefore we wantto de-
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terminewhich les in the systemaremostlikely to contain
the largestnumbersof faults that leadto failuresand pri-
oritize our testingeffort accordingly In thatway we min-
imize the costof testingandmaximizethe effectivenesof
the process.In orderto do this, we have beeninvestigat-
ing how to usedataresidingin a combinedversioncontrol
and changemanagemensystemusedduring all stagesof
developmenttesting,and eld releaseto improve dynamic
testing.

Preliminarywork wasreportedin an earlier paper[10]
which describedh casestudyinvolving anindustrialinven-
tory tracking system,developedover a threeyear period,
coveringtwelve quarterlyreleasesThegoalof thatresearch
wasto do staticanalysigo identify structuralcharacteristics
thatareassociatedvith les thatcontainparticularlylarge
numbersof faults asdeterminedoy reportedfailures. The
datausedfor thestaticanalysigesidedsn thecombinedver
sion control/changanmanagemengystemwith someof the
datadeterminedy staticallyanalyzingthecodewhile other
datawereidenti ed duringthe dynamictestingphase.

Datain thisrepositorywerecollectedduringeachof nine
developmentphasesncluding requirementsdesign,devel-
opmentunit testing integrationtesting systentesting beta
releasecontrolledreleaseandgeneralrelease.In this pa-
perwe will describethe useof this informationto develop
a statisticalmodelto predictwherefaultsaremostlikely to
residein the code,whichin turn canbe usedasanintegral
partof thedynamictestingprocessThusour processelies
on a comple interplay betweenstaticand dynamicanaly-
sis,anddataassociateavith bothof thesetypesof analysis.

Our earlierstudiesconsideredhe extentto which faults
clusteredin a small proportionof les, andlookedat le
characteristicsuchassize,age,whetherthe le is new to
the currentreleaseandif not, whetherit waschangecdiur-
ing the prior releasethe numberandmagnitudeof changes
madeto a le, the numberof obsenred faults during early
releasesandthenumberof faultsobsenedduringearlyde-
velopmentstages.

Most of the previous researchin this area, including



our earlierwork [10], andthat by otherauthorsdescribed
in[1, 2, 3, 5, 8, 9], wasaimedat examining softwaresys-
temsto establiskcharacteristics thatmaybeassociatedith
high incidencesof faults. In this paper we go beyond
merelyidentifying characteristicand successfullybuild a
statisticalmodelthat canpredict the incidenceof faultsin
futureversionsof a system.Speci cally, this modelis used
to predictthe numberof faultsthat will occurin each le
duringthe next releasepasedon currentcharacteristic®f
the le andits behaior in earlier releases.By selecting
thesetof les thatarepredictedto accountfor alarge per
centageof thefaultsin the next releasewe canencourage
testergto usethatinformationto prioritize andfocustheir
(dynamic)testingefforts.

Thusour goalis to accuratelyidentify a relatively small
percentagef the les thatcontaina large percentagef the
faults. Of course,thereis no guarantedhat all faults, or
eventhe mostdangerougaults, will belocatedby this ap-
proach. However, if the predictionallows a large majority
of all outstandingaultsto be identi ed morerapidly than
they would otherwisebefound,thenmoreresourcesvill be
availablefor additionaltestingto ferret out the remaining
ones,or the processcan be completedmore quickly, and
hencecheaplywith equalsuccess.

The work by Graves et al. [4] is most similar to ours,
asthey alsoconstructmodelsto predictfault-pronenessin
contrastto Graves et al., however, our model makespre-
dictionsfor individual les of the system,ratherthan for
moduleghatarecollectionsof les aswasdonein [4]. The
fact thatthe granularityof the entitieswe usein our static
analysigs signi cantly ner thanthatusedby Graveset al.
is importantsinceit shouldfacilitate the identi cation of
faultsin amuchmorelocalizedportionof thecode thereby
makingdeluggingeasieraswell.

Otherdifferencedetweerourwork andthatdoneby the
Gravesetal. groupincludethefactthatthey attemptednly
a single predictionwhile our casestudy makespredictions
for eachreleasebgginning with Release, and continuing
throughReleasd 2, allowing usto validatetheeffectiveness
of our modelover a sustainegeriodof time, with the sys-
tem at differentlevels of maturity. Also, their modelsuse
thefault history of asingletwo-yearperiodto predictfaults
in thefollowing two-yearperiod,while our modelusesdata
from muchshorter3-monthintervalsto predictfaultsin the
following quarterlyreleasesThis shorterinterval provides
muchmoretimely informationto testerswho canusethe
predictionfrom the currentandprior releaseso helpfocus
theirtestingefforts. In factthegoalof ourwork is to design
aprocesdhatcanbeusedasastandardgartof the develop-
mentprocessn an industrial environmentto improve and
streamlinethe testingof systemgequiringvery high relia-
bility .

Our earlierstudyconsideredh le' s fault density, com-

putedin termsof faultsperthousandinesof code(KLOCS).

In Section3 of this paperwe will describeour ndings

relatedto several new questionsregardingthe numberof

faultsin a le. Among the new factorswe consideris

whethertherewas a relationshipbetweenthe compleity

of the le andthenumberof faultsin a le, wherecomple-

ity is measuredy the cyclomaticnumber[6] ratherthan
thenumberof lines of code.We alsoinvestigateherole of

thechoiceof programmindanguagethefault historyin the
le duringthe previousreleaseandthe amountof change
duringthepreviousrelease.

As mentionedabore, our ultimate goal is to be ableto
identify a particularsetof les in anew releasehatarede-
terminedby our statisticalmodelto bethe mostlikely ones
to accountfor the largestnumbersof faults. Sincewe have
determinedn our earlierstudy that faultstypically have a
highly skewed distribution, this should be possibleto ac-
complish.

The remainderof the paperis organizedasfollows: In
Section2, we describethe softwaresystemthatis the sub-
ject of our casestudy and presentsomebasicinformation
about le characteristicaand the faults identi ed during
testing. Section3 illustratesassociationdetweerselected
le characteristicandthenumberof faultsidenti ed during
a particularrelease.ln Section4 we presentndings from
angyative binomialregressiommodelto predictthenumber
of faults,in orderto analyzerelationshipavhile controlling
for othercharacteristicskinally, Section5 presentsonclu-
sionsanddescribeplansfor extendingthis work.

2. The System Under Study

Thesystermusedn thisstudyis thesamenventorytrack-
ing systemaswasusedduring the preliminary study[10].
As a standardpart of the operatingprocedureor mostde-
velopmentprojectsat AT&T, when&er ary changeis to be
madeto a softwaresystema Modi cation Reques{MR) is
enteredin the combinedversioncontrol and changeman-
agemensystem.EachMR includesinformationdescribing
the le(s) to be changedthe natureof the change(for ex-
ample,is thisanewv le beingadded,or a modi cation of
anexisting one),the detailsof thechangencludingspeci ¢
linesof codeto beaddeddeletedpr changeda description
of the change and a severity indicatingthe importanceof
theproposedhange Thesedataarecollectedaspartof the
normal developmentprocessand were thereforeavailable
for every releaseof the system.It is thesedatathatwe will
staticallyanalyzein orderto useit to streamlinedynamic
testing.

Somepartsof the MR, suchasthe severity rating, are
highly subjective,andthereforemaynotbeparticularlyuse-
ful. Unfortunately the standardVIR format doesnot re-
quire the personinitiating the requestto indicate whether



Numberof | Lines | Mean| Faults Fault | SystemTestandLater
Rel Files of Code | LOC | Detected| Density Fault Density
1 584 145,967| 250 990 6.78 1.49
2 567 154,381| 272 201 1.30 0.16
3 706 190,596| 270 487 2.56 0.45
4 743 203,233| 274 328 1.61 0.17
5 804 231,968| 289 340 1.47 0.19
6 867 253,870| 293 339 1.34 0.18
7 993 291,719| 294 207 0.71 0.10
8 1197 338,774| 283 490 1.45 0.25
9 1321 377,198| 286 436 1.16 0.16
10 1372 396,209| 289 246 0.62 0.09
11 1607 426,878| 266 281 0.66 0.21
12 1740 476,215| 274 273 0.57 0.15

Table 1. System Information

the changeis dueto a fault correctionor to someother
reasonsuchas performancamprovement,cleaningup the
code,or changedunctionality. We have now succeedeth
gettingthe MR form changedo includea eld thatexplic-
itly stateswhetherthe MR wasdueto the identi cation of
a fault, but this wasnot available at the time that the data
describedherewereenteredor collected andsowe needed
away of makingthatdetermination.

Sinceour studyincludedatotal of roughly5,000faults,
andmary more MRs that were catgjorizedasbeing other
sortsof changesjt wasimpossibleto readthroughevery
MR to makethat determination. We thereforeneededa
heuristicand useda rule of thumb suggestedy the test-
ing groupthatan MR likely represents fault correctionif
eitherexactly oneor two les weremodi ed. In aninfor-
mal attemptto validatethis hypothesiswe sampledasmall
numberof MRs by carefullyreadingthe text descriptionof
the change. In the small samplespace,nearly every MR
that modi ed oneor two les wasindeeda fault x, and
every MR thatmodi ed alargernumberof les (sometimes
asmary as60 les) wasnot afault correction,but rathera
modi cation madefor someotherreason.For example,if
anew parametewasaddedo a le, every le thatcalledit
hadto bemodi ed accordingly

Changeganbeinitiated duringary stagefrom require-
mentsthroughgenerakelease For mostdevelopmentenvi-
ronmentschangerecordingbegins with integrationor sys-
tem test, when control leaves the developmentteam and
movesto anindependentestingorganization.For this sys-
tem,however, MRs werewritten consistentlyfrom require-
mentson. Almost threequartersof the faults includedin
this studywereidenti ed duringunit testingdoneby devel-
opers.

The nal versionof thesystemusedin thesestudiegRe-
leasel?)includedmorethanl,700separatees, with ato-

tal of morethan476,000lines of code. Roughly 70% of
these les werewritten in java, but therewere also small
numbersof shell scripts,make les, xml, html, perl, c, sql,
awk, andotherspecializedanguagesNon-executableles
suchasMS Word, gif, jpg, andreadmeles werenotin-
cludedin the study

Over the threeyear period that we trackedthis system,
therewasa roughly three-foldincreasen boththe number
of les andlines of code. At the sametime, therewasa
signi cant concentratiorof identi ed faultsin les, going
from appearingn 40%of the les in Releasel to only 7%
of the les by Releasel2. Onemight hypothesizehatthe
increasedault concentratiorwassimply are ection of the
factthatthe systemwasthreetimeslarger However, when
the absolutenumbersof les containingfaults wasconsid-
ered,this fault concentratiorwasalsoapparent For exam-
ple,in Releasd, atotal of 233 (of 584) les containedary
identi ed faults,by Release3 only 148 (of 1197) les con-
tainedary identi ed faults,andby Release 2, only 120 (of
1740) les containedary identi ed faultsatall.

One importantdecisionthat had to be madeinvolved
exactly how to countthe numberof faultsin a le. If n
les weremodi ed astheresultof a failure, thenthis was
countedasbeingn distinct faults. This is consistentwith
thecorventionusedin Referencef8] and[3]. Thisimplies
thateachfault wasassociatedavith exactly one le.

Table 1 provides summaryinformation aboutthe rst
twelve release®f the system,including lines of codeand
faults. New les typically representnew functionality,
while changedles generallyrepresenfault x es. As the
systemmaturedand grew in size, the numberof faults
tendedto fall, with thelargestdecreas®ccurringfrom Re-
leasel to Release?. As one might expect, thereis also
a generaldownwardtrendin the fault densityas the sys-
tem matured,with someexceptionsincluding Release?.
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Figure 1. Fault Distrib ution for Releases 1, 6, 8, 10, 12

The large dip at Release? likely occurredbecauset was
an interim release. While other releasesall occurredat
roughlythreemonthintervals, Release occurredbetween
Release4 and3, whichwerethemselesdonethreemonths
apart. This likely led to a decreasedumberof faultsiden-
ti ed duringRelease&, andhencea decreasethult density

The last column of the table restrictsattentionto those
faultsidenti ed during systemtestor later As mentioned
above, it is uncommonfor faults identi ed during earlier
stagesof developmentto be includedin a fault-reportirg
system.Therefore the systemtestfault densitiesarelikely
to be more comparabldo fault densitiesreportedin other
empirical studies. Recall too, that for this system,gener
ally onequarteror fewer of the faults at ary releasewere
identi ed duringsystemestor later.

3. Fault Concentration and Potential Explana-
tory Factors

In this sectionwe discussvarious potential additional
factorsnot consideredn our earlier work that might ex-
plainthedifferentialfault concentrationn les. Oncethese
factorsareunderstoodye will usethemto build a statisti-
cal modelthat staticallyanalyzeghe software to guideits
dynamictesting.

3.1 Concentration of Faults

Ostrandand Weyuker [10] reportedthat faults for this
systemendedo concentratén arelatively smallproportion
of les ateveryreleaseWerepeahereFigurel whichorig-
inally appearedn [10], showving the concentratiorof faults
in Releasegq, 6, 8, 10,and12. For clarity, we shaveddata
for only asamplingof thereleasesTheselectedeleasesire
representatie of the otherreleaseshat werenot included.
We foundthatwhentoo mary releasesvereshovn on the
samegraph,it becamempossibleto distinguishamongthe
linesandthereforetheimport of the datawaslost.

The les in eachreleaseare sortedin decreasingrder
of the numberof faultsthey contain. A point (z, y) onthe
ReleaseR curwe representshe fact that x% of the les in
ReleaseR containy% of the faults. For example, at Re-
leasel, thetenperceniof les with themostfaults(58 les)
had669faults, representing8% of the total for Releasel.
The curves shav that the proportionof faults tendsto be-
comeincreasinglyconcentrateéh fewer les asthesystem
matures.

3.2 File Size

In [10], we examinedthe relationshipbetweenle size
and fault densityand found that therewas a tendeng for
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Figure 2. Faults and Files Grouped by Size

small les to have higheraveragefault densitieghanlarge
les. Wenow considetherelationshipbetweenle sizeand
theaveragenumberof faultsper le, ratherthanconsidering
the averagefault density Thiswill be doneby dividing the
les for eachreleasento bins. For a givenreleasewe sort
the les in increasingsizeordet divide all of theseles into
ve binswith roughly equalnumbersof total linesof code,
andcalculatethe averagefaultsper le for les in thebin.

For example,at Releasd, the rst bin contains398 les
rangingin sizefrom 5 to 202linesof code,with anaverage
sizeof 73 lines. Those les have atotal of 189 faults, re-
sultingin anaverageof 0.47faultsper le. Subsequertiins
includeprogressiely smallernumberg94,48,32,and12)
of larger les, with increasinglymorefaults per le. This
relationshigs shovn onalog-log scalefor Releaseg, 3, 6,
and12. As notedearler thesereleasesvererepresentatie
of all releasesindwereselectedo show releasesitvarious
stagef maturity. Thelefthandportion of Figure2 shavs
thatthereis a strongrelationshipbetweenle sizeandthe
averagenumberof faults per le. We alsolook at the fault
densityto seewhethertherearea “disproportionate’num-
berof faultsthatoccurin larger les thansmallerones,and
if thereare, whetherit might makesenseto limit the per
mittedsizeof les.

The righthandportion of Figure2 shows fault densities
versusle sizefor the samesetsof binsandreleasesThe
gure shaws thatthereis little or no relationshipbetween
faultdensityand le size.Graphdor thereleasesotshaovn
in this gure tell similar stories. Although the fault densi-
ties for a givenreleasetendto be higherfor the two bins
containingthe largest les thanfor thetwo bins containing

the smallestones therelationshipis not monotonicfor ary

of thetwelve releasesSpeci cally, acrosghereleasesthe
bin containingthe largest les hasthe highestfault density
for only ve of the twelve releasesandthe bin containing
thesmallestles hasthelowestfault densityfor only three
of the twelve releases.Moreover, whenresultsareaggre-
gatedacrosseleasedault densitiedor largest les areonly

about20% higherthanfor the shortestles. We therefore
concludethat le sizeis nota strongpredictorof fault den-
sity, but might be a good predictorof the absolutenumber
of faultsin a le.

Notethattherearetwo pointsof differencefrom our ear
lier analysisof fault densityandsize. First, in the present
study welook atthefault densitydataaggrejatedover les
in a givensizerangeratherthanconsideringeach le indi-
vidually. Secondweincludeall les: thosefor whichfaults
weredetectedandthosefor which therewereno faultsde-
tected. In the earlierwork the fault densitywas computed
only for those les thatcontainedaults.

3.3 Program Type

Table2 comparedault densitiefor themostcommonly-
usedprogramtypesin this system.Becausdault densities
are much lower for existing les, this table only includes
resultsfor a le atthetime of its rst entryinto the system
(new les). The obsened fault densitiesvary by a factor
of closeto 30, with make les having the highestaverage
densityandxml les thelowest.



Fault
Type Files LOC | Faults | Density
make le 94 2509 58 23.12
sh 140 7756 69 8.90
sql 80 6875 60 8.73
html 52 5639 22 3.90
java 1492 | 413420| 1424 3.44
perl 68 | 17619 52 2.95
c 21 5824 8 1.37
xml 95 5070 4 0.79

Table 2. Fault Densities for New Files, by Program Type

4. Multivariate Analysis of the Number of
Faults

In this sectionwe presentresultsfrom negative bino-
mial regressiormodelsthat predictthe numberof faultsin
a le during a release as a function of various le char
acteristics. This modelingprocesssenesthreemajor pur-
poses.First, it providesinformation aboutthe association
betweerthe numberof faultsandindividual le character
isticswhile holdingother le characteristiceonstantMost
of thisinformationis determinedy staticallyanalyzingthe
code. Informationaboutfault countsis, of course,deter
minedby dynamicexecutionof the code,primarily on test
casesbut alsoduring eld operation.Dataprovidedin [10]
shavedthat mostfaultsweredetectedduring eitherunit or
systemtesting,with only 2% of the faults detectedduring

eld operation. The secondpurposeof the modelingpro-
cessis to provide a measureof the concentratiorof faults
beyond whatis accountedor by le characteristics.This
allows usto compareheeffectivenesf alternatie setsof
factors. Third, the modelproducegredictionsof the most
fault-prone les in areleasegso thattestingresourcesan
potentiallybe targetedmore effectively. The third purpose
is theultimategoal of thisresearchin Section4.1,we out-
line the model,while in Section4.2, we describeour nd-
ings. In Section4.3,we assessheef cacy of this stratey.

4.1 The NegativeBinomial RegressionModel

Negative binomial regressionis an extensionof linear
regressiordesignedo handleoutcomedike the numberof
faults[7]. It explicitly modelscountsor outcomeghatare
nonngative integers. The expectednumberof faultsis as-
sumedto vary in a multiplicative way asa function of le
characteristicsratherthanin an additive relationship.Un-
like therelatedmodelingapproachPoissorregressionthe
negative binomial model allows for the type of concentra-
tion of faultsapparentn Figurel, in which we seearela-
tively small percentag®f les containinga large percent-

ageof faults. Thisis doneby adjustinginferencefor thead-
ditional uncertaintyin the estimatedegressioncoefcients
causedy overdispersion.

Let y; equalthe obsered numberof faultsandz; be a
vector of characteristicdor le i. The negative binomial
regressionmodel speci esthat y;, givenz;, hasa Poisson
distribution with mean);. This conditionalmeanis given
by A; = yieﬁ'“, wherey; is itself arandomvariabledravn
from a gammadistribution with meanl andunknown vari-
ances? > 0. Thevariances? is known asthe dispersion
parameterandit allows for the type of concentrationve
obsenredfor faults. Thelargerthedispersiorparameterthe
greatetheunexplainedconcentratiorof faults. However, to
the extent that this concentratioris explainedby le char
acteristicse; thatareincludedin the model,the dispersion
parametewill decline.

4.2 Results

We useda negative binomialregressiormodel t to les
from Released to 12 with theunit of analysisbeinga le-
releasecombination. This yielded a total of 12,5010bser
vations.The outcomds thenumberof faultspredictedo be
associatedvith the le atthegivenreleaseAll modelswvere
t by maximumlikelihood usingthe proceduregsenmodn
SAS/STRT Release3.01[11].

Predictorvariablesfor the modelare: the logarithm of
linesof code;whetherthe le is new, changedrunchanged
(the le' s changestatus);age(numberof previousreleases
the le wasin); the squareroot of the numberof faultsin
the previous release(if ary); programtype; and release.
Loggedlinesof code(LOC), le age,andthesquareoot of
prior faultsaretreatedascontinuousvariables File change
status programtype, andreleasearetreatedas cateorical
variableseacht byaseriesof dummy(0-1)variableswith
oneomitted catgory that senesasthereference.For le
changestatusthereferencecatgory is unchangedes, so
that the new and changedcoefcients representontrasts
with existing, unchangedles. For programtype, the ref-
erencecatgory is java les, themostcommonly-occurring



Predictor Dispersion| Amount | Percentage
Variables Parameter| Explained| Explained
Null 13.38 NA NA
LOC 5.61 7.77 58.0
Release 11.00 2.38 17.8
File ChangeStatus 7.29 6.09 45.5
ProgramType 12.88 51 3.8
Prior Faults 9.86 3.53 26.3
LOC, Release 3.91 9.47 70.8
LOC, ReleaseFile ChangeStatus 3.03 10.35 77.4
LOC, ReleaseFile ChangeStatus Programlype 2.52 10.87 81.2
Full Model 2.27 11.11 83.0

Table 3. Estimated Disper sion Parameter s Associated with Selected Models

| Release

[ 3] 4] 5] 6] 7] 8] 9] 101112

[ % Faultsidentied | 77 [ 74 [ 71| 85] 77 | 81| 85| 78| 84 | 84

Table 4. Percentage of Faults Included in the 20% of the Files Selected by the Model

type for this system. We arbitrarily set Releasel 2 asthe
referenceelease.

The strongestpredictorin the modelis the numberof
linesof code.Becaus¢hemodeluseghelogarithmof lines
of code,a coefcient of 1.00wouldimply thatthe expected
numberof faults grows proportionallywith lines of code
(i.e., that fault densityis unrelatedto lines of code). The
estimatedcoefcient was1.047which exceedsl1.00. This
thereforeprovides someevidencethat fault densitygrows
with linesof code holdingall elseequal.We note,however,
thatthe 95 percentcon denceinterval doesincludel.00.

For catgorical predictors, each coefcient estimates
the differencein the logarithm of the expected number
of faults for the correspondingcatejory versusthe refer
encecatgyory. For example,for changedles, the coef-
cient was1.066. This indicatesthat changedles have
aboutexp(1.066)= 2.90 times more faults than existing,
unchangedles with otherwisesimilar characteristics.Of
coursethechangedles aremorelikely to have otherchar
acteristicgsuchasprior faults) indicatinga propensityfor
faultsatthecurrentrelease.

Table 3 displaysestimatesf the dispersionparameter
for a seriesof alternative models,to help shav therelative
improvementassociatedavith individual, or groups,of pre-
dictor variables. The estimateddispersionparametefor a
null model, with no predictors,is 13.38. The bestsingle
predictorswere lines of codeandthe le' s changestatus.
Lines of codereducedthe dispersionto 5.61, a reduction
of 58.0%,while le changestatusexplained45.5%of the
dispersion. Use of the full model reducedthe dispersion
parameteto 2.27,areductionof 83.0%.

Various other potentialpredictorvariableswere tested,

but droppedfrom the modelbecausehey did little to im-
prove the predictive power whenaddedo the model. Some
of the variablesthat we decidedto exclude becausehey
did not signi cantly improve the predictive capability of
the modelincluded: the numberof changedor les that
changedsincethe previousreleasewhetheror notthe les
hadchangedriorto thepreviousreleaseandthelogarithm
of the cyclomatic number(which was computedfor java
les only). Thecyclomatic number measureshe comple-
ity of a le by countingthe numberof decisionstatements
in the le [6]. It hasbeenfound to be very highly corre-
latedwith the numberof linesof code.Althoughthe cyclo-
matic numberdid predictfaultswell in a bivariatecontext,
it helpedvery little whenusedin conjunctionwith lines of
code(bothlogged),especiallyat laterreleasesin contrast,
lines of coderemainedmportantevenin conjunctionwith
the cyclomatichumber

4.3 Targeting Fault-Prone Filesfor Testing

We now evaluatethe potentialof theregressiormodelto
improve testingproductvity by prospectiely identifying a
subsetof les that containdisproportionatelymary of the
faults at the next release.At eachrelease peaginning with
Release3, we createdpredictionsbasedon tting alterna-
tive modelsusingdatafrom only thepreviousreleasege.g.,
predictionsfor Release3 useddatafrom Released and?2).
For eachreleasethesepredictionsareusedto orderthe les
from mostto leastfault-prone basenthe predictednum-
bersof faults.

Table4 shavs the percentagesf actualfaults contained
in thetop 20 percentof les identi ed by thefull modelat
eachof Release8t012. Themodelprospectielyidenti ed



between71% and85% of the faultsin the systemwith an

averageover all release®f 80%. Of courseary percentage

of the les couldhave beenselectedbut we determinedhat

20%wasa goodchoiceproviding a large percentagef the

faultswhile focusingon arelatively smallpercentagef the
les.

5. Conclusions and Future Work

We have usedstatic analysisto develop a negative bi-
nomialregressiormodelasaway of predictingwhich les
aremostlikely to containthe largestnumbersof faultsin
a new releaseandtherebyprioritize effort during dynamic
testing. This predictionwasdonefor eachreleasey using
only datacollectedduringearlierreleasesOurinitial model
wasquite successfuin the sensghatwe wereableto useit
to accuratelypredict,on average the 20% of the les that
correspondetb 80% of thefaults.

The factorsthat in uenced our predictionsinclude the
sizeof the le, the le' schangestatusthe numberof faults
in the previousreleasethe programminganguageandthe

le' sage. Unlike Graveset al. [4], we found that change
historybeforethe prior releasevasnotneededn our mod-
els. This nding maybebecaus®ur modelsaremorespe-
ci ¢ in termsof contentandtime sincewe predictfaultsfor

individual les duringa seriesof releasesGravesetal., in

contrastmodeledaultsfor modulesvhich arelargegroups
of les, duringasingletwo yearperiod.

Sofar we have designedur modelbasedn the charac-
teristicsidenti ed asmostrelevantfor thetwelve releasesf
onesoftwaresystem.Althoughthis is a substantiabystem
that runs continuously with quarterlynew releasesthere
may be characteristic®f this systemthat areatypical,and
thereforethe modelmay not be applicableto othersystems
without tuning. In addition, asthe systemages,the most
importantfactorsmay changesomavhat. For this reason,
it is importantto apply our modelto additionalrelease®f
the inventorytracking system,aswell asto othersystems
with differentcharacteristicsdevelopedin differentervi-
ronments.

We have now collecteddatafor an additional ve re-
leasesof the currentsystem,andidenti ed two additional
industrialsoftwaresystemseachwith multiplereleasesind
yearsof eld exposure for which datacollectionandanal-
ysis have begun. Oncethis is complete we will applythe
currentnegative binomial regressiormodelto the datacol-
lectedfrom thesesystemsandseewhetherthe predictionis
assuccessfuaswe obsenedfor the rst twelve release®f
this system.If not,we may have to identify additionalrele-
vantcharacteristicer modify therole playedby thefactors
by de ning new weightings.We arealsodesigningatool to
automatehe applicationof our predictionmodel.

We considerour initial resultsextremely promisingand

look forward to the routine use of this sort of predictive
modelingto focussoftwaretestingefforts, therebyimprov-

ing boththe ef ciency andthe effectivenesf our software
testingprocess We have foundthatusingstaticanalysisto

guideandprioritize dynamicsoftwaretestingis anexcellent
way of impraving thetestingprocesdor this system.
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