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Abstract
WedescribeALARM-NET, awirelesssensornetwork for

assisted-living andresidentialmonitoring.It integratesenvi-
ronmentalandphysiologicalsensorsin a scalable,heteroge-
neousarchitecture.A queryprotocolallows real-timecol-
lectionandprocessingof sensordataby userinterfacesand
back-endanalysisprograms.Onesuchprogramdetermines
circadianactivity rhythmsof residents,feedingactivity in-
formationbackinto thesensornetwork to aid context-aware
power management,dynamicprivacy policies,anddataas-
sociation. Communicationis securedend-to-endto protect
sensitivemedicalandoperationalinformation.

The ALARM-NET systemhasbeenimplementedas a
network of MICAz sensors,stargategateways,iPAQ PDAs,
andPCs.Customizedinfraredmotionanddustsensors,and
integratedtemperature,light, pulse,andblood oxygenation
sensorsarepresent.Softwarecomponentsinclude: TinyOS
queryprocessorandsecuritymodulesfor motes;AlarmGate,
anembeddedJava applicationfor managingpower, privacy,
security, queries,andclient connections;Java residentmon-
itoring andsensordataqueryingapplicationsfor PDAs and
PCs;anda circadianactivity rhythmanalysisprogram.

We show thecorrectness,robustness,andextensibility of
thesystemarchitecturethrougha scenario-basedevaluation
of the integratedALARM-NET system,as well as perfor-
mancedatafor individualsoftwarecomponents.

1 Intr oduction
An aging baby-boomgenerationis stressingthe U. S.

healthcaresystem,causinghospitalsandothermedicalcare-
givers to look for ways to reducecostswhile maintaining
qualityof care.It is economicallyandsociallyadvantageous
to reducethe burdenof diseasetreatmenton the systemby
enhancingpreventionand early detection. This requiresa
long-termshift from a centralized,expert-driven,crisis-care
model to onethat permeatespersonalliving spacesandin-
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volvesinformalcaregivers,suchasfamily, friends,andcom-
munity.

Systemsfor enhancingmedicaldiagnosisand informa-
tion technologyoftenfocuson theclinical environment,and
dependon theextensive infrastructurepresentin traditional
healthcaresettings.Theexpenseof high-�delity sensorslim-
its thenumberavailablefor outpatientdeployment,andsome
requirespecializedtrainingto operate.Manualrecordkeep-
ing hasbeenidenti�ed asa key sourceof medicalerrors[1],
andatits best,traditionaldatacollectionis intermittent,leav-
ing gapsin themedicalrecord.

WirelessSensorNetworks(WSNs)canprovide capabili-
ties that arevaluablefor continuous,remotemonitoring,as
theresearchinto military [2] andenvironmental[3] systems
attest.For healthcareapplications,they canbedeployedin-
expensively in existing structureswithout IT infrastructure.
Datais collectedautomatically, enablingdaily careandlon-
gitudinal medicalmonitoring and diagnosis. The wireless
devicescan integratewith a wide variety of environmental
andmedicalsensors.

While addressingsomeof theneedsof distributedhealth-
care,they alsopresenttheir own challengesto beingprac-
tical, robust platformsfor pervasive deployment. In multi-
residentdwellings,associatingcollecteddatawith the cor-
rect personis dif�cult andinexact. Privacy andsecurityof
medicaldatacollectedmaybejeopardizedby useof a wire-
lessmedium. Without smartpower management,battery-
poweredsensorshaveshortlifetimesof afew daysor require
continualmaintenance.

We presentALARM-NET, an Assisted-Living andRes-
identialMonitoring Network for pervasive,adaptive health-
care.Figure1 shows anexampledeploymentof thesystem
in anassisted-living communitywith many residentsor pa-
tients.Contributionsof thework include:

� An extensible,heterogeneousnetwork architecturethat
addressesthe challengesof an ad hoc wide-scalede-
ployment,and integratesembeddeddevices,back-end
systems,anduserinterfaces,

� Context-awareprotocolsinformedby Circadianactiv-
ity rhythmanalysis,whichenablesmartpowermanage-
ment and dynamicalert-driven privacy tailored to the
individual'spatternsof activity,

� Queryprotocolfor streamingonlinesensordatato user
interfaces,integratedwith privacy, security, andpower
management.
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Figure 1. Assisted-living deployment example,showing
connectionsamong sensors,body networks, and back-
bonenodes.

� SecureComm,a hardware-acceleratedsecuremessag-
ing protocol and TinyOS module that supportsuser-
selectablesecuritymodesandmultiplekeys,

� A systemimplementationandevaluationusingcustom
andcommoditysensors,embeddedgateway, andback-
enddatabaseandanalysisprograms.

After reviewing related work and describing the
ALARM-NET architecture,eachmajor componentof the
systemis separatelydetailed:querymanagement,Circadian
activity rhythms,dynamicprivacy, dataandsystemsecurity,
context-awarepower management,and dataassociationin
Sections4–9. Implementationdetailsarein Section10, fol-
lowed by an evaluationof the system's performanceanda
conclusion.

2 RelatedWork
In the presenceof increasingnumbersof agingpopula-

tionsthereis asigni�cant interestin smartenvironmentsand
living spacesthatmonitor andassistindividuals. Suchsys-
temsmonitorvital signsaswell asattemptto learnthecon-
text of the eventshappeningduring the livesof the inhabi-
tantsof theenvironment.Severalsuchsystemsaredescribed
in this section.

Researchersat Intel ResearchSeattleandthe University
of Washingtonhave built a prototypesystemthat caninfer
a person's activities of daily living (ADLs) [4]. Sensortags
areplacedoneverydayobjectssuchasatoothbrushor coffee
cup.Thesystemtracksthemovementof taggedobjectswith
tag readers.The long-rangegoal is to developa computer-
izedandunobtrusivesystemthathelpswith managingADLs
for theseniorpopulation[5].

University of Rochesteris building The SmartMedical
Home [6], which is a � ve-room“house” out�tted with in-
frared sensors,computers,bio-sensors,and video cameras
for useby researchteamsto work with researchsubjectsas
they testconceptsandprototypeproducts.Researchersob-
serve andinteractwith subjectsfrom two discreetobserva-
tion roomsintegratedinto thehome.Thegoal is to develop
an integratedPersonalHealth Systemthat collectsdata24
hoursa dayandpresentsit to thehealthprofessionals.

Georgia Tech built an Aware Home [7] as a prototype

for an intelligent space. This spaceprovidesa living lab-
oratory that is capableof knowing informationaboutitself
and the different types of activities of its inhabitants. It
combinescontext-awareand ubiquitoussensing,computer
vision-basedmonitoring,andacoustictrackingtogetherfor
ubiquitouscomputingfor everydayactivities while remain-
ing transparentto theusers.

MassachusettsInstituteof Technology(MIT) andTIAX,
LLC are working on the PlaceLabinitiative [8], which is
a part of the Housen project. The missionof Housen is
to conductresearchby designingand building real living
environments—“living labs”—thatare usedto study tech-
nology and designstrategies in context. The PlaceLabis
a one-bedroomcondominiumwith hundredsof sensorsin-
stalledin nearlyeverypartof thehome.

ResearchersatHarvardhavedevelopedasuiteof wireless
sensorsandsoftwarecalledCodeBluefor a rangeof medi-
calapplications,includingpre-hospitalandin-hospitalemer-
gency care,disasterresponse,andstroke patientrehabilita-
tion. Thesensorsincludeportable2-leadECG,pulseoxime-
ter, wearablePluto mote with builtin accelerometer, and a
modulewith accelerometer, gyroscope,andelectromyogram
(EMG) sensorfor stroke patient monitoring. In addition
to thehardwareplatform,a scalablesoftwareinfrastructure
for wirelessmedicaldevicesis designedto provide routing,
naming,discovery, andsecurityfor wirelessmedicalsensors
[9].

Universityof Washington'sAssistedCognitionprojectin-
corporatesnovel computersystemsenhancingthequality of
life of peoplesuffering from Alzheimer's Diseaseandsimi-
lar cognitivedisorders.This projectcombinescomputersci-
enceresearchin arti�cial intelligenceandubiquitouscom-
putingwith clinical researchon patientcare.AssistedCog-
nition systemsare proactive memoryand problemsolving
aids that help an individual performdaily tasksby sensing
theindividual'slocationandenvironment,learningto recog-
nizepatternsof behavior, offeringaudibleandphysicalhelp,
andalertingcaregiversin caseof danger[10].

Similarly to thesystemsdescribedabove,ALARM-NET
monitorsenvironmentaland physiologicaldataof individ-
uals in their residences,with focus on the assisted-living
andmedicaldomains.Unlike othersystems,ALARM-NET
incorporatesa CircadianActivity Rhythm (CAR) analysis
modulethat learnsthe patternsof daily life of the individ-
uals, and in�uences the systemand network protocolsfor
power managementandprivacy. For example,thedynamic
privacy con�guration ruleschangeon the �y whenan indi-
vidual exhibits a behavior that is critical to his healthand
enabletheauthorizedmedicalpersonnelto accessvital data,
which is otherwisehiddenor availablefor anonymousstatis-
tical purposesonly.

Additionally, CAR enablesadvancedpowermanagement
by anticipating which sensorsshould be kept active and
which can be temporarily disabled in order to conserve
poweraccordingto thehabitsof theindividual.

Another constructive aspectof the systemis a �e xibil-
ity that allows easyintegrationof new sensorsor evenmo-
bile networksof sensors.ALARM-NET is amulti-platform,
security-andprivacy-awarearchitectureintegratinga wide



spectrumof heterogeneousdevicessuchaswirelesssensor
nodes,gateways,PDAs, andback-endsystemsfor datastor-
age,dataassociation,andCAR analysis.

3 ALARM-NET Ar chitecture
ALARM-NET integrates heterogeneousdevices in a

common architecture,spanningwearablebody networks,
emplacedwirelesssensors,and IP-network elements.The
high-level architecturecanbedescribedby categorizingde-
vicesbasedon their platform androle in the system.Each
category is shown in Figure2 anddescribedbelow.
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Figure 2. ALARM-NET architecture componentsand
logical topology.

Body Networks are wirelesssensordevices worn by a
residentwhichprovidephysiologicalsensingoractivity clas-
si�cation. Eachpatientcan wear a body network tailored
to his own medicalneeds. In addition, graphicalor audi-
ble noti�cations to the patient(for example,alerts to take
medicine)aremadeusinganin-network wearableinterface,
theSeeMotewe developed[11] with acolor LCD.

We have also integratedSATIRE [12], a body network
that classi�esActivities of Daily Living (ADLs) [4] by an-
alyzing accelerometerdatageneratedby movementsof the
wearer.

Data from the body network is transmittedthroughthe
emplacedsensorsto userinterfacesor back-endprograms.

Emplaced Sensorsincludedevicesdeployed in the liv-
ing spaceto senseenvironmentalquality or conditions,such
astemperature,dust,motion,andlight. Motion, in particu-
lar, providesa spatialcontext for patientactivities, enabling
locationtrackinganddataassociation.

Thesedevicesform a multi-hop wirelessnetwork to the
nearestAlarmGateapplicationrunning on a stargate. De-
pendingonthedeploymentenvironment,they mayusewired
or batterypower or a combination. Sensornodesanswer
queriesfor local dataand perform limited processingand
caching.

Emplaced sensorsmaintain connectionswith mobile
bodynetworksasthey movethroughtheliving space,sothat
queriesanddatareportsarenot interrupted.

AlarmGate applicationsrun on embeddedplatforms,
managingsystem operationsand serving as application-
level gatewaysbetweenthewirelesssensorandIP networks.
Thesenodesallow userinterfacesto connect,authenticate,
andinteractwith thesystem.

Softwaremodulesfor dynamicprivacy, power manage-
ment,querymanagementandsecurityresideon theAlarm-
Gate. A connectionto a back-enddatabaseprovideslong-
termstorageof dataandcon�guration.Otherback-endanal-
ysisprogramsconnectasclientsto updatecontext in thesys-
tem.

Back-endsystemsprovideonlineanalysisof sensordata
andlong-termstorageof systemcon�guration,userinforma-
tion, privacy policies,andauditrecords.

A CircadianActivity Rhythm (CAR) analysisprogram
processessensordatastoredin the database,learningindi-
vidualbehavior patterns.Thesearefedbackinto thenetwork
to aid context-awarepowermanagementandprivacy.

User Interfaces allow any legitimateuserof thesystem
(doctors,nurses,patients,family, etc) to querysensordata,
subjectto enforcedprivacy policies.Wedevelopedapatient-
trackingprogramsuitablefor a nursesstation,anda query
issuerthatrunsona PDA andgraphsreal-timesensordata.

Figure 1 shows an example of a deployment in an
assisted-living environment. AlarmGateapplicationscon-
nectvia theIPnetwork to eachotherandthecentraldatabase.
Emplacedsensorsandbodynetworksform anadhocmulti-
hopnetwork throughouttheassisted-living community.

To betterillustratehow thisarchitecturesupportsassisted-
living andlongitudinalstudies,considerthe following sce-
nario.A husbandandwife live togetherin anassisted-living
facility. Thehusbandhasheartproblemsandwearsa wire-
lessECG.Hiswife hasboutsof fallingandwearsaccelerom-
etersembeddedin clothes.

Sensordatafor bothareperiodicallycollectedandtrans-
mittedto nursestationsandback-enddatabases.A doctoris
in anotherpartof theassisted-living facility andqueriesfor
heartinformationon thehusbandfrom aPDA. Thedoctoris
authenticatedandprivacy rightsarechecked.If everythingis
in order, theemplacedsensornetwork andAlarmGateswill
actasacommunicationnetwork andenablethedoctorto see
a real-timedisplayof theECGonhis PDA.

In the meantime,the wife falls. This is detectedimme-
diately and an alarm is sent to the nurse's station. Data,
possibly�ltered andaggregated,is collectedin theback-end
databasewherenotonly raw patientinformationis collected,
but alsothecontext underwhichthisdatawascollected.This
context includesthemedicalhistoryof thepatient,therecent
activitiesof thepatientandthecurrentenvironmentalcondi-
tions.Suchdatacansupportlong termmedicalstudies.

Connectedto the back-enddatabase,a circadianrhythm
program analyzestypical behaviors for the husbandand
wife. If irregularitiesin theirdaily living occur, analertis is-
suedto investigatewhethersomemedicalproblemis causing
the irregularity. For example,perhapsthe husbandis using
thebathroomtwice asoftenasnormal.



4 Query Management
Real-timedataqueriesarean importantfunctionality in

ALARM-NET, enablinguser interactionwith the running
systemandautomaticdatacollection. In bothcases,a �e xi-
ble queryprotocolis used.Sensordevicesmayservicemul-
tiple ongoingqueriesfrom the systemanduserssimultane-
ously.

Queriesare identi�ed by < source,ID> tuples,and re-
questa certaintype of sensordataabouta subject. If the
subjectis a user, it is translatedto a particularsensorby the
AlarmGate,by consultingstaticsensorcon�guration or the
currentlocationof thesubject.Accessto a subject's sensor
datais subjectto authorizationby thePrivacy Manager, and
dependsonthecon�guredpoliciesandcurrentcontext of the
subject.

For a single-shotquery, thesensorsamplestherequested
dataandreturnsa singlereportto theoriginator, completing
thetransaction.

Periodicqueriesare issuedwith a given sampleperiod.
As data is collected,reportsare streamedback to the re-
questeruntil a stopcommandis receivedor anoptionaldu-
ration valueis reached.Later the querymay ef�ciently be
restartedwith a reissuecommand.

A separatelyspeci�edreportperiodallowsmultiple sam-
plesto becollectedandaggregatedinto asinglereportusing
variouslightweightaggregationfunctions.They mayalsobe
�ltered by auser-provided�lter functionandvalue.

Using lightweight aggregationand�lter functionsat the
sourceof the generateddatareducesreport frequency, sav-
ing energy. Furtheref�ciency is gainedby allowing asmany
samplesaswill �t to becombinedinto a singlereportmes-
sage. This cachingsavesmessagingoverheadandreduces
radiotraf�c.

In addition to the generateddata, reportsbeara times-
tamp. Reportswith multiple samplesincludethetimestamp
of thelastreport.Reportsmaysignalsuccesswith anACK,
or errorswith aNACK andcausecode.

Eachsensortype may generateindividual sampleread-
ings of different lengths. The default data-sizemay be
overriddenby the usersincedomainknowledgemay allow
greaterpackingef�ciency, andbecausesomeof theaggrega-
tion functions(likesum andcount ) mayover�ow thedefault
data-sizeof their sensortypes.

For integration with power management,queries are
given a priority. Background,non-critical systemqueries
have low priority, while user requestshave high priority.
Querieswith lower priority than power managementdeci-
sionsmaybedenied.

Software Components run on the AlarmGateand on
motes. At the AlarmGate,the Query Managerinterfaces
with clients that originatequeries. The properly translated
and authorizedquery is sentto the sensor(s)in the WSN,
whereit is parsedby aQueryProcessor, shown in Figure3.

Sampleris a combinationof modulescomprisinga data
generationand �lter chain. The SensorSamplermodule
maintainsa schedulefor sensorsamplingto satisfymultiple
ongoingqueries.It interfaceswith sensorsusingthreetypes
of interfaces:EventSensor, SplitPhaseSensor, andPollable-
Sensor. All sensortypesin ALARM-NET belongto oneof
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Figure 3. Query processingstack on sensordevices.The
Query Processorparsesqueries,and starts the Sampler,
which readsdata fr om the sensordri vers on schedule,
generating data that �o ws up the processingchain to-
ward the Query Processorfor reporting.

thesecategories.Third-partysensordriversarewrappedin a
shimwhichconformsto this interface.

As eachsampleis available(asynchronously, after ADC
conversion,or immediatelyfor the interfaces,respectively),
it propagatesup a processingchain. The user-speci�ed ag-
gregationfunctionoperateson every sample,andis resetor
flush ed whena reportis generated.This allows thequery
to specifythenumberof samplesto beaggregatedinto each
report.

Sampler-reportsarefurthersubjectto a �lter function. If
the�lter predicateis satis�ed, thereportcontinuesup to the
QueryProcessor. Hereit is cached(if requested)or times-
tampedandsentbackacrosstheWSNto theoriginator.

For example,pulse-ratesamplesmay be collectedevery
200msbut reportedonly every 1s, eachan averageof � ve
samples.Thesemay further be �ltered by discardingthem
unlessthepulse-rateis above130bpm.

Queries are originatedby the systemor by users,and
containthe elementsshown in Figure4. Sensorsgenerate
reportsaccordingto thegivensampleandreportperiodsand
processingfunctions.

Relational�lter functionsrequire the user to include a
four-byte value for comparison. This �eld is divided into
a highandlow portionfor therangecomparison.

Default units for sampleandreportperiodsaremillisec-



QUERY = < source,id, command>
command = f periodicj singlej stopj reissueg
periodic = < sensorType, priority, aggre-

gate, �lter , dataSize, cacheFlag,
unitsSeconds, samplePeriod(3),
reportPeriod(3), [�lterV alue(4)],
[duration] >

single = < sensorType,priority, dataSize>
aggregate = f nonej count j sumj diff j max j

min j meanj latchg
�lter = f nonej x < valuej x > valuej val-

ueHi> x > valueLoj changedg
REPORT = < id, type>
type = f dataj ackj nackg
data = < timestamp(4),data(1-4),. . .>

Figure 4. Query and Report messagecontents. Lengths
of multi-byte �elds aregiven.

onds, but can be interpretedas secondsfor long-running
queriesby settingtheunitsSeconds �ag.

Single,stop,andreissuecommandsaredesignedto beas
smallaspossible,for maximumef�ciency.

5 Cir cadian Activity Rhythms
It is known that most peopleexhibit a behavioral trend

within the home, called a “Circadian Activity Rhythm”
(CAR). We have developeda CAR analysisprogramthat
measuresthe rhythmic behavioral activity of patientsand
detectsany behavioral changeswithin thesepatterns. We
employ CAR in novel waysfor both improvedmedicalcare
andfor improvednetwork performance.In particular, CAR
supportscontext-aware protocolsbasedon theseactivities
for dynamicalarm-drivenprivacy andsmartheterogeneous
powermanagement(Sections6,8).

TheCAR algorithmis statisticalandpredictive. Firstpre-
sentedin [13], it is basedon the distribution of the prob-
abililty of userpresencein every room. CAR runson the
back-endof thesystemon a PC,andpolls a databasewhere
patientactivity is stored.

CAR supportsaGUI, whichdisplaysvariousinformation
relatedto the activity analysis,suchas the numberof ab-
normal time periods(under-presenceor over-presencein a
room) that occurredper hour andday during day or night,
andthelengthanddatesof thestayof theresident.

Other graphsof the GUI display the main results of
the CAR analysis. The graphsin 5 presenta real clinical
casestudyfor a healthyresidentwho stayed25 daysin an
assisted-living facility. The�rst one,on theleft, displaysthe
averagetime theuserspendsin every room eachhour, cal-
culatedover thenumberof daysof thestayof the resident.
The secondgraph,on the right, indicatesthat after 18 days
thecircadianrhythmfor thispatienthasbeenlearned.These
graphscan provide a wealth of information aboutactivity
patternssuchasthesleep/wakecycle,or somemedicalhints
to thephysicianaboutsomeactivitiesof daily living (ADLs)
[4] of the residentsuchaseating,hygieneandsleeping.In
thefuture,morespeci�c ADLs will alsobecollected.

To useCAR for healthmonitoring,after the learningpe-

riod, any statisticallysigni�cant anomaliesthataredetected
will alert physicianswho can investigatethe sourceof the
trouble(sleep/wakeperiodlonger, onemealless,etc.)by fo-
cusingon the region of the anomalyas identi�ed by CAR.
Thehypothesisis thatbehavioral changescould,in thelong-
term, reveal healthdeclineor pathologies. This hypothe-
siswasclinically validatedin collaborationwith theMARC
Centerat theUniversityof Virginia medicalschool.To val-
idate this hypothesis,clinical behavioral patternsof older
adults in assisted-living facilities were extractedfrom real
datasets,andbehavioral changeswerestudiedby consult-
ing themedicalnotebooksof thecaregiversin chargeof the
monitoredresidents.See[13] for detailsof this validation.

6 Dynamic Context-Aware Privacy
Datacollectedby assisted-living andresidentialmonitor-

ing applicationsis abundantandfrequent.It canreveal inti-
matedetailsabouta person's living activities andhealthsta-
tus. As wirelesssensornetworksgrow strongerin their ca-
pability to collect,process,andstoredata,personalinforma-
tion privacy becomesa rising concern.Our systemincludes
a framework to protectprivacy andstill supporttheneedto
provide timely assistanceto patientsin critical healthcondi-
tions.

Emergency-awareapplicationsdemanda privacy protec-
tion framework capableof respondingadaptively to eachpa-
tient's healthconditionsand privacy requirementsin real-
time. Therefore,traditionalrole-basedaccesscontrolwhich
makesaccessauthorizationbasedon users'staticrolesand
policiesis not �e xible enoughto meetthis demand.We im-
plementa privacy protectionframework which is dynami-
cally adjustableto users'context, allows dataaccessautho-
rization to be evaluatedon the �y , and is able to adaptto
patients'emergency cases.

A key novelty is that accessrulings canbe dynamically
alteredbasedon contexts generatedby the CAR algorithm
whennecessary. For example,if apatienthasblockedaccess
to their ECG datafor nurses,but the CAR hasdetermined
seriousanomalousbehavior thatmight indicateaheartprob-
lem,thenthenurseis alertedandaccessto thedatais allowed
for a periodof time. In caseof an alarminghealthstatus,
alarmsaresentover thenetwork to restrictor relax thepri-
vacy dependingon theuser's role. Othercontexts in oursys-
temincludethepatient'sphysiologicalconditions(ECGand
pulsereadings),living environmentconditions(room tem-
peratureandlight), andautonomy(inferredfrom ADLs by
theCAR). Also, oursystemis extensibleto incorporatecon-
texts from differentanalysisalgorithmsat boththeback-end
server andthe front-endnetwork of wirelessdevices. Sys-
tem designerscan specify the privacy policies at different
levels of granularityfrom individual sensorsto individuals
or groupsof users.

Themaincomponentof theprivacy framework is thePri-
vacy Managermodulewhich receivesdataaccessrequests
from the Query Managermoduleand makesauthorization
decisionsbasedon real-timecontext. Context, identi�ed by
thetuple< context id, context subject,context value> , is the
result of domainexpert analysisbasedon sensorreadings
whichindicateapatient'shealthandenvironmentconditions.



Figure 5. Cir cadian Activity Rhythms analysisGUI. Averagetime spent in every room per hour is graphed on the left
side.Sumsof daily deviations fr om the user'snorm areon the right, showing a learning period after initial deployment.
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Figure6. Privacy-relatedcomponentsin ALARM-NET.

The Privacy Managerresidesin the AlarmGateapplica-
tion andhasthreemainfunctionalcomponents:theContext
Manager, theRequestAuthorizer, andtheAuditor (seeFig-
ure6).

� Context Manager: collectsand maintainsthe context
objectsaboutusersandtheenvironmentfrom different
analysismodulesin thesystem.

� RequestAuthorizer:queriesreceivedattheQueryMan-
ager are forwardedto the RequestAuthorizer which
makesaccessdecisionsby consultingthesystem's pri-
vacy policiesandcontext objectsof the querysubject.
After eachaccessrequestis decidedat theRequestAu-
thorizer, it is recordedby theAuditor module.

� Auditor: maintainsatraceof accessrequestsin anaudit
trail, includingtheauthorizationdecisionmadefor each
request(grantedor denied).

7 Network and Data Security
Security of medical recordsand data is a vital part of

ALARM-NET. By design,the systemallows the collection
andstorageof environmental,physiological,behavioral, and
locationdataaboutresidents.This datamustbe protected
againstunauthorizeddisclosure,especiallygiven thatmuch
of thesystemuseswirelesscommunication,which is vulner-
ableto compromisefrom exterior spacesor adjacentliving
units.

Accessto an AlarmGateby userinterfacesis limited to
legitimateusersof thesystem,who mustauthenticatethem-
selvesbeforebeingallowedto continue.Queriesfor sensor

dataareauthorizedaccordingto administratively con�gured
privacy policiesandcontext, describedin Section6. Autho-
rization considersonly whethera usermay perform some
action,henceauthentication,determiningwhethera client is
who it claimsto be,mustprecedeit.

After a client connectsandauthenticates,communication
betweenit andtheAlarmGateontheIP network is encrypted
whenever sensordata is reported. Messagessentand re-
ceivedto/from theWSN by theAlarmGatemustalsobese-
cured,usingmessageauthenticationcodes(MACs)anden-
cryptionwhennecessary.

Finally, theconnectionto theback-enddatabasemustalso
be resistantto attacks,a commonrequirementandonethat
is addressedby commerciallyavailableprograms.Wethere-
foredonotdiscussit further.

Connectionsto traditionalsystemson IP networks must
useauthenticationandencryptionmethodsadequatefor pro-
tectionagainstattackerstypically seenthere. This requires
relatively heavyweight methodscomparedto thosefeasible
on the much more restrictedWSN platform. Here we use
lightweight protocolswith hardwareacceleratedcryptogra-
phy to reducepower consumptionandoverheadon already
constraineddevices.

We discusssecurity mechanismsin ALARM-NET for
communicationwith IP clients, communicationwith and
amongWSNdevices,andprocessinginsidetheAlarmGate.

IP Network Security involvesconnectionsto theAlarm-
Gatefrom potentiallyany Internethost. We thereforemust
not trust any messagesreceived until the remoteparty has
beenproperlyauthenticated.

We use the freely available SecureRemotePassword
(SRP) Protocol to authenticateclients to the AlarmGate
server [14]. It providesseveralbene�cial properties:

� The server doesnot directly storethe password, so in
theeventof a databaseor AlarmGatecompromise,the
attackercannotusedatato directlycompromisea host.

� As a by-productof authentication,theserverandclient
have shareda sessionkey, which is usedto provide a
securechannelbetweenthem. Since the sessionkey
is randomlygenerated,SRPprovides perfectforward
secrecy.



� Valuesexchangedduringauthenticationcannotbeused
for impersonationor to compromisethesessionkey by
aneavesdroppingparty.

� SRPdoesnot requirea trustedthird party, likea certi�-
cationauthority.

The server and client agreea priori on a modulusand
generator, accordingto [14]. The back-enddatabasestores
thetuple< username,veri�er , salt> , wherethesaltis gener-
atedrandomlywhenthe useris enrolled,andtheveri�er is
derivedfrom hispassword.

After successfulauthentication,the sessionkey is used
with AES (AdvancedEncryptionStandard)[15] modesfor
authenticationand/orencryption. Thesewerechosento be
compatiblewith the SecureCommsecuritysuite described
below.

WSN Security is providedby SecureComm,a link-layer
security suite we developedfor MICAz and Telos motes.
ThesebothusetheChipconCC2420radiotransceiver, which
hasbuilt-in supportfor inline cryptographicoperationscon-
forming to the802.15.4standard[16].

SecureCommusesthis hardware-acceleratedcryptogra-
phyin abackward-compatiblemannerwith insecureTinyOS
messages.It supportsmultiple keys per source,allowing it
to operatewith themany key managementschemesfoundin
currentliterature.

AES Securitymodessupportedby theprotocolarethose
with hardware support: none, CBC-MAC authentication-
only [17], CTR modeencryption-only[18], andCCM [19],
whichcombinesauthenticationwith encryption.

Thesemodesareselectableonaper-messagebasis,allow-
ing application-level decisionsaboutsecuritypolicy based
onmessagesemanticsor context, whichis more�e xible than
othersolutions([20, 21]).

PayloadAuth:

M PayloadNone: 

Payload

FCSPayloadTOS Header802.15.4 HeaderLen

SourceM|K Counter

MACSourceM|K PayloadCounter

Encr:

Auth+Encr:

MACSourceM|K

Figure 7. Messageformat for the SecureComm modes.
MjK is a bit�eld consistingof the modeand key id.

Each SecureCommmessagecontainsonly the header
�elds necessaryfor the desiredmodeof operation. Mes-
sageformatsareshown in Figure7. At a minimum,an ad-
ditional bytespecifyinga modeof NONE is necessary. For
authentication-onlymode,a key id andtwo-bytesourceare
added,aswell asthefour-bytemessageauthenticationcode
(MAC). Encryptionor encryption-and-authenticationmodes
alsoincludea two-bytenon-repeatingcounter.

Keys areidenti�ed in theAlarmGateandsensordevices
by < source,key-id> tuples,storedin theKeyStoremodule.
TheKeyStorealsomanagesmonotonicallyincreasingtrans-
mit andreceive counters,which is importantto preserve the
securityof CTRandCCM modes.

SecureCommis a link-layer security suite, and the
802.15.4andTOS headersare includedin MAC computa-
tions. Therefore,neighborssharekeys with eachother for
authenticationand/orencryptionfor messagessharedamong
them.Messagesfromanattacker(thatclaimtobesecure)are
discardedwhenreceivedby alegitimatenodein thenetwork,
sincewith high probability the MAC will not be computed
correctly.

CC2420RadioC CC2420SecurityC

AMStandard

SecureComm

ReceiveMsg

ReceiveMsg

KeyStore

ReceiveMsg[ ]

Security-Aware Application

KeyStore

CC2420Security

SendMsg[ ]

BareSendMsg

BareSendMsg

Figure8. SecureCommcomponentwiring .

Figure8 shows how the TinyOS componentsare wired
togetherfor an applicationthat usesSecureComm.Prior
to sendingor receiving a securemessage,the application
muststorea key in theCC2420SecurityCmoduleusingthe
KeyStore interface. When sendinga message,the appli-
cation speci�es the securitymodeand key-id in the mes-
sagestructure. The SecureCommcomponentis interposed
betweenAMStandardand the radio con�guration, where
it adds and removes the securemessageheaders/footers
shown in Figure7 asneeded.Whenreceiving or transmit-
ting, CC2420RadioCconsultsCC2420SecurityCusing the
CC2420Securityinterfaceto setupparametersfor inline se-
curity operations.

Backward compatibility is preserved by segmentingthe
TinyOS messagetype �eld. A compile-timeconstantde-
terminesthethresholdseparatingstandardActive Messages
from SecureCommmessages.SecureCommprocessingis
only invoked whenreceiving messagesabove the speci�ed
threshold.Thisallowscomponentsunawareof securityto be
re-usedin thenetwork unchanged(afterverifying theirmes-
sagetypesarebelow the threshold),albeit without security
guarantees.

Con�guration, queries,and other important commands
from AlarmGateinto the WSN areauthenticated.Reports
are authenticatedandencryptedto preserve datacon�den-
tiality. Variousnon-criticalmessagesmay usethe insecure
mode.

Inter nal Security functionsin theAlarmGateapplication
includekey managementandauditing.

Keys for eachWSN nodeandeachconnectedclient are
managedby aKeyStore.Eachis identi�ed by < source,key-
id> , asdescribedabove. AlarmGatesharesa key with each
sensordevice thatis adirectneighbor.

Incomingsecuremessagesfrom eithernetwork requirea



lookupto �nd theappropriatekey in theKeyStore,followed
by decryptionand/orMAC veri�cation accordingto these-
curity modeselectedby thesender.

Outgoingmessagesalso requirea key lookup, followed
by MAC computationand/orencryptionif indicated.Main-
tenanceof transmitcountersis automatic,but receive coun-
tersmustbemanuallyupdatedsincemessagelosscausesdis-
continuities.

Messageanduserauthenticationfailuresarestoredin the
Auditor's Log, sharedwith thePrivacy Manager, for review
by administratorsto aid in diagnosingongoingattacks.

8 Context-Aware Power Management
ALARM-NET supportsa heterogeneouspower situation

wheresomenodesarepluggedinto thewall andothersoper-
ateon batteries.Stargatesareplugged-indueto their high
power consumptionrequirements,while motesare either
plugged-inor operateon batteries. This �e xibility allows
new battery-operatedmotesto beaddedquickly, in highden-
sity if needed,movedeasily, andevenoutdoorswherepower
is more problematic. Further, motesthat are part of body
networks must necessarilywork on batteries(or scavenge
energy from motion). Consequently, energy ef�ciency is an
importantdesignissuein ALARM-NET.

Applicationdemandsof ALARM-NET posesomepartic-
ular requirementson powermanagement.First,powerman-
agementshouldbeadaptive to theresident's behavior. Sen-
sorsin ALARM-NET areusedto detectandcollectinforma-
tion on residents,so sensorsshouldadapttheir operational
statesaccordingto changesin the resident's behavior. Sec-
ond,powermanagementshouldprovideopennessto usersof
ALARM-NET. Users(hereusersaresystemadministrators)
shouldbe able to set different power managementactions
accordingto differentapplicationsituations. Third, power
managementshouldbe ableto control individual functions
on thesensornodes.

For example,a usermaywant to seta high ratefor tem-
peraturesensing,a low rate for light sensing,and turn off
othersensingfunctions. Anotherconcernis that ALARM-
NET is a heterogeneoussensornetwork with diversesensor
nodes,suchasECG,motionandothersensors.Power man-
agementshouldbeadaptiveto controldifferentsensornodes.

In order to satisfyall thesepower managementrequire-
ments,we designeda Context-awareandOpenPower Man-
agement(COPM)modulefor ALARM-NET . Many power
managementschemesin the literature save power using
scheduling-basedand/or sentry-basedalgorithms,often to
maintaincompletesensingcoveragefor unexpectedevents
[22]. However, theseschemestypically arenot adjustedau-
tomaticallyor by usersat runtime.SinceCOPMis awareof
the individualizedpatternsof residents,it candynamically
choosepowermanagementoperations.It alsoprovides�e x-
ibility for usersto control power managementaccordingto
pecularitiesof thedeploymentenvironment.All theseprop-
ertiesmakeCOPMagoodsolutionfor �e xible systemswith
diverseapplications,like ALARM-NET . Speci�cs of our
designfor battery-poweredmotesarenow presented.

The COPM module provides userswith two types of
powermanagementoperations—thosebasedonusers'com-

mandsandthosewhicharecontext-aware.
First, userscandirectly control functionsof any moteby

sendingpowermanagementcommands.Here,userscanturn
on/off, or set ratesfor eachindividual sensingfunction in
a mote. Also, a usercan set the effective period of each
command.A typicalcommandmaybe“Mote No. 1 turnsoff
the light sensor, but sensesthe temperatureevery 2 seconds
for thefollowing 2 hours.”

Second,the COPM module also provides the context-
aware power managementoperationsbasedon the behav-
ior patternsof the resident.Initially, userscande�ne some
context policiesfor power management,suchas“when the
residentis sleeping,turn off all sensorsin the living room
andsensethetemperatureevery 2 minutesin thebedroom.”
Basedon theresident's behavior patternfrom theCAR, the
COPMcantriggerthecorrespondingpowermanagementop-
erationwhen the the condition of a context policy is met.
This context-awareoperationprovidesmoreef�cient power
managementthat is adaptive to theresident's behavior. An-
otheradvantageof context-awareoperationis that themod-
ule is openfor usersto de�ne their own context policies,ac-
cordingto their applicationdemands.

In order to avoid con�icting power managementopera-
tions,wealsoattributeapriority to eachoperation.Here,pri-
oritiescanbeusedto differentiatethelevel of varioususers.

The COPM module usesfour functional components,
shown in 9: SensorDrivers, Context Management,Circa-
dianActivity Rhythm(CAR) andUserInterface.

CAR User Interface

Context
Policy

Context Aware

Activity
Pattern

Power Management

Detection Commands

Sensor Drivers

Commands

Figure 9. Power Managementcomponentsin ALARM-
NET.

SensorDri vers areusedto control the individual func-
tionsin motesaccordingto incomingpowermanagementop-
erationmessages.Thesemessagesaregeneratedby a user's
directcommands,or context management.TheSensorcon-
troller can turn on/off andsetdifferent ratesfor individual
sensingfunctions,andcanalsosetthedutycycleof anode's
radiocomponents.

A possibleproblem here is con�icting power manage-
mentcommands.Somecommandsmaywant to control the
samefunctionwith differentsettings.In orderto avoid con-
�icts, thesensorcontrollerkeepsaSensorStateTable(SST).
Eachentry in SSTcorrespondsto onefunctionof themote,
andit recordsthe currentsetting(on/off, sensingrate),and
theinformationof thecommandwhichsetthecurrentstate.

Supposea new commandarrives,which will control the
light sensorwith priority 3. Thecontrollerwill �rst look in



theSSTand�nd whetherthepreviouscommandwhich set
thecurrentstateof the light sensorhasa higherpriority. If
so,thenew commandwill beignored.Otherwise,it will be
executed.

Context Management, residingin theAlarmGateappli-
cation,is usedto implementcontext-awarepower manage-
ment operations. This componentis the core of COPM.
Theinputsof thecomponentarecontext policiesde�ned by
users,thesensingreportsfrom motes,andtheresident's be-
havior patternsobtainedfrom theCAR. Theoutputis a set
of powermanagementcommands.

Wegiveaconcreteexample.Theusermaygiveacontext
policy, “turn off all motionsensorswhentheresidentgoesto
sleep,” andtheCAR givestheresident'sactivity pattern,“the
residentusuallysleepsafter 10:00PM.” Whenthe motion
sensorreportstheresidentcominginto thebedroomafter10
PM, context managementcandeterminethat the residentis
sleeping,andsendspower managementcommandsto turn
off thesensors.

CAR is usedto provide thebehavior patternof the resi-
dent. It collectsreportsfrom WSN sensorsandpredictsthe
resident'sbehavior. With theCAR software,thepowerman-
agementmoduleadaptsto thebehavior of theresident.

User Interface is implementedon PCs which connect
to ALARM-NET. It providesuserstwo methodsto do the
power management.First, userscan directly control each
sensingfunctionin eachsensorin thenetwork. Thesecom-
mandsaresentto thesensornodesvia thehierarchicalrout-
ing protocol. Second,the usercande�ne context policies.
With thesepolicies,power managementcommandsareau-
tomatically generatedby the context management.These
policiesaresentto the context managementmoduleon the
AlarmGatefrom IP clients.

9 Data Association
Data associationis essentialto ALARM-NET. When

multiple peoplesharethe living facility, datacollectedby
the systemmustbe associatedwith the right person. This
bearssimilarity to humanactivity surveillanceapplications
with automatedidenti�cation. Thoseapplicationareinher-
entlychallengingandtypically requirepowerfulsensorswith
strong tracking and identifying capacity, such as surveil-
lance camerascombinedwith sophisticatedcomputervi-
sionalgorithms[23]. However, deploying videocamerasin
an assisted-living facility hasseriousprivacy concernsand
could be too costly. Biometric-basedidenti�cation devices
suchas a �nger printer readersor iris scannershave high
identi�cation accuracy. However, thesesensorsareexpen-
sive and non-ubiquitous. They requiredevice interactions
thatareoftenunnaturalor inconvenientfor seniorresidents.

In ALARM-NET, we implementa dataassociationpro-
gramthatuseslow cost,heterogeneous,ubiquitoussensors.
We increasetheutility of sensorsandlower thecostby mak-
ing them“multi-functional.” For example,a scalein front
of the freezerservestwo purposes:�rst, it takestheweight
measurement,andsecond,theweightmeasurementprovides
information about the identity of the personthat usesthe
freezer. Insteadof associatingdatabasedsolely on physi-
ological dataof the user, as many camerabasedsolutions

do, ALARM-NET usesDempster-Shaferevidential theory
to processthe combinationof location,physiologicaldata,
andlearnedactivity patterns.

Dempster-Shaferevidentialtheoryis aprobability-based
datafusion classi�cation algorithm. It is useful when the
informationsourcecontributinginformationcannotattribute
completecertaintyto its outputdecisions[24].

ALARM-NET trackseachpersonwith coarsegranular-
ity, currentlyat the room level, usinglow-costmotion sen-
sors.Othersensorsareavailablefor this purpose,including
infraredtripwire sensors,which aretriggeredwhentheuser
breakstheinfraredbeam.By deploying two trip wire sensors
at theentranceof eachroom,auser's travelingdirectioncan
bedeterminedandthesystemcantrackthenumberof users
in eachroom. The user's locationcanbe inferredfrom “in
use”sensorsdeployed in furniture. For example,theuser's
locationis determinedwhenthepressuresensorin the sofa
is triggered.

Each user's physiologicaldata is collectedbeforehand
andcanbe valuableinformationfor dataassociation,espe-
cially whenthereis substantialdifferenceamongusers.For
example,ahusbandandwife mayhaveasuf�cient difference
in body weight to give high con�denceto dataassociation
decisionswheneitherstepsontoa �oor scale.

ALARM-NET doesnot requiretheuserto weara certain
body tag all the time, althoughdoing so increasesthe ac-
curacy of association.ALARM-NET monitorstheusageof
SATIRE, andassociatesthedatato its ownerby default.

The systemlearnsabout users' behavior patternsover
time, andusesthesepatternsto identify the usersafter the
con�dence level reachesa certain threshold. The behav-
ior patterncanbe a singleactivity or an activity sequence.
ALARM-NET hasa learningmodulethat recordsand ex-
amineseachtuple of < time, activity, user> anddevelopsa
statisticalbehavior model.

For eachactivity performed,a few propositionscan be
madefor who conductedthe activity. For example,if only
personsA andB arepresentin a roomwhena certainactiv-
ity m1 happens,two propositionwill bemade,onefor each
person. The learningmodulepredictsthe probability mass
for eachpersonbasedonhistory. For example,if thesystem
hasrecorded100occurrencesof thesameactivity, 80 done
by A and20by B, thentheprobabilitymassfor A andB with
respectto thisactivity evidenceis 80%and20%respectively.

Formally, if therearen personsin thelivingspace,regard-
ing eventreadinge, andPe(i); i = 1: : :n is theprobabilityof
personi triggeredreadinge, then the probability massre-
gardingevente is:

Me(i) =
Pe(i)

å n
k= 1 Pe(k)

Later, if anotheractivity m2 happensand is determined
to be associatedwith the samepersonthat did activity m1,
evidencem1 andm2 will becombinedusingDempster's rule
to identify theperson's identity.

Thegeneralform of Dempster's rule for the total proba-
bility masscommittedto aneventc de�ned by thecombina-
tion of evidencerepresentedby mA(ai) andmB(b j ) is given



by

m(c) = K å
ai \ b j = c

[mA(ai) mB(b j )]

wheremA(ai) andmB(b j ) areprobabilitymassassignments
andK is thenormalizationfactorto make all theprobability
massessumto unity.

Oncetheaccumulatedprobabilitymassassignmentfor c
is beyondacertaincon�dencethreshold,thesystemdeclares
c to be theright association.Thesystemgetsself-feedback
andthus forms a reinforcementlearningprocesseachtime
anassociationis done.

Overall, the dataassociationmoduleprovidesa general
framework for systemevent processingand classi�cation.
Thelearningcapabilitymakesit adaptableto changingcon-
texts.

10 Implementation
We constructeda testbedto evaluatethe overall system

and individual components.Here we describethe system
implementation,startingwith thehardwareandsensorsused
or created.

10.1 Hardwareand Sensors
ALARM-NET incorporatesa heterogeneoushardware

environmentof sensor, gateway, and usernodes. We use
MICAz by Crossbow and Telos Sky by MoteIV as the
basefor the sensornodes. They communicatewirelessly
amongthemselvesandto theStargatenodemadeby Cross-
bow, which performstheAlarmGaterole. Userscanaccess
ALARM-NET throughdesktopcomputersover the Internet
or iPAQ PDA or LCD-enabledmotedeviceswirelessly.

Our system includes commercially available sensors
madeby Crossbow that measurelight intensity, humidity,
and acceleration. It also interfaceswith ECG and pulse
oximeter sensorsdesignedat Harvard by the CodeBlue
project[9]. In addition,wehavecreatedhardwareinterfaces
to otherdevices,suchasa motionsensor, bodyscale,blood
pressuremeter, dustsensor, andLCD module. We will de-
scribetheseinterfacesbelow.

To detectmotion we modi�ed the commerciallyavail-
ablewirelessmotionsensorHawkEyeMS13Afor X-10 net-
works.Weremovedtheradioandthecontrollercomponents,
and interfacedthe conditionedmotion sensorsignal to the
MICAz 51-pinconnector. In addition,thebuilt-in light sen-
sor, LED, and the userinterfacebutton were connectedto
theMICAz. Thusthelight sensorandthebuttoncangener-
ateinterruptsandwakeup thenodewhenasleep.

Thebodyscaleandbloodpressuresensorsareattachedto
theMICAz motevia theserialport. Theinterfaceboardhas
aMAX232 interfacechipworkingasa level shifterbetween
RS232levelsandthedigital logic levelson themote.

We built a dust sensormodulefor MICAz motes. The
sensoris basedon the SHARPGP2Y1010AU modulethat
hasan infraredLED andanampli�ed photodetectorencap-
sulatedin a dark box with air passage.The MICAz mote
excitesthe infraredLED for 0.32msevery 10ms. The dust
andsmoke particlesin theair re�ect someof thelight to the
photosensorthatcreateselectricalimpulseresponsesscaled

andmeasuredby theADC of theMICAz mote.Theair con-
taminationlevel is relatedto theamplitudemeasuredby the
ADC.

WedesignedandimplementedSeeMote,anLCD module
thatservesasauserinterfacedeviceattachableto theMICAz
motes.Thus,suchanLCD-enabledmoteis ableto provide
visual feedbackto medicalpersonnel.For example,it can
show the ECG waveform of the patient that has the ECG
sensorattached.TheLCD has128� 160pixels,eachcapable
of 64K colors. The size of the LCD is 1.8 incheson the
diagonal,and it �ts on top of the MICAz mote [11]. The
modulealsohas� vemomentarybuttonsallowing theuserto
provide input to thesystem.

All of ourhardwaredesignsareopensourceandavailable
on thewebsitehttp://www.openwsn .co m.
10.2 Software

All modulesshown in Figure10(a) are implementedin
nesCand run on TinyOS 1.1.15on the MICAz and Telos
motes.TheTinyOSapplicationSensorMote wiresthemto-
getheralong with modulesfor routing, con�guration, and
localizationnot describedhere. Compiler �ags de�ne the
particularsensordrivers(seeFigure3) includedin theappli-
cation.

Modi�cations to theTinyOStimermodulewasnecessary
for the SensorSamplerCcomponent.This part of the Sam-
plerC con�guration tracksthe next scheduledsampleusing
a single timer, and performsthe sampleon expiry. After
the �rst of multiple queriesis received, the moduleneeds
to know eitherhow muchtime haselapsedsincethe timer
wasstarted,or how muchtimeremains.This functionalityis
notexposedin theoriginalTimer interface.

TheSecureCommcomponentsrequiredsigni�cant mod-
i�cation to TinyOS provided code,sinceinline cryptogra-
phy mustbemanagedwhile messagesarebeingtransferred
to/fromtheTX/RX FIFOsof theradiochip. As describedin
Section7 andshown in Figure8, CC2420SecurityCmustin-
sertsecuritycon�gurationwhile messagesarebeingreceived
or beforethey aretransmitted.Routinesfor readingpartial
RXFIFO contentsand writing to CC2420RAM were cre-
ated.

TheAlarmGateapplicationis written in Javaandusesthe
1.3.1API in orderto besupportedby theBlackdown Java2
v1.3.1JREfor ARM-Linux. Theopen-sourceRXTX library
wasusedfor accessto serialcommunicationfrom Java. Files
werestoredonanexternalCompactFlashexpansioncard.

Application-level modulesshown in Figure 10(b) have
beendescribed.In addition,somelower-level moduleshan-
dleconnectionto theWSNandIP networks.PhoenixSource
is distributedwith TinyOS,andprovidesa connectionto the
stargate-attachedMICAz motethrougha serialconnection.
It was modi�ed to usethe gnu.io namespacerather than
javax.comm , for usewith the RXTX library. An IP server
socket listensin theClient Manager, spawning new threads
to handleconnectingclients.

A Java library was createdto containcodecommonto
AlarmGateandclients. It containsclassesfor messagehan-
dling, queryandreportparsing,SRPauthentication,secure
communication,anddatabaseaccess.The DatabaseInter-
faceusesJDBCMySQL connector3.0.17to connectto the
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Figure 10. ALARM-NET componentsoftware. Sensorcodeis implementedin nesC.AlarmGate and customback-end
software is Java and C.

back-enddatabase.ThefreelyavailableLightweightBouncy
CastleAPI v1.30[25] wasusedfor SecureCommcryptogra-
phymodesimplementations(CBC-MAC, CTR,CCM).

Back-endprograms(seeFigure 10(c)) resideon one or
morePCsconnectedto thesameIP network asthestargates.
A standardinstallationof MySQL 5.0maintainsthesystem
con�guration, including: sensortypes,locations,andown-
ers;and,userinformation,roles,andprivacy policies. Sen-
sordata,audit logs,andalertsarestoredin thedatabaseby
the AlarmGatefor consumptionby administratorsor back-
endanalysisby theCAR andDataAssociationmodules.

CircadianActivity Rhythm(CAR) Analysisis performed
by a NI LabWindows/CVI applicationwith GUI. Dataare
collectedandanalyzedautomatically, updatingactivity pat-
ternsandsendingoccupancy reportsanddeviation alertsto
theAlarmGate.

TheDataAssociationprogramis currentlyimplemented
usingJava 1.5 and runson a back-endPC. It connectsto
thedatabaseusingJDBCconnectionandpolls thedatabase
everysecondto processnewly arrivedsensordata.

Figure 11. PDA
Query Issuer.

Other user interfaceshave been
implementedin Java, including a
residenttracking GUI and userad-
ministrationinterface,suitablefor a
nurse'sstation.It showsa �oor -plan
of the facility andindicatesthecur-
rent locationof a residentandaccu-
mulatedoccupancy information for
eachof therooms.

A Query Issuer is implemented
and runs on the IBM WebSphere
Micro EnvironmentJVM, on anHP
iPAQ 5550. The GUI is shown in
Figure11. It allows a userto con-
nectto the AlarmGate,authenticate
as a valid user, and issuequeries.

Reportsaregraphedin real-timeasthey streamin from the
network.

11 SystemEvaluation and Performance
To evaluateALARM-NET' s performance,we built the

systemasdescribeabove. Sinceits operationspansmulti-
ple functionalcomponents,we presenta seriesof scenarios
to con�rm correctbehavior then include quantitative mea-
surementsof importantcomponentsasspacepermits.

11.1 Integration and Back-End Analysis
In the �rst scenario,we testeda seven-roomassisted-

living residentialunit (seeFigure12), with a motionsensor
oneachwall, aPCrunningtheback-end,andastargatewith
theAlarmGateapplication.

Figure 12. Simulated
Residence.

A personrepresentingthe
resident moved through the
living space from room to
room, sometimes pausing
with no activity. We veri�ed
that the motion sensorsre-
liably detected the person's
movement, and that reports
werecollectedby AlarmGate
and stored in the back-end
database.

The CAR application,also
connectedto thedatabase,re-
ceived and processedthe re-
ports,comparingwith thecurrentbehavioral trend.Sincethe
movementsdid not representdeviations, context messages
sentto the Privacy Manageron the AlarmGateindicateda
normalstatus.

A secondpersonenteredtheliving space.Both residents
continuedto moveperiodically, thoughthey maintaineddis-
joint trajectories.This motion datawascollectedfrom the
databaseby the dataassociationprogramon the back-end,
which correctlymaintaineduniqueidentity assignmentsfor
thetwo concurrentsetsof readings.Thissecondpersonthen
left theunit.

11.2 Privacy-AwareQueries
Usingthesametestbedcon�gurationasin scenario1, we

addeda wearablepulserate sensorto the residentand an
environmentaltemperaturesensorto the living room. The
resident'sCAR behavior deviationcontinuesto benormal.

A userof thesystem,a technician,connectsto theAlar-
mGateandissuesa singlequeryfor theenvironmentaltem-
peratureof the resident's unit. The QueryManageron the
AlarmGateconsultedwith the Privacy Managerfor autho-
rization. Sincetheresident's privacy policy for a technician
for temperatureis “DF,1HT”, or default deny, thequerywas
not authorized. The Query Managersenta NACK to the
technicianto indicatethedenial.

The simulatedresident then moved around the living
spacein amannerdifferentfrom thebehavior pro�le learned



by theCAR. The context for the residentwasupdatedby a
CAR alertsentto thePrivacy Manager.

Another personwith a PDA, representinga nurse, re-
spondedto theCAR deviation. Thenurseconnectedto Alar-
mGateusing the PDA, and issueda periodicquery for the
pulserateof theresident.As before,theQueryManagerau-
thorizedthe requestwith thePrivacy Manager. Thoughthe
resident's default policy for nurseaccessto pulsedatawas
deny, theheightenedcontext alertvaluefor theresidentper-
mittedthequery.

TheQueryManagerdeterminedthepropersensorin the
WSNto receivethequery, andforwardedit. Uponreceiptof
thequery, thepulseratesensorstreamedreadingsbackto the
PDA (via theAlarmGate)at therequestedreportrate,where
it wasgraphedin real-timeasit arrived.

Satis�edthattheresidentwasokay, thenursestoppedthe
real-timequeryandleft theresidentialunit.

11.3 Context-Aware Power Management
In thepreviousscenarios,theCAR applicationalsosent

occupancy informationto thePowerManagementmoduleon
theAlarmGate,which controlssensorsaccordingto context
andpolicy.

To analyze the ef�ciency of our power management
schemeunderdifferentcontextsandpolicies,we �rst collect
energy useof the motesandsensors,thencalculatepower
savings for a subsetof roomsin thepreviousscenarios:the
bedroom,kitchenandliving room. In eachroom, we have
onemotewith amotionsensorcalledM-mote,andonemote
for sensingenvironmentaldata,calledE-mote.A singleres-
ident lives in the unit andwearsa body network with one
mote(B-mote).

We�rst measuredthepowersupplyvoltageandcurrentof
thewholemotewith onefunctionalcomponentdisabledata
time by the software. Here,we usethe MICAz motewith
MTS310sensorboardwhich canprovide2-axisaccelerom-
eter, 2-axismagnetometer, light, temperature,andacoustic
sensingmodalities. While the measuredvoltagewas con-
stantat3V for thefreshpairof AA batteries,thecurrentwas
asshown in Figure13(a).

For this analysis,we classi�ed certaincombinationsof
sensorsthatcanbeusedin ALARM-NET to de�ne the fol-
lowing four typical powermodes:

� Envir onment Sense(ES): A mote in ES enablesthe
light, temperatureandacousticsensingcomponents,as
well astheradioto sendthesensingreport.

� Body Sense(BS): A motein BSis typically involvedin
a bodynetwork. It shouldenabletheaccelerometerto
reporttheresident'smovementandtheradio.

� Standby: A mote in Standbyhas the Radio on and
readyto receiveor transmitdata,but all thesensorsare
turnedoff.

� Sleep: Whenthe moteis in the sleepmode,the radio
andall thesensorsareturnedoff.

Next, wemeasuredthesupplycurrentof themotewhenin
thesefour differentpowermodes,presentedin Figure13(b).

We alsomeasuredthe power consumptionof the motes
with a motion sensor, shown in Figure13(c). Here,a good
policy is to alwaysenablethemotionsensoranddisablethe

radio,andlet the interruptfrom themotionsensorwake up
theradioto sendthereport.

After de�ning somebasiccontext policies,we calculate
estimatedpowerexpendedwith andwithoutourpowerman-
agement:

� Policy 1: For M-motes,keepthemotionsensoron and
theradiooff until a motioninterruptturnsit on.

� Policy 2: Whentheresidentis sleeping,all theE-motes
andtheB-moteswitchto theSleepmode.

� Policy 3: When the resident is awake, the B-mote
shouldstay in the BS mode,the E-motesin the room
wherethe residentis stayingswitch to the ES mode,
andall otherE-motesgo to Standbymode.

Supposethattheresidentsleepsfor anaverageof 8 hours
a day. We cancalculatethe daily currentconsumedin the
systemwithout any power management.Here,we assume
that M-motesalso apply Policy 1, andall E-motesandB-
mote stay in the ES and BS modesin the whole day. By
calculation,the daily currentconsumptionin the systemis
3753.6mAh.

For ALARM-NET with context-aware power manage-
ment,we assumethat theCAR softwarecanalwayspredict
theresident'sbehavior correctlyfor thepurposeof thisanal-
ysis. So,E-moteswill stayin theSleepmodesfor 8 hours,
in theESmodefor 16

3 hoursandin theStandbystatefor 32
3

hours.B-moteswill stayin thesleepmodefor 8 hours,and
in theBSmodefor 16hours.Addingtheconsumptionof M-
motes,thedaily currentconsumptionis 2324.8mAh, which
is only 61.9%of thepreviousconsumption.

11.4 Secure Networks
In our testscenarios,thetechnicianandnurseconnecting

to the AlarmGatehad to provide the properauthenticating
credentials(usernameandpassword) beforeissuingqueries.
The nurseenteredthewrong password at �rst, andwasde-
niedaccessto thenetwork.

To furtherevaluatethecostof securingmessagesin theIP
andsensornetworks,wemeasuredthemessageandprocess-
ing overheads.Themessagesarealwayslongerthanwithout
security, andit takeslongerto performcryptographicoper-
ations,hencesecurityalwayscomesat a cost. For applica-
tionsthatrequiresecurity, asALARM-NET does,thegoalis
to minimizetheoverheadcostof security.

Figure14(a)showspercentageoverheadcalculationsdue
to messagelengthexpansion.The overheaddueto the Se-
cureCommheaderandfooter (MAC) naturallydecreasesas
the payloadlengthincreases.A vertical line shows the de-
fault payloadlengthof 29 bytesin the WSN. In ALARM-
NET weusea lengthof 70bytes(outof amaximumof 116)
in theWSN,and255in theIP network.

When receiving a messageon the mote, SecureComm
readsenoughof theRXFIFOto determinewhetherthismes-
sageshouldprocessedasa secureframe,andin whatmode.
The inline securityoperationis con�gured on the CC2420
andthe remainderof the frameis readout of the RXFIFO.
As themessagepropagatesthroughthe SecureCommcom-
ponent,theheaderandfooterarestrippedoutof thepayload
beforeit is signalledto thehigherlayers.

Theprocessingtime for all thesestepsis shown in Figure



Components SupplyCurrent
All enabled 45.0mA
Tempdisabled 44.9
Light disabled 44.9
Acceldisabled 44.4
Magnetdisabled 35.1
Acousticdisabled 44.0
Radiodisabled 19.2

(a) Power Measurementwith disabled
components.

PowerModes SupplyCurrent
ES 33.9mA
BS 33.4mA
Standby 32.8mA
Sleep 6.2mA

(b) Power Measurementin different
power modes.

Motion Sensor SupplyCurrent
All componentsenabled 32.5mA
Motion sensordisabled 32.5mA
Radiodisabled 7.1mA

(c) Power Measurementof motion sen-
sor.

Figure13. Power Measurementsfor evaluation of context-awarepower managementin ALARM-NET.
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(b) Messagereceiveprocessingtime. Ex-
cludestaskwait time.
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(c) Messagetransmit processingtime.
Excludestaskwait time.

Figure14. SecureCommoverheadand performance.

14(b). Thetime requiredfor receiving aninsecure(“plain”)
messageis alsoshown. Multiple asynchronoustaskpostings
make simplemeasurementof the processingtime dif�cult.
The datapresentedhere are the sumsof the synchronous
codeblocks,so that taskdynamicsdo not obscurethemea-
surements.TimesweremeasuredusingtheTektronix TDS
2022scope's rise-fall measurefunction. Also, timesdo not
includeone-timecostslikecopying thekey to theradiochip.
Thelargestincrementalcostcomeswhenusingbothencryp-
tion andauthenticationtogether.

Finally, Figure14(c)showssimilar measurementsfor the
transmitpath. Thesetimes includeshifting the payloadto
make roomfor theSecureCommheader, settingup transmit
security, writing theframeto theTXFIFO, andcleaningup.
In contrastto the receive measurements,theseinclude the
actualradio transmissiontime, andso areuniformly higher
thanFigure14(b).

Application Lines CodeSize DataSize
SensorMote 7224 23158 2031
SensorMote-alone† 7224 13334 1638
AlarmGate 7429 1342241 —
PDA QueryIssuer 8210 340950 —

Table 1. Codesizes(linesof code,codeand data memory
in bytes)for applications in ALARM-NET. Java applica-
tions include all third-party jar �les.

11.5 EmbeddedCodeDetails
Table1 shows the sizeof codedevelopedfor ALARM-

NET, in linesof code,programmemory, anddatamemory.
We seethat the SensorMoteTinyOS applicationeasily �ts
into themotes'code�ash (maximumsize128KB).

Data memoryfor this applicationdependsprimarily on
the TinyOSmessagelengthandthe maximumsizeof state
tablesin the QueryProcessorand Samplermodules. The
measurementsin Table1 weretakenwith a70-bytemessage
payload,andamaximumof � veconcurrentqueries,samples,
andkeys in theKeyStore.

SensorMote-alone†showsthecodeanddatausedbeyond
thatrequiredfor thesimpleCntToRfm1 application,to show
how many resourcesareusedby ourapplicationandits mod-
ulesvs. thosein TinyOSitself.

Java codefor thePDA andstargateeasily�t within their
memoryconstraints.Codesizesgiven are the sizesof the
class�les, includingtheJDBCconnector, cryptolibrary, and
PhoenixSourceandits dependences.
12 Conclusion

We presentedALARM-NET, a wirelesssensornetwork
designedfor long-term health monitoring in the assisted-
living andresidentialenvironments. A centraldesigngoal
was to adaptthe operationof the system,including power
managementandprivacy policy enforcement,to theindivid-
ual life patternsof theresidents,whichareanalyzedandfed

1CntToRfm incrementsa counterevery 250ms and transmits
its valuein a radiomessage—perhapsthesimplestapplicationthat
usesbasicTinyOScomponentslike Timer andRadio.



backinto thesystem.This is only possibleif we canasso-
ciatedatawith theproperindividual,for whichweusesensor
dataand Dempster-Shaferevidential theory. Protectionof
medicalinformationis very important,soIP andWSNcom-
municationis securedwith SRPandSecureComm,a hard-
wareacceleratedsecuritysuite for ChipconCC2420-based
devices.
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