
Online Coding for Reliable Data Transfer in
Lossy Wireless Sensor Net works

Anthony D. Wood and John A. Stankovic

Department of Computer Science
Univ ersity of Virginia

f wood,stankovic g@cs.virginia .ed u

Abstract. Bulk transport underlies data ex�ltration and code update
facilities in WSNs, but existing approaches are not designed for highly
lossy and variable-qualit y links. We observe that Maymounkov's rateless
online codesare asymptotically more e�cien t, but can perform poorly in
the WSN operating region. We analyze and optimize coding parameters
and present the design and evaluation of RTOC, a proto col for bulk
transport that recovered over 95% of application data despite up to 84%
packet loss in a MicaZ network.

1 In tro duction

Often wirelesssensornetworks (WSNs) must reliably transfer large amounts of
data, which is challenging given the typical resourceconstraints of WSN devices.
They may be deployed in adversecircumstanceswhere poor and highly variable
link quality is causedby dynamic environmental factors such as heat and hu-
midit y, by low-cost hardware and its concomitant failure or unreliabilit y, or by
obstaclesand RF interference (accidental or malicious). Whether for extract-
ing sensordata or loading new code in over-the-air reprogramming, bulk data
must be transmitted e�ciently to reduce wasted computation and communi-
cation. These twin problems of loss-toleranceand e�ciency are not su�cien tly
addressedby the state of the art.

Existing protocols use various methods to concealor overcomeloss of data
blocks. The approachestakenby Deluge[1], RCRT [2], and Flush [3] arebasedon
Automatic Repeat Request(ARQ), in which ACKs or NACKs explicitly request
retransmissionof lost data. However, in severeconditions ARQ protocolsrequire
many retransmissionsand have high latency, as determined by Kumar [4] for
TCP in lossy networks.

Another pragmatic approach to achieving reliabilit y in this setting is to
bound the expected error rate � and use forward error correction (FEC) for
transmitting blocks of the data. For predictable channel conditions, a code may
be chosenthat is a trade-o� betweenoverheadand performance,and it hasbeen
proven that codesexist with rate equal to the channel capacity 1 � � . However,
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under intermitten t interference or other lossy conditions, the channel may be
arbitrarily bad, and for any error rate greater than � , a �xed-rate code fails
completely and the block or messageis lost. Pessimistically chosenparameters
su�er from high overheadwhich must always be paid.

Theselimitations motivate the useof ratelesserasurecodes,alsocalled foun-
tain codes. They have recently attracted attention for use in WSNs [5,6] due
primarily to these properties: �rst, a limitless number of encoded symbols can
be generated from an input of k symbols, and second,the original k symbols
can be recovered from any k0 = (1 + � )k received encodings (asymptotically,
for �xed � ). Theoretically, no feedback channel is needed,such as for the ACKs
and NACKs of an ARQ protocol. The sendercan transmit an endlessstream of
encoded symbols and even for an arbitrarily poor channel (as long as � < 1),
the receiver eventually receivesk0 symbols and can decode the message.Such an
encoding schemeis optimal if k0 = k.

RatelessDeluge [5] uses random linear codes which require multiplication
modulo an irreducible polynomial to decode. Extra memory is neededfor storing
inversion tables to achieve practical execution speeds,and both encoding and
decoding are complex for typical WSN platforms. Luby's LT codes[7], which are
the basis of SYNAPSE [6], more e�cien tly encode packets using exclusive-OR
operations at the sender, but also require Gaussian elimination for decoding,
which cannot proceeduntil k blocks are received.

We proposethe useof online codes[8], which improve on LT codesto achieve
O(1) time encoding (per block) and O(n) decoding, and which permit iterativ e
decoding as packets are received. However, coding parameters recommended
for Internet networks perform poorly in messagingoverhead and memory con-
sumption in the typical WSN operating region of relatively few data blocks. This
prevents their direct replacement in existing protocols,and motivates this study.

This work usesonline codes to provide reliable data transfer despite highly
lossy communication channels. To do so, it must addresschallengesin the se-
lection of appropriate parametersfor the coding schemeand requiresa protocol
designthat minimizes round-trip interactions. Our contributions include:

{ We designReliable Transfer with Online-Coding (RTOC), a novel transport
protocol for WSNsthat is the �rst to employ online codesfor higher decoding
e�ciency than SYNAPSE. It stays synchronized despitehigh lossrates, and
uses feedback control to adaptively terminate data transmission without
ARQ as in Deluge or manual FEC selectionusedby RatelessDeluge.

{ Through analysisof the online coding degreedistribution and algorithm, we
optimize parametersto trade asymptotic optimalit y for predictabilit y within
the WSN operating region. We achieve a 12% better e�ectiv e coding rate
with 72%lower variance,which reducesthe 98th percentile decoding memory
requirements by 69%.

{ We evaluate the performanceof RTOC on an implementation in Tin yOS for
the MicaZ platform, and show that block delivery ratios exceed95%despite
up to 84% packet loss. Overhead follows from the page fragmentation and
e�ectiv e coding rate, and is low when channel loss is low.



In the next section we describe related work, and then present the designof
our loss-tolerant transport encoding schemein Section3. Key coding parameters
are analyzed in Section 4 for their impact on e�ciency in WSNs. Evaluation of
an implementation for MicaZ motes is given in Section 5. Finally, we conclude
in Section 6.

2 Related Work

Methods exist for selecting high quality links to avoid poor communication [9]
and for detecting inconsistenciesto trigger code updates [10] in WSNs and are
orthogonal to this work.

Over-the-air reprogramming has beenaddressedby other schemesthat pre-
date Deluge[1], but the latter hasbecomea popular choicedespite its shortcom-
ings. Recent work hasattempted to improve its e�ciency and performanceusing
ratelesscodesasdescribed above [5,6]. RTOC builds upon this work and adopts
somefeaturescommonto reprogramming protocols,but is modularized to allow
its usefor other purposessuch asbulk data transport, and nothing precludesits
useas an underlying mechanism for code updates.

Flush [3] is an end-to-end transport protocol for WSNs that usesacknowl-
edgments and rate control to achieve high goodput. Like RCRT [2], another
rate-controlling transport protocol, it relies on round-trip messagingto drive
the control algorithm. While this givesgood performanceat each hop when the
channel loss is low, it performs poorly when many control messagesare lost [4].
RTOC is designedto tolerate such lossesin its feedback mechanism.

3 Reliable Transfer with Online-Co ding

RTOC is a protocol for data transfer in networks that su�er from high and time-
varying channel loss.The useof �xed, high-rate FEC schemespay a constant but
high overhead,and existing ratelessapproachesrely on end-to-end interactions,
a �xed margin for losstolerance, or incur relatively high decoding cost.

Application data (e.g.,sensordata or program code) areassumedto bestored
in pagesor messagesand are fragmented into blocks by RTOC for encoding and
transmission to oneor more neighboring nodes.After oneroundtrip exchangeto
initiate the transaction, encoded data is streamed to the destination. Feedback
control is usedto determinewhento slow and terminate transmissionto minimize
wasted communication, without requiring multiple rounds of ARQ or assuming
that \no newsis good news." Beforedescribingour solutions for synchronization
and termination, we review online codesin Section 3.1.

3.1 Online codes

Online codes [8] are non-systematic fountain codes, developed independently
from but similar to Raptor codes [11]. They concatenatetwo codes (outer and
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Fig. 1. Sending a messageM through an erasure channel with unbounded loss using
online codes. Steps (b){(e) show iterativ e belief propagation as blocks are received.

inner) to produce a limitless stream of output blocks from n original mes-
sage or page blocks. Online codes improve on Luby's LT codes [7] (used by
SYNAPSE [6]) to achieve O(1) time encoding (per block) and O(n) decoding,
trading optimal for near-optimal recovery performance.They are alsolocally en-
codable, which meansthat each output block is computed independently from
the others, easing implementation and memory requirements on constrained
WSN devices.

Encoding consistsof an outer or pre-processingencoding followedby an inner
encoding that generatesoutput blocks, called\c heck" blocks. The outer encoding
createsa �xed number q = k� n of \auxiliary" blocks that are appended to the
original n messageblocks (k and � are parameters described below). For every
messageblock, k auxiliary blocks are chosenand the messageblock's contents
are exclusive-ORedwith them all.

The inner encoding createsa potentially endlessset of check blocks from the
combined messageand auxiliary blocks (the \comp osite" message).To generate
a check block, a degreed is �rst chosenby sampling a distribution � with cer-
tain properties described below. Then d composite messageblocks are chosen
uniformly and exclusive-ORedtogether to make each check block. Construction
of each check block is independent of all previous and future blocks (a property
called local encodabilit y), so it is easyto implement, takes only constant time,
and requires little memory. Figure 1(a) shows message(M i ), auxiliary (A i ), and
check blocks (Ci ) connectedin a graph G, where edgesfrom M to A represent
the outer encoding and edgesfrom M [ A to C represent the inner encoding.

Check blocks are transmitted through the erasurechannel to the receiver for
recovery. To decode the pageor message,the receiver usesa belief propagation
algorithm on the subsetof graph G formed by the blocks successfullyreceived:
1. choosea check block C of degreeone,
2. recover the contents of its adjacent block M x as M x = C � M i , for all M i

usedto construct C originally and i 6= x,
3. remove all edgesin G of the recovered block M x , and
4. repeat until the messageis recovered or all check blocks have degree> 1.



Auxiliary blocks are decoded similarly, but after they have beenrecovered they
are treated ascheck blocks and usedto decode any remaining messageblocks to
which they are adjacent in G.

Figures 1(b){(e) show an exampleof decoding stepsat the receiver. Step (b)
shows the state of graph G after check blocks C0, C3, and C4 have beenreceived.
The �rst two blocks are bu�ered becausetheir degreesare higher than one, but
block C4 can be processedby the above algorithm upon its reception. In step (c),
the contents of block C4 are copied to M 1, which is marked as recovered.Edges
incident to M 1 are deleted from graph G, so blocks C0 and C3 now have degree
one.Block C3 is chosennext and usedto recover block M 0 = C3 � M 1 in step (d),
and the edgesof M 0 are removed. Check block C0 similarly is used to recover
auxiliary block A0 = C0 � M 1 in step (e), and edgesbetweenA0 and check blocks
are removed.No more check blocks have degreeone,sothe algorithm terminates
until another block is received.

Iterativ e decoding spreads the total processingcost across multiple block
receptions,which is more friendly to co-hostedreal-time processesthan is batch
decoding after k blocks are received as in RatelessDeluge.

3.2 Synchronizing sender and receiv er

Online and Raptor codesare in the family of fountain codes|so-called because
they can generateendlessstreamsof encoded blocks, and the receiver doesnot
require any particular onesas long as a su�cien t number of them are received.
For unpredictable and arbitrarily low-capacity channels, this property allows
RTOC to maintain communication. However, a mechanism is neededto shut o�
the 
o w of encoded blocks when the messagehasbeenrecoveredby the receiver,
but without resorting to multiple rounds of control tra�c.

To addressthese requirements, RTOC usesa lightweight protocol for syn-
chronizing the parties, controlling the transmission rate, and terminating an ex-
change.We borrow the protocol nomenclatureand sequencingfrom IEEE 802.11
messages,but rede�ne the semantics.

A RequestTo Send (RTS) messagebears the transmitter's block size b, to-
tal messagelength n, and a transactional nonceused to seeda pseudo-random
number generator (PRNG). The messagedestination responds with a Clear To
Send (CTS) messageto acknowledgethe RTS and indicate readinessto receive
encoded fragments. Each encoded check block, or DATA message,bears the
block's identi�er, which partially determinesthe random selectionsusedto con-
struct it. DATA blocks are streamed to the destination, and when the original
messagehas been successfullydecoded, the neighbor returns an ACK message
and the exchangecompletes.

Sendersand receivers must agree on the parameters of the online code, � ,
� , and k, and on ephemeralor transactional state as well. The construction of
graph G determines the composition of auxiliary and check blocks and must
be synchronized. In particular, the random selection of messageto auxiliary
block mappings, and the generation of random samplesfrom distribution � for
constructing check blocks must be performed identically by both parties.
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Fig. 2. Senders and receivers use synchronized transaction state to compute loss-
tolerant pseudo-random block mappings for the online code.

The sequenceand dependenciesof thesestepsare shown in Figure 2, viewing
from left to right. The senderof the application messageseedsPRNGS with a
private value not shared with the receiver, though it need not be secret. This
PRNG is later usedto generatea random identi�er for each check block that is
sent. After exchange of the RTS and CTS messages,both parties generatethe
subsetof G consisting of the kn edgesde�ning messageblock to auxiliary block
mappings, using the transaction nonce to seedPRNGT . A �nal value, the check
seed, is generatedfrom this PRNG to combine with each check block identi�er.

Our solution of combining multiple generatorssatis�es several objectives.Se-
quentially numbering check blocks would producea highly autocorrelated input
for generatingthe check block contents, resulting in poor randomnesswhen used
with a linear-feedback shift register. For this reasonthe identi�ers are randomly
generated by the sender. However, they may be too short to produce a long-
period sequencebecauseof constraints on identi�er length. They are therefore
combined with the check seedand usedto seedPRNGC for generatingthe check
block degreed from � and the adjacent messageand auxiliary blocks. As the
check seedis derived from the transaction nonce, it also provides randomness
among multiple messagessent by a single node.

Receivers must be able to determine the contents of each check block inde-
pendently to cope with loss. This is satis�ed by using the identi�er, which is
unique to the received block, together with the check seed,which is unchang-
ing for all blocks created from a single application pageor message.Separately
seedingPRNGC with this combination ensuresthat both endpoints producethe
samepseudo-randomstream: �rst the degreed, then d blocks to exclusive-OR
together (at the sender)or mark as adjacent and decode (at the receiver).

Hence, after a single round-trip exchange to begin the transfer, data 
o ws
until an ACK stops it. These are retransmitted if necessaryto overcomeloss,
but no other control messagesare needed.

3.3 Stream termination and rate control

Special attention must be given to terminating the stream of check blocks, which
is potentially endless.When channelcapacity is low, the e�ectiv erate (n=c, where



c check blocks were transmitted in total) necessaryto recover the data may be
quite low. Rather than �x the number of check blocks to transmit, which assumes
accurate knowledge of the loss rate or requires additional control messagesto
�nish, we useonline rate control. This makesour protocol more robust to high
lossrates of both data and control messagesand to dynamic channel conditions.

Every node maintains an estimate of the lossrate 
̂ for each neighbor link to
determine how many check blocks to transmit. When an application messageis
successfullytransmitted to a neighbor at time t, the sendersavesthe number of
check blocks ct that wererequired (as reported by the receiver in the terminating
ACK message)and total messageblocks n. Using the expectation from [12] that
messagesare recoverablewith high probabilit y from (1 + 3� )n check blocks, the
averagelossrate for the completed transmission is computed as:


 t = 1 �
(1 + 3� ) n

ct
(1)

The estimated current channel loss to the neighbor is updated as an exponen-
tially weighted moving average:


̂ t +1 = �
 t + (1 � � ) 
̂ t for 0 � � � 1 (2)

We estimate the channel loss instead of c directly becausewe allow the length
n to vary freely among application pagesor messages.

When sendinga messageat time t + 1 to the sameneighbor, the node trans-
mits (1 + 3� ) n= (1 � 
̂ t +1 ) check blocks at the nominal rate supported by the
underlying MAC layer. If no ACK has been received to terminate the trans-
mission by this time, the node reducesthe sending rate, but continues to send
check blocks up to somemaximum tolerated cmax . The lower but sustainedrate
reducesoverheadat the sender,while allowing for potentially high losseson the
reverselink that interfere with ACKs.

Prior to transaction termination with an ACK message,the receiver may
periodically notify the senderof the number of check blocks receivedand message
blocks decoded. The senderthen updates 
̂ to shorten or extend the duration of
the full transmission rate period. However, as channel lossesmay be severe, the
original 
̂ is usedif no updates are received.

In contrast with ARQ protocols, which implode under retransmissions in
lossynetworks [4], RTOC's transaction control mechanism tolerates high losses.
Given that the original RTS and CTS messagesare repeated su�cien tly many
times to overcomechannel loss 
 and begin the online coding, the receiver can
recover the messagefrom any (1+ 3� )n check blocks. No further acknowledgment
is required, though it doesprevent the senderfrom wasting transmissionsup to
the maximum tolerated cmax (equivalently , down to a minimum e�ectiv e rate
n=cmax ). High loss conditions that would prevent acknowledgment delivery are
also when the maximum number of check blocks are likely to be required, so
the waste is small. Conversely, in good conditions when the potential waste
cmax � (1 + 3� )n is high, an ACK terminates the transaction promptly .
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4 Design of Code Parameters

A key challengeremaining for the useof online codes is the selectionof several
inter-related encoding parameters that determine e�ciency and suitabilit y for
usein WSNs. Maymounkov's analysisof the coding schemeand degreedistribu-
tion � shows that the receiver can recover the original data with high probabilit y
after receiving (1 + 3� )n check blocks [8]. Distribution � (d; �; � ) is given as:

� 1 =
1 � 1=F

1 + �
, � i =

(1 � � 1)F
(F � 1)i (i � 1)

for 2 � i � F; F =
�

ln (�=2) + ln �
ln (1 � � )

�
(3)

A small � minimizes transmission overhead,however, it also skewsdistribu-
tion � to the right. This increasesthe average check block degreed and the
decoding complexity which is proportional to n ln (�=2). Figure 3(a) shows the
probabilit y density of � for � = 0:2 and � = 0:01, with � = �=2 in both cases.For
� = 0:01, the value recommendedby Maymounkov, the maximum check block
degreeF given by Equation 3 is 2115|far exceedingthe number of composite
messageblocks n + q neededin this context and consuming valuable memory
space.The lookup table for sampling � requiresup to 4230B, which is more than
the capacity of MicaZ's SRAM.

However, we note that � has a long, thin tail with more than half of its
density concentrated in its �rst two elements � 1 and � 2. An implementation could
truncate the distribution with little practical e�ect on decoding performanceif
large values sampled from � are very rare. To gain a better understanding of
the usable range of � and � parameters given WSN constraints, we numerically
calculatedthe leastdegreed that bounds98percent of the cumulativ eprobabilit y
density of distribution � : F0:98 = min d; such that

P
i � d � i � 0:98.

Figure 3(b) shows F0:98 for valuesof � 2 [0:01; 0:3] and � 2 [0:005; 0:15], and
indicates that small values of � may be practical depending on the number of
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blocks n createdby fragmentation. For example,a 480B pagesent as16B blocks
createsabout 35 composite blocks to be selectedrandomly from the distribution
of � . Valuesof � and � for which F and F0:98 � 35 are indicated in Figure 3(b)
by contour lines. Truncating F makesa much larger parameter spaceavailable,
as seenfrom the di�erence in the contours.

Parametersk and � a�ect the online code performancein three ways. First,
the number of auxiliary blocks created for each messagegrows as q = k� n, so
for �xed k, higher � valuesrequire more memory bu�ers. Second,higher � values
increasethe probabilit y � k that the messagecannot bedecodeduntil after (1+ � )n
blocks. Although the foregoing argue against large � , the last consideration is
that small � values,as for small � values,extend the right-tail of � and increase
decoding complexity.

There is one further disadvantage of a small � |and which is ultimately
determinant|that a�ects the use of an online code in our setting. Using the
algorithm given above, recovery of the messagecannot begin until a check block
of degreeone (i.e., a copy of a messageblock) is received. With relatively few
messageblocks to sendin total, it may often happen that the �rst check block to
be randomly assigneddegreeoneis sent very late, requiring the receiver to bu�er
check blocks well in excessof the asymptotically expected (1 + 3� )n bound.

The probabilit y � 1 = � (d= 1; � = 0:01; � = 0:005) of such a degree-oneblock
is only 0.0094,as shown in Figure 3(a). For this low � 1 density, there is a 30%
chancethat a check block of degreeone is not sent until after 127 others, which
delays decoding and increasesbu�er occupancyat the receiver.

Maymounkov and Mazi�eres[12] make the simplifying recommendation that
� be chosenas �=2. However, subject to the constraints and trade-o�s discussed,
� and � may be varied independently . A contour map of � 1 for valuesof � and �
is shown in Figure 4. The upper-left region is infeasible for the given algorithm
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because� 1 is either zeroor very small, and must be avoided. Outside this region,
the parametersmay be chosento yield good performance,as we now describe.

Rather than optimizing for asymptotic behavior, selectionof higher � values
leadsto better performancein the operating region useful for WSNs, that is, for
relatively small n. We implemented the encoding and decoding algorithm on a
PC to measurethe code performancetrade-o�s for the parameters � , � , and k.
From the data collected, we present the median, and 2nd , 25th , 75th and 98th

percentiles of 500 randomized runs per data point.
Figures 5(a) and 5(b) show the signi�can t di�erences in the cumulativ e de-

coding progressfor � = 0:01 and � = 0:15, respectively, when receiving the check
blocks transmitted for a messageof n = 120 blocks. A small � yields a small
� 1 and delays the decoding, as evidencedby the larger variance and extended
recovery time shown in Figure 5(a). In 2% of the tests, very little of the message
was recovered until after 340 check blocks (� 2:8n) had been received, when
decoding rapidly proceeded.

A larger � = 0:15 parameter yields signi�can tly more compact and consistent
performance and the �nal decoding time is faster, as shown in Figure 5(b).
This is particularly bene�cial on memory-constrained WSN devices,as bu�ers
allocated to check blocks can be re-usedwhen a block is decoded completely.
Figures 5(c) and 5(d) show the large di�erence in dynamic check block bu�er
use,with 52% (vs. median) and 69% (vs. 98th percentile) lessmemory required
than for � = 0:01. Fixed memory overheadfrom the k� n auxiliary blocks is also
kept low by parameters � = 0:01 and k = 1.

The e�ectiv e coding rate (i.e., ratio of the number of messageblocks to
check blocks) was measuredfor 2 � n � 120, and indicates that these e�ects
are even more pronounced for smaller messagelengths. Figure 5(e) shows the
wide variabilit y in e�ectiv e rate for lengths smaller than the n = 120 caseof
Figures 5(a){5(d). A linear �t of the � = 0:15 data shown in Figure 5(f) gives
an e�ectiv e rate of 0.7{0.75 with smaller variance.

Our analysis of the online code degreedistribution � , the impact of its key
parameters,and simulation results in the domain of WSN operation lead to the
selectionof a higher � to reducevarianceby 50{71% and a relatively small k and
� to reduce�xed overhead.This enablesimplementation on memory-constrained
devices,and trades asymptotic e�ciency for good performance in RTOC, and
allows the transport protocol to bene�t from online coding's algorithmic advan-
tage over other proposedratelessschemes.

5 Exp erimen tal Results

Having analyzedand optimized the online coding parameters,we evaluated the
performance RTOC in an embedded implementation for the MicaZ mote to
obtain the most realistic and accurate results possible. First, we consider the
e�ect of channel losson link reliabilit y and transmission overhead.We utilize a
loss,or erasure,rate of 
 on all protocol messagesand fragments.
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In the following tests, a node transmitted 180 messagesof length 96B to a
neighbor using block (fragment) lengths of 8 and 16 bytes, and we measuredthe
performanceunder varying loss rates. We induced nominal loss rates of 0{75%
by discarding blocks randomly in software on the MicaZ motes. Uncontrolled
channel conditions at the time of the experiments further loweredthe actual loss
rates, which are shown in the �gures.

Despite actual channel plus induced lossrates of up to 84%, RTOC delivers
in excessof 95% of packets. Figure 6(a) shows the mean and standard devi-
ation of PDRs for the tests, which range from 95{100%. Induced losseswere
applied equally to data fragments and transaction control messages,which must
be retransmitted to keepthe protocol from stalling.

Online codes are designedto decode a messagewith high probabilit y after
(1 + � )n check blocks are received|whic h clearly requires many transmissions
to overcome high loss rates. Figure 6(b) shows the e�ectiv e coding rates for
both senderand receiver. The receiver's rate is the ratio of the total number of
messageblocks to the number of check blocks received before decoding success.
It is nearly constant in the range of 0.64 to 0.69 and is consistent with the



simulation results presented earlier in Section 4. The sender'sencoding rate is
the ratio of the total number of messageblocks to the number of check blocks
sent before protocol termination , and directly re
ects the increasingchannel loss,
as it drops from 0.63 to about 0.12.

Figure 7 shows the overheadof the RTOC protocol, fragmentation, and chan-
nel lossesmore directly. We measuredthe overheadasthe ratio of all bytes trans-
mitted, including fragment and Tin yOS headers,for the original 96B payload
length. High loss rates, as expected, require the most transmissions and incur
high overhead.Larger block sizesare more e�cien t becausethe overhead from
headersis greatly reduced.

For comparison, the behavior of ideal �xed-rate error correction schemesfor
rates 0.25, 0.5, and 0.75 is also shown in Figures 6(a) and 7. Fixed-rate codes
enjoy small overheads,which are calculated from the design rate (1 to 0.25),
header length (5 B), and block size (8{16 B), when matched to the actual loss
rate. However, as theseschemesare designedto correct only a �xed fraction of
errors, PDR drops precipitously when the lossrate exceedstheir designrate.

The overheadsof RTOC and �xed-rate codesare the result of both the cod-
ing rate and fragmentation. Fragmentation aloneincurs substantial overheadde-
pending on the block size.For original messagepayload length P, headerlength
H , block size B , �xed coding rate R or number of check blocks transmitted c,
the overheadsare:

Fixed-rate =

�
P

B �R

�
� (H + B )

H + P
; Online code =

c � (H + B )
H + P

(4)

Short fragments give high overheads,but may be necessarydue to application
constraints, and may be lessprone to erasurein very poor channels.

5.1 Discussion

Many systemsfor WSNs must be adaptable at runtime to handle the wide per-
formancerangebetweennormal operation and whenchannelsare very poor. The
overheadof RTOC is primarily due to: (1) fragmentation of pagesor messages
into smaller blocks, (2) messageexpansion from the e�ectiv e coding rate, and
(3) streaming of fragments in a transaction. RTOC allows trade-o�s in these
key areasto maintain e�ciency and incur overheadonly when necessaryfor loss
resistance.Most mechanisms are automatic and part of the design of protocol,
while selection of the block size is exposedas part of its con�guration to allow
external control by the application.

Use of a rateless erasure code overcomesvariable channel loss rates auto-
matically with proper parameter selectionand integration with the transaction
control protocol. Through analysis of online coding's degree distribution, we
choseparameters � , � , and k to achieve stabilit y and good performance in the
operating region useful for WSNs. The resulting low coding rate variancereduces
memory pressureon already constrained WSN devices.

The check block transmit rate control algorithm described usesthe estimated
loss rate 
̂ and bound cmax on check blocks to reduce wasted transmissions



from lost termination (ACK) messages.Thesemechanismsautomatically adjust
RTOC's behavior to prioritize messagedelivery despitepoor channel conditions.
In our embeddedevaluation, the protocol transferred over 95% of the messages
successfullydespite up to 84% induced channel loss.

6 Conclusion

Despite the resourcelimitations of WSN devicesand high channel loss, online
coding and RTOC's synchronization and termination mechanisms provide e�-
cient, reliable data transfer that can serve as a building block for data ex�ltra-
tion or code updating. We carefully designedthe protocol's parametersto trade
asymptotic optimalit y for predictabilit y in the WSN operating region, and there-
fore it imposesmodest memory and resourcerequirements on the system. We
presented an evaluation of its implementation on embeddedhardware to demon-
strate its e�ciency and performance. Future work may apply our methods to
other codes, such as Raptor codes [11], and integrate RTOC with over-the-air
reprogramming protocols for high-lossnetworks.
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