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Abstract

WedescribeALARM-NET, awirelesssensonetwork for
assisted-liing andresidentiaimonitoring.It integrateservi-
ronmentalandphysiologicalsensorsn a scalableheteroge-
neousarchitecture.A query protocolallows real-timecol-
lectionandprocessingf sensordataby userinterfacesand
back-endanalysisprograms.Onesuchprogramdetermines
circadianactvity rhythmsof residentsfeedingactiity in-
formationbackinto the sensometwork to aid context-aware
power managementlynamicprivacy policies,anddataas-
sociation. Communications securedend-to-endo protect
sensitve medicalandoperationainformation.

The ALARM-NET systemhasbeenimplementedas a
network of MICAz sensorsstagategatevays,iPAQ PDAS,
andPCs.Customizednfraredmotionanddustsensorsand
integratedtemperaturelight, pulse,andblood oxygenation
sensorare present.Softwarecomponentsnclude: TinyOS
gueryprocessoandsecuritymodulesor motes;AlarmGate,
anembeddedava applicationfor managingoower, privacy,
security queries andclient connectionsJava residentmon-
itoring and sensodataqueryingapplicationsfor PDAs and
PCs;anda circadianactivity rhythmanalysigorogram.

We shawv the correctness,obustnessandextensibility of
the systemarchitecturehrougha scenario-baseévaluation
of the integratedALARM-NET system,aswell as perfor
mancedatafor individual softwarecomponents.

1 Intr oduction

An aging baby-boomgenerationis stressingthe U. S.
healthcaresystemcausinghospitalsandothermedicalcare-
giversto look for waysto reducecostswhile maintaining
quality of care.lIt is economicallyandsociallyadvantageous
to reducethe burdenof diseasdreatmenton the systemby
enhancingprevention and early detection. This requiresa
long-termshift from a centralized expert-driven,crisis-care
modelto onethat permeatepersonaliving spacesandin-
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volvesinformal caragivers,suchasfamily, friends,andcom-
munity.

Systemsfor enhancingmedical diagnosisand informa-
tion technologyoftenfocuson theclinical ervironment,and
dependon the extensve infrastructurepresentn traditional
healthcareettings.Theexpensef high- delity sensordéim-
its thenumberavailablefor outpatiendeployment,andsome
requirespecializedrainingto operate Manualrecordkeep-
ing hasbeenidenti ed asakey sourceof medicalerrors[1],
andatits best traditionaldatacollectionis intermittent leav-
ing gapsin themedicalrecord.

WirelessSensomMNetworks (WSNs)canprovide capabili-
tiesthat arevaluablefor continuousyemotemonitoring,as
theresearchnto military [2] andervironmental[3] systems
attest.For healthcareapplicationsthey canbe deployedin-
expensvely in existing structureswithout IT infrastructure.
Datais collectedautomaticallyenablingdaily careandlon-
gitudinal medicalmonitoring and diagnosis. The wireless
devicescanintegratewith a wide variety of ervironmental
andmedicalsensors.

While addressingomeof the needof distributedhealth-
care,they also presenttheir own challengego beingprac-
tical, robust platformsfor penasie deployment. In multi-
residentdwellings, associatingcollecteddatawith the cor-
rect personis dif cult andinexact. Privacy and securityof
medicaldatacollectedmaybejeopardizedy useof awire-
lessmedium. Without smartpower managementbattery-
poweredsensorfiave shortlifetimesof afew daysor require
continualmaintenance.

We presentALARM-NET, an Assisted-Lving and Res-
idential Monitoring Network for penasive, adaptie health-
care. Figure 1 shavs an exampledeploymentof the system
in anassisted-liing communitywith mary residentsor pa-
tients. Contritutionsof thework include:

An extensible heterogeneousetwork architectureghat
addresseshe challengesof an ad hoc wide-scalede-
ployment, and integratesembeddedievices, back-end
systemsanduserinterfaces,

Context-aware protocolsinformed by Circadianactiv-
ity rhythmanalysiswhich enablesmartpowermanage-
mentand dynamicalert-driven privacgy tailoredto the
individual's patternof actity,

Queryprotocolfor streamingonline sensoidatato user
interfaces jntegratedwith privacy, security and power
management.
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Figure 1. Assisted-lving deployment example, showing
connectionsamong sensors,body networks, and back-
bonenodes.

SecureComma hardware-acceleratedecuremessag-
ing protocol and TinyOS module that supportsuser
selectablesecuritymodesandmultiple keys,

A systemimplementatiorandevaluationusingcustom
andcommoditysensorsembeddedjatevay, andback-
enddatabasendanalysisprograms.

After reviewing related work and describing the
ALARM-NET architecture,eachmajor componentof the
systemis separatelyetailed:querymanagementircadian
activity rhythms,dynamicprivacgy, dataandsystemsecurity
contet-aware pover managementand dataassociatiorin
SectionsA4-9. Implementatiordetailsarein Sectionl0, fol-
lowed by an evaluationof the systems performanceand a
conclusion.

2 RelatedWork

In the presenceof increasingnumbersof aging popula-
tionsthereis asigni cant interestin smartervironmentsand
living spaceghat monitor andassistindividuals. Suchsys-
temsmonitorvital signsaswell asattemptto learnthe con-
text of the eventshappeningduring the lives of the inhabi-
tantsof the ervironment.Severalsuchsystemsaredescribed
in this section.

Researcherat Intel ResearctSeattleandthe University
of Washingtonhave built a prototypesystemthat caninfer
a persons actiities of daily living (ADLS) [4]. Sensottags
areplacedon everydayobjectssuchasatoothbrustor coffee
cup. Thesystentracksthe movementof taggedobjectswith
tag readers.The long-rangegoalis to develop a computer
izedandunobtrusve systenthathelpswith managingADLs
for theseniorpopulation[5].

University of Rochesteiis building The SmartMedical
Home[6], whichis a ve-room“house” out tted with in-
frared sensorscomputers bio-sensorsand video cameras
for useby researctteamsto work with researctsubjectsas
they testconceptsand prototypeproducts. Researchersb-
sene andinteractwith subjectsfrom two discreetobsera-
tion roomsintegratedinto the home. The goalis to develop
an integratedPersonaHealth Systemthat collectsdata24
hoursa dayandpresentst to the healthprofessionals.

Geogia Tech built an Aware Home [7] as a prototype

for an intelligent space. This spaceprovidesa living lab-
oratorythatis capableof knowing information aboutitself
and the different types of actiwities of its inhabitants. It

combinescontext-aware and ubiquitoussensing,computer
vision-basednonitoring,andacoustictrackingtogetherfor

ubiquitouscomputingfor everydayactiities while remain-
ing transparento the users.

Massachusettmstitute of Technology(MIT) andTIAX,
LLC areworking on the PlaceLabinitiative [8], which is
a part of the Housen project. The missionof Housen is
to conductresearchby designingand building real living
ernvironments—"Iving labs"—thatare usedto study tech-
nology and designstrat@iesin contet. The PlacelLabis
a one-bedroontondominiumwith hundredsof sensorsn-
stalledin nearlyevery partof thehome.

Researcherat Harvardhave developeda suiteof wireless
sensorsand software called CodeBluefor a rangeof medi-
calapplicationsincludingpre-hospitabndin-hospitalemer
geng care,disasterresponseand stroke patientrehabilita-
tion. Thesensoréncludeportable2-leadECG, pulseoxime-
ter, wearablePluto mote with builtin accelerometerand a
modulewith accelerometegyroscopeandelectromyogram
(EMG) sensorfor stroke patientmonitoring. In addition
to the hardwareplatform, a scalablesoftwareinfrastructure
for wirelessmedicaldevicesis designedo provide routing,
naming,discovery, andsecurityfor wirelessmedicalsensors
[9].

Universityof Washingtons AssistedCognitionprojectin-
corporatesiovel computersystemsnhancinghe quality of
life of peoplesuffering from Alzheimer's Diseaseand simi-
lar cognitive disorders.This projectcombinescomputersci-
enceresearchn arti cial intelligenceand ubiquitouscom-
puting with clinical researcton patientcare. AssistedCog-
nition systemsare proactve memoryand problemsolving
aidsthat help an individual performdaily tasksby sensing
theindividual'slocationandernvironment,learningto recog-
nize patternsof behavior, offering audibleandphysicalhelp,
andalertingcaragiversin caseof dangef10].

Similarly to the systemglescribedabove, ALARM-NET
monitors ervironmentaland physiologicaldata of individ-
ualsin their residenceswith focus on the assisted-liing
andmedicaldomains.Unlike othersystemsALARM-NET
incorporatesa CircadianActivity Rhythm (CAR) analysis
modulethat learnsthe patternsof daily life of the individ-
uals, andin uences the systemand network protocolsfor
power managemenand privagy. For example,the dynamic
privagy con guration ruleschangeonthe y whenanindi-
vidual exhibits a behaior thatis critical to his healthand
enabletheauthorizednedicalpersonneto acceswital data,
whichis otherwisehiddenor availablefor anorymousstatis-
tical purposenly.

Additionally, CAR enablesadvancedpower management
by anticipatingwhich sensorsshould be kept active and
which can be temporarily disabledin order to consere
power accordingto the habitsof theindividual.

Another constructve aspectof the systemis a e xibil-
ity thatallows easyintegrationof new sensorsor even mo-
bile networksof sensorsALARM-NET is amulti-platform,
security-and privacy-aware architectureintegrating a wide



spectrumof heterogeneoudevices suchaswirelesssensor
nodesgataevays,PDAs, andback-endsystemdor datastor
age,dataassociationandCAR analysis.

3 ALARM-NET Architecture

ALARM-NET integrates heterogeneouglevices in a
common architecture,spanningwearablebody networks,
emplacedwirelesssensorsand IP-network elements. The
high-level architecturecanbe describedy cateyorizingde-
vicesbasedon their platformandrole in the system. Each
catgyoryis shovn in Figure2 anddescribedbelow.
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Figure 2. ALARM-NET architecture componentsand
logical topology.
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Body Networks are wirelesssensordevices worn by a
residenwhich provide physiologicakensingr actiity clas-
si cation. Each patientcanwear a body network tailored
to his own medicalneeds. In addition, graphicalor audi-
ble noti cations to the patient(for example,alertsto take
medicine)aremadeusinganin-network wearabldnterface,
the SeeMotewe developed11] with acolor LCD.

We have also integratedSATIRE [12], a body network
that classi es Activities of Daily Living (ADLS) [4] by an-
alyzing accelerometedatageneratecby movementsof the
wearer

Data from the body network is transmittedthroughthe
emplacedsensordo userinterfacesor back-endprograms.

Emplaced Sensorsinclude devices deployedin the liv-
ing spaceo senseervironmentalquality or conditions,such
astemperaturedust, motion,andlight. Motion, in particu-
lar, providesa spatialcontet for patientactiities, enabling
locationtrackinganddataassociation.

Thesedevicesform a multi-hop wirelessnetwork to the
nearestAlarmGateapplicationrunning on a stagate. De-
pendingonthedeploymentervironmentthey mayusewired
or batterypower or a combination. Sensornodesanswer
gueriesfor local dataand perform limited processingand
caching.

Emplaced sensorsmaintain connectionswith mobile
bodynetworksasthey movethroughtheliving spacesothat
gueriesanddatareportsarenotinterrupted.

AlarmGate applicationsrun on embeddedblatforms,
managingsystem operationsand serving as application-
level gatavaysbetweerthewirelesssensomndIP networks.
Thesenodesallow userinterfacesto connect,authenticate,
andinteractwith the system.

Software modulesfor dynamicprivacy, power manage-
ment,querymanagemerdndsecurityresideon the Alarm-
Gate. A connectionto a back-enddatabaserovideslong-
termstorageof dataandcon guration. Otherback-endanal-
ysisprogramsonnectsclientsto updatecontext in thesys-
tem.

Back-endsystemsrovide online analysisof sensomata
andlong-termstorageof systencon guration,userinforma-
tion, privacy policies,andauditrecords.

A CircadianActivity Rhythm (CAR) analysisprogram
processesensordatastoredin the databaselearningindi-
vidualbehaior patterns Thesearefed backinto thenetwork
to aid context-awarepower managemerdandprivagy.

User Interfaces allow ary legitimate userof the system
(doctors,nurses patients family, etc) to querysensomata,
subjectto enforcedprivacy policies.We developeda patient-
tracking programsuitablefor a nursesstation,anda query
issuerthatrunson a PDA andgraphsreal-timesensodata.

Figure 1 shavs an example of a deployment in an
assisted-liing ernvironment. AlarmGateapplicationscon-
nectviathelP network to eachotherandthecentraldatabase.
Emplacedsensorandbody networksform anadhoc multi-
hopnetwork throughouthe assisted-liing community

To betterillustratehow thisarchitecturesupportsassisted-
living andlongitudinal studies,considerthe following sce-
nario. A husbandandwife live togetherin anassisted-liing
facility. The husbandchasheartproblemsandwearsa wire-
lessECG. His wife hasboutsof falling andwearsaccelerom-
etersembeddedhn clothes.

Sensomdatafor bothare periodicallycollectedandtrans-
mittedto nursestationsandback-enddatabasesi doctoris
in anothemartof the assisted-liing facility andqueriesfor
heartinformationon the husbandrom a PDA. Thedoctoris
authenticatedndprivacy rightsarechecled. If everythingis
in order the emplacedsensometwork and AlarmGateswill
actasacommunicatiometwork andenablethedoctorto see
areal-timedisplayof the ECG on his PDA.

In the meantime the wife falls. This is detectedmme-
diately and an alarmis sentto the nurses station. Data,
possibly ltered andaggreyatedjs collectedin theback-end
databasevherenotonly raw patientinformationis collected,
but alsothecontext underwhichthisdatawascollected.This
contet includesthemedicalhistoryof the patienttherecent
actiities of the patientandthe currentervironmentalcondi-
tions. Suchdatacansupportiong termmedicalstudies.

Connectedo the back-enddatabasea circadianrhythm
program analyzestypical behaiors for the husbandand
wife. If irregularitiesin their daily living occur, analertis is-
suedo investigatavhethersomemedicalproblemis causing
theirregularity. For example,perhapghe husbands using
thebathroomtwice asoftenasnormal.



4 Query Management

Real-timedataqueriesare an importantfunctionality in
ALARM-NET, enablinguserinteractionwith the running
systemandautomaticdatacollection. In bothcasesa e xi-
ble queryprotocolis used.Sensoidevicesmay servicemul-
tiple ongoingqueriesfrom the systemand userssimultane-
ously.

Queriesareidenti ed by < source,ID> tuples,andre-
guesta certaintype of sensordataabouta subject. If the
subjectis auser it is translatedo a particularsensoiby the
AlarmGate,by consultingstaticsensorcon guration or the
currentlocationof the subject. Accessto a subjects sensor
datais subjectto authorizatiorby the Privacy Managerand
depend®nthecon guredpoliciesandcurrentcontext of the
subject.

For a single-shoguery the sensoisamplegherequested
dataandreturnsa singlereportto the originator, completing
thetransaction.

Periodicqueriesare issuedwith a given sampleperiod.
As datais collected,reportsare streamedback to the re-
guestemntil a stopcommands received or an optionaldu-
ration valueis reached.Later the query may ef ciently be
restartedvith areissuecommand.

A separatelyspeci edreportperiodallows multiple sam-
plesto becollectedandaggreatedinto a singlereportusing
variouslightweightaggreationfunctions. They mayalsobe

Itered by auserprovided lter functionandvalue.

Using lightweight aggreyationand lter functionsat the
sourceof the generatedlatareducesreportfrequeng, sav-
ing enegy. Furtheref ciency is gainedby allowing asmary
samplesaswill t to becombinedinto a singlereportmes-
sage. This cachingsarzes messagingverheadand reduces
radiotraf c.

In additionto the generateddata, reportsbeara times-
tamp. Reportswith multiple samplesncludethetimestamp
of thelastreport. Reportsmay signalsuccessvith anACK,
or errorswith aNACK andcausecode.

Eachsensortype may generatandividual sampleread-
ings of different lengths. The default data-sizemay be
overriddenby the usersincedomainknowledgemay allow
greatempackingef ciency, andbecaussomeof theaggrea-
tion functions(lik e sumandcount ) mayover ow thedefault
data-sizeof their sensotypes.

For integration with power managementqueries are
given a priority. Background,non-critical systemqueries
have low priority, while userrequestshave high priority.
Querieswith lower priority than power managementeci-
sionsmaybedenied.

Software Components run on the AlarmGate and on
motes. At the AlarmGate,the Query Managerinterfaces
with clientsthat originate queries. The properly translated
and authorizedquery is sentto the sensor(s)n the WSN,
whereit is parsedby a QueryProcessqishavn in Figure3.

Sampleris a combinationof modulescomprisinga data
generationand lter chain. The SensorSamplemodule
maintainsa scheduldor sensoisamplingto satisfymultiple
ongoingqueries.It interfaceswith sensoraisingthreetypes
of interfaces:EventSensqrSplitPhaseSensaand Pollable-
Sensor All sensottypesin ALARM-NET belongto oneof
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Figure 3. Query processingstack on sensordevices. The
Query Processomarsesqueries, and starts the Sampler,
which readsdata from the sensordrivers on schedule,
generating data that o ws up the processingchain to-
ward the Query Processoifor reporting.

thesecategories. Third-partysensodriversarewrappedn a
shimwhich conformsto thisinterface.

As eachsampleis available (asynchronouslyafter ADC
corversion,or immediatelyfor theinterfaces respectiely),
it propagatesip a processinghain. The userspeci ed ag-
gregationfunction operatesn every sample andis resetor
flush edwhenareportis generatedThis allows the query
to specifythe numberof samplego be aggrejatedinto each
report.

Samplefreportsarefurther subjectto a Iter function. If
the Iter predicates satis ed, thereportcontinuesup to the
QueryProcessorHereit is cached(if requestedpr times-
tampedandsentbackacrosgshe WSN to the originator

For example,pulse-ratesamplesnay be collectedevery
200mshbut reportedonly every 1s, eachan averageof ve
samples.Thesemay furtherbe Itered by discardingthem
unlessthe pulse-ratas above 130bpm

Queries are originatedby the systemor by users,and
containthe elementsshavn in Figure4. Sensorgyenerate
reportsaccordingto the givensampleandreportperiodsand
processindunctions.

Relational Iter functionsrequirethe userto include a
four-byte value for comparison. This eld is divided into
ahighandlow portionfor therangecomparison.

Default units for sampleandreportperiodsaremillisec-



QUERY = <sourcejd, commanc

command = f periodicj singlej stopj reissueay

periodic = <sensorype, priority, aggre-
gate lter, dataSize, cacheFlag,
unitsSeconds, samplePeriod(3),
reportPeriod(3), [IterV alue(4],
[duratior >

single = <sensorype,priority, dataSize

aggregate = f nonej countj sumj diff j maxj
min j meanj latchg

Iter = f nonej x< valuej x> valuej val-
ueHi> x> valuelLoj changed

REPOR = <id,type>

type = f dataj ackj nackg

data = <timestamp(4)data(1-4),..>

Figure 4. Query and Report messagecontents. Lengths
of multi-byte elds aregiven.

onds, but can be interpretedas secondsfor long-running

guerieshy settingtheunitsSeconds  ag.
Single,stop,andreissuecommandaredesignedo beas

smallaspossiblefor maximumef ciency.

5 CircadianActivity Rhythms

It is known that most peopleexhibit a behaioral trend
within the home, called a “Circadian Activity Rhythm”
(CAR). We have developeda CAR analysisprogramthat
measureghe rhythmic behaioral actvity of patientsand
detectsary behaioral changeswithin thesepatterns. We
employ CAR in novel waysfor bothimprovedmedicalcare
andfor improved network performanceln particular CAR
supportscontext-aware protocolsbasedon theseactvities
for dynamicalarm-drven privagy and smartheterogeneous
power managemenfSections,8).

TheCAR algorithmis statisticalandpredictie. Firstpre-
sentedin [13], it is basedon the distribution of the prob-
abililty of userpresencen every room. CAR runson the
back-endof the systemon a PC,andpolls a databasevhere
patientactiity is stored.

CAR supportsa GUI, which displaysvariousinformation
relatedto the actiity analysis,suchasthe numberof ab-
normal time periods(underpresencer over-presencen a
room) that occurredper hour and day during day or night,
andthelengthanddatesof the stayof theresident.

Other graphsof the GUI display the main results of
the CAR analysis. The graphsin 5 presenta real clinical
casestudyfor a healthyresidentwho stayed25 daysin an
assisted-liing facility. The rst one,ontheleft, displaysthe
averagetime the userspendsn every room eachhour, cal-
culatedover the numberof daysof the stay of the resident.
The secondgraph,on the right, indicatesthat after 18 days
thecircadianrhythmfor this patienthasbeenlearned.These
graphscan provide a wealth of information aboutactivity
patternsuchasthesleep/vake cycle, or somemedicalhints
to the physicianaboutsomeactivities of daily living (ADLS)
[4] of theresidentsuchaseating,hygieneandsleeping.In
thefuture,morespeci ¢ ADLs will alsobecollected.

To useCAR for healthmonitoring,afterthelearningpe-

riod, ary statisticallysigni cant anomalieshataredetected
will alert physicianswho caninvestigatethe sourceof the

trouble(sleep/vake periodlonger, onemealless,etc.) by fo-

cusingon theregion of the anomalyasidenti ed by CAR.

Thehypothesiss thatbehaioral changegould,in thelong-

term, reveal health decline or pathologies. This hypothe-
siswasclinically validatedin collaborationwith the MARC

Centerat the University of Virginia medicalschool. To val-

idate this hypothesis,clinical behaioral patternsof older

adultsin assisted-iiing facilities were extractedfrom real

datasets,and behaioral changesvere studiedby consult-
ing the medicalnotebooksf the caragiversin chage of the

monitoredresidentsSee[13] for detailsof this validation.

6 Dynamic Context-Aware Privacy

Datacollectedby assisted-liing andresidentiaimonitor
ing applicationds ahundantandfrequent.lt canrevealinti-
matedetailsabouta persons living actwities andhealthsta-
tus. As wirelesssensometworks grow strongerin their ca-
pability to collect, processandstoredata,personalnforma-
tion privacy becomes rising concern.Our systemincludes
a framawork to protectprivacy andstill supportthe needto
provide timely assistancéo patientsin critical healthcondi-
tions.

Emegeng/-awareapplicationsdemanda privacy protec-
tion framawork capableof respondingadaptvely to eachpa-
tient's health conditionsand privacy requirementsn real-
time. Therefore traditionalrole-basediccessontrolwhich
makesaccessauthorizatiorbasedon users'staticrolesand
policiesis not e xible enoughto meetthis demand.We im-
plementa privacy protectionframenork which is dynami-
cally adjustableo users'contet, allows dataaccessautho-
rization to be evaluatedon the y, andis ableto adaptto
patients'emepgeng cases.

A key novelty is that accesgulings canbe dynamically
alteredbasedon contects generatedy the CAR algorithm
whennecessaryFor example if a patienthasblockedaccess
to their ECG datafor nursesbut the CAR hasdetermined
seriousanomaloudbehaior thatmightindicatea heartprob-
lem,thenthenurseis alertedandaccesso thedatais allowed
for a period of time. In caseof an alarminghealthstatus,
alarmsare sentover the network to restrictor relax the pri-
vagy dependingntheusersrole. Othercontetsin our sys-
temincludethe patients physiologicalconditions(ECGand
pulsereadings) living ernvironmentconditions(room tem-
peratureandlight), and autonomy(inferredfrom ADLs by
the CAR). Also, our systemis extensibleto incorporatecon-
texts from differentanalysisalgorithmsat boththe back-end
sener andthe front-endnetwork of wirelessdevices. Sys-
tem designerscan specify the privacgy policies at different
levels of granularityfrom individual sensorgo individuals
or groupsof users.

Themaincomponenbf the privagy frameawork is the Pri-
vagy Managermodulewhich receves dataaccesgequests
from the Query Managermodule and makes authorization
decisionshasedn real-timecontect. Context, identi ed by
thetuple< contet id, context subjectcontect value> , is the
result of domainexpert analysisbhasedon sensorreadings
whichindicateapatients healthandernvironmentconditions.
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side. Sumsof daily deviations fr om the user'snorm are on the right, showing alearning period after initial deployment.
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The Privacy Managerresidesin the AlarmGateapplica-
tion andhasthreemainfunctionalcomponentsthe Context
Managerthe RequesiAuthorizer andthe Auditor (seeFig-
ure6).

Context Manager: collects and maintainsthe context
objectsaboutusersandthe ervironmentfrom different
analysismodulesn thesystem.
RequesAuthorizer:queriegecevedattheQueryMan-
ager are forwardedto the RequestAuthorizer which
malkesaccesslecisionsby consultingthe systems pri-
vagy policiesand contet objectsof the querysubject.
After eachaccessequests decidedatthe Requesiu-
thorizer it is recordecby the Auditor module.

Auditor: maintainsatraceof accessequest$n anaudit
trail, includingtheauthorizatiordecisionmadefor each
reques{grantedor denied).

7 Network and Data Security

Security of medical recordsand datais a vital part of
ALARM-NET. By design,the systemallows the collection
andstorageof ervironmental physiological behaioral, and
location dataaboutresidents. This datamust be protected
againstunauthorizedisclosure gspeciallygiven thatmuch
of thesystemuseswirelesscommunicationwhichis vulner
ableto compromisefrom exterior spacesor adjacentiving
units.

Accessto an AlarmGateby userinterfacesis limited to
legitimateusersof the systemwho mustauthenticatéhem-
selesbeforebeingallowedto continue.Queriesfor sensor

dataareauthorizedaccordingo administratvely con gured
privacy policiesandcontet, describedn Section6. Autho-
rization considersonly whethera user may perform some
action,henceauthenticationgdeterminingvhethera clientis
whoit claimsto be,mustprecedet.

After aclientconnectandauthenticates;ommunication
betweerit andthe AlarmGateonthelP network is encrypted
wheneer sensordatais reported. Messagesentand re-
ceivedto/from the WSN by the AlarmGatemustalsobe se-
cured,usingmessagauthenticatiorcodes(MACs)anden-
cryptionwhennecessary

Finally, theconnectiorto theback-endlatabasenustalso
be resistanto attacks,a commonrequirementandonethat
is addressetly commerciallyavailableprogramsWe there-
fore do notdiscusst further.

Connectiongo traditional systemson IP networks must
useauthenticatiorandencryptionmethodsadequatéor pro-
tectionagainstattaclerstypically seenthere. This requires
relatively hearyweight methodscomparedo thosefeasible
on the much more restrictedWSN platform. Here we use
lightweight protocolswith hardware acceleratearyptogra-
phy to reducepower consumptiorand overheadon already
constrainedievices.

We discusssecurity mechanismsn ALARM-NET for
communicationwith IP clients, communicationwith and
amongWSN devices,andprocessingnsidethe AlarmGate.

IP Network Security involvesconnectiongo the Alarm-
Gatefrom potentiallyary Internethost. We thereforemust
not trust ary messageseceved until the remoteparty has
beenproperlyauthenticated.

We use the freely available SecureRemote Passvord
(SRP) Protocol to authenticateclients to the AlarmGate
sener[14]. It providesseveralbene cial properties:

The sener doesnot directly storethe passverd, soin
the eventof a databas@r AlarmGatecompromisethe
attacler cannotusedatato directly compromisea host.
As a by-productof authenticationthe sener andclient
have shareda sessiorkey, which is usedto provide a
securechannelbetweenthem. Sincethe sessionkey
is randomlygenerated SRP provides perfectforward
secrey.



Valuesexchangediuringauthenticatiortannotbe used
for impersonatioror to compromisehe sessiorkey by
aneavesdroppingarty.
SRPdoesnotrequireatrustedthird party, like acerti -
cationauthority

The sener and client agreea priori on a modulusand
generatgraccordingto [14]. The back-enddatabasestores
thetuple < usernameyeri er, salt> , wherethe saltis gener
atedrandomlywhenthe useris enrolled,andthe veri er is
derivedfrom his passverd.

After successfuhuthenticationthe sessionkey is used
with AES (AdvancedEncryptionStandard)15] modesfor
authenticatiorand/orencryption. Thesewere chosento be
compatiblewith the SecureComnsecurity suite described
below.

WSN Security is providedby SecureComma link-layer
security suite we developedfor MICAz and Telos motes.
Thesebothusethe ChipconCC2420radiotransceier, which
hasbuilt-in supportfor inline cryptographicoperationscon-
forming to the 802.15.4standard16].

SecureComnusesthis hardware-acceleratedryptogra-
phyin abackward-compatiblenannemith insecurelinyOS
messageslt supportsmultiple keys per source allowing it
to operatewith themary key managemergchemegoundin
currentliterature.

AES Securitymodessupportedy the protocolarethose
with hardware support: none, CBC-MAC authentication-
only [17], CTR modeencryption-only{18], andCCM [19],
which combinesauthenticatiorwith encryption.

Thesemodesareselectabl®napermessagéasisallow-
ing application-leel decisionsaboutsecurity policy based
onmessagsemantic®r context, whichis more e xible than
othersolutions([20, 21]).

‘Len| 802.15.4 Header | TOS Header l PziyLOEAd | ECS ‘
None: ’ Ml Pa)ZIo:ad ‘

Auth: ’M|K| Sourcel Pe;y[oad I MAC ‘

Encr: ’M|K| Source l Counterl Pa)ZIo:ad ‘

Auth+Encr: ’M|K| Source l Counterl Pa:yléadl MAC ‘

Figure 7. Messageformat for the SecureComm modes.
MjK is a bit eld consistingof the modeand key id.

Each SecureCommmessagecontainsonly the header
elds necessanfor the desiredmode of operation. Mes-
sageformatsareshavn in Figure7. At a minimum, anad-
ditional byte specifyinga modeof NONE is necessaryFor
authentication-onlynode,a key id andtwo-byte sourceare
added aswell asthe four-byte messageauthenticatiorcode
(MAC). Encryptionor encryption-and-authdizcationmodes
alsoincludeatwo-bytenon-repeatingounter

Keys areidenti ed in the AlarmGateandsensormevices
by < sourcekey-id> tuples,storedin the KeyStoremodule.
TheKeyStorealsomanagesnonotonicallyincreasingrans-
mit andreceve counterswhich is importantto presere the
securityof CTRandCCM modes.

SecureCommis a link-layer security suite, and the
802.15.4and TOS headersare includedin MAC computa-
tions. Therefore,neighborssharekeys with eachotherfor
authenticatiomnd/orencryptionfor messagesharecamong
them.Messagefrom anattacler(thatclaimto besecurepre
discardedvhenrecevedby alegitimatenodein the network,
sincewith high probability the MAC will not be computed
correctly

Security-Aware Application
SendMsg[ ] 1

A
v ReceiveMsg[ ]

AMStandard

4

KeyStore

A
BareSendMsg ReceiveMsg
A 4

KeyStore
(SecureComm J#

BareSendMsg 1

A
ReceiveMsg
A 4 A 4 A 4

CC2420RadioC cc2420Securityc)
CC2420Security
Figure 8. SecureCommcomponentwiring .

Figure 8 shavs how the TinyOS componentsare wired
togetherfor an applicationthat usesSecureComm. Prior
to sendingor receving a securemessagethe application
muststorea key in the CC2420Security@noduleusingthe
KeyStoe interface. When sendinga messagethe appli-
cation speci es the security mode and key-id in the mes-
sagestructure. The SecureComntomponenis interposed
betweenAMStandardand the radio con guration, where
it adds and removes the securemessageheaders/footers
shavn in Figure 7 asneeded.Whenreceving or transmit-
ting, CC2420RadioCGonsultsCC2420Security@ising the
CC2420Securitynterfaceto setupparametergor inline se-
curity operations.

Backward compatibility is presered by seggmentingthe
TinyOS messagaype eld. A compile-timeconstantde-
terminesthe thresholdseparatingtandardActive Messages
from SecureComnmmessages.SecureComnprocessings
only invoked whenreceving messageabove the speci ed
threshold.This allows componentsinavareof securityto be
re-usedn the network unchangedafterverifying their mes-
sagetypesare belaw the threshold),albeit without security
guarantees.

Con guration, queries,and other important commands
from AlarmGateinto the WSN are authenticated.Reports
are authenticatednd encryptedto presere datacon den-
tiality. Variousnon-critical messagemay usethe insecure
mode.

Inter nal Security functionsin the AlarmGateapplication
includekey managemerandauditing.

Keys for eachWSN nodeand eachconnectectlient are
managedy aKeyStore.Eachis identi ed by < sourcekey-
id>, asdescribedabove. AlarmGatesharesa key with each
sensodevice thatis adirectneighbor

Incomingsecuremessagefom eithernetwork requirea



lookupto nd theappropriateékey in the KeyStore followed
by decryptionand/orMAC veri cation accordingto the se-
curity modeselectedy thesender

Outgoingmessageslsorequirea key lookup, followed
by MAC computatiorand/orencryptionif indicated.Main-
tenanceof transmitcounterds automatic put receve coun-
tersmustbemanuallyupdatedsincemessagésscauseslis-
continuities.

Messageanduserauthenticatiodailuresarestoredin the
Auditor's Log, sharedwith the Privacy Managey for review
by administratordo aid in diagnosingongoingattacks.

8 Context-Aware Power Management

ALARM-NET supportsa heterogeneougower situation
wheresomenodesarepluggedinto thewall andothersoper
ate on batteries. Stagatesare plugged-indueto their high
power consumptionrequirementswhile motesare either
plugged-inor operateon batteries. This e xibility allows
new battery-operatecthotesto beaddedquickly, in highden-
sity if neededmovedeasily andevenoutdoorsvherepower
is more problematic. Further motesthat are part of body
networks must necessarilywork on batteries(or scarenge
enegy from motion). Consequentlyenegy ef ciency is an
importantdesignissuein ALARM-NET.

Applicationdemand®f ALARM-NET posesomepartic-
ularrequirement®n power management-irst, power man-
agemenshouldbe adaptve to the residents behaior. Sen-
sorsin ALARM-NET areusedto detectandcollectinforma-
tion on residents so sensorshouldadapttheir operational
statesaccordingto changesn the residents behaior. Sec-
ond,powermanagemerghouldprovide opennesto usersof
ALARM-NET. Users(hereusersaresystemadministrators)
shouldbe able to setdifferent power managemenactions
accordingto differentapplicationsituations. Third, power
managemenshouldbe ableto control individual functions
onthesensomodes.

For example,a usermaywantto seta high ratefor tem-
peraturesensing,a low rate for light sensing,and turn off
other sensingfunctions. Anotherconcernis that ALARM-
NET is a heterogeneousensometwork with diversesensor
nodessuchasECG, motionandothersensorsPaver man-
agemenshouldbeadaptveto controldifferentsensonodes.

In orderto satisfyall thesepower managementequire-
ments,we designeda Contet-awareandOpenPowver Man-
agemen{COPM) modulefor ALARM-NET . Many power
managemenschemesin the literature saze power using
scheduling-basednd/or sentry-basedlgorithms, often to
maintaincompletesensingcoveragefor unexpectedevents
[22]. However, theseschemedypically arenot adjustedau-
tomaticallyor by usersatruntime. SinceCOPMis awareof
the individualizedpatternsof residentsjt candynamically
choosepower managemermperationslt alsoprovides e x-
ibility for usersto control pover managemenaccordingto
pecularitiesof the deploymenternvironment. All theseprop-
ertiesmake COPMagoodsolutionfor e xible systemawith
diverseapplicationslike ALARM-NET . Speci cs of our
designfor battery-paveredmotesarenow presented.

The COPM module provides userswith two types of
power managemenperations—thosbasedn users'com-

mandsandthosewhich arecontet-aware.

First, userscandirectly controlfunctionsof ary moteby
sendingpower managemertommandsHere,userscanturn
on/off, or setratesfor eachindividual sensingfunction in
a mote. Also, a usercan setthe effective period of each
commandA typicalcommandnaybe“Mote No. 1 turnsoff
thelight sensorbut senseshe temperaturevery 2 seconds
for thefollowing 2 hours!

Second,the COPM module also provides the context-
aware powver managemenbperationsbasedon the behar-
ior patternsof the resident. Initially, userscande ne some
context policiesfor power managementsuchas“when the
residentis sleeping,turn off all sensordn the living room
andsensehetemperaturevery 2 minutesin the bedroont.
Basedon theresidents behaior patternfrom the CAR, the
COPMcantriggerthecorrespondingowvermanagemerdp-
erationwhen the the condition of a contet policy is met.
This context-awareoperationprovidesmoreef cient power
managemerthatis adaptie to the residents behaior. An-
otheradwantageof context-awareoperationis thatthe mod-
uleis openfor usersto de ne their own context policies,ac-
cordingto their applicationdemands.

In orderto avoid con icting power managemenbpera-
tions,wealsoattributeapriority to eachoperation.Here,pri-
oritiescanbeusedto differentiatethelevel of varioususers.

The COPM module usesfour functional components,
shavn in 9: SensorDrivers, Contet ManagementCirca-
dianActivity Rhythm(CAR) andUserlInterface.

CAR User Interface
Activity Context
v Pattern Policy v Commands

Context Aware
Power Management

A
Detection "Commands

Sensor Drivers

Figure 9. Power Managementcomponentsin ALARM-
NET.

SensorDrivers are usedto control the individual func-
tionsin motesaccordingo incomingpowermanagemerdap-
erationmessagesThesemessagearegeneratedby a users
directcommandsor contet managementThe Sensorcon-
troller canturn on/off and setdifferentratesfor individual
sensingunctions,andcanalsosettheduty cycle of anodes
radiocomponents.

A possibleproblemhereis con icting power manage-
mentcommands Somecommandgnay wantto controlthe
samefunctionwith differentsettings.In orderto avoid con-

icts, thesensorcontrollerkeepsa SensoiStateTable(SST).
Eachentryin SSTcorrespondso onefunction of the mote,
andit recordsthe currentsetting(on/off, sensingrate),and
theinformationof thecommandwhich setthe currentstate.

Supposea new commandarrives,which will control the

light sensomwith priority 3. The controllerwill rst look in



the SSTand nd whetherthe previous commandwhich set
the currentstateof the light sensothasa higherpriority. If

so,thenew commandwill beignored. Otherwise,it will be
executed.

Context Management residingin the AlarmGateappli-
cation, is usedto implementcontext-aware power manage-
ment operations. This componentis the core of COPM.
Theinputsof the componentire context policiesde ned by
usersthe sensingeportsfrom motes,andthe residents be-
havior patternsobtainedfrom the CAR. The outputis a set
of power managementommands.

We give aconcreteexample.Theusermaygive a context
policy, “turn off all motionsensorsvhentheresidenggoesto
sleep; andthe CAR givestheresidentsactiity pattern,‘the
residentusually sleepsafter 10:00PM” Whenthe motion
sensotreportstheresidentcominginto the bedroomafter 10
PM, context managementandeterminethat the residentis
sleeping,and sendspower managementommandgo turn
off thesensors.

CAR is usedto provide the behaior patternof the resi-
dent. It collectsreportsfrom WSN sensorsandpredictsthe
residents behavior. With the CAR software,the power man-
agemenmoduleadaptdo the behaior of theresident.

User Interface is implementedon PCswhich connect
to ALARM-NET. It providesuserstwo methodsto do the
power management.First, userscan directly control each
sensingunctionin eachsensoiin the network. Thesecom-
mandsaresentto the sensomodesvia the hierarchicakout-
ing protocol. Secondthe usercande ne contet policies.
With thesepolicies, power managementommandsare au-
tomatically generatedby the context management.These
policiesare sentto the context managementoduleon the
AlarmGatefrom IP clients.

9 Data Association

Data associationis essentialto ALARM-NET. When
multiple peoplesharethe living facility, datacollectedby
the systemmust be associatedvith the right person. This
bearssimilarity to humanactiity suneillanceapplications
with automateddenti cation. Thoseapplicationareinher
ently challengingandtypically requirepowerful sensorsvith
strong tracking and identifying capacity such as suneil-
lance camerascombinedwith sophisticatedcomputervi-
sionalgorithms[23]. However, deploying video camerasn
an assisted-iring facility hasseriousprivacy concernsand
could be too costly Biometric-baseddenti cation devices
suchasa nger printer readersor iris scannershave high
identi cation accurag. However, thesesensorsare expen-
sive and non-ubiquitous. They require device interactions
thatareoftenunnaturalor incornvenientfor seniorresidents.

In ALARM-NET, we implementa dataassociatiorpro-

gramthatuseslow cost,heterogeneousibiquitoussensors.

We increasehe utility of sensorandlowerthe costby mak-
ing them“multi-functional” For example,a scalein front
of the freezersenestwo purposes:rst, it takesthe weight
measuremengndsecondtheweightmeasuremergrovides
information aboutthe identity of the personthat usesthe
freezer Insteadof associatingdatabasedsolely on physi-
ological dataof the user as mary camerabasedsolutions

do, ALARM-NET usesDempsterShaferevidential theory
to processhe combinationof location, physiologicaldata,
andlearnedactiity patterns.

DempsterShaferevidentialtheoryis aprobability-based
datafusion classi cation algorithm. It is usefulwhenthe
informationsourcecontributing informationcannotattribute
completecertaintyto its outputdecisiong24].

ALARM-NET trackseachpersonwith coarsegranular
ity, currentlyat the room level, usinglow-costmotion sen-
sors. Othersensorareavailablefor this purposejncluding
infraredtripwire sensorswhich aretriggeredwhenthe user
breakgheinfraredbeam.By deploying two trip wire sensors
attheentranceof eachroom,auserstraveling directioncan
be determinedandthe systemcantrackthe numberof users
in eachroom. The users locationcanbe inferredfrom “in
use”sensorgleployedin furniture. For example,the users
locationis determinedvhenthe pressuresensorin the sofa
is triggered.

Each users physiologicaldatais collected beforehand
and canbe valuableinformationfor dataassociationespe-
cially whenthereis substantiatlifferenceamongusers.For
example ahusbandndwife mayhaveasufcient difference
in body weight to give high con denceto dataassociation
decisionswvheneitherstepsontoa oor scale.

ALARM-NET doesnotrequiretheuserto wearacertain
body tag all the time, althoughdoing so increaseshe ac-
curag of associationALARM-NET monitorsthe usageof
SATIRE, andassociatethe datato its ownerby default.

The systemlearnsabout users' behaior patternsover
time, and usesthesepatternsto identify the usersafter the
con dence level reachesa certain threshold. The beha-
ior patterncanbe a singleactivity or an actvity sequence.
ALARM-NET hasa learningmodulethat recordsand ex-
amineseachtuple of <time, actvity, user anddevelopsa
statisticalbehaior model.

For eachactivity performed,a few propositionscan be
madefor who conductedhe actiity. For example,if only
personsA andB arepresenin aroomwhena certainactiv-
ity my happenstwo propositionwill be made,onefor each
person. The learningmodule predictsthe probability mass
for eachpersorbasedn history For example,if thesystem
hasrecordedl00 occurrencesf the sameactiity, 80 done
by A and20by B, thentheprobabilitymasdor A andB with
respecto thisactivity evidenceis 80%and20%respectiely.

Formally, if therearen personsn theliving spaceregard-
ing eventreadinge, andPe(i);i = 1:::nis theprobability of
personi triggeredreadinge, thenthe probability massre-
gardingeventeis:

o Pei)
M= 3L P

Later, if anotheractvity my happensandis determined
to be associatedvith the samepersonthat did activity my,
evidencemy andm, will becombinedusingDempstersrule
to identify the personsidentity.

The generalform of Dempsters rule for the total proba-
bility masscommittedto aneventc de ned by thecombina-
tion of evidencerepresentethy ma(a;) andmg(bj) is given



by

mc)= K &
a\ bj=c

[ma(a) me(bj)]

wherema(a;) andmg(bj) areprobability massassignments
andK is thenormalizatiorfactorto make all the probability
massesumto unity.

Oncethe accumulategbrobability massassignmentor ¢
is beyonda certaincon dencethresholdthesystendeclares
c to betheright association.The systemgetsself-feedback
andthusforms a reinforcementearningprocesseachtime
anassociations done.

Overall, the dataassociatiormodule providesa general
framawork for systemevent processingand classi cation.
Thelearningcapabilitymakesit adaptabldéo changingcon-
texts.

10 Implementation

We constructeda testbedto evaluatethe overall system
and individual components. Here we describethe system
implementationstartingwith the hardwareandsensorsised
or created.

10.1 Hardware and Sensors

ALARM-NET incorporatesa heterogeneou$ardware
ervironmentof sensor gatavay, and usernodes. We use
MICAz by Crossbav and Telos Sky by MotelV as the
basefor the sensornodes. They communicatewirelessly
amongthemselesandto the Stagatenodemadeby Cross-
bow, which performsthe AlarmGaterole. Userscanaccess
ALARM-NET throughdesktopcomputerover the Internet
or iPAQ PDA or LCD-enabledmotedeviceswirelessly

Our system includes commercially available sensors
madeby Crossbav that measurdight intensity humidity,
and acceleration. It also interfaceswith ECG and pulse
oximeter sensorsdesignedat Harvard by the CodeBlue
project[9]. In addition,we have createchardwareinterfaces
to otherdevices,suchasa motionsensorbody scale,blood
pressuraneter dustsensorand LCD module. We will de-
scribetheseinterfacesbelow.

To detectmotion we modi ed the commercially avail-
ablewirelessmotionsensoHawkEyeMS13Afor X-10 net-
works. We removedtheradioandthecontrollercomponents,
and interfacedthe conditionedmotion sensorsignalto the
MICAz 51-pinconnector In addition,the built-in light sen-
sor, LED, andthe userinterfacebutton were connectedo
the MICAz. Thusthelight sensorandthe buttoncangener
ateinterruptsandwake up the nodewhenasleep.

Thebodyscaleandbloodpressuresensorareattachedo
the MICAz motevia the serialport. Theinterfaceboardhas
aMAX232 interfacechip working asalevel shifterbetween
RS232levelsandthedigital logic levelsonthe mote.

We built a dustsensormodule for MICAz motes. The
sensoris basedon the SHARP GP2Y1010AJ modulethat
hasaninfraredLED andanampli ed photodetectoencap-
sulatedin a dark box with air passage.The MICAz mote
excitesthe infrared LED for 0.32msevery 10ms The dust
andsmole particlesin theair re ect someof thelight to the
photosensothat createslectricalimpulseresponsescaled

andmeasuredby the ADC of the MICAz mote.Theair con-
taminationlevel is relatedto the amplitudemeasuredy the
ADC.

We designedaandimplementedseeMotean LCD module
thatsenesasauserinterfacedevice attachabléo theMICAz
motes. Thus,suchan LCD-enabledmoteis ableto provide
visual feedbackto medicalpersonnel.For example,it can
shav the ECG waveform of the patientthat hasthe ECG
sensorttachedThelLCD has128 160pixels,eachcapable
of 64K colors. The size of the LCD is 1.8 incheson the
diagonal,andit ts on top of the MICAz mote[11]. The
modulealsohas ve momentanbuttonsallowing theuserto
provide inputto thesystem.

All of ourhardwaredesignsareopensourceandavailable
onthewebsitehttp://www.openwsn  .co m

10.2 Software

All modulesshowvn in Figure 10(a) areimplementedn
nesCandrun on TinyOS 1.1.150n the MICAz and Telos
motes.The TinyOS applicationSensorMote  wiresthemto-
getheralong with modulesfor routing, con guration, and
localizationnot describedhere. Compiler ags de ne the
particularsensodrivers(seeFigure3) includedin theappli-
cation.

Modi cations to the TinyOStimer modulewasnecessary
for the SensorSampler€omponent.This part of the Sam-
plerC con guration tracksthe next scheduledsampleusing
a single timer, and performsthe sampleon expiry. After
the rst of multiple queriesis receved, the moduleneeds
to know eitherhow muchtime haselapsedsincethe timer
wasstarted or how muchtime remains.Thisfunctionalityis
notexposedn theoriginal Timer interface.

The SecureComntomponentsequiredsigni cant mod-
i cation to TinyOS provided code, sinceinline cryptogra-
phy mustbe managedvhile messagearebeingtransferred
to/fromthe TX/RX FIFOsof theradiochip. As describedn
Section7 andshovnin Figure8, CC2420Security@ustin-
sertsecuritycon gurationwhile messagearebeingreceved
or beforethey aretransmitted.Routinesfor readingpartial
RXFIFO contentsand writing to CC2420RAM were cre-
ated.

The AlarmGateapplicationis writtenin Javaandusegshe
1.3.1API in orderto be supportechy the Blackdovn Jara2
v1.3.1JREfor ARM-Linux. Theopen-sourc®&XTX library
wasusedfor accesgo serialcommunicatiorirom Java. Files
werestoredon anexternalCompactFlaskexpansioncard.

Application-level modulesshavn in Figure 10(b) have
beendescribedIn addition,somelower-level moduleshan-
dle connectiorto theWSN andIP networks. PhoenixSource
is distributedwith TinyOS,andprovidesa connectiorto the
stagate-attachetMICAz motethrougha serial connection.
It was modi ed to usethe gnu.io namespaceatherthan
javax.comm , for usewith the RXTX library. An IP sener
soclet listensin the Client Managey spavning new threads
to handleconnectinglients.

A Java library was createdto containcode commonto
AlarmGateandclients. It containsclassedor messagdéan-
dling, queryandreportparsing,SRPauthenticationsecure
communicationand databaseaccess. The Databasdnter
faceusesJDBC MySQL connector3.0.17to connectto the
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Figure 10. ALARM-NET componentsoftware. Sensorcodeis implementedin nesC. AlarmGate and customback-end

softwareis Javaand C.

back-endlatabaseThefreelyavailableLightweightBoungy
CastleAPI v1.30[25] wasusedfor SecureComnaeryptogra-
phy modesmplementation§CBC-MAC, CTR, CCM).

Back-endprograms(seeFigure 10(c)) resideon one or
morePCsconnectedo the samelP network asthe stagates.
A standardnstallationof MySQL 5.0 maintainsthe system
con guration, including: sensortypes,locations,and own-
ers;and,userinformation,roles,andprivacy policies. Sen-
sordata,auditlogs, andalertsarestoredin the databasdy
the AlarmGatefor consumptiorby administratorsor back-
endanalysisby the CAR andDataAssociationrmodules.

CircadianActivity Rhythm(CAR) Analysisis performed
by a NI LabWindows/CVI applicationwith GUI. Dataare
collectedandanalyzedautomatically updatingactivity pat-
ternsand sendingoccupanyg reportsanddeviation alertsto
the AlarmGate.

The DataAssociationprogramis currentlyimplemented
usingJava 1.5 andrunson a back-endPC. It connectgo
the databaseisingJDBC connectionand polls the database
every secondo procesqewly arrivedsensoidata.

Other userinterfaceshave been
implementedin Java, including a
residenttracking GUI and userad-
ministrationinterface,suitablefor a
nurses station.It shovsa oor -plan
of the facility andindicatesthe cur-
rentlocationof aresidentandaccu-
mulatedoccupang information for
eachof therooms.

A Query Issueris implemented
and runs on the IBM WebSphere
Micro ErvironmentJVM, onanHP
iPAQ 5550. The GUI is shawvn in
Figure 11. It allows a userto con-
nectto the AlarmGate,authenticate
as a valid user and issue queries.
Reportsaregraphedn real-timeasthey streamin from the
network.

Figure 11. PDA
Query Issuer.

11 SystemEvaluation and Performance

To evaluate ALARM-NET' s performancewe built the
systemasdescribeaborve. Sinceits operationspansmulti-
ple functionalcomponentswe presenta seriesof scenarios
to con rm correctbehaior theninclude quantitatve mea-
surement®f importantcomponentsisspacepermits.

11.1 Integration and Back-End Analysis

In the rst scenario,we testeda seven-roomassisted-
living residentialunit (seeFigure12), with a motion sensor
oneachwall, a PCrunningthe back-endanda stagatewith
the AlarmGateapplication.

A personrepresentinghe

resident moved through the = ——
living space from room to | Bed e
room, sometimes pausing Bedroom Bathroom|
with no actvity. We veried — ©
that the motion sensorsre- S Showar
liably detectedthe persons I
movement, and that reports |
were collectedby AlarmGate . d

. Corrid |
and stored in the back-end f.:.:'t,:r i

database.

The CAR application,also
connectedo the databasese-
ceived and processedhe re-
ports,comparingwith thecurrentbehaioral trend. Sincethe
movementsdid not representeviations, context messages
sentto the Privacy Manageron the AlarmGateindicateda
normalstatus.

A secondpersonenteredheliving space.Both residents
continuedtio move periodically thoughthey maintainedlis-
joint trajectories. This motion datawas collectedfrom the
databasdyy the dataassociatiorprogramon the back-end,
which correctly maintaineduniqueidentity assignmentgor
thetwo concurrensetsof readings.This secondpersorthen
left the unit.

11.2 Privacy-Aware Queries

Usingthesametestbedcon gurationasin scenaridl, we
addeda wearablepulserate sensorto the residentand an
ervironmentaltemperaturesensorto the living room. The
residents CAR behaior deviation continuego benormal.

A userof the system,a technician,connectgo the Alar-
mGateandissuesa singlequeryfor the ervironmentaltem-
peratureof the residents unit. The Query Manageron the
AlarmGateconsultedwith the Privacy Managerfor autho-
rization. Sincethe residents privacy policy for atechnician
for temperaturés “DF,1HT", or defaultdery, thequerywas
not authorized. The Query Managersenta NACK to the
techniciarnto indicatethe denial.

The simulatedresidentthen moved around the living
spacdn amannedifferentfrom thebehaior pro le learned

Figure 12. Simulated
Residence.




by the CAR. The context for the residentwasupdatedby a
CAR alertsentto the Privacy Manager

Another personwith a PDA, representinga nurse, re-
spondedo the CAR deviation. Thenurseconnectedo Alar-
mGateusingthe PDA, andissueda periodic queryfor the
pulserateof theresident. As before the QueryManagerau-
thorizedthe requestwith the Privacy Manager Thoughthe
residents default policy for nurseaccesdo pulsedatawas
dery, theheightenedontext alertvaluefor theresidentper
mittedthequery

The QueryManagerdeterminedhe propersensoiin the
WSNto recevethequery andforwardedit. Uponreceiptof
thequery the pulseratesensostreamedeadingdackto the
PDA (viathe AlarmGate)attherequestedeportrate,where
it wasgraphedn real-timeasit arrived.

Satis edthattheresidentwasokay, the nursestoppedhe
real-timequeryandleft theresidentialunit.

11.3 Context-Aware Power Management

In the previous scenariosthe CAR applicationalsosent
occupanyg informationto thePoverManagementoduleon
the AlarmGate which controlssensorsccordingto contet
andpolicy.

To analyzethe efciency of our power management
schemaunderdifferentcontextsandpolicies,we rst collect
enegy useof the motesand sensorsthen calculatepower
savings for a subsebf roomsin the previous scenariosthe
bedroom kitchenandliving room. In eachroom, we have
onemotewith amotionsensorcalledM-mote,andonemote
for sensingervironmentaldata,calledE-mote.A singleres-
ident livesin the unit and wearsa body network with one
mote(B-mote).

We rst measuredhepowersupplyvoltageandcurrentof
thewhole motewith onefunctionalcomponentlisabledata
time by the software. Here,we usethe MICAz motewith
MTS310sensothoardwhich canprovide 2-axisaccelerom-
eter 2-axis magnetometeiight, temperatureand acoustic
sensingmodalities. While the measuredroltagewas con-
stantat 3V for thefreshpair of AA batteriesthecurrentwas
asshovnin Figurel3(a).

For this analysis,we classi ed certain combinationsof
sensorghatcanbe usedin ALARM-NET to de ne thefol-
lowing four typical power modes:

Environment Sense(ES). A motein ES enablesthe
light, temperatur@ndacousticsensingcomponentsas
well astheradioto sendthe sensingeport.

Body SensgBS): A motein BSis typically involvedin
a body network. It shouldenablethe accelerometeto
reporttheresidents movementandtheradio.

Standby. A mote in Standbyhasthe Radio on and
readyto receve or transmitdata,but all thesensorsare
turnedoff.

Sleep Whenthe moteis in the sleepmode, the radio
andall the sensorareturnedoff.

Next, we measuredhesupplycurrentof themotewhenin
thesefour differentpower modespresentedn Figure13(b).

We also measuredhe power consumptionof the motes
with a motion sensorshowvn in Figure 13(c). Here,a good
policy is to alwaysenablethe motion sensoranddisablethe

radio, andlet the interruptfrom the motion sensomwake up
theradioto sendthereport.

After de ning somebasiccontext policies,we calculate
estimategower expendedvith andwithout our power man-
agement:

Policy 1: For M-motes,keepthe motion sensomn and
theradiooff until amotioninterruptturnsit on.

Policy 2: Whentheresidentis sleepingall the E-motes
andthe B-moteswitchto the Sleepmode.

Policy 3: When the residentis awake, the B-mote
shouldstayin the BS mode,the E-motesin the room
wherethe residentis staying switch to the ES mode,
andall otherE-motesgoto Standbymode.

Supposehattheresidentsleepdor anaverageof 8 hours
aday We cancalculatethe daily currentconsumedn the
systemwithout ary power managementHere, we assume
that M-motesalso apply Policy 1, and all E-motesand B-
mote stay in the ES and BS modesin the whole day. By
calculation,the daily currentconsumptionin the systemis
3753.6mAh

For ALARM-NET with contet-aware pover manage-
ment,we assumehatthe CAR softwarecanalwayspredict
theresidents behaior correctlyfor the purposeof thisanal-
ysis. So, E-moteswill stayin the Sleepmodesfor 8 hours,
in the ESmodefor % hoursandin the Standbystatefor 32
hours.B-moteswill stayin the sleepmodefor 8 hours,and
in theBS modefor 16 hours.Addingtheconsumptiorof M-
motes,the daily currentconsumptioris 2324.8mAh which
is only 61.9%o0f the previousconsumption.

11.4 Secue Networks

In our testscenariosthe technicianandnurseconnecting
to the AlarmGatehadto provide the properauthenticating
credential{usernameandpassverd) beforeissuingqueries.
The nurseenteredthe wrong passverd at rst, andwasde-
niedaccesgo thenetwork.

To furtherevaluatethe costof securingnessagem thelP
andsensomnetworks,we measurethe messagandprocess
ing overheadsThe messagearealwayslongerthanwithout
security andit takeslongerto performcryptographicoper
ations,hencesecurityalwayscomesat a cost. For applica-
tionsthatrequiresecurity asALARM-NET doesthegoalis
to minimizethe overheadcostof security

Figurel4(a)shavs percentag®verheadtalculationgdue
to messagéength expansion. The overheaddueto the Se-
cureCommheaderandfooter (MAC) naturallydecreaseas
the payloadlengthincreases.A vertical line shavs the de-
fault payloadlength of 29 bytesin the WSN. In ALARM-
NET we usealengthof 70 bytes(out of amaximumof 116)
in theWSN, and255in thelP network.

When receving a messageon the mote, SecureComm
readsnoughof the RXFIFOto determinevhetherthis mes-
sageshouldprocesse@sa securdrame,andin whatmode.
The inline securityoperationis con gured on the CC2420
andthe remainderof the frameis readout of the RXFIFO.
As the messag@ropagateshroughthe SecureComntom-
ponentthe heademandfooterarestrippedout of the payload
beforeit is signalledto the higherlayers.

Theprocessingime for all thesestepss shovn in Figure



Components SupplyCurrent PaverModes SupplyCurrent Motion Sensor SupplyCurrent
All enabled 45.0mA ES 33.9mA All componentenabled 32.5mA
Tempdisabled 44.9 BS 33.4mA Motion sensodisabled 32.5mA
Light disabled 44.9 Standby 32.8mA Radiodisabled 7.1mA
Acceldisabled 44.4 Sleep 6.2mA

Magnetdisabled 35.1

Acousticdisabled 44.0

Radiodisabled 19.2

(a) Powver Measurementvith disabled (b) Powver Measurementin different (c) Pover Measuremenof motion sen-
components. power modes. sor.

Figure 13. Power Measurementsfor evaluation of context-aware power managementin ALARM-NET.
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Figure 14. SecurCommoverheadand performance.

14(b). Thetime requiredfor receving aninsecurg“plain”)
messagés alsoshovn. Multiple asynchronoutaskpostings
male simple measurementf the processingime dif cult.
The data presentechere are the sumsof the synchronous
codeblocks,so thattaskdynamicsdo not obscurethe mea-
surements.Timeswere measuredisingthe Tektronix TDS
2022scopes rise-fall measurdunction. Also, timesdo not
includeone-timecostdik e copying thekey to theradiochip.
Thelargestincrementatostcomeswhenusingbothencryp-
tion andauthenticatioriogether

Finally, Figure14(c)shows similar measurement®r the
transmitpath. Thesetimesinclude shifting the payloadto
malke roomfor the SecureComnheadeysettingup transmit
security writing the frameto the TXFIFO, andcleaningup.
In contrastto the receve measurementgheseinclude the
actualradio transmissiortime, and so are uniformly higher
thanFigurel14(b).

11.5 EmbeddedCode Details

Table 1 shaws the size of codedevelopedfor ALARM-
NET, in lines of code,programmemory anddatamemory
We seethat the SensorMoteTinyOS applicationeasily ts
into themotes'code ash (maximumsize128KB).

Data memoryfor this applicationdependsprimarily on
the TinyOS messagéengthandthe maximumsize of state
tablesin the QueryProcessoand Samplermodules. The
measurements Tablel weretakenwith a 70-bytemessage
payloadandamaximumof veconcurrengjueriessamples,
andkeysin theKeyStore.

SensorMote-aloneshavs thecodeanddatausedbeyond
thatrequiredfor thesimpleCntToRfm! application to shov
how mary resourceareusedby ourapplicationandits mod-
ulesvs. thosein TinyOSitself.

Java codefor the PDA andstagateeasily t within their
memory constraints. Codesizesgiven are the sizesof the
classles, includingthe JDBCconnectoycryptolibrary, and
PhoenixSourcandits dependences.

12 Conclusion
We presentedALARM-NET, a wirelesssensometwork

Application | Lines CodeSize DataSize designedfor long-term health monitoring in the assisted
i - itoring i i -

gensorMOIe lone ;ggj ig%gi iggé living and residentialervironments. A centraldesigngoal
ensoriiote-alone wasto adaptthe operationof the system,including power
AlarmGate 7429 1342241 — managemerandprivagy policy enforcementto theindivid-
PDA Querylssuer | 8210 340950 — uallife patternof theresidentsyhich areanalyzedandfed

Table 1. Codesizes(lines of code,codeand data memory
in bytes)for applicationsin ALARM-NET. Javaapplica-
tionsinclude all third-party jar les.

1cntToRfm incrementsa counterevery 250ms and transmits
its valuein aradio message—perhapise simplestapplicationthat
useshasicTinyOS componentdik e Timer andRadio.



backinto the system. This is only possibleif we canasso-
ciatedatawith theproperindividual, for whichwe usesensor
dataand DempsteiShaferevidential theory Protectionof
medicalinformationis veryimportant,solP andWSN com-
municationis securedwith SRPand SecureComma hard-
ware acceleratedecurity suite for ChipconCC2420-based
devices.
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