
Study	  of	  20	  students	  using	  the	  the	  
tool	  3	  hr.	  Test	  	  secure	  
programming	  knowledge	  pre	  and	  
post	  using	  ASIDE	  
	  
Sta@s@cally	  Significant	  10.3	  points	  
increase	  in	  test	  score	  (out	  of	  100)	  
461	  dis@nc@ve	  warnings	  
generated.	  70%	  clicked	  47%	  
resolved	  

	  	  

Most	  students	  did	  spend	  several	  
minutes	  reading	  explana@ons	  to	  
learn	  more	  about	  the	  warnings	  
	  
60%	  of	  the	  students	  having	  
dynamic	  statement	  warnings	  
successfully	  wrote	  prepared	  
statements	  aMer	  reading	  the	  
explana@on	  (6/10)	  

Eclipse	  plug-‐in	  for	  Java,	  named	  
ASIDE	  
	  
Integrate	  secure	  programming	  
support	  into	  the	  IDE	  
	  
Provides	  reminders	  and	  
contextual	  educa@on	  material	  
	  
	  

	  	  	  	  	  	  	  Secure	  Programming	  Educa@on	  	  
across	  	  curriculum	  with	  interac@ve	  IDE	  support	  
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SoMware	  flaws	  oMen	  lead	  
to	  serious	  security	  and	  
privacy	  problems.	  
	  
Secure	  programming	  
must	  be	  threaded	  
throughout	  the	  en@re	  
compu@ng	  curriculum	  
	  
	  

To	  provide	  training	  in,	  and	  
support	  for,	  good	  secure	  
programming	  prac@ces	  as	  
part	  of	  the	  tools	  that	  
students	  use	  to	  program	  	  
	  
Serves	  as	  a	  con@nuous	  
educa@onal	  opportunity	  that	  
adds	  to	  or	  reinforces	  the	  
students’	  secure	  
programming	  training	  while	  
they	  are	  performing	  their	  
coding	  ac@vi@es.	  	  

	  
	  
Ini@al	  evalua@on	  
suggests	  that	  ASIDE	  
can	  provide	  a	  learning	  
opportunity	  and	  
increase	  secure	  
programming	  
knowledge	  
	  
It	  could	  integrate	  
secure	  programming	  
educa@on	  across	  a	  
compu@ng	  curriculum	  
to	  students	  at	  all	  
levels	  
	  

Future	  Work	  
	  
Longer	  term	  studies	  
to	  see	  whether	  these	  
effects	  can	  be	  
sustained.	  
	  
Look	  at	  lower	  level	  CS	  
courses	  
	  
	  
	  
	  
	  
	  


