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1. Introduction

2.1. Monitoring and sensing

The past decade has witnessed a signiﬁcant proliferation of
Internet-capable devices. While its greatest commercial impact has
been in the area of consumer electronics, with the smartphone
revolution and the uptake of wearables, connecting humans is only
part of a greater trend toward the interconnection of the physical
world with the digital world.
While the Internet is a communication network connecting
people to information, the Internet of Things (IoT) is an interconnected ecosystem of uniquely addressable physical objects with
varying degrees of sensing, processing, and actuation capabilities,
sharing the ability to communicate and interoperate through the
Internet as their common denominator [1].
With the IoT paradigm, sensor-equipped devices can provide
ﬁne-grained information about the physical world, allowing cloudbased resources to extract value from such information and possibly make decisions to be implemented by actuator-equipped devices, blurring the line between the IoT and the broader concept of
Cyber-Physical Systems [2–4], which does not necessarily presuppose Internet connectivity per se.
The vagueness of the term “Things”makes it hard to deﬁne the
ever expanding boundaries of the IoT, but at the same time offers
a clear idea of its heterogeneity and its virtually limitless application potential. This has spawned very encouraging projections from
market analysts and corporate players who envision a multi-trillion
dollar market for the IoT.
As commercial success materializes, the IoT continues to offer a
seemingly boundless supply of opportunities for both business and
research. This special issue of Computer Communications is dedicated to the latter, offering a varied collection of research contributions to cutting-edge themes within the IoT space. This special
issue complements [5], which focused on architectures, protocols,
and services.

Although monitoring and sensing technologies have achieved
some level of maturity, they continue to evolve, in particular with
regard to energy-eﬃciency and form factor. Since tags and sensors are expected to be constantly active to acquire real-time
data, energy-eﬃciency is crucial to lifetime extension. At the
same time, recent advances in miniaturization and nanotechnology/biotechnology have enabled the development of sensors and
actuators at the nano-scale, ﬂeshing out Kris Pister’s smart dust
vision [6,7].
Given the heterogeneity of sensing technologies and the increasingly large number of devices, IPv6 has been proposed as solution to identify IoT objects independently of the sensing technology. However, what is missing is standard solutions to map the
address scheme of the sensing technologies into IPv6 addresses.
Additionally, eﬃcient services for retrieving the object associated
with a global identiﬁer, and vice-versa, are also required.

2. Research areas
As the IoT is the result of heterogeneous technologies used to
sense, collect, act, process, infer, transmit, notify, manage, and store
data, there are many research challenges to be addressed spanning
several research areas (see Fig. 1). In the following, we will discuss
the key research directions for each area.
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2.2. M2M communication
While there already exist IoT-oriented communication protocols, such as MQTT [8] and CoAP [9], we still do not have a standard for a truly open IoT. While every object needs connectivity,
not every object needs to be Internet-capable, but only capable
enough to get its data to a gateway. As for the most suitable wireless technology for any given object, there are many options, ranging from Bluetooth Low Energy and LoRa [10] to IEEE 802.15.4, but
it is unclear whether they will continue to cover the whole range
of IoT connectivity needs going forward.
Following the recent trend of pushing processing and storage towards the edge of the network, Software Deﬁned Networking (SDN) and Network Function Virtualization (NFV) techniques
promise to deliver the next generation of networks [11,12]. The inclusion of virtualization capabilities in the network nodes (e.g., on
access routers) brings the service representation (e.g., cloud services) closer to the users, resulting in a better match for the application requirements as well as lower costs.
2.3. Process, analysis, management
Processing, analyzing and managing data is extremely challenging due to the heterogeneity and the scale of collected data.
The current trend is to use centralized solutions to oﬄoad data
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real-time approaches. IoT applications need to address a number
of issues that are intrinsic to the nature of the IoT, including realtime communication, the presence of both sensing and actuation
with humans in the loop, and the distributed and heterogeneous
nature of the IoT.
While none of these requirements are unique and many of
them have already been explored individually by the research community, they must often be addressed jointly by IoT applications.
2.5. Security and privacy

Fig. 1. Overview of the IoT research areas.

and perform computationally intensive tasks on a global cloud
platform. However, there is an increasing concern that traditional
cloud architectures may not be able to transfer the massive volume
of data produced and consumed by IoT devices and to support the
associated computational load while meeting timing constraints. To
this end, emerging solutions such as Fog Computing and Mobile
Cloud Computing rely on edge processing to address this challenge
[13–15].
Another research direction that is gaining momentum is the
application of Information Centric Networking to the IoT. As
information-centric solutions natively support the eﬃcient retrieval of content and the access to services and applications by
name, they seem valuable and scalable solutions to access, transfer
and manage the generated content and its distribution. Obviously,
several challenges arise: for instance, how to eﬃciently extend the
ICN paradigm beyond the edge of the ﬁxed network, how to include IoT static and mobile devices, and how to allocate ICN functionality on resource-constrained devices [16,17].
The management of devices is also of paramount importance,
and is a complex problem that includes numerous actions to be
taken on devices with different available resources. While the
lightweight implementation of traditional management solutions
[18] might be beneﬁcial in those scenarios where many devices
already use traditional solutions, OMA-DM and OMA Lightweight
M2M (LWM2M) are mainly targeted to scenarios where there are
only IoT constrained devices. However, how to eﬃciently integrate these protocols into the IoT architecture are open issues [19].
Moreover, what is missing is open software solutions spanning security and device management that allow IoT devices and systems
to seamlessly discover each other, dynamically communicate and
interact with nearby devices regardless of brand, communication
layer, platform type, or operating system.
How to perform essential services such as dynamic service
composition and eﬃcient service discovery is a further IoT challenge. There exist several approaches currently under investigation, including the aforementioned Fog Computing or, alternatively,
the application of context-aware computing, as most of IoT services and applications are tailored to the speciﬁc context and users’
needs. A further solution relies on the Social Internet of Things
[20,21], i.e., the social network paradigm applied to objects, that
allows to independently establish trust social relationships among
objects that are then exploited to make services more eﬃcient.

Researchers have long known of the vulnerabilities that currently exist in numerous IoT devices [22]. Recent attacks on IoT
systems demonstrate the need for comprehensive security architectures that protect systems and data from end to end. The threat
of stepping stone attacks that exploit weaknesses in individual devices to enter a system and gain access to devices that are more
secure from the outside is a driving motivation for comprehensive
security solutions. This includes research in eﬃcient applied cryptography for both system and data security [23], non-cryptographic
techniques for security [24], and frameworks for helping developers more easily develop secure systems on heterogeneous devices
[25]. Even with cryptographic security services that are capable of
running on resource constrained IoT devices, we need research to
enable users of all skill levels to securely deploy and use IoT systems despite the limited user interfaces available with most IoT
devices.
Recent privacy research in IoT has focused on the important
trade-offs between security, functionality, and privacy. These tradeoffs often focus on balancing the system’s ability to use information, authenticate and establish trust in users, and hide sensitive user information. Since IoT devices often record large amounts
of personal information, users need to understand what is being
recorded, how it is being used, who it is available to, and who has
control of it. This information is critical as IoT devices that are deployed by casual users and these systems become more connected
to cloud-based services that the user seldom has signiﬁcant control
over.
2.6. Programming models, evaluation
Due to the diverse nature of the IoT, there has been a variety of
approaches to programming IoT applications. For IoT applications
and services that are focused on edge devices, and work within
a single control domain, e.g., a factory or machine, programming
models tend to exploit the principles of real time and embedded
computing. For general-purpose applications such as Smart Buildings, or Smart Cities [26], researchers have explored the use of
centralized cloud based programming models with traditional synchronous and asynchronous APIs [27] as well as more distributed
approaches such as Cloudlets or Fog Computing.
One promising approach recently explored by the research community is the use of data-ﬂow programming models to process
streams of events from IoT devices asynchronously. To accommodate the distributed nature of IoT applications, Distributed DataFlow (DDF) has been proposed as a potential solution and is currently an active research area [28]. Reactive Programming, also
built on a data-ﬂow model, has recently gained traction in the IoT
community with various research groups exploring dynamic and
functional variants in the search for a general purpose IoT programming model.

2.4. Applications
3. Contributions on this special issue
Due to the range and breadth of IoT technologies, application development employs a diverse set of approaches and models
ranging from device-centric embedded systems to fully distributed

This special issue includes fourteen contributions covering a
wide subset of the IoT research areas discussed in Section 2. The
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Fig. 2. Distribution of the accepted papers on IoT research areas.

selected papers have been chosen among forty-four submissions
from around the globe and after a rigorous review process with
two rounds of reviews by the Guest Editors and several expert reviewers. The accepted papers conﬁrm the increasing interest by the
research community in this ﬁeld. Fig. 2 shows the distribution of
the accepted papers across the research areas discussed in the previous section.
This special issue opens with a set of surveys that provide an
overview of the current solutions in various IoT research areas.
Speciﬁcally, [29] focuses on the middleware platforms currently
available for IoT, and identiﬁes the key features and missing functionality of the most representative platforms. In [30], the authors
report a systematic literature review of the integration of the IoT
with Cloud Computing. Alongside their classiﬁcation, the authors
identify numerous open challenges and potential directions that
can be relevant for future research in this ﬁeld. In [31], the authors
present an extensive survey of the technologies used for detecting
indoor daily indoor activities, and provide a taxonomy for activity
recognition.
A second set of papers deals with communication issues from
different technological perspectives. In [32], the authors investigate the feasibility of multimedia communication in resourceconstrained devices, and propose an application solution that
exploits Bluetooth Low Energy (LE) to enable eﬃcient streaming
services. In [33], interference problems caused by adjacent channels in WiFi-based WLANs are discussed, and the authors present
an interference-aware self-optimizing (IASO) WiFi solution to mitigate the above issues. Congestion problems that may arise when
a large number of IoT devices try to connect to the network are
investigated in [34]. Speciﬁcally, the authors propose a novel LTE
uplink scheduler that controls the congestion level dynamically
based on traﬃc information as well as the allocations logs available on the device. The last paper in this group proposes a routing
protocol where paths are determined based on content [35]. The
main idea is to create application-speciﬁc overlay trees based on
the content, and to route correlated data to intermediate nodes
to increase data aggregation while reducing network congestion
and latency. Notably, the paper illustrates the integration of the
proposed solution with the IETF RPL protocol.
Two papers explore the eﬃcient integration of the Information Centric Networking (ICN) paradigm with the IoT and treat this
emerging research direction from different perspectives. Speciﬁcally, paper [36] proposes an ICN-based communication solution
to retrieve the resources available within a local area network.
The key role is assumed by the gateway, which is responsible
for resource naming and acts as a proxy translating incoming resources requests into ICN messages. The proposed solution is totally compliant with the European Telecommunications Standards In-
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stitute (ETSI) M2M speciﬁcations, thus enabling remote applications
to access the resources available within the local area network. The
authors of [37] focus on eﬃcient and ﬂexible mechanisms to improve service discovery in the IoT. To this end, they propose a system based on Named Data Networking that is enriched with semantic similarity techniques to deal with the signiﬁcant and growing diversity of the service descriptions. The discovery brokerage
and the semantic matching engine are the two entities designed
to match the incoming queries to the available services.
Novel ﬂexible software frameworks for the easy development,
integration, and communication of IoT devices and applications are
the subjects of papers [38] and [39]. Speciﬁcally, the authors of
[38] propose a new programming model for the Arduino platform
that enables the integration and management of multiple microcontrollers over numerous communication channel (e.g., socket
connections, bridging, MQTT-based publish-subscribe messaging).
The platform presented in [39] provides software tools to develop
IoT fault-tolerant applications while supporting the heterogeneity
of IoT devices. It relies on the Erlang programming language that
helps programmers to write concise code with a relatively low debugging and maintenance effort.
This special issue also includes two papers that deal with security and privacy issues. Paper [40] proposes a hybrid access control system that integrates WNSs with the Internet under the IoT
umbrella. Speciﬁcally, as the two environments are characterized
by different crypto-systems, the proposal relies on the adoption
of a heterogeneous cryptosystem and a signcryption solution that
enables a seamless and secure communication. The implementation and experimental evaluation of a lightweight multi-OS security platform is the focus of paper [41]. The proposed solution, designed for IoT smart parking applications, relies on Zero Knowledge
Proof protocols to hide sensitive user information while guaranteeing proper authentication, and on Elliptic Curve Cryptography to
reduce the computational burden.
Finally, paper [42] explores the application of the IoT to the
e-health space, proposing a system that employs face recognition
and facial expression analysis techniques to determine the emotional state of patients and provide them the correct in-home
treatment.
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