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Ab s t r a c t

A s  s o f tw a re  s y s te m s  c o n tin u a lly  b e c o m e  la rg e r  a n d  m o r e  c o m p le x , a s s u r a n c e  o f th e ir

c r itic a l p r o p e rtie s  b e c o m e s  c o r r e s p o n d in g ly  m o r e  d iff ic u lt. W h ile  c o n s tru c tio n  o f  s y s te m s

o f th e  q u a lity  p r o d u c e d  in  th e  p a s t m ig h t b e  f e a s ib le , th e  e n g in e e r in g  f o u n d a tio n  o n  w h ic h

th e  d e p e n d a b ility  r e c o rd  o f th o s e  s y s te m s  re s ts  is  w e a k . T h e  la c k  o f a  r ig o r o u s

d e p e n d a b ility  a rg u m e n t in  m a n y  c a s e s  im p lie s  th a t s y s te m  d e p e n d a b ility  is  p ro b a b ly  d u e

a t le a s t in  p a r t to  th e  c a re  ta k e n  b y  e x p e rie n c e d  d e v e lo p e rs  in  th e  s o f tw a re ’s  d e s ig n .

C a re f u l d e v e lo p m e n t a n d  re v ie w  a r e  lik e ly  to  b e c o m e  le s s  e ff e c tiv e  a s  th e  c o m p le x ity  o f

th e  d e v e lo p e d  s o f tw a re  g ro w s  b e y o n d  th e  lim its  o f  s tr a ig h tf o r w a r d  h u m a n  c o m p r e h e n s io n .

In  m a n y  s o ftw a r e  s y s te m s , c r itic a l p r o p e r tie s  a re  o n ly  a  s m a ll s u b s e t o f a ll d e s ira b le

s y s te m  p r o p e r tie s . I n  th is  d is s e rta tio n , I  h y p o th e s iz e  th a t, in  m o s t v e r y  c o m p le x  s y s te m s ,

th e r e  is  o f te n  s o m e  m u c h  s im p le r  s u b s e t o f  fu n c tio n a lity  o v e r w h ic h  c ritic a l p r o p e rtie s  c a n

b e  e x p r e s s e d . A s s u r in g  p ro p e r tie s  o v e r  th e  s im p le r  s u b s e t c a n  p r o v id e  a s s u ra n c e  o f  c r itic a l

p ro p e r tie s  o v e r th e  e n tire  s y s te m . In  th is  c a s e , s y s te m  d e p e n d a b ility  c a n  b e  r e d u c e d  to  a

g u a r a n te e  th a t e ith e r  th e  s y s te m  w ill f u n c tio n  c o r r e c tly , o r  th e  n o n - c ritic a l f u n c tio n  w ill d o

n o th in g  to  in te r fe r e  w ith  c r itic a l s y s te m  p r o p e r tie s .

M y  w o r k  p r o v id e s  a  m e th o d  fo r  c o n s tru c tin g  s y s te m s  to  b e  d e p e n d a b ly  r e c o n f ig u ra b le .

A  s y s te m  w ith  re c o n f ig u r a tio n  a t th e  c e n te r o f its  a s s u r a n c e  a rg u m e n t c a n  a llo w  its

p rim a r y  fu n c tio n  to  f a il a n d  th e n  r e c o n f ig u re  to  s o m e  s im p le r  fu n c tio n , m itig a tin g  a n y

u n a c c e p ta b le  fa ilu r e  c o n s e q u e n c e s . Re c o n f ig u r a tio n  th u s  c o n tro ls  th e  e ffe c tiv e  c o m p le x ity

o f th e  s y s te m  w ith o u t f o rc in g  th a t s y s te m  to  s a c r ific e  d e s ir e d , b u t u n a s s u ra b le ,

c a p a b ilitie s .
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F o c u s in g  a  s y s te m ’s  d e p e n d a b ility  a rg u m e n t o n  re c o n f ig u r a tio n  m e a n s  th a t

re c o n f ig u r a tio n  m u s t p r o c e e d  c o r r e c tly  w ith  v e ry  h ig h  a s s u r a n c e . T h e  s y s te m  c o n s tr u c tio n

a p p r o a c h  in  th is  w o r k  a ls o  p r o v id e s  a  m e th o d  th r o u g h  w h ic h  s y s te m  d e p e n d a b ility

p ro p e r tie s  c a n  b e  s h o w n . T h e  a p p r o a c h  a c c o m p lis h e s  th is  b y : ( 1 ) in tr o d u c in g  a  f o r m a l

d e f in itio n  o f r e c o n f ig u r a tio n  a n d  a n  a s s o c ia te d  s e t o f  h ig h -le v e l, g e n e r a l p ro p e r tie s ; ( 2 )

c o n s tru c tin g  a n  a r c h ite c tu r e  th a t g u a r a n te e s  th e  h ig h - le v e l r e c o n f ig u ra tio n  p ro p e r tie s ; a n d

(3 )  m a k in g  n o n -c r u c ia l s o ftw a r e  f u n c tio n  f a il- s to p , s o  th a t th e  s o f tw a r e  e ith e r  w o r k s

c o r r e c tly  o r fa ils  in  a  w a y  th a t d o e s  n o t d is ru p t o th e r  a p p lic a tio n s . S h o w in g  th a t a  s p e c if ic

s y s te m  c o m p lie s  w ith  th e  a r c h ite c tu r e ’s  p r o p e r tie s  im p lie s  a s s u r a n c e  o f  r e c o n fig u r a tio n

fo r  th a t s y s te m .

T o  illu s tr a te  th e  id e a s  in  th is  w o r k , m y  c o lle a g u e s  a n d  I  h a v e  b u ilt p a rt o f  a

h y p o th e tic a l a v io n ic s  s y s te m  th a t is  ty p ic a l o f w h a t m ig h t b e  f o u n d  o n  a  m o d e r n  g e n e ra l-

a v ia tio n  a ir c r a f t o r  a n  u n m a n n e d  a e r ia l v e h ic le .
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Ac k n o w le d g m e n t s

M y  th a n k s  g o  f ir s t to  m y  f a m ily , b e c a u s e  w ith o u t th e ir  s u p p o r t I  w o u ld  n e v e r  h a v e  b e e n  b r a v e

e n o u g h  to  b e g in  th is  d e g r e e , a n d  th e y  h a v e  b e e n  a  c o n s ta n t s o u r c e  o f  e n c o u r a g e m e n t a lo n g  th e

w a y . I  a ls o  a p p r e c ia te  P e g g y  Re e d , w h o  c a n  c a lm  m e  d o w n  w h e n  I  a m  s tr e s s e d  b y  w o r k  a n d

d e a d lin e s , ju s t b y  b e in g  h e r s e lf . Y u a n f a n g  C a i h a s  b e e n  a  w o n d e r f u l f r ie n d , a lw a y s  d e lig h te d  a n d

r e a d y  w ith  a  h u g  w h e n  I  f in d  o u t a  p a p e r  h a s  b e e n  a c c e p te d . J o h n  N g u y e n  h a s  b e e n  v e r y  s u p p o r tiv e

a n d  v e r y  u n d e r s ta n d in g , a n d  h a s  h e lp e d  m e  le a r n  to  lo o k  f o r  p o in ts  o f  v ie w  o th e r  th a n  m in e .

I  h a v e  b e e n  b le s s e d  w ith  w o n d e r f u l c o lle a g u e s  in  m y  d e p a r tm e n t. I  c a n n o t im a g in e  a  b e tte r

a d v is o r  th a n  J o h n  K n ig h t. H e  h a s  a lw a y s  b e e n  th e r e  w h e n  I  n e e d e d  h im , a n d  h e  h a s  ta u g h t m e  h o w

m u c h  f u n  r e s e a r c h  c a n  b e . B illy  G r e e n w e ll h a s  b e e n  a  g r e a t f r ie n d  to  w o r k  w ith . M y  r e s e a r c h

g r o u p  is  a  c lo s e - k n it s e t o f  f r ie n d s , a n d  I  th in k  th a t is  in  la rg e  p a r t d u e  to  m y  p r o f e s s io n a l a n d

s o c ia l r e la tio n s h ip  w ith  B illy . H e  h a s  a ls o  b e e n  in c r e d ib ly  v a lu a b le  a s  a  s k e p tic a l a u d ie n c e . T o n y

A ie llo , X ia n g  Y in , a n d  D e a n  B u s h e y  h a v e  b e e n  v e r y  h e lp f u l w ith  th e  e x a m p le  in  th is  w o r k , a n d  I

a m  e x c ite d  a b o u t w o r k in g  m o r e  w ith  th e m  in  th e  f u tu r e . K im  G r e g g  h a s  w o r k e d  lo n g  a n d  h a r d  to

ta k e  c a r e  o f  th e  d e ta ils  o f  m y  p r o f e s s io n a l a c tiv itie s . I  c o u ld  n o t h a v e  a s k e d  f o r  m o r e  c o m p e te n t, o r

m o r e  d e d ic a te d , s u p p o r t th a n  th a t w h ic h  I  h a v e  r e c e iv e d  f r o m  K im .

M y  th a n k s  g o  to  N A S A  in  g e n e r a l ( in c lu d in g  th e  s u p p o r te r s  o f  th is  w o r k  w h o  f u n d e d  N A S A

L a n g le y  Re s e a r c h  C e n te r  g r a n ts  N A G - 1 - 2 2 9 0  a n d  N A G - 1 - 0 2 1 0 3 ) , a n d  to  K e lly  H a y h u r s t a n d

M ic h a e l H o llo w a y , s p e c if ic a lly . O n e  o f  th e  m a jo r  c h a lle n g e s  o f  r e s e a r c h  is  b o th  s u p p o r tin g  a n d

q u e s tio n in g  o n e ’s  w o r k . F o r  m e , d o in g  b o th  a t o n c e  is  e x tr e m e ly  d iff ic u lt. W h ile  J o h n  K n ig h t h a s

b a c k e d  m y  id e a s  a n d  g iv e n  m e  c o n f id e n c e  to  k e e p  w o r k in g  o n  th e m , K e lly  a n d  M ic h a e l h a v e

s h a r e d  th e ir  m o r e  im p a r tia l p e r s p e c tiv e  w ith  m e , w h ic h  h a s  s ig n if ic a n tly  in c r e a s e d  m y  c o n f id e n c e

th a t m y  r e s e a r c h  c a n  p la y  a n  im p o r ta n t r o le  in  th e  e n g in e e r in g  o f  c r itic a l s o f tw a r e  s y s te m s .
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C H AP T E R  1

I n t r o d u c t io n

U ltr a d e p e n d a b le  s y s te m s  h a v e  m a d e  e x te n s iv e  u s e  o f  s o ftw a r e  f o r  s o m e  tim e , a n d  th e y

h a v e  a  v e r y  g o o d  o v e ra ll d e p e n d a b ility  r e c o r d . T h e  s iz e  a n d  c o m p le x ity  o f  th e s e  s y s te m s

is  in c r e a s in g , h o w e v e r, a n d  w h ile  s o ftw a r e  d e v e lo p m e n t te c h n o lo g y  is  a d v a n c in g , it is

u n c le a r th a t th e  p a c e  is  r a p id  e n o u g h  to  m a tc h  th e  in c r e a s e  in  c o m p le x ity . W h ile

c o n s tru c tio n  o f  s y s te m s  o f  th e  q u a lity  p r o d u c e d  in  th e  p a s t m ig h t b e  f e a s ib le , th e

e n g in e e rin g  f o u n d a tio n  o n  w h ic h  th e  d e p e n d a b ility  r e c o r d  o f th o s e  s y s te m s  r e s ts  is  w e a k .

T h e  la c k  o f  a  rig o r o u s  d e p e n d a b ility  a rg u m e n t in  m a n y  c a s e s  im p lie s  th a t s y s te m

d e p e n d a b ility  is  p r o b a b ly  d u e  a t le a s t in  p a r t to  th e  c a re  ta k e n  b y  e x p e r ie n c e d  d e v e lo p e r s

in  th e  s o ftw a r e ’s  d e s ig n . C a r e f u l d e v e lo p m e n t a n d  r e v ie w  a r e  lik e ly  to  b e c o m e  le s s

e ffe c tiv e  a s  th e  c o m p le x ity  o f  th e  d e v e lo p e d  s o ftw a r e  g r o w s  b e y o n d  th e  lim its  o f

s tr a ig h tfo r w a r d  h u m a n  c o m p re h e n s io n .

M y  w o rk  p r o v id e s  a  m e th o d  f o r c o n s tr u c tin g  s y s te m s  to  b e  r e c o n f ig u r a b le . A  s y s te m

w ith  r e c o n f ig u ra tio n  a t th e  c e n te r  o f its  a s s u ra n c e  a rg u m e n t c a n  a llo w  its  p rim a r y  f u n c tio n

to  fa il a n d  th e n  r e c o n f ig u r e  to  s o m e  s im p le r  fu n c tio n , m itig a tin g  a n y  u n a c c e p ta b le  f a ilu r e
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c o n s e q u e n c e s . Re c o n f ig u ra tio n  th u s  c o n tr o ls  th e  e ffe c tiv e  c o m p le x ity  o f  th e  s y s te m

w ith o u t f o r c in g  th a t s y s te m  to  s a c r if ic e  d e s ir e d , b u t u n a s s u ra b le , c a p a b ilitie s .

C u r re n t s o ftw a r e  d e v e lo p m e n t p r a c tic e s  d o  e m p lo y  v a r io u s  te c h n iq u e s  to  p ro v id e

s o m e  p r o fe s s e d  a rg u m e n t o f  a s s u r a n c e . C o n tr o lle d  d e v e lo p m e n t p r o c e s s e s  a n d  e x te n s iv e

te s tin g  a r e  th e  m o s t c o m m o n  o f  th e s e  te c h n iq u e s . T h e r e  is  n o  s c ie n tif ic  e v id e n c e  to

s u p p o r t th e  c la im s  o f  a  h ig h  le v e l o f  e ff e c tiv e n e s s  o f th e  f o rm e r, a n d  th e  s c ie n tif ic

e v id e n c e  s u r r o u n d in g  th e  la tte r s h o w s  th a t it is  in fe a s ib le [ 1 4 ] . S tr o n g e r  a n a ly s is

m e c h a n is m s , s u c h  a s  m o d e l c h e c k in g  a n d  c o r r e c tn e s s  p r o o f s , p o s s e s s  th e ir  o w n

lim ita tio n s . M o d e l c h e c k in g  is  e ff e c tiv e  in  s h o w in g  p ro p e r tie s  a t th e  a lg o r ith m ic  le v e l, b u t

it u s e s  a  m o d e l o f  th e  a n a ly z e d  s o f tw a r e  a n d  s o  le a v e s  g a p s  in  its  a s s u r a n c e  o f

im p le m e n ta tio n  p r o p e r tie s . C o rr e c tn e s s  p r o o fs , w h ile  a b le  to  p r o v id e  h ig h  le v e ls  o f

a s s u r a n c e , a re  g e n e ra lly  d is m is s e d  a s  b e in g  im p r a c tic a b le  fo r  a n y  b u t r e la tiv e ly  s im p le

s y s te m s .

In  h a rd w a re  d e p e n d a b ility , r e p lic a tio n  h a s  h is to ric a lly  b e e n  s u ffic ie n t b e c a u s e

h a r d w a r e  f a u lts  w e r e  p rim a r ily  d e g r a d a tio n  f a u lts , a n d  s o  h a rd w a re  c o m p o n e n ts  f a ile d

in d e p e n d e n tly . I n d e p e n d e n t fa ilu r e s  a llo w e d  r e p lic a te d  c o m p o n e n ts ’  fa ilu r e  p ro b a b ilitie s

to  b e  m u ltip lie d  a n d  v e ry  lo w  o v e r a ll fa ilu r e  ra te s  a c h ie v e d . T h e re  h a s  b e e n  n o  e v id e n c e  to

d a te , h o w e v e r, th a t s o f tw a r e  e r r o rs  o c c u r  in d e p e n d e n tly [ 2 5 ] . E v e n  in  h a r d w a r e , d e s ig n

fa u lts  b e c o m e  m o re  p r o m in e n t a s  c o m p le x ity  in c re a s e s , a n d  s o  in d e p e n d e n c e  c a n n o t

a lw a y s  b e  a s s u m e d . T h u s , s o m e  a lte rn a tiv e  a n a ly s is  te c h n iq u e  is  n e c e s s a ry .

W h ile  it is  u n c le a r  th a t in d e p e n d e n c e  o f  s o ftw a r e  f a ilu re s  c a n  b e  s h o w n , it is

re a s o n a b le  to  a s s u m e  th a t th e  c o m m u n ity  c a n  c o n tin u e  to  b u ild  s y s te m s  o f  c u r re n t

c o m p le x ity  w ith  s im ila r ly  lo w  fa ilu r e  ra te s . T h e  p r o b le m  w ith  s y s te m  c o m p le x ity  th u s
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re d u c e s  to  th e  a b ility  to  s h o w  th a t th e  a d d itio n a l f u n c tio n  a d d e d  to  ta k e  a d v a n ta g e  o f

p ro g r e s s  in  o th e r  d is c ip lin e s  w ill n o t m a k e  f u tu re  s y s te m s  le s s  d e p e n d a b le  th a n  p a s t o n e s .

T h e  id e a  o f p r o v id in g  b a c k u p  s y s te m s  in  c a s e  a  p rim a r y  s y s te m  f a ils  h a s  b e e n

e m p lo y e d  b e fo r e  in  v a r io u s  c o n te x ts  [ 1 2 ]. D e s ig n  p r a c tic e s  o f te n  ta k e  in to  a c c o u n t

d iff e r e n c e s  in  c r itic a lity  a n d  e x p lo it th e m , p a r tic u la r ly  in  th e  f o rm  o f s im p le r  s o ftw a r e

b a c k u p s  o r e le c tr o m e c h a n ic a l b a c k u p s . A n  e x a m p le  is  th e  S im p le x  a r c h ite c tu r e  p r o p o s e d

b y  S h a  e t a l. [ 4 5 ], w h ic h  e m p lo y s  th is  s tra te g y  n o t o n ly  to  a id  d e p e n d a b ility  a rg u m e n ts  b u t

a ls o  to  e n a b le  d e p e n d a b le  im p le m e n ta tio n  o f  o n lin e  s o f tw a r e  u p g r a d e  a n d  th e  u s e  o f

C o m m e r c ia l O ff- T h e - S h e lf  ( C O T S )  c o m p o n e n ts . Re s e a r c h  in  f a c ilita tin g  s u c h

re c o n f ig u r a tio n  h a s  b e e n  c o n d u c te d  a n d  o p e ra tio n a l s y s te m s  e x is t th a t a r e  c a p a b le  o f

re c o n f ig u r a tio n , s u c h  a s  th e  B o e in g  7 7 7  f lig h t c o n tr o l s y s te m [5 6 ] .

P r e v io u s  r e s e a r c h  h a s  ta k e n  a n  e x is tin g  s y s te m  a n d  p r o v id e d  th e  c a p a b ility  to

re c o n f ig u r e  to  s o m e  a lte rn a tiv e  s e rv ic e  a s  a n  a d d itio n  to  th e  s y s te m ’s  o r ig in a l a r c h ite c tu r e .

M y  w o rk  s ta r ts  w ith  th e  a s s u m p tio n  th a t b u ild in g  a  n o n -r e c o n f ig u r a b le  s y s te m  is

im p o s s ib le  f o r  c o m p le x  s y s te m s  th a t m u s t m e e t v e r y  h ig h  le v e ls  o f  a s s u r a n c e . T h u s ,

re c o n f ig u r a tio n  s h o u ld  b e  th e  d r iv in g  p rin c ip le  o f th e  s y s te m ’s  a r c h ite c tu r e , a n d  th e

d riv in g  p rin c ip le  o f  th e  s y s te m ’s  a s s u r a n c e  a rg u m e n t. T h is  m a k e s  d e p e n d a b le  s y s te m s

b o th  e a s ie r  to  b u ild , s in c e  th e r e  is  n o  n e e d  f o r e x te n s iv e  r e p lic a tio n  in  f u n c tio n  th a t is

a llo w e d  to  fa il, a n d  e a s ie r  to  a s s u r e , s in c e  m y  re c o n f ig u r a b le  a r c h ite c tu r e  is  e x p lic itly

d e s ig n e d  to  s u p p o r t a s s u ra n c e  a rg u m e n ts .

 T h is  w o r k  a ls o  d iff e r s  fr o m  p r e v io u s  w o r k  o n  re c o n f ig u r a b le  s y s te m s  b e c a u s e  it

p re s e n ts  a  c o m p re h e n s iv e  a p p ro a c h  to  a s s u r e d  r e c o n f ig u ra tio n . P r e v io u s  r e s e a rc h  a n d  th e

te c h n iq u e s  e m p lo y e d  in  o p e ra tio n a l s y s te m s  e ith e r  h a v e  n o t a d d r e s s e d  th e  is s u e  o f
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a s s u r a n c e  o f c ritic a l re c o n f ig u r a tio n  p r o p e r tie s , o r  th e y  h a v e  b e e n  d e v e lo p e d  in  a n  a d - h o c

m a n n e r  to  m e e t th e  n e e d s  o f  s p e c if ic  s y s te m s . A d -h o c  re c o n f ig u r a tio n  a s s u ra n c e  is

in s u ff ic ie n t in  s y s te m s  w h o s e  d e p e n d a b ility  a rg u m e n ts  a re  c e n te r e d  o n  th e ir

re c o n f ig u r a tio n  p r o p e rtie s . T h e  a c tio n s  in v o lv e d  in  re c o n f ig u r a tio n  m u s t b e  c o m p le te d

c o r r e c tly , o n  tim e , a n d  w ith  v e r y  h ig h  c o n f id e n c e  in  c o r r e c t o p e r a tio n .

T h is  w o r k  s e ts  f o rth  a n  a p p r o a c h  to  s y s te m  c o n s tru c tio n  to  e n s u re  d e p e n d a b ility

p ro p e r tie s  b y  e n s u r in g  c ritic a l r e c o n f ig u r a tio n  p r o p e rtie s . T h e  a p p r o a c h  a c c o m p lis h e s  th is

b y : ( 1 ) in tr o d u c in g  a  fo r m a l d e fin itio n  o f  r e c o n f ig u r a tio n  a n d  a n  a s s o c ia te d  s e t o f  h ig h -

le v e l, g e n e ra l p r o p e r tie s ; ( 2 )  c o n s tr u c tin g  a n  a r c h ite c tu r e  th a t g u a r a n te e s  th e  h ig h - le v e l

re c o n f ig u r a tio n  p ro p e r tie s ; a n d  ( 3 ) m a k in g  n o n - c r u c ia l s o f tw a re  f u n c tio n  f a il-s to p [4 3 ] , s o

th a t th e  s o ftw a r e  e ith e r  w o r k s  c o rr e c tly  o r f a ils  in  a  w a y  th a t d o e s  n o t d is r u p t o th e r

a p p lic a tio n s . S h o w in g  th a t a  s p e c ific  s y s te m  c o m p lie s  w ith  th e  a rc h ite c tu r e ’s  p ro p e r tie s

im p lie s  a s s u r a n c e  o f  re c o n f ig u r a tio n  f o r  th a t s y s te m .

T o  illu s tr a te  th e  id e a s  th a t I d e s c rib e , m y  c o lle a g u e s  a n d  I  h a v e  b u ilt p a r t o f  a

h y p o th e tic a l a v io n ic s  s y s te m  th a t is  ty p ic a l o f w h a t m ig h t b e  f o u n d  o n  a  m o d e r n  g e n e ra l-

a v ia tio n  a ir c r a f t o r  a n  u n m a n n e d  a e r ia l v e h ic le  ( U A V ) . T h e  s y s te m  in c lu d e s  a n  a p p lic a tio n

to  r e a d  a n d  r e p o rt s im u la te d  s e n s o r  d a ta , a n  a p p lic a tio n  to  s im u la te  p ilo t c o m m a n d s , a

flig h t c o n tr o l a p p lic a tio n , a n d  a n  a u to p ilo t. T h e  p a r ts  o f th e s e  a p p lic a tio n s  th a t a r e  r e le v a n t

to  m y  r e s e a r c h  h a v e  b e e n  im p le m e n te d , a lth o u g h  th e  f u n c tio n a lity  is  m e re ly

re p r e s e n ta tiv e .

T h is  d is s e rta tio n  is  o rg a n iz e d  a s  f o llo w s . C h a p te r  2  d is c u s s e s  r e la te d  w o rk  o n

d e p e n d a b ility , r e c o n fig u r a tio n , a n d  a r c h ite c tu r e  fo r m a lis m s . C h a p te r 3  e la b o r a te s  th e

re a s o n s  re c o n f ig u r a tio n  is  n e e d e d  to  b u ild  d e p e n d a b le  s y s te m s , a n d  th e  a d v a n ta g e s  s u c h  a
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s tr a te g y  p r o v id e s . C h a p te r  4  p r e s e n ts  a n  in fo r m a l d is c u s s io n  o f  th e  a rc h ite c tu re  its e lf, a n d

C h a p te r  5  g iv e s  a n  o v e r v ie w  o f  th e  f o rm a l s tru c tu r e  ( th e  e n tir e  fo r m a l a r c h ite c tu r e

s p e c ific a tio n  c a n  b e  f o u n d  in  A p p e n d ix  A ) . C h a p te r  6  d e s c r ib e s  a n  e x a m p le  a v io n ic s

s y s te m  th a t in s ta n tia te s  th e  a r c h ite c tu re  (th e  f u ll s p e c if ic a tio n  f o r  th e  e x a m p le  c a n  b e

fo u n d  in  A p p e n d ix  B ) . F in a lly , C h a p te r  7  lis ts  th e  c o n trib u tio n s  o f  th e  w o r k , its

im p lic a tio n s  f o r  s o ftw a r e  e n g in e e r in g , a n d  f u tu r e  r e s e a r c h  d ir e c tio n s  to  a id  in  r e a lis tic

a p p lic a tio n  o f  th is  te c h n o lo g y .
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C H AP T E R  2

R e la t e d  W o r k

T h e  m e th o d  o f c o n s tru c tin g  a  s y s te m  to  m e e t its  d e p e n d a b ility  re q u ire m e n ts  p r e s e n te d

in  th is  w o r k  in v o lv e s : ( 1 )  a s s u rin g  th a t th e  s y s te m ’s  p r im a r y  f u n c tio n  w ill h a lt s a f e ly  a n d

in  b o u n d e d  tim e  if a  r e c o n fig u ra tio n  is  s ig n a le d , a n d  ( 2 ) a s s u rin g  th a t th e  s y s te m  w ill

re c o n f ig u r e  p r o p e rly  o n c e  it h a s  h a lte d . I t d o e s  th is  th ro u g h  a n a ly s is  m e c h a n is m s

s u p p o r te d  b y  its  a r c h ite c tu r e . T h e  a c c e p te d  m e a n in g  o f  d e p e n d a b ility , r e la te d  w o r k  in  b o th

h a ltin g  a n d  r e c o n fig u r in g  a  s y s te m , a n d  r e la te d  w o r k  in  a s s u r a n c e  a t th e  a r c h ite c tu r e  le v e l

a r e  d is c u s s e d  in  th is  c h a p te r.

2 .1 . D e p e n d a b ilit y

M a n y  te r m s  h a v e  b e e n  a p p lie d  to  s a f e ty - c ritic a l s o ftw a r e  s y s te m s  in  a n  in f o r m a l s e n s e .

O n e  o f th e  m o s t c o m m o n  is  r e lia b le , th e  e v e r y d a y  m e a n in g  b e in g  th a t o n e  r e lie s  o n  a

s y s te m  to  d o  w h a t is  in te n d e d  o f it. H a rd w a re  re lia b ility  is  g e n e r a lly  d e fin e d  in  a  s to c h a s tic

m a n n e r : it is  a llo w e d  to  f a il, b u t o n ly  w ith  a  v e ry  lo w  p r o b a b ility . S u c h  a  p ro b a b ilis tic

m e tr ic  c a n  b e  a p p lie d  to  s o f tw a r e , b u t th is  u s u a lly  is  n o t th e  m o s t a p p r o p ria te  m e tr ic  to
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u s e , s in c e  th e  s to c h a s tic  p ro p e r tie s  o f  d ig ita l s y s te m s  c a n  b e  s ig n if ic a n tly  h a r d e r  to

d e te r m in e  th a n  th o s e  o f  a n a lo g  s y s te m s .

A v iz ie n is , L a p rie , a n d  Ra n d e ll h a v e  c r e a te d  a  ta x o n o m y  o f  f a c e ts  o f w h a t th e y  te r m

d e p e n d a b ility  [ 7 ] . D e p e n d a b ility  in  th e ir s e n s e , “ th e  a b ility  to  d e liv e r s e r v ic e  th a t c a n

ju s tif ia b ly  b e  tr u s te d ,”  r e p la c e s  th e  in f o rm a l n o tio n  o f  r e lia b ility  b u t e x p a n d s  o n  th is

n o tio n  to  in c lu d e  o th e r  f a c e ts  th a t m u s t b e  e n s u re d  fo r  m a n y  s y s te m s  if th e  s y s te m s ’ u s e r s

a r e  to  d e p e n d  o n  th e m . T h is  ta x o n o m y  h a s  b e c o m e  a  d e  fa c to  s ta n d a rd  a s  w e ll a s  a  d e  ju r e

s ta n d a rd  in  p r o g r e s s  th ro u g h  In te r n a tio n a l F e d e ra tio n  f o r  I n f o r m a tio n  P r o c e s s in g  (I F I P )

W o rk in g  G r o u p  1 0 .4 [ 1 7 ]. T h e  f a c e ts  A v iz ie n is  e t a l. d e f in e  a r e [7 ] :

• a v a ila b ilit y : r e a d in e s s  f o r  c o r r e c t s e r v ic e ,

• r e lia b ilit y : c o n tin u ity  o f  c o r r e c t s e r v ic e ,

• s a f e t y : a b s e n c e  o f  c a ta s tr o p h ic  c o n s e q u e n c e s  o n  th e  u s e r( s ) a n d  th e  e n v ir o n m e n t,

• c o n fid e n t ia lit y : a b s e n c e  o f  u n a u th o riz e d  d is c lo s u r e  o f in f o rm a tio n ,

• in t e g r it y : a b s e n c e  o f  im p r o p e r  s y s te m  s ta te  a lte ra tio n s ,

• m a in t a in a b ilit y : a b ility  to  u n d e rg o  r e p a ir s  a n d  m o d if ic a tio n s .

T h e s e  p r o p e rtie s  a r e  in  s o m e  s e n s e  o r th o g o n a l to  th e  f u n c tio n  s p e c if ie d  fo r  th e  s y s te m .

F o r  in s ta n c e , a v a ila b ility  is  th e  p r o b a b ility  th a t th e  s y s te m  w ill b e  a b le  to  p r o v id e  s e rv ic e

a t tim e  t, i.e ., its  re q u ir e m e n ts  a r e  m e t w ith  a  c e r ta in  p r o b a b ility  a t th e  tim e  w h e n  it is

c a lle d .

B u tle r  a n d  F in e lli c o in e d  th e  te rm  u ltr a r e lia b ility  to  c o rr e s p o n d  to  a p p lic a tio n s  w ith  a

fa ilu r e  r a te  th a t m u s t b e  le s s  th a n  1 0 -7  f a ilu re s  p e r  h o u r  [ 1 4 ] . T h e  te r m  u ltr a d e p e n d a b ility

h a s  c o m e  to  r e p r e s e n t s im ila r  f a ilu r e  p ro b a b ilitie s  o f  d e p e n d a b ility  a s  d e f in e d  in  th e

ta x o n o m y  o f A v iz ie n is  e t a l.
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A n  e x a m p le  e m b e d d e d  s y s te m  th a t m u s t b e  u ltr a d e p e n d a b le  is  th e  f lig h t c o n tr o l

s y s te m  o n  a  c o m m e r c ia l a ir c r a f t. T h e  U S  F e d e r a l A v ia tio n  A d m in is tr a tio n  ( F A A )  h a s  a

c a r e f u lly -w r itte n  s e t o f  p r e c is e  r e q u ir e m e n ts  fo r  d e v e lo p m e n t o f  c r itic a l a ir c ra f t

s o f tw a r e [ 4 0 ] . C e rtif ic a tio n  r e q u ir e m e n ts  d e f in e  w h a t r e g u la to ry  a g e n c ie s  s e e  a s  th e

e s ta b lis h e d  s ta te  o f  th e  p r a c tic e  in  d e v e lo p m e n t o f  c r itic a l s o f tw a re , a n d  s o  I  in c lu d e  a

s h o r t d e s c r ip tio n  h e r e .

T h e  F A A  c a te g o r iz e s  a irc r a ft f u n c tio n  in to  th r e e  c r itic a lity  le v e ls — m in o r, m a jo r, a n d

c a ta s tr o p h ic — a c c o rd in g  to  th e  p o te n tia l s e v e r ity  o f  its  f a ilu r e  c o n d itio n s [1 8 ] . F a ilu r e

c o n d itio n s  m u s t h a v e  p ro b a b ilitie s  o c c u r r e n c e  th a t a r e  in v e rs e ly  p ro p o r tio n a l to  th e ir

p o te n tia l c o n s e q u e n c e s : “ (1 )  M in o r  fa ilu r e  c o n d itio n s  m a y  b e  p ro b a b le . (2 )  M a jo r  f a ilu r e

c o n d itio n s  m u s t b e  im p r o b a b le . (3 )  C a ta s tr o p h ic  f a ilu r e  c o n d itio n s  m u s t b e  e x tr e m e ly

im p r o b a b le .”  “ P r o b a b le ”  is  d e f in e d  a s  “ a n tic ip a te d  to  o c c u r o n e  o r  m o r e  tim e s  d u r in g  th e

e n tire  o p e r a tio n a l lif e  o f  e a c h  a ir p la n e ” ; “ im p ro b a b le ”  a s  “ n o t a n tic ip a te d  to  o c c u r  d u r in g

th e  e n tire  o p e ra tio n a l lif e  o f  a  s in g le  r a n d o m  a ir p la n e ” ; a n d  “ e x tr e m e ly  im p r o b a b le ”  a s  “ s o

u n lik e ly  th a t [ th e  f a ilu r e  c o n d itio n  is ]  n o t a n tic ip a te d  to  o c c u r  d u rin g  th e  e n tir e  o p e ra tio n a l

lif e  o f  a ll a ir p la n e s  o f  o n e  ty p e .”  Q u a n tif y in g  th e s e  d e f in itio n s  le a d s  to  p r o b a b ilitie s  th a t

c a n  b e  e x tr e m e ly  s m a ll. “ E x tre m e ly  im p ro b a b le ” , fo r  e x a m p le , c o rr e s p o n d s  to  a  f a ilu r e

ra te  o f 1 0 -9  p e r h o u r  o f o p e r a tio n .

 G e n e ra lly , th e  c r itic a l s y s te m s  I  a d d r e s s  in  th is  w o rk  m u s t b e  u ltr a d e p e n d a b le . T h e

a s s u r a n c e  m e c h a n is m s  c a n  c o n trib u te  to  c o n s tr u c tio n  o f le s s  d e p e n d a b le  s y s te m s  a s  w e ll,

h o w e v e r, s in c e  s o f tw a r e  w ith  f e w  d e f e c ts  is  m o r e  d e s ir a b le  th a n  s o f tw a re  w ith  m a n y

d e f e c ts  r e g a rd le s s  o f  th e  c o n s e q u e n c e s  o f  fa ilu r e .
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2 .2 . H a lt in g  a  s y s t e m

H a ltin g  a  s y s te m  to  a llo w  it to  r e c o n f ig u re  is  u n lik e ly  to  p o s e  c h a lle n g e s  th a t a r e

s ig n if ic a n tly  m o r e  d iffic u lt th a n  th o s e  p o s e d  b y  c o n s tr u c tio n  o f  th e  s y s te m ’s  f u n c tio n , if

th a t s y s te m  is  o p e r a tin g  n o rm a lly . I f  p a r t o f  th e  s y s te m  h a s  f a ile d , h o w e v e r, its  f a ilu r e

s e m a n tic s  m u s t b e  g u a ra n te e d  to  s u p p o r t th e  n e e d s  o f  th e  r e c o n fig u r a tio n  s tr u c tu re . W o r k

o n  a s s u r in g  f a ilu re  s e m a n tic s  o f  s o ftw a r e  s y s te m s  is  d is c u s s e d  in  th is  s e c tio n .

2 .2 .1 . F a il- s t o p  p r o c e s s o r s

S c h lic h tin g  a n d  S c h n e id e r  d o c u m e n te d  th e  c o n c e p t o f a  f a il- s to p  p r o c e s s o r  a s  a

b u ild in g  b lo c k  f o r s a f e ty - c ritic a l s y s te m s , a n d  th e y  in tr o d u c e d  a  p ro g r a m m in g  a p p r o a c h

b a s e d  o n  f a u lt-to le r a n t a c tio n s  ( F T A s )  in  w h ic h  s o f tw a r e  d e s ig n  ta k e s  a d v a n ta g e  o f  f a il-

s to p  s e m a n tic s [ 4 3 ] . T h e y  d e f in e  a  fa il- s to p  p r o c e s s o r  to  c o n s is t o f  o n e  o r  m o re  p r o c e s s in g

u n its , v o la tile  s to ra g e , a n d  s ta b le  s to r a g e . T h e  f a ilu r e  s e m a n tic s  o f a  f a il- s to p  p r o c e s s o r

a r e [ 4 3 ]:

F S 1 : I t s to p s  e x e c u tin g .

F S 2 : T h e  in te r n a l s ta te  a n d  c o n te n ts  o f th e  v o la tile  s to r a g e  c o n n e c te d  to  it a r e  lo s t.

S ta b le  s to r a g e  m a y  n o t b e  a ff e c te d  b y  a  fa ilu r e .

A n  e m b e d d e d  s y s te m  o f  th e  ty p e  a s s u m e d  f o r  m y  w o r k  is  m a d e  u p  o f a  c o lle c tio n  o f

fa il- s to p  p r o c e s s o rs . If  o n e  p r o c e s s o r  fa ils , th e  o th e r s  p o ll its  s ta b le  s to r a g e  to  f in d  o u t

w h a t s ta te  it w a s  in  w h e n  it f a ile d .

2 .2 .2 . S a f e  p r o g r a m m in g

T h e  s o f tw a r e  a n a lo g  o f  f a il-s to p  m a c h in e s  is  th e  c o n c e p t o f  s a fe  p r o g r a m m in g

in tr o d u c e d  b y  A n d e r s o n  a n d  W itty [ 4 ]. S a f e  p ro g r a m m in g  r e q u ir e s  ( in  p a rt)  m o d ific a tio n
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o f th e  p o s tc o n d itio n  f o r  a  p r o g r a m  b y  a d d in g  a n  a d d itio n a l c la u s e  a llo w in g  th e  p r o g r a m  to

te r m in a te  w ith o u t m o d if y in g  th e  s ta te , a n d  s ig n a l a  fa ilu r e . A  s a fe  p ro g r a m  in  th is  s e n s e  is

o n e  th a t s a tis fie s  its  ( m o d if ie d )  p o s tc o n d itio n . T h e  p r o b le m  o f  a s s u r a n c e  h a s  th u s  b e e n

re d u c e d  to  o n e  o f  a s s u r in g  c o m p re h e n s iv e  c h e c k in g  o f  th e  p ro g r a m ’s  a c tio n s  r a th e r  th a n

a s s u r in g  o v e r a ll f u n c tio n a lity .

2 .2 .3 . S a f e t y  k e r n e ls

Re la te d  to  s a fe  p r o g ra m m in g  is  th e  id e a  o f  a  s a fe ty  k e r n e l. T h e  id e a  h a s  b e e n  s tu d ie d

b y  a  n u m b e r  o f  re s e a rc h e r s . L e v e s o n  e t a l. u s e  th is  te r m  to  d e s c rib e  a  s y s te m  s tr u c tu r e

w h e r e  m e c h a n is m s  a im e d  to  a c h ie v e  s a fe ty  a re  g a th e r e d  to g e th e r in to  a  c e n tr a liz e d

lo c a tio n [ 3 0 ]. A  s e t o f f a u lt d e te c tio n  a n d  re c o v e r y  p o lic ie s  s p e c if ie d  f o r  th e  s y s te m  is  th e n

e n f o r c e d  b y  th e  k e r n e l. E r r o r  d e te c tio n  is  c a r rie d  o u t u s in g  s a f e ty  a s s e rtio n s  a n d  a  m o d u le

tim e r  in  th e  k e r n e l, a n d  th e  re c o v e r y  p o lic y  is  e n a c te d  b y  e ith e r  c h a n g in g  m o d u le  p r io ritie s

o r in itia tin g  n e w  m o d u le s . T h e  k e r n e l a ls o  p r o v id e s  s u p p o r t f o r h u m a n  o p e ra to r s  to  c h o o s e

a n  a p p r o p r ia te  r e c o v e ry  s tra te g y .

Ru s h b y  h a s  m o re  c le a r ly  d e f in e d  th e  r o le  o f a  s a f e ty  k e r n e l a s  a  s m a ll c o m p o n e n t th a t

g u a r a n te e s  th e  e n f o rc e m e n t o f p r o p e r tie s  w h e r e  tw o  c o n d itio n s  h o ld . F ir s t, e a c h  s y s te m -

le v e l p r o p e rty  o f in te r e s t m u s t b e  a b le  to  b e  e x p r e s s e d  a t th e  k e r n e l le v e l. S e c o n d , e a c h

p ro p e r ty  m u s t b e  e x p r e s s ib le  u s in g  a  s e c o n d -o r d e r  a s s e r tio n  w h ic h , in fo r m a lly , s ta te s  th a t

e v e r y  o p e ra tio n  o v e r w h ic h  P  is  q u a n tifie d  is  u ltim a te ly  e ff e c te d  th ro u g h  c a lls  to  k e rn e l

fu n c tio n s , a n d  th e  k e r n e l its e lf c a n n o t b e  m o d ifie d [4 2 ] . S e c o n d - o r d e r  a s s e rtio n s  d e fin e

c o n d itio n s  th a t s h o u ld  a lw a y s  h o ld  a n d  a re  p a rtic u la r ly  w e ll s u ite d  to  d e s c rib in g  a c tio n s

th a t s h o u ld  n e v e r  o c c u r  ( n e g a tiv e  p ro p e r tie s ). E n f o r c e m e n t o f  p o s itiv e  b e h a v io r s  is  m u c h
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m o r e  d o u b tf u l b e c a u s e  it is  d iff ic u lt to  e n s u r e  th e  p r o p e r u s e  o f  f u n c tio n s  th a t a r e

p ro v id e d .

W ik a  a n d  K n ig h t g iv e  a  c h a r a c te r iz a tio n  o f c la s s e s  o f s a f e ty  p o lic ie s  th a t m ig h t b e

e n f o r c e d [ 5 5 ] . T h e y  a ls o  in tro d u c e  th e  id e a  o f w e a k e n e d  p r o p e r tie s , p r o p e rtie s  th a t a re  n o t

c h e c k e d  in  th e  k e rn e l, b u t w h ic h  th e  k e r n e l e n s u r e s  a re  c h e c k e d  b y  th e  a p p lic a tio n . T h is

m ig h t b e  a p p ro p r ia te  w h e n  p o lic ie s  a r e  d iffic u lt to  e n fo r c e  w ith o u t in c lu d in g  a  g o o d  d e a l

o f fu n c tio n  in  th e  k e r n e l. U s in g  w e a k e n e d  p ro p e r tie s  d o e s  n o t g iv e  th e  s a m e  le v e l o f

a s s u r a n c e  a s  u s in g  k e r n e l- e n f o r c e d  p ro p e r tie s , b u t it g iv e s  h ig h e r  a s s u r a n c e  th a n  p ro v id e d

b y  th e  a p p lic a tio n  a lo n e  w h ile  s a v in g  o n  th e  c o s t a n d  a s s u ra n c e  c o m p le x ity  th a t w o u ld

re s u lt f ro m  re q u ir in g  s ig n if ic a n t c o m p u ta tio n a l e ff o rt in  th e  k e rn e l.

B u r n s  a n d  W e llin g s  b u ild  o n  L e v e s o n ’s  a n d  Ru s h b y ’s  w o r k  to  d e f in e  a  s a f e ty  k e r n e l a s

a  s a fe  n u c le u s  a n d  a  c o lle c tio n  o f  s a fe ty  s e r v ic e s [ 1 3 ] . T h e  s a f e  n u c le u s  m a n a g e s  s a fe ty

p ro p e r tie s  o f  th e  c o m p u tin g  re s o u rc e s  o n  w h ic h  a  s e t o f  a p p lic a tio n s  w ill r u n , e .g .,

m e m o ry  p a r titio n in g  a n d  n e tw o r k  m a n a g e m e n t. T h e  s a f e ty  s e r v ic e s  c h e c k  s a f e ty  a n d

tim in g  in v a r ia n ts  o f  in d iv id u a l a p p lic a tio n s . T h e  s a f e ty  s e rv ic e s  e v a d e  th e  p r o b le m

d e s c r ib e d  b y  Ru s h b y  o f  e n fo r c e a b ility  o f  o n ly  n e g a tiv e  p r o p e r tie s ; in c lu d in g  th e m  m e a n s

th a t a ll c o m p u ta tio n  r e q u e s ts  o f  a n  a p p lic a tio n  c a n  b e  m o n ito r e d  to  c h e c k  th a t s a fe ty

a s s e r tio n s  h o ld . A  liv e n e s s  p r o p e rty , fo r  in s ta n c e , c o u ld  b e  e n s u re d  b y  th e  s a f e ty  s e r v ic e ’s

c a llin g  a  p a rtic u la r a p p lic a tio n  f u n c tio n  if it h a s  n o t s e e n  a n  e x e c u tio n  o f  th a t f u n c tio n

w ith in  b o u n d e d  tim e . N o te  th a t in  th e  f r a m e w o r k  o u tlin e d  a b o v e , th e  s a f e  n u c le u s  w o u ld

b e  in c o r p o r a te d  in to  th e  n e tw o rk  a n d  o p e r a tin g  s y s te m  la y e r s  ( w h ic h  a r e  n o t d is c u s s e d

fu r th e r  h e r e ) , a n d  it is  th e  s a f e ty  s e r v ic e s  th a t a r e  p r o v id e d  b y  th e  r e c o n fig u r a tio n

fr a m e w o rk .
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P e te r s  a n d  P a r n a s [3 6 ]  u s e  th e  id e a  o f  a  m o n ito r  th a t c h e c k s  th e  p h y s ic a l b e h a v io r  o f  a

s y s te m  b y  c o m p a r in g  it w ith  a  s p e c if ic a tio n  o f  v a lid  b e h a v io rs . T h e y  e x p lo r e  th e

im p r e c is io n  in  a  s y s te m ’s  a b ility  to  d e te c t its  p re c is e  p h y s ic a l s ta te  a n d  h o w  th is  re la te s  to

th e  p r o p e r tie s  th a t m u s t b e  c h e c k e d  b y  th e  m o n ito r. T h e y  d is tin g u is h  b e tw e e n  a n

o p tim is tic  m o n ito r, w h ic h  s ig n a ls  a n  e rr o r  o n ly  if  th e r e  is  n o  v a lid  s y s te m  b e h a v io r  th a t

c o u ld  le a d  to  a  p e r c e iv e d  s y s te m  b e h a v io r, a n d  a  p e s s im is tic  m o n ito r, w h ic h  s ig n a ls  a n

e r r o r  if th e r e  is  a n y  in v a lid  s y s te m  b e h a v io r th a t c o u ld  le a d  to  a n  o b s e r v e d  b e h a v io r. T h e s e

id e a s  a p p ly  to  th e  s a f e ty  k e rn e l c o n c e p t a s  w e ll, a s  th e r e  m a y  b e  s o m e  s la c k  in  s a fe ty

p o lic ie s  o r k n o w n  im p r e c is io n  in  th e  p h y s ic a l s y s te m .

2 .2 .4 . P r o t e c t io n  s h e lls

K n ig h t h a s  in tr o d u c e d  th e  te r m  p r o te c tio n  s h e ll to  d e s c r ib e  a  p o lic y  e n fo r c e m e n t

m e c h a n is m  th a t c h e c k s  p r o g ra m  o u tp u ts  r a th e r  th a n  in p u ts  to  p a r tic u la r f u n c tio n  c a lls .

P r o te c tio n  s h e lls  g u a ra n te e  c e r ta in  p r o p e rtie s  a b o u t th e ir  a s s o c ia te d  s o f tw a re  c o m p o n e n ts

b y  c h e c k in g  th a t c e rta in  p r o p e rtie s  o f  th o s e  c o m p o n e n ts ’  o u tp u ts  h o ld , in  a  m a n n e r s im ila r

to  th e  m o n ito r s  d e s c r ib e d  b y  P e te rs  a n d  P a r n a s [ 3 6 ] . L e s s  c r itic a l c o m p o n e n ts , th e n , c a n

h a v e  s h e lls  th a t g u a r a n te e  th e  e n tir e  p ie c e  o f  f u n c tio n  is  f a il-s to p , w h ile  c r u c ia l

c o m p o n e n ts ’  s h e lls  c a n  e n s u r e  f a il-o p e r a tio n a l c a p a b ility . W h ic h e v e r  c a p a b ility  is  n e e d e d ,

th e  a n a ly s is  a s s o c ia te d  w ith  th e  s h e ll w ill b e  m u c h  s im p le r  th a n  th a t a s s o c ia te d  w ith  th e

fu ll s y s te m  b e c a u s e  th e  s h e ll f o r  e a c h  c o m p o n e n t is  m u c h  s im p le r th a n  th e  c o m p o n e n t

its e lf  a n d  is  e x p lic itly  d e s ig n e d  to  f a c ilita te  th a t a n a ly s is .
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2 .3 . R e c o n f ig u r a t io n

2 .3 .1 . S u r v iv a b ilit y  in  c r itic a l in f o r m a t io n  s y s t e m s

In  la rg e  n e tw o r k e d  s y s te m s , r e c o n fig u r a tio n  in  re s p o n s e  to  f a ilu r e s  h a s  c o m e  to  b e

k n o w n  a s  in fo r m a tio n  s y s te m  s u r v iv a b ility . In f o r m a lly , a  s u r v iv a b le  s y s te m  is  o n e  th a t h a s

fa c ilitie s  to  p r o v id e  o n e  o r m o r e  a lte rn a tiv e  s e r v ic e s  in  a  g iv e n  o p e r a tin g

e n v ir o n m e n t [2 7 ] ; th e  s y s te m  w ill “ s u rv iv e ”  ( i.e ., c o n tin u e  s o m e  o p e r a tio n ), e v e n  in  th e

e v e n t o f  d a m a g e . F o r  m a n y  in f o r m a tio n  s y s te m s , p a r tic u la r ly  c r itic a l in f r a s tr u c tu r e

s y s te m s  s u c h  a s  th e  f in a n c ia l p a y m e n t s y s te m  a n d  e le c tr ic  p o w e r  g r id , it is  c la im e d  th a t

e n s u r in g  s tric t d e p e n d a b ility  p r o p e r tie s  is  im p r a c tic a l. N o t o n ly  is  it d iff ic u lt to  k e e p

s tr o n g  c e n tra liz e d  c o n tr o l o v e r  th e m , b u t th e  n e c e s s a ry  r e d u n d a n c y  to  e n s u re  th e ir

d e p e n d a b ility  th r o u g h  m a s k in g  w o u ld  b e  to o  e x p e n s iv e  to  im p le m e n t [ 2 7 ] .

K n ig h t e t a l. g iv e  a  d e f in itio n  o f in f o r m a tio n  s y s te m  s u rv iv a b ility  b a s e d  o n

s p e c ific a tio n : “ A  s y s te m  is  s u rv iv a b le  if  it c o m p lie s  w ith  its  s u r v iv a b ility

s p e c ific a tio n ” [2 7 ] . T h e y  d r a w  o n  th e  p r o p e r tie s  m e n tio n e d  a b o v e  a n d  p re s e n t a

s p e c ific a tio n  s tr u c tu r e  th a t te lls  d e v e lo p e r s  w h a t s u rv iv a b ility  m e a n s  in  a n  e x a c t a n d

te s ta b le  w a y . W h e n  f o llo w e d , th is  s tr u c tu r e  w ill c a u s e  th e m  to  d o c u m e n t w h a t it m e a n s  f o r

th e ir  s y s te m  to  b e  s u r v iv a b le .

F o r  n e tw o r k e d  s y s te m s , th e  lo s s  o f  a  s in g le  c o m p o n e n t o r  e v e n  a  m o d e r a te  n u m b e r o f

ra n d o m ly - d is trib u te d  c o m p o n e n ts  c r e a te s  o n ly  a  m in o r  d is tu rb a n c e  a n d  m u s t b e  e x p e c te d .

Re c o n fig u ra tio n  a t th e  n e tw o r k  le v e l w o u ld  b e  e m p lo y e d  o n ly  in  th e  e v e n t o f d a m a g e  w ith

s ig n if ic a n t c o n s e q u e n c e s  s u c h  a s  v e r y  la rg e  n u m b e r s  o f fa ilu r e s , o r if  m o d e ra te  n u m b e r s

o f fa ilu r e s  s u g g e s te d  a  c o m m o n  c a u s e . T h e  m a in  c h a lle n g e  in  e ff e c tin g  r e c o n f ig u r a tio n  in

th e s e  s y s te m s  is  m a n a g in g  s y s te m  s c a le .
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E m b e d d e d  s o ftw a r e  h a s  c e r ta in  s im ila ritie s  to  a n d  d iff e r e n c e s  fr o m  la rg e  n e tw o r k e d

s y s te m s . I t h a s  a  c e r ta in  le v e l o f in te lle c tu a l m a n a g e a b ility  s te m m in g  f ro m  its  le s s

d is tr ib u te d  n a tu r e . H o w e v e r, it s till ra r e ly  p o s s e s s e s  th e  q u a litie s  o f  a  s ta n d -a lo n e

a p p lic a tio n . E m b e d d e d  s y s te m s  g e n e r a lly  r e c e iv e  in p u t fr o m  a n d  s e n d  o u tp u t to  o th e r

h a r d w a r e  d e v ic e s  o r  s o f tw a re  a p p lic a tio n s . T h e s e  d e v ic e s  c a n  f a il ju s t a s  n e tw o rk  n o d e s

c a n , a n d  s u c h  fa ilu r e s  m u s t b e  c o n s id e re d  in  th e  c o n s tr u c tio n  o f  d e p e n d a b le  s y s te m s .

F u r th e rm o r e , s a f e ty - c ritic a l e m b e d d e d  s y s te m s  a r e  lik e ly  to  h a v e  h a rd  r e a l- tim e

re q u ire m e n ts , th e ir  d e p e n d a b ility  r e q u ir e m e n ts  a re  lik e ly  to  b e  m u c h  tig h te r  th a n  th o s e  f o r

n e tw o r k e d  in f o r m a tio n  s y s te m s , a n d  th e  a llo w a n c e  f o r  d u p lic a tio n  m u c h  s m a lle r. I f  o n e

A T M  f a ils , a  b a n k in g  c u s to m e r c a n  u s e  a n o th e r ; if  it ta k e s  lo n g e r  th a n  e x p e c te d  o n

o c c a s io n , th is  is  m e re ly  ir rita tin g . O n ly  la rg e  n u m b e r s  o f  s u c h  f a ilu r e s  c a n  c a u s e

s ig n if ic a n t p r o b le m s . T h e  s m a lle r s c a le  o f  e m b e d d e d  s y s te m s  f a c ilita te s  th e ir  a n a ly s is , b u t

it m a k e s  th e m  m o r e  tig h tly  c o u p le d  a n d  th u s  n e c e s s ita te s  d e e p e r  r ig o r o u s  a n a ly s is .

F in a lly , m a n y  e m b e d d e d  s y s te m s  re q u ire  s o m e  m in im a l le v e l o f f u n c tio n  to  e n s u r e

s a f e ty . F o r  e x a m p le , s o f tw a r e  c o n tr o llin g  a ir c ra f t f lig h t c a n n o t s im p ly  te r m in a te  in  m id a ir ;

th e r e  m u s t b e  s o m e  b a s ic  le v e l o f o p e r a tio n  th a t it is  g u a r a n te e d  to  m a in ta in . N e tw o r k e d

s y s te m s  a r e  lik e ly  to  s e e  a  m o r e  g r a d u a l d e g r a d a tio n , w ith  th e  b o u n d a r y  b e tw e e n

e ffe c tiv e n e s s  a n d  in e ff e c tiv e n e s s  b e in g  b lu r re d .

2 .3 .2 . Alte r n a t iv e  f u n c t io n a lit ie s

S h e lto n  a n d  K o o p m a n  h a v e  s tu d ie d  th e  id e n tific a tio n  a n d  a p p lic a tio n  o f  u s e f u l

a lte r n a tiv e  fu n c tio n a litie s  th a t a  s y s te m  m ig h t p r o v id e  in  th e  e v e n t o f  h a rd w a re  c o m p o n e n t

fa ilu r e [4 6 ] . T h e y  h a v e  c re a te d  a  m o d e l o f s y s te m  u tility  b a s e d  o n  u s e r re q u ire m e n ts  f o r

s y s te m  s e r v ic e , a n d  a  m e th o d  to  d e te r m in e  w h ic h  s e ts  o f  s e r v ic e s  m ig h t b e  f e a s ib le  a fte r
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d iff e r e n t c o m b in a tio n s  o f  fa ilu r e s . T h e ir  w o r k  is  f o c u s e d  o n  re c o n f ig u r a tio n  r e q u ir e m e n ts

ra th e r th a n  e ff e c tin g  th e  r e c o n f ig u r a tio n s  th e m s e lv e s , a n d  s o  c o m p le m e n ts  m y  w o rk  b y

a s s is tin g  d o m a in  e x p e r ts  in  d e te r m in in g  th e  d iffe r e n t f o rm s  o f  s e r v ic e  a  s y s te m  m ig h t o ff e r

w h e n  f a ilu r e s  o c c u r.

2 .3 .3 . G r a c e fu l d e g r a d a t io n

O n e  d e f in itio n  o f  g ra c e f u l d e g r a d a tio n , f r o m  th e  te le c o m m u n ic a tio n s  in d u s tr y , is :

“ D e g ra d a tio n  o f a  s y s te m  in  s u c h  a  m a n n e r  th a t it c o n tin u e s  to  o p e r a te , b u t p ro v id e s  a

re d u c e d  le v e l o f  s e r v ic e  r a th e r  th a n  f a ilin g  c o m p le te ly ” [ 5 4 ] . A c c o r d in g  to  th is  d e fin itio n ,

g ra c e fu l d e g r a d a tio n  c o u ld  b e  a c c o m p lis h e d  b y  r e c o n f ig u r in g  to  s o m e  o th e r  o p e ra tio n a l

s p e c ific a tio n  w h e n  a  f a ilu r e  o c c u r s . G e n e r a lly , g r a c e f u l d e g ra d a tio n  re f e r s  to  p r o v is io n  o f

m a x im u m  p o s s ib le  u tility  g iv e n  a  c e rta in  s e t o f  w o rk in g  f u n c tio n a l c o m p o n e n ts , w h ic h

m e a n s  it p ro v id e s  f in e - g r a in e d  c o n tr o l o f  f u n c tio n a lity  d u r in g  d e g r a d a tio n . A  g ra c e fu lly

d e g r a d in g  s y s te m  is  lik e ly  to  d e g r a d e  in  s te p s  a s  re s o u r c e s  a r e  lo s t, b u t th o s e  s te p s  a r e  n o t

n e c e s s a rily  c a lc u la te d  e x p lic itly  a t d e s ig n  tim e . M y  re c o n f ig u r a tio n  a r c h ite c tu r e , o n  th e

o th e r  h a n d , s a c r if ic e s  s o m e  o f  g r a c e f u l d e g r a d a tio n ’s  p o s tu la te d  u tility  in  o rd e r  to  p e r m it

rig o ro u s  b u t p r a c tic a l a n a ly s is  o f  r e c o n fig u r a b le  s o ftw a r e . G ra c e f u l d e g r a d a tio n , th e n ,

m ig h t b e  m o re  a p p ro p r ia te  to  c la s s e s  o f s y s te m s  w h e r e  p r o v is io n  o f fu n c tio n  is  n o t c r itic a l,

a n d  c o m p le te  fa ilu r e s  f r o m  u n f o r e s e e n  in te r a c tio n s  a r e  a c c e p ta b le  o n  o c c a s io n .

2 .3 .4 . Q u a lit y  o f  s e r v ic e

T h e  te le c o m m u n ic a tio n s  in d u s tr y  a ls o  h a s  a  d e f in itio n  f o r q u a lity  o f s e r v ic e :

“ P e r f o rm a n c e  s p e c if ic a tio n  o f a  c o m m u n ic a tio n s  c h a n n e l o r  s y s te m . N o te : Q O S  m a y  b e

q u a n tita tiv e ly  in d ic a te d  b y  c h a n n e l o r  s y s te m  p e r f o rm a n c e  p a r a m e te rs , s u c h  a s  s ig n a l-to -
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n o is e  ra tio  ( S /N ) , b it e rr o r  ra tio  ( B E R) , m e s s a g e  th ro u g h p u t r a te , a n d  c a ll b lo c k in g

p ro b a b ility ” [ 5 4 ]. Q u a lity  o f  s e r v ic e (Q o S )  is  s im ila r to  g ra c e f u l d e g r a d a tio n  in  th a t it

fo c u s e s  o n  p r o v id in g  th e  m o s t v a lu e  g iv e n  a v a ila b le  r e s o u r c e s  a n d , lik e  m y

re c o n f ig u r a tio n  a r c h ite c tu r e , d o e s  th is  b y  in c o r p o ra tin g  s o m e  n u m b e r  o f  d is c re te

fu n c tio n a l le v e ls . H o w e v e r, th e  te r m  is  g e n e r a lly  u s e d  to  re f e r to  s p e c ific  a s p e c ts  o f  a

s y s te m , e .g ., v id e o  q u a lity  o r  re s p o n s e  tim e . Q o S  c o u ld  b e  u s e d  b y  a  r e c o n f ig u ra b le

s y s te m , b u t m y  a r c h ite c tu r e  p e r m its  a  m u c h  b r o a d e r  im p a c t o n  s y s te m  f u n c tio n , c h a n g in g

th e  f u n c tio n  m o r e  d r a m a tic a lly  o r r e p la c in g  it a lto g e th e r.

2 .3 .5 . P e r fo r m a b ilit y

T h e  c o n c e p t o f  p e rf o r m a b ility  is  r e la te d  in  a  lim ite d  w a y  to  r e c o n f ig u r a tio n [ 3 3 ] . A

p e r f o rm a b ility  m e a s u re  q u a n tif ie s  h o w  w e ll a  s y s te m  m a in ta in s  p a r a m e te r s  s u c h  a s

th r o u g h p u t a n d  r e s p o n s e  tim e  in  th e  p r e s e n c e  o f  f a u lts  o v e r a  s p e c if ie d  p e rio d  o f tim e [ 3 4 ] .

T h u s  p e rf o rm a b ility  is  c o n c e r n e d  w ith  a n a ly tic  m o d e ls  o f th r o u g h p u t ( r e s p o n s e  tim e ,

la te n c y , e tc .)  th a t in c o r p o ra te  b o th  n o r m a l o p e ra tio n  a n d  o p e r a tio n  in  th e  p r e s e n c e  o f  f a u lts

b u t d o  n o t in c lu d e  th e  p o s s ib ility  o f  a lte rn a tiv e  s e r v ic e s .

2 .3 .6 . S im p le x  a r c h it e c t u r e

T h e  S im p le x  a rc h ite c tu re  o f S h a  e t a l. [4 5 ]  u s e s  a  s im p le  b a c k u p  s y s te m  to

c o m p e n s a te  fo r  u n c e rta in tie s  in  a  m o r e  c o m p le x  p r im a ry  s y s te m . T h e  a r c h ite c tu r e  w a s

d e v e lo p e d  to  f a c ilita te  u s e  o f  C O T S  c o m p o n e n ts  in  s a f e ty - c r itic a l s y s te m s , r a th e r th a n

b e in g  a  g e n e r a l s o f tw a re  c o n s tru c tio n  s tr a te g y . I t a s s u m e s  th e  e x is te n c e  o f  tw o  m a jo r

fu n c tio n a l c a p a b ilitie s  th a t h a v e  s o m e  a p p lic a tio n - le v e l d e s ig n  d iff e r e n c e  b e tw e e n  th e m

(a n a ly tic  r e d u n d a n c y ) . T h e  e x a m p le s  g iv e n  p r im a rily  in v o lv e  c o n tr o l s y s te m s ; w h e th e r
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tw o  s o f tw a r e  s y s te m s  c a n  b e  c o n s tru c te d  s o  th a t th e y  f a il in d e p e n d e n tly  is  s till a n  o p e n

q u e s tio n [ 2 5 ] . M y  r e c o n f ig u r a tio n  a r c h ite c tu r e  is  s im ila r, b u t: ( 1 )  ta k e s  a  m o r e  g e n e r a l

v ie w  o f w h a t u s e r  re q u ir e m e n ts  m ig h t b e , a llo w in g  m o re  th a n  tw o  d is tin c t f u n c tio n s ; ( 2 )

u s e s  tig h te r  c o m p o n e n t c o n tr o l, d is a llo w in g  c o m p o n e n t r e p la c e m e n t ( a s  o p p o s e d  to

c o m p o n e n t r e c o n fig u r a tio n )  o n lin e  in  o r d e r to  fa c ilita te  s tr o n g e r  a n a ly s is ; a n d  ( 3 )

a d d r e s s e s  th e  p r o b le m s  a s s o c ia te d  w ith  n o n -in d e p e n d e n c e  o f  s o f tw a re  f a ilu re s  b y

in te g ra tin g  d iff e re n t, s im p le r  fu n c tio n a lity  w ith  a  s y s te m ’s  s ta n d a r d  p rim a r y  f u n c tio n .

2 .3 .7 . F a u lt  t o le r a n c e

F a u lt to le ra n c e  is  a  m e c h a n is m  th a t c a n  b e  u s e d  to  a c h ie v e  r e q u ir e d  d e p e n d a b ility

p ro p e r tie s  b y  c o p in g  w ith  f a u lts  th a t r e m a in  ( o r  a r is e )  in  a  s y s te m  o n c e  it is  d e p lo y e d .

G e n e ra lly , fa u lt to le r a n c e  is  u s e d  to  d e s c r ib e  m e c h a n is m s  th ro u g h  w h ic h  f a u lts  a r e  m a s k e d

c o m p le te ly . Re c o n f ig u r a tio n  in  r e s p o n s e  to  fa ilu r e s  is  a  f o rm  o f  fa u lt to le r a n c e , b u t it is

d e s ig n e d  to  a llo w  a  s y s te m  to  to le ra te  fa u lts  b y  tra n s itio n in g  to  p r o v is io n  o f a lte r n a tiv e

s e r v ic e , r a th e r  th a n  b y  m a k in g  th e  fa u lts  th ro u g h  r e d u n d a n c y .

2 .3 .8 . R e c o n f ig u r a t io n  in  p r a c t ic e

T h e  n o tio n  o f r e c o n fig u ra tio n  to  d e a l w ith  fa u lts  h a s  b e e n  u s e d  e x te n s iv e ly  in  s a f e ty -

c r itic a l a n d  m is s io n -c r itic a l s y s te m s . F o r  e x a m p le , th e  B o e in g  7 7 7  u s e s  a  s tr a te g y  s im ila r

to  th a t a d v o c a te d  b y  S h a ’s  S im p le x  a r c h ite c tu r e  in  w h ic h  th e  p r im a ry  flig h t c o m p u te r

c o n ta in s  tw o  s e ts  o f  c o n tr o l la w s : th e  p r im a ry  c o n tro l la w s  o f  th e  7 7 7  a n d  a  s e t o f s im p le r,

le s s  e ffic ie n t c o n tr o l la w s  a s  a  b a c k u p [4 4 ] .1  T h e  A irb u s  A 3 3 0  a n d  A 3 4 0  e m p lo y  a  s im ila r

s tr a te g y [4 7 ] , a s  h a v e  e m b e d d e d  s y s te m s  in  o th e r c ritic a l d o m a in s . E x is tin g  a p p ro a c h e s  to

1 . S h a  c la im s  th a t it u s e s  c o n tr o l la w s  o f  th e  7 4 7 , b u t I  w a s  n o t a b le  to  f in d  c o r ro b o r a tio n  o f  th is  
c la im .
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re c o n f ig u r a b le  a rc h ite c tu re s  a re , h o w e v e r, a d  h o c ; a lth o u g h  th e  s y s te m  g o a ls  a r e  a c h ie v e d ,

th e  r e s u lt is  in f le x ib le  a n d  n o t e a s ily  a s s u re d .

2 .3 .9 . R e c o n f ig u r a t io n  f o r  r e a s o n s  o t h e r  t h a n  f a ilu r e

Re c o n fig u ra tio n  c a n  a ls o  a id  th e  c o n s tr u c tio n  o f s o ftw a r e  s y s te m s  w h e r e  th e  s y s te m

m u s t b e  d e p e n d a b le  b u t r e c o n fig u ra tio n  d o e s  n o t s u p p o r t th is  e x p lic itly . S u c h  s y s te m s

in c lu d e  n u c le a r  p o w e r  p la n ts , w h e r e  th e  s y s te m  c a n  b e  in  o p e r a tio n a l o r  m a in te n a n c e

p h a s e s ; a n d  s p a c e c r a f t, w h e r e  th e  m a in  g o a l o f  th e  m is s io n  c a n  o n ly  b e  c a r rie d  o u t o n c e

th e  c ra f t h a s  r e a c h e d  its  d e s tin a tio n , a n d  r e a c h in g  th a t d e s tin a tio n  is  a  c h a lle n g e  in

its e lf [3 2 ] . A  s ig n ific a n t b o d y  o f  w o r k  e x is ts  in  a n a ly s is  o f  s p a c e  s y s te m  h a r d w a r e

c o m p o n e n t r e c o n f ig u ra tio n , b u t little  r e s e a r c h  in  s o f tw a re  a s p e c ts  o f  th e ir  r e c o n fig u r a tio n

h a s  b e e n  c o m p le te d  ( a  n o ta b le  e x c e p tio n  in  th e  lite ra tu r e  is  th e  C o r o t m is s io n  s o ftw a r e

[1 5 ] ) . Re c o n f ig u r a tio n  a ls o  a p p e a r s  in  “ in te llig e n t”  c o n tro l s y s te m s  ( s u c h  a s  d e s c r ib e d  b y

S te w a r t e t a l. [ 4 8 ]  a n d  B a te m a n  e t a l. [ 8 ] ), a n d  in  th e  m o r e  g e n e r a l c a s e  o f  a d a p tiv e

re c o n f ig u r a b le  c o m p u tin g  [3 5 ] .

2 .4 . S o f t w a r e  a r c h it e c t u r e s  t o  a id  a s s u r a n c e  a r g u m e n t s

F o r  la rg e , c o m p le x  s y s te m s , s h o w in g  th a t a n  im p le m e n ta tio n  h a s  th e  c h a r a c te ris tic s

o u tlin e d  a b o v e  c a n  b e  a  d a u n tin g  ta s k . T h e  s o f tw a r e  a r c h ite c tu r e  c o m m u n ity  h a s  w o r k e d

to w a r d s  a r c h ite c tu r e  fo r m a liz a tio n  a s  a  m e a n s  o f a s s u r a n c e  f o r  p r o p e rtie s  o f th e

a r c h ite c tu r e , m o s t n o ta b ly  c o m p o n e n t s y n c h r o n iz a tio n  [2 ] . D y n a m ic  s o ftw a r e

a r c h ite c tu r e s , o r  a r c h ite c tu r e s  th a t p e r m it h ig h - le v e l r u n tim e  r e c o n f ig u r a tio n , a r e  a  f ie ld  in

th e ir  o w n  rig h t [ 1 0 ] . W h ile  c o m b in in g  m y  a rc h ite c tu r e  w ith  e x is tin g  a r c h ite c tu r a l a n a ly s is

te c h n iq u e s  is  a n  in te re s tin g  d ir e c tio n  f o r  fu tu r e  r e s e a r c h , e x is tin g  te c h n iq u e s  d o  n o t a p p ly
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d ir e c tly  to  m y  w o rk  f o r  tw o  m a jo r  re a s o n s . F irs t, w h ile  th e  te c h n iq u e s  a r e  g e n e r a lly  a b le  to

e x p r e s s  te m p o r a l p r o p e r tie s  o f  a p p lic a tio n  in te ra c tio n , little  w o r k  e x is ts  in  a s s u r in g  h a r d

re a l- tim e  p r o p e r tie s . S e c o n d , a rc h ite c tu re  d e s c r ip tio n  la n g u a g e s  a n d  a n a ly s is  te c h n iq u e s

a r e  ta rg e te d  a t a  la y e r  o f  a b s tr a c tio n  a b o v e  th a t w h ic h  I  a m  ta rg e tin g . G e n e r a l a r c h ite c tu r e

a n a ly s is  m e c h a n is m s  a r e  a b le  to  s h o w  p r o p e r tie s  o f  g e n e r a l c la s s e s  o f  a rc h ite c tu r e s , w h ile

m y  a r c h ite c tu r e  a n a ly s is  is  f o r m y  p a rtic u la r a r c h ite c tu r e . L ik e w is e , m y  a r c h ite c tu r e

d e s c r ib e s  a  d y n a m ic a lly  r e c o n f ig u r a b le  s y s te m , b u t it is  n o t a  d y n a m ic a lly  r e c o n f ig u ra b le

a r c h ite c tu r e . T h e  la tte r  w o u ld  h a v e  c o m p o n e n ts  w h o s e  in te r a c tio n s  c h a n g e  a t ru n - tim e ,

w h ile  m y  a r c h ite c tu r e  a llo w s  o n ly  f u n c tio n a lity  to  c h a n g e  a t r u n - tim e , a lth o u g h  o f  c o u r s e

in te r a c tio n  c h a n g e  c o u ld  b e  s im u la te d  b y  c r e a tin g  a p p lic a tio n s  th a t o n ly  p ro v id e  s e r v ic e  in

c e r ta in  c o n fig u r a tio n s .

G a r la n  e t a l. [ 2 0 ]  h a v e  p r o p o s e d  th e  u s e  o f  s o f tw a re  a rc h ite c tu r a l s ty le s  a s  a  g e n e r a l

m e th o d  o f e rr o r  d e te c tio n  a n d  r e c o n f ig u r a tio n  e x e c u tio n  to  im p r o v e  d e p e n d a b ility . S u c h  a

s tr a te g y  c o u ld  b e  v e r y  h e lp f u l in  e n f o r c in g  s y s te m - le v e l p r o p e r tie s  th a t c a n n o t b e

d e s c r ib e d  b y  c o n ju n c tio n  o f c o m p o n e n t p r o p e r tie s . T h e y  d o  n o t p r e s e n t a  m e th o d  o f

a s s u r in g  th e ir  s ty le s , h o w e v e r, a n d  s o  a n  e x p lo ra tio n  o f th e  in te r a c tio n  o f th e ir w o r k  a n d

m in e  is  le f t fo r  th e  f u tu r e .

2 .5 . S u m m a r y

In  s u m m a r y , re s e a r c h e r s  h a v e  a d d re s s e d  a  v a r ie ty  o f  to p ic s  r e la te d  to  th e  r e s e a r c h

d o c u m e n te d  in  th is  d is s e r ta tio n . T o p ic s  r a n g e  fr o m  d e f in itio n s  to  b u ild in g  b lo c k s  to

in f o rm a l r e c o n f ig u r a tio n  a p p r o a c h e s . M y  r e s e a r c h  ta k e s  a  c o m p le te ly  d iff e re n t a p p r o a c h

in  w h ic h  re c o n f ig u r a tio n  is  th e  h e a r t o f th e  w a y  in  w h ic h  d e p e n d a b ility  is  a c h ie v e d . N o n e
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o f th e  p r e v io u s  r e s e a r c h  ta c k le s  th e  p r o b le m  in  th is  w a y , a n d  n o n e  p r o v id e s  th e

c o m p r e h e n s iv e , a s s u r e d  a p p r o a c h  p re s e n te d  h e r e .
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C H AP T E R  3

R e c o n f ig u r a t io n  a s  a n
Ar c h it e c t u r a l D r iv e r

T h e  g o a l o f  th is  w o r k  is  th e  c re a tio n  a n d  a s s u r a n c e  o f a n  a r c h ite c tu r e  w ith in  w h ic h  a

re c o n f ig u r a b le  s y s te m  c a n  b e  b u ilt. T h e  th e o r y  is  a  g e n e ra l o n e , a n d  s o  r e c o n f ig u ra tio n  c a n

h a p p e n  fo r  a n y  r e a s o n . T h e  m o s t p r e s s in g  r e a s o n  in  th e  f ie ld  o f  c r itic a l s y s te m s , h o w e v e r,

is  th a t o f f a u lt to le r a n c e , a n d  s o  th e  p r im e  m o tiv a tio n  fo r  th e  w o rk  is  to  e n a b le  a  s o ftw a r e

s y s te m  to  d e a l w ith  e r ro r s . T h is  c h a p te r  e la b o r a te s  th e  im p o r ta n c e  o f  r e c o n f ig u r a tio n  in

c r itic a l s o f tw a re  s y s te m s . I t s u m m a riz e s  m e c h a n is m s  th a t a r e  c u r re n tly  u s e d  to  a c h ie v e

s o f tw a r e  s y s te m  d e p e n d a b ility , d iffic u ltie s  in  a s s u r in g  s y s te m s  to  u ltra d e p e n d a b le  le v e ls

e v e n  w h e n  u s in g  s ta te - o f - th e - a r t a n a ly s is  te c h n iq u e s , a n d  h o w  th e  u s e  o f r e c o n fig u r a tio n

a s  th e  b a s is  o f a  s o f tw a r e  a rc h ite c tu re  a tta c k s  th e  h e a r t o f  th o s e  d iff ic u ltie s .

3 .1 . C u r r e n t  s t r a t e g ie s  f o r  a r g u in g  d e p e n d a b ilit y

M a n y  te c h n iq u e s  h a v e  b e e n  d e v e lo p e d  to  s u p p o rt th e  e n g in e e r in g  o f  d e p e n d a b le

s y s te m s . I n  a  b ro a d  s e n s e , th e s e  te c h n iq u e s  f a ll in to  th r e e  p rim a r y  a re a s : f a u lt a v o id a n c e ,
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fa u lt e lim in a tio n , a n d  f a u lt to le ra n c e . C o m b in e d  w ith  s y s te m  a n a ly s is  te c h n iq u e s  s u c h  a s

fa u lt- tr e e  a n a ly s is , th e s e  a p p ro a c h e s  to  d e a lin g  w ith  f a u lts  p e r m it u s e f u l d e p e n d a b ility

p re d ic tio n s  to  b e  m a d e  a b o u t s p e c if ic  d e s ig n s . H o w e v e r, n o n e  o f  th e s e  te c h n iq u e s

e ffe c tiv e ly  a d d re s s e s  th e  d e p e n d a b ility  p r o b le m s  a r is in g  f ro m  th e  g r o w in g  c o m p le x ity  o f

e m b e d d e d  s o f tw a r e . T h is  s e c tio n  d e s c rib e s  s e v e r a l s tr a te g ie s  f o r  b u ild in g  d e p e n d a b le

s o f tw a r e  s y s te m s , e x p la in in g  s o m e  o f  th e ir  lim ita tio n s .

3 .1 .1 . F a u lt  a v o id a n c e

A c c o rd in g  to  A v iz ie n is , L a p r ie , a n d  Ra n d e ll, fa u lt a v o id a n c e , lis te d  in  th e ir  ta x o n o m y

a s  f a u lt p re v e n tio n , “ is  a tta in e d  b y  q u a lity  c o n tr o l te c h n iq u e s  e m p lo y e d  d u r in g  th e  d e s ig n

a n d  m a n u f a c tu r in g  o f  h a r d w a r e  a n d  s o ftw a r e ” [7 ] . O rg a n iz a tio n s  c o m m o n ly  u s e  th e ir

c o n tr o l o v e r  d e v e lo p m e n t p r o c e s s e s  to  ju s tif y  c la im s  o f  s a fe ty  o f  a  p r o d u c t; s e e , f o r

e x a m p le , th e  F e d e ra l A v ia tio n  A d m in is tr a tio n ’s  g u id e lin e s  o n  s o f tw a re  [ 4 0 ] . W h ile  s o m e

c o r r e la tio n  b e tw e e n  s o f tw a re  q u a lity  a n d  p r o c e s s  c o n tr o l p ro b a b ly  e x is ts , th e r e  is  n o

e v id e n c e  to  s u g g e s t th a t p ro c e s s e s  a lo n e  c a n  e n s u re  u ltr a d e p e n d a b ility . E v e n  th e  p e o p le

w h o  d e fin e  th e  p ro c e s s e s  d o  n o t c la im  th a t th o s e  p r o c e s s e s  w ill m e e t d e p e n d a b ility

re q u ire m e n ts . T h e y  s im p ly  u s e  p r o c e s s e s  in  th is  w a y  a s  a  “ b e s t- e ffo r t”  s tr a te g y .

F o r m a l s p e c if ic a tio n  a n d  a n a ly s is  a r e  d e v e lo p m e n t p r a c tic e s  s p e c ific a lly  d e s ig n e d  to

s u p p o r t c la im s  o n  d e p e n d a b ility  p ro p e r tie s  o f  s o f tw a r e  s y s te m s . T h e r e  is  e v id e n c e  th a t th e

m a jo rity  o f  s a f e ty -c r itic a l s o f tw a re  e rr o r s  r e s u lt f r o m  in c o rr e c t r e q u ir e m e n ts  [ 3 1 ]. M u c h  o f

th e  d iff ic u lty  in  r e q u ir e m e n ts  c a p tu r e  s te m s  f ro m  th e  a p p lic a tio n  d o m a in s  in  w h ic h

s y s te m s  a r e  to  o p e r a te  a n d  th u s  is  o u ts id e  th e  s c o p e  o f  c o m p u tin g  r e s e a r c h . P a r t o f  th e

d iff ic u lty , h o w e v e r, s te m s  f ro m  fla w e d  c o m m u n ic a tio n  b e tw e e n  d o m a in  e x p e r ts  w h o

u n d e r s ta n d  th e  re q u ire m e n ts  a n d  d e v e lo p e r s  w h o  im p le m e n t th e m . F o rm a l s p e c ific a tio n
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(s u c h  a s  d e s c r ib e d  in  P o tte r, S in c la ir a n d  T ill [ 3 9 ] ) h a s  m a n y  a d v a n ta g e s , in c lu d in g

p o te n tia l fo r  s ta tic  a n a ly s is  (s e e  b e lo w ) , b u t o n e  o f its  p rim a r y  b e n e f its  is  to  e n s u r e

s o f tw a r e  r e q u ir e m e n ts  a r e  s ta te d  in  a  p r e c is e  a n d  u n a m b ig u o u s  m a n n e r  to  a v o id  e r ro r s  a n d

in c o n s is te n c ie s  in  im p le m e n ta tio n s . F o rm a l a n a ly s is  c a n  e n s u r e  th a t c e r ta in  a b s tra c t

p ro p e r tie s  h o ld  o v e r  a  f o rm a l s p e c if ic a tio n , th u s  in c r e a s in g  c o n f id e n c e  in  th e

s p e c ific a tio n . H o w e v e r, th e  fu n d a m e n ta l p r o b le m  o f  f o rm a liz in g  re q u ir e m e n ts  c o r r e c tly

s till re m a in s .

3 .1 .2 . F a u lt  e lim in a t io n

F a u lt e lim in a tio n  is  th e  p r o c e s s  o f r e m o v in g  f a u lts  th a t h a v e  b e e n  in tr o d u c e d  in to  a

s y s te m . E x a m p le s  o f  te c h n iq u e s  f o r  f a u lt e lim in a tio n  in c lu d e  tr a d itio n a l te s tin g , s ta tic

a n a ly s is , a n d  d y n a m ic  a n a ly s is .

T e s tin g

A n o th e r  a rg u m e n t f o r  p la c in g  c o n fid e n c e  in  c o n tro lle d  d e v e lo p m e n t p ro c e s s e s  h in g e s  o n

te s tin g . T e s tin g  h a s  th e  a d v a n ta g e  o f  b e in g  a  fo r m a l p ro c e s s  ( w h e n  th e  r e s u lts  a r e

c o m p a r e d  to  s p e c ific  e x p e c te d  o u tc o m e s ), b u t a ls o  p o s s e s s e s  th e  d is a d v a n ta g e  o f  b e in g

u n a b le  to  p ro v id e  f u ll c o n fid e n c e  in  m o s t la rg e  s y s te m s . V a r io u s  te s t m e tr ic s , s u c h  a s

1 0 0 %  s ta te m e n t c o v e r a g e  a n d  m o d if ie d  c o n d itio n /d e c is io n  c o v e ra g e  [2 1 ] , a r e  u s e d , b u t

w h ile  th e s e  a m e lio r a te  th e  p r o b le m , n o  a lg o rith m  f o r te s t s e le c tio n  o th e r th a n  e x h a u s tiv e

te s tin g  c a n  g u a r a n te e  th a t its  o u tp u t w ill a lw a y s  r e v e a l th e  p r e s e n c e  o f  e rr o r s  [ 2 3 ] .

F u r th e rm o r e , in  n o n te r m in a tin g  c o n c u rr e n t s y s te m s , it is  im p o s s ib le  to  te s t a ll p o s s ib le

c o m b in a tio n s  o f  o p e r a tio n  s e q u e n c e s . E v e n  s ta tis tic a l a n a ly s is  o f  te s t r e s u lts  f o r s u c h
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p ro p e r tie s  is  in s u ff ic ie n t to  s h o w  p ro p e r tie s  a t u ltr a d e p e n d a b le  le v e ls  [ 1 4 ]. F in a lly , th e r e

c a n  s o m e tim e s  b e  a  q u e s tio n  o f  w h e th e r  th e  s y s te m  o u tp u t m e e ts  th e  te s t c r ite ria  [1 1 ].

S ta tic  A n a ly s is

A  p le th o r a  o f  to o ls  a n d  te c h n iq u e s  h a s  b e e n  c re a te d  to  a n a ly z e  s o f tw a r e  b e f o r e  it is  r u n .

F a m ilia r  fo r m s  o f s ta tic  a n a ly s is  in c lu d e  s y n ta x  a n d  ty p e  c h e c k in g ; th e s e  a r e  o fte n

re q u ire d  f o r  a n y  d e v e lo p m e n t in  p a r tic u la r h ig h - le v e l la n g u a g e s . T o o ls  f o r lig h tw e ig h t

fo r m a l m e th o d s  a llo w  u s e rs  to  in v e s t s o m e w h a t m o re  e ff o rt in  p ro g r a m m in g  in  o r d e r to

d e r iv e  p ro p o r tio n a lly  m o r e  a s s u r a n c e  fr o m  a n a ly s is . S u c h  a p p r o a c h e s  c a n  e s ta b lis h

im p o r ta n t, b u t lim ite d , p r o p e rtie s  o f s o ftw a r e  s y s te m s . S tro n g e r  f o r m a l v e r if ic a tio n  o f  th e

c o r r e s p o n d e n c e  b e tw e e n  a n  a p p lic a tio n  a n d  a  s p e c ific a tio n , a n d  p u ta tiv e  th e o r e m  p r o v in g

a b o u t a  s p e c ific a tio n , c a n  p r o v id e  s tr o n g  g u a r a n te e s  o f a  w id e  ra n g e  o f  v a lu a b le  p ro p e r tie s

b u t r e q u ir e  s ig n ific a n t e ff o r t. 

D y n a m ic  A n a ly s is

It is  a ls o  p o s s ib le  to  c h e c k  s o f tw a r e  p r o p e rtie s  w h ile  th e  s o ftw a r e  e x e c u te s . C e rta in  c la s s e s

o f ty p e  c o n s tra in ts  a re  e n f o r c e d  th is  w a y , p a r tic u la rly  in  o b je c t- o rie n te d  la n g u a g e s  w h e r e

e x a c t ty p e s  m ig h t n o t b e  k n o w n  u n til r u n -tim e . L o w - le v e l p r o p e rtie s  s u c h  a s  a rr a y - b o u n d

c o n s tra in ts  c a n  a ls o  b e  e n fo r c e d  d y n a m ic a lly . D y n a m ic  a n a ly s is  c a n  b e  u s e d  to  in f e r

p ro p e r tie s  o f  a  p ro g r a m  b y  m o n ito r in g  p r o g ra m  e x e c u tio n  s e q u e n c e s , b u t th e r e  a r e

g e n e r a lly  lim ita tio n s  o n  th a t in fe r e n c e , s in c e  d y n a m ic  a n a ly s is  c a n n o t c o v e r  a ll p o s s ib le

e x e c u tio n  s e q u e n c e s  a n y  m o re  th a n  tr a d itio n a l te s tin g  c a n .

A lth o u g h  c o m b in a tio n s  o f th e s e  a n a ly s is  m e c h a n is m s  c a n  p r o v id e  a  s ig n ific a n t le v e l

o f c o n fid e n c e  o f  p r o p e r s y s te m  b e h a v io r, n o n e  o f th e m  is  s tro n g  e n o u g h  to  g iv e
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u ltr a d e p e n d a b le  a s s u ra n c e  o v e r  a n  e n tir e  s o f tw a re  p r o d u c t. I n  o r d e r  to  p r o v e  f o r m a lly  th a t

s o f tw a r e  is  c o r r e c t in  th e  c o m m o n  s e n s e  ( r a th e r  th a n  in  th e  s e n s e  o f  c o m p lia n c e  w ith  a

s p e c ific a tio n , a s  in  p a r tia l o r  to ta l c o r r e c tn e s s ) , o n e  m u s t p r o v e  th a t th e  f o r m a l m o d e l o n

w h ic h  th e  s o f tw a r e  is  b a s e d  is  a  tr u e  d e p ic tio n  o f  th e  s o f tw a r e ’s  o p e r a tin g  e n v ir o n m e n t.

U n f o rtu n a te ly , th e  o p e r a tin g  e n v ir o n m e n t is  in f o r m a l, a n d  d o in g  fo r m a l a n a ly s is  o n  a n y

s o r t o f  in f o r m a l a rtifa c t is  im p o s s ib le . I n f o rm a l a n a ly s is  c a n  g iv e  s o m e  a s s u ra n c e  o f  s u c h

p ro p e r tie s , b u t in f o rm a l a n a ly s is  is  c o n d u c te d  p rim a r ily  b y  h u m a n s , w h o  h a v e  d iff ic u lty  in

u n d e r s ta n d in g  la rg e , c o m p le x  s y s te m s  in  th e ir e n tir e ty  w ith o u t s p e c if ic  s u p p o rt f o r d o in g

s o . T h u s , it is  u s e f u l to  p u t m e a s u re s  in to  p la c e  to  lo o k  f o r a n d  d e a l w ith  fa u lts  th a t m ig h t

s till re m a in  in  a n  o p e r a tio n a l s y s te m .

3 .1 .3 . F a u lt  t o le r a n c e

F a u lt- to le r a n c e  m e c h a n is m s  d e te c t a n d  d e a l w ith  fa u lts  th a t re m a in  in  a  s y s te m  a fte r  it

is  d e p lo y e d . E x a m p le s  o f f a u lt-to le r a n c e  m e c h a n is m s  in c lu d e  n o n - s o f tw a r e  b a c k u p s , e rr o r

re c o v e ry , a n d  s o ftw a r e  f a u lt-to le r a n t a r c h ite c tu r e s .

N o n - s o ftw a r e  b a c k u p s

H a r d w a re  b a c k u p  s y s te m s  o r  o th e r  te c h n o lo g ic a lly  d iv e r s e  a p p r o a c h e s  a r e  a  w a y  o f

c ir c u m v e n tin g  th e  p r o b le m s  in  p u re  s o f tw a r e  s o lu tio n s . M o s t a ir c ra f t w ith  fly -b y - w ir e

c o n tr o l s y s te m s  a ls o  h a v e  e le c tr o m e c h a n ic a l c o n tr o l s y s te m s  th a t c a n  b e  e m p lo y e d  in  th e

e v e n t th a t th e  f ly - b y - w ire  s y s te m  m a lf u n c tio n s . S o m e  a ls o  h a v e  h a rd w a re  re s tr ic tio n s  th a t

w ill n o t a llo w  u n s a fe  c o m m a n d s  fr o m  th e  c o m p u te r  to  b e  e x e c u te d . M a n y  m e d ic a l

d e v ic e s , s u c h  a s  p a c e m a k e r s , h a v e  a  s e p a r a te  h a rd w a re  s y s te m  th a t c a n  ta k e  o v e r  to

p ro v id e  b a s ic  c r itic a l fu n c tio n  in  th e  e v e n t o f  s o f tw a r e  fa ilu r e . W h ile  th e s e  h a r d w a r e
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b a c k u p s  w o r k  w e ll in  p r e v e n tin g  s y s te m  f a ilu r e s  d u e  to  s o f tw a re  e r r o rs , th e y  a re  e x p e n s iv e

a n d  c a n n o t a lw a y s  p r o v id e  a s  m u c h  f u n c tio n a lity  a s  is  p o s s ib le  w ith  a  s o f tw a r e  s o lu tio n .

T h e s e  is s u e s  h a v e  c a u s e d  m e c h a n ic a l b a c k u p s  to  b e c o m e  le s s  c o m m o n ; s o m e  n e w e r

a ir c ra f t m o d e ls , f o r e x a m p le , d o  n o t c a r ry  fu lly -f u n c tio n a l h a rd w a re  a lte r n a tiv e s  ( e .g ., th e

A irb u s  A 3 2 0  [ 1 ] ) . In  m ilita r y  a irc r a ft th is  is  o f te n  b e c a u s e  m a n e u v e r a b ility  r e q u ir e m e n ts

le a v e  th e  a ir c r a f t a e r o d y n a m ic a lly  u n s ta b le ; u n d e r  s u c h  c ir c u m s ta n c e s , p ilo t r e s p o n s e  tim e

is  n o t g o o d  e n o u g h  to  f ly  th e  a ir c ra f t a n d  th u s  m e c h a n ic a l b a c k u p s  w o u ld  b e  u s e le s s  [ 1 6 ] .

In  c iv il a ir c ra f t, th e  r e m o v a l o f  th e  b a c k u p  s y s te m s  is  o fte n  a  m a tte r  o f e c o n o m ic s .

E r r o r  r e c o v e r y

T w o  c o m m o n  e rr o r  r e c o v e ry  s tr a te g ie s  a r e  r o llb a c k  a n d  r o llf o rw a rd . Ro llb a c k

m e c h a n is m s  p e r io d ic a lly  s a v e  c o n s is te n t s ta te , a n d  r e tu r n  th e  s y s te m  to  th a t s ta te  if  th e

s y s te m  p ro d u c e s  a n  e r ro r. Ro llf o rw a rd  m e c h a n is m s  a tte m p t to  d e a l w ith  th e  e rr o r  b y  e ith e r

c o m p u tin g  a  n e w  c o n s is te n t s ta te  o r  tr a n s itio n in g  th e  s y s te m  to  a  p r e d e te r m in e d  c o n s is te n t

s ta te . T h e s e  f o r m s  o f e rr o r  r e c o v e r y  a re  ty p ic a lly  u s e d  a s  f a u lt m a s k in g  te c h n iq u e s , i.e .,

th e y  c o r re c t s y s te m  s ta te  s o  th a t th e  e r r o r  d o e s  n o t a ff e c t o th e r  s y s te m  c o m p o n e n ts .

S o ftw a r e  fa u lt-to le r a n t a r c h ite c tu r e s

D e s ig n  d iv e r s ity  a tte m p ts  to  d e a l w ith  s o f tw a re  d e fe c ts  a t r u n  tim e  b y  u s in g

in d e p e n d e n tly -d e v e lo p e d  s o f tw a re  re p lic a te s . F o r  in s ta n c e , re c o v e r y  b lo c k s  a llo w

e x e c u tio n  o f a  p o r tio n  o f a  p r o g r a m  to  b e  c h e c k e d ; if  th e  o u tp u t d o e s  n o t s a tis f y

c o r r e c tn e s s  c r ite r ia , a n  a lte rn a te  b lo c k  c a n  b e  u s e d  in s te a d  [ 2 2 ]. N -v e r s io n  p ro g r a m m in g  is

s im ila r  to  re c o v e r y  b lo c k s  in  th a t s e v e r a l d iff e r e n t v e r s io n s  o f  a  p r o g ra m  a re  w ritte n , b u t

a n  e v e n  m o r e  e x p lic it a n a lo g u e  to  h a rd w a re  f a u lt to le r a n c e  in  th a t th o s e  v e r s io n s  a re  ru n  in
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p a r a lle l a n d  th e ir re s u lts  v o te d  o n  r a th e r  th a n  b e in g  e v a lu a te d  s e r ia lly  b y  a  d e d ic a te d

o u tp u t- c h e c k in g  m e c h a n is m  [6 ] . U n f o rtu n a te ly , s u c h  f o r m s  o f s o ftw a r e  f a u lt to le r a n c e  d o

n o t p r o d u c e  th e  s a m e  b e n e f its  in  s o ftw a r e  th a t th e y  d o  in  h a r d w a r e . B e c a u s e  s o ftw a r e

d e s ig n s  a r e  s o  c o m p le x , it is  c u rr e n tly  in d ic a te d  th a t th e r e  is  n o  w a y  to  s h o w  th a t th e y  w ill

fa il in d e p e n d e n tly  [ 2 5 ] . W ith o u t in d e p e n d e n c e  g u a r a n te e s , fa ilu r e  p r o b a b ilitie s  o f  th e

d iff e r e n t v e r s io n s  c a n n o t s im p ly  b e  m u ltip lie d  to  c a lc u la te  th e  c o m p o s ite  d e p e n d a b ility

n u m b e r s , a n d  s o  a s s u r a n c e  a t u ltr a d e p e n d a b le  le v e ls  is  in f e a s ib le .

A n a ly tic  r e d u n d a n c y  [ 4 5 ]  ta k e s  a d v a n ta g e  o f  d e s ig n  d iv e r s ity  a s  d e te rm in e d  b y  th e

s o f tw a r e  a p p lic a tio n  in  im p le m e n tin g  f a u lt to le r a n c e . F o r  e x a m p le , a  s y s te m  u s in g  s im p le

c o n tr o l la w s  c a n  b e  u s e d  a s  a  b a c k u p  to  a  s y s te m  w ith  m o re  c o m p le x  c o n tro l la w s  [ 4 4 ] .

T h e  ty p e  o f  d iv e r s ity  it a d v o c a te s  is  in d e p e n d e n t b y  n a tu r e , s o  th a t th e  is s u e s  in  s h o w in g

v e r s io n  in d e p e n d e n c e  d o  n o t a p p ly . W h ile  th is  m e th o d  p r o m is e s  to  b e  v e r y  e ffe c tiv e  w h e r e

a p p lic a b le , th e  e x te n t to  w h ic h  it c a n  b e  u s e d  in  g e n e r a l s o f tw a r e  s y s te m s  is  n o t c le a r.

3 .2 . P r o b le m s  a r is in g  f r o m  c o m p le x it y

T h e  a b o v e  a p p r o a c h e s  to  d e a lin g  w ith  fa u lts  p e r m it u s e fu l d e p e n d a b ility  p r e d ic tio n s  to

b e  m a d e  a b o u t s p e c if ic  d e s ig n s . H o w e v e r, n o n e  o f  th e s e  te c h n iq u e s  e ff e c tiv e ly  a d d r e s s e s

th e  d e p e n d a b ility  p r o b le m s  a ris in g  f r o m  th e  g r o w in g  c o m p le x ity  o f  c r itic a l s o ftw a r e .

S o f tw a r e  h a s  m a n y  to u te d  a d v a n ta g e s  s u c h  a s  f le x ib ility  a n d  e c o n o m y , a n d  th e s e  m a k e  its

u s e  te m p tin g  f o r  a p p lic a tio n  d e s ig n e rs . A d d in g  a u to m a tio n  to  s a f e ty - c ritic a l e m b e d d e d

s y s te m s  c a n  s o m e tim e s  in c r e a s e  th e  s a f e ty  o f  th e  o v e r a ll s y s te m ; e m b e d d e d  s y s te m s  c a n

o fte n  a s s is t o r  re p la c e  h u m a n  o p e ra to r s , w h o  a r e  n a tu r a lly  e rr o r- p r o n e  [4 1 ] . W h e n

fu n c tio n in g  p ro p e r ly , a u to m a tio n  c a n  g r e a tly  in c re a s e  th e  re lia b ility  a n d  s a fe ty  o f  s u c h
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s y s te m s . I t is  o f te n  a b le  to  in c re a s e  th e  c a p a b ilitie s  o f  th e  s y s te m s  b e y o n d  th e  lim its  s e t b y

th e  a b ilitie s  o f  h u m a n  o p e r a to r s , s u c h  a s  in  th e  a e r o d y n a m ic a lly  u n s ta b le  a ir c ra f t

m e n tio n e d  e a r lie r. S u c h  f u n c tio n a lity  c a n  e ff e c tiv e ly  m a k e  th e  s y s te m  m o r e  d a n g e r o u s ,

h o w e v e r, b e c a u s e  o f  a  c o n s e q u e n t r e d u c tio n  in  th e  m a rg in  fo r  e rr o r th a t w o u ld  n o r m a lly  b e

in c lu d e d . F u r th e r m o r e , a s  th e  s o ftw a r e  f u n c tio n a lity  b e c o m e s  m o r e  e x te n s iv e  a n d

c o m p le x , its  o v e r a ll fu n c tio n  a n d  s a f e ty  im p lic a tio n s  b e c o m e s  m u c h  m o r e  d iff ic u lt f o r

s y s te m  d e s ig n e r s  to  c o m p re h e n d . L a c k  o f  c o m p re h e n s io n  in tr o d u c e s  o p p o r tu n itie s  f o r

e r r o r, a n d  in  s y s te m s  th a t m u s t b e  d e p e n d a b le , th o s e  e r ro r s  c o u ld  e a s ily  h a v e  u n a c c e p ta b le

c o n s e q u e n c e s .

In tro d u c in g  a d d itio n a l s a fe ty  c h e c k s  a d d s  s o m e  a s s u r a n c e  th a t th e  s y s te m  w ill f u n c tio n

a s  d e s ir e d , b u t it a ls o  fu r th e r  c o m p lic a te s  th e  s y s te m  a n d  th u s  a d d s  its  o w n  r is k s  [ 3 7 ] .

L im itin g  th e  fu n c tio n a lity  in c lu d e d  o n  a  p r o c e s s o r  is  a n  in f e a s ib le  o p tio n  b e c a u s e  n o t o n ly

is  it a  p o o r c h o ic e  e c o n o m ic a lly , in  p r a c tic e  it is  lik e ly  to  b e  ig n o r e d . T h e  b e s t w e  a s  a

c o m m u n ity  c a n  h o p e  f o r is  to  b rin g  th e  p r o b le m  o f p ro g r a m  c o m p r e h e n s io n  to  a

m a n a g e a b le  le v e l. W h ile  s u c h  a  s tr a te g y  d o e s  n o t s o lv e  th e  p r o b le m , it h e lp s  th e  h u m a n s

w h o  b u ild  a n d  a n a ly z e  s a f e ty - c ritic a l s o f tw a re  to  u n d e r s ta n d  th e  s o f tw a re  w e ll e n o u g h  to

d e te r m in e  w h e th e r  it s a tis fie s  its  s a f e ty  c r ite ria .

3 .3 . B o u n d in g  t h e  d e p e n d a b ilit y  p r o b le m

In  m a n y  c a s e s , m u c h  o f th e  f u n c tio n a lity  in c lu d e d  in  a  s y s te m  is  n o t r e q u ir e d  f o r

s y s te m  s a f e ty . F o r e x a m p le , th e  a u to p ilo t s y s te m  o n  a  c o m m e r c ia l a ir c r a ft c o u ld  c o n tr ib u te

to  a n  a c c id e n t, b u t w h ile  its  d e p e n d a b le  o p e r a tio n  is  a  s ig n ific a n t p a rt o f  th e  s a f e ty  c a s e  f o r

th e  a irc r a ft, c e s s a tio n  o f  its  f u n c tio n  is  u n lik e ly  to  h a v e  c a ta s tr o p h ic  c o n s e q u e n c e s  a s  lo n g
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a s  th e  p ilo t is  in fo r m e d . T h is  s u g g e s ts  th a t s u c h  a  s y s te m  d o e s  n o t n e e d  to  b e

u ltr a d e p e n d a b le  a s  m u c h  a s  it n e e d s  to  b e  fa il- s to p [ 4 3 ]: e ith e r th e  a u to p ilo t w o r k s

c o r r e c tly , o r  it s to p s  a n d  a le r ts  th e  p ilo t. T h e  c o m p le te  a v io n ic s  s y s te m  f o r th e  a ir c ra f t

n e e d s  to  b e  a b le  to  o p e r a te  w ith o u t th e  a u to p ilo t ( a n d  o th e r  s im ila r  s u b s y s te m s )  s o  th a t

s a f e ty  is  n o t c o m p r o m is e d  if  th e  a u to p ilo t f a ils . I n  s o m e  c a s e s , th e  r e m a in in g  fu n c tio n a l

e le m e n ts  o f  th e  s y s te m  w ill a lte r th e ir  m o d e s  o f  o p e r a tio n  to  c o m p e n s a te  f o r  th e  la c k  o f

fu n c tio n  in  th e  f a ile d  s u b s y s te m . I n  th is  w a y , r e c o n f ig u ra tio n  a t th e  s y s te m  le v e l c a n

c o m p e n s a te  f o r a p p lic a tio n  f a u lts . In  a n  in fo r m a l s e n s e , s u c h  a n  a v io n ic s  s y s te m  is

s u r v iv a b le [2 6 ]  r a th e r  th a n  u ltr a d e p e n d a b le .

T h e  e m p h a s is  in  s a f e ty -c r itic a l s y s te m s  h a s  a lw a y s  b e e n  to  m a s k  th e  e ff e c ts  o f f a u lts ,

b u t th a t is  b e c o m in g  in c r e a s in g ly  d iff ic u lt a s  th e  c o m p le x ity  o f th e  s y s te m s  in c re a s e s .

E x p lo itin g  r e c o n f ig u r a tio n  f o r  th e s e  s y s te m s  c a n  re d u c e  c o m p le x ity  o f c ritic a l f u n c tio n

a n d  lim it th e  a m o u n t o f s o f tw a re  th a t is  c r u c ia l to  d e p e n d a b le  o p e r a tio n .

3 .4 . R e c o n f ig u r a t io n  f o r  e m b e d d e d  s y s t e m s

A  c o m p r e h e n s iv e  d e p e n d a b le  r e c o n fig u r a tio n  fr a m e w o r k  f o r  c ritic a l e m b e d d e d

s y s te m s  m u s t a d d re s s  a  n u m b e r  o f s y s te m  c h a ra c te r is tic s :

S y s te m  T im in g  a n d  R e s o u r c e  C o n s tr a in ts

E m b e d d e d  s y s te m s  a r e  o fte n  s e v e r e ly  lim ite d  in  p o w e r, c o s t, s p a c e , a n d  w e ig h t, a n d  s o

th e y  a r e  tu n e d  to  ta k e  th e  b e s t p o s s ib le  a d v a n ta g e  o f th e ir  u n d e r ly in g  re s o u r c e s .
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S y s te m  C o u p lin g

S y s te m  c o m p o n e n ts  f re q u e n tly  h a v e  a  v e r y  s tro n g  d e p e n d e n c e  o n  o n e  a n o th e r, a n d  s o  th e

s ta te  o f  v a r io u s  s y s te m  c o m p o n e n ts  m u s t b e  s e e n  in d iv id u a lly  a n d  a ls o  a s  a  w h o le  w h e n

d e te r m in in g  a p p r o p r ia te  s y s te m  b e h a v io r.

D a m a g e  a n d  R e p a ir  S e q u e n c e s

F a ilu r e s  c a n  o c c u r  in  s e q u e n c e , a n d  w h ile  s o m e tim e s  th e  s y s te m  s iz e  a llo w s

re in itia liz a tio n , a t o th e r  tim e s  s y s te m  c r itic a lity  p r e c lu d e s  a n y  s e r v ic e  in te r ru p tio n .

H e te r o g e n e o u s  C r itic a lity

C r itic a lity  o f e m b e d d e d  s y s te m  s e r v ic e s  a ls o  v a rie s  w ith  f u n c tio n  a n d  w ith  tim e . A

m e d ic a l a p p lic a tio n , fo r  in s ta n c e , is  g e n e r a lly  le s s  d a n g e ro u s  d u rin g  s u rg ic a l p la n n in g  th a n

d u rin g  th e  s u rg e r y  its e lf .

C o m p le x  O p e r a tio n a l E n v ir o n m e n ts

W h ile  th e  o p e ra tio n a l e n v iro n m e n ts  o f  e m b e d d e d  s y s te m s  a r e  re la tiv e ly  lo c a liz e d , th e y

c a n  s till b e  a ff e c te d  b y  a  v a r ie ty  o f fa c to r s . A v io n ic s  s y s te m s , f o r  e x a m p le , a r e  a ffe c te d  b y

fa c to rs  s u c h  a s  w e a th e r, a ltitu d e , a n d  g e o g r a p h ic  lo c a tio n .

B u ild in g  r e c o n fig u r a tio n  in to  th e  b a s ic  d e s ig n  o f  a  s y s te m  a llo w s  a ll o f th e s e  f a c to rs  to

b e  c o n s id e re d  w h ile  s y s te m  re q u ir e m e n ts  a r e  b e in g  d e v e lo p e d . T h e  d is tin c tio n  b e tw e e n

c r u c ia l a n d  n o n c ru c ia l f u n c tio n  c a n  b e  m a d e  c le a rly  a t th e  re q u ir e m e n ts  le v e l a n d  s e t fo r th

in  th e  s y s te m ’s  s p e c if ic a tio n . T h is  a llo w s  d e s ig n e rs  to  s p e c if y  th e  p r o p e rtie s  th e y  w a n t,

ra th e r th a n  e m p lo y in g  in d iv id u a l m e c h a n is m s  th a t w o rk  to w a rd s  e n s u r in g  d e s ir e d

p ro p e r tie s  ( e .g ., f a u lt to le ra n c e  f o r c e r ta in  p o rtio n s  o f  th e  s o f tw a r e ) .
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T h e  re c o n f ig u r a tio n  p r o to c o ls  c u r r e n tly  u s e d  in  p ra c tic e  a r e  s y s te m - s p e c if ic  a n d  a r e

b u ilt, in  la rg e  m e a s u r e , u s in g  w h a te v e r  a r c h ite c tu r a l f a c ilitie s  a r e  a lre a d y  p ro v id e d  b y  th e

s y s te m . T h e  a p p r o a c h  I h a v e  ta k e n  in  c o n s tr u c tin g  a  re c o n f ig u r a tio n  f r a m e w o r k  is  u n iq u e

in  th a t it is  d e s ig n e d  e x p lic itly  to  fa c ilita te  r ig o r o u s  f o rm a l s y s te m  a n a ly s is  b a s e d  o n  a

s y s te m ’s  r e c o n fig u r a tio n  c a p a b ility .

3 .5 . R e d u c in g  r e s o u r c e  r e q u ir e m e n t s

A c h ie v in g  h a r d w a r e  d e p e n d a b ility  th r o u g h  p u r e  r e p lic a tio n  is  n o n triv ia l n o w  a n d  w ill

b e  v e r y  d iffic u lt to  a c h ie v e  in  th e  fu tu r e  b e c a u s e  s y s te m  c o m p o n e n t fa ilu r e s  w ill b e c o m e

m o r e  c o m m o n  a s  th e  n u m b e r o f  c o m p o n e n ts  in c r e a s e s . E v e n  th o u g h  lo w e r  c o m p o n e n t

c o s t m e a n s  th a t th o s e  c o m p o n e n ts  c a n  b e  m o re  e a s ily  r e p lic a te d , re p lic a tio n — a n d  th e

e n v ir o n m e n ta l s h ie ld in g , p o w e r, s p a c e , a n d  c o o lin g  f a c ilitie s  th a t m u s t a c c o m p a n y  it—

a d d s  w e ig h t a n d  ta k e s  u p  s p a c e , le a d in g  to  h ig h e r o p e r a tio n a l c o s ts , a n d  m ig h t b e

im p r a c tic a l in  m a n y  c ir c u m s ta n c e s .

In  a  s y s te m  w h e r e  f a u lts  a r e  m a s k e d , th e r e  h a s  to  b e  s u ff ic ie n t e q u ip m e n t a v a ila b le  to

p ro v id e  fu ll s e r v ic e  if  th e  a n tic ip a te d  n u m b e r  o f c o m p o n e n t f a ilu re s  o c c u rs  d u r in g  th e

m a x im u m  p la n n e d  o p e r a tio n  tim e . T h e  to ta l n u m b e r  o f  r e q u ir e d  c o m p o n e n ts  is  th u s  th e

s u m  o f  th e  m a x im u m  n u m b e r  e x p e c te d  to  f a il d u r in g  th e  lo n g e s t p la n n e d  m is s io n  a n d  th e

n u m b e r  n e e d e d  to  p ro v id e  f u ll s e r v ic e . T h o u g h  n o t im p o s s ib le , lo s s  o f  th e  m a x im u m

n u m b e r  e x p e c te d  to  f a il in  a  s y s te m  w ith  s ig n if ic a n t r e p lic a tio n  is  a n  e x tr e m e ly  u n lik e ly

o c c u r r e n c e . T h u s , th e  v a s t m a jo r ity  o f th e  tim e , th e  s y s te m  w ill b e  o p e ra tin g  w ith  fa r  m o r e

c o m p u tin g  r e s o u r c e s  th a n  it n e e d s .
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In  a d d itio n  to  f a c ilita tin g  s o f tw a re  d e p e n d a b ility  a rg u m e n ts , r e c o n f ig u r a tio n  o ff e r s  a

tr a d e -o ff  b e tw e e n  fu n c tio n a lity  a n d  h a r d w a r e  r e s o u r c e s . T h is  tr a d e -o ff  is  e x p lo ite d  b y

b u ild in g  e le m e n ts  o f  th e  s y s te m  ( s u c h  a s  th o s e  im p le m e n tin g  th e  p rim a r y  fu n c tio n a lity )

w ith  le s s  p r o v is io n  f o r c o p in g  w ith  f a u lts  th a n  n o r m a lly  m ig h t b e  p r e fe r re d . I n  a  s y s te m

w ith  a  re c o n f ig u r a b le  a r c h ite c tu r e , th e  to ta l n u m b e r  o f  h a r d w a r e  c o m p o n e n ts  c a n  b e  a s

lo w  a s  th e  s u m  o f  th e  m a x im u m  n u m b e r  e x p e c te d  to  fa il d u r in g  th e  lo n g e s t p la n n e d

m is s io n  a n d  th e  m in im u m  n u m b e r  n e e d e d  to  p ro v id e  th e  m o s t b a s ic  fo r m  o f  s a f e  s e rv ic e . I f

th e  s y s te m  w e r e  d e s ig n e d  s o  th a t th is  n u m b e r e q u a ls  th e  n u m b e r  o f  c o m p o n e n ts  n e e d e d  to

p ro v id e  fu ll s e r v ic e , th e n , d u r in g  ro u tin e  o p e r a tio n  ( i.e ., th e  v a s t m a jo r ity  o f  th e  tim e ) , th e

s y s te m  w o u ld  o p e r a te  w ith  n o  e x c e s s  e q u ip m e n t. T h is  s a v e s  p o w e r, w e ig h t a n d  s p a c e .

3 .6 . D e a lin g  w it h  C O T S  c o m p o n e n t s  a n d  le g a c y  s o f t w a r e

Re c o n fig u ra tio n  a ls o  c a n  p o te n tia lly  e a s e  th e  u s e  o f  s ta n d a r d iz e d  o r le g a c y  s o f tw a r e  in

c r itic a l s y s te m s . U s e  o f  s o f tw a re  th a t is  n o t s p e c ific a lly  d e v e lo p e d  to  b e  p a r t o f  a  p a r tic u la r

s y s te m  is  o f te n  d iffic u lt, b e c a u s e  its  in te r a c tio n s  w ith  th e  r e s t o f  th e  s y s te m  c a n  b e  u n c le a r.

In  a v io n ic s  s o f tw a re , f o r e x a m p le , e x te n s iv e  te s tin g  a t b o th  th e  u n it a n d  s y s te m  le v e ls

m u s t b e  p e r f o r m e d  to  s p e c if ic , c o m p r e h e n s iv e  c o v e ra g e  m e tr ic s , a n d  th is  is  tru e  o f r e u s e d

s o f tw a r e  a s  w e ll a s  n e w  s o f tw a r e . D e a d  c o d e  is  d is a llo w e d , a n d  d e a c tiv a te d  c o d e  m u s t b e

tr e a te d  w ith  c a re , if  th e  s o ftw a r e  to  g o  o n  a n  a irc r a f t is  to  b e  c e r tif ie d ; m a n y  C O T S

p ro d u c ts  d o  n o t m e e t s u c h  r e q u ire m e n ts .

S o m e  c o m m e r c ia l- o ff - th e - s h e lf  ( C O T S )  s o ftw a r e  is  b u ilt w ith  c e rtif ic a tio n  in  m in d , s o

th a t m a n y  o f  th e  s o ftw a r e  te s ts  c a n  b e  r e u s e d  a c r o s s  s e v e r a l c e r tif ie d  s y s te m s . I n  g e n e r a l,

h o w e v e r, C O T S  s o ftw a r e  c a n  b e  b u ilt w ith  v e r y  w e a k  d e p e n d a b ility  g o a ls . E v e n  w ith
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d e p e n d a b le  C O T S  c o m p o n e n ts , p o rtin g  s o f tw a r e  fr o m  o n e  e n v ir o n m e n t to  a n o th e r  c a n

s till in c u r m a jo r  c o s ts  f o r  c u s to m iz a tio n  ( a n d  p o s s ib ly  c e r tific a tio n ) to  d e p lo y  it in  th e  n e w

e n v ir o n m e n t. Re c o n f ig u r a tio n  c o u ld  a llo w  d e v e lo p e r s  to  th o r o u g h ly  te s t th e  s im p le r  c o d e

a n d  e rr o r- d e te c tio n  c o d e  f o r  th e  n e w  e n v ir o n m e n t, b u t o n ly  c h e c k  th e  m a jo r ity  o f  th e

s o f tw a r e  a t r u n tim e . S u c h  a  s c h e m e  w o u ld  s ig n if ic a n tly  r e d u c e  p r e - d e p lo y m e n t te s tin g

re q u ire m e n ts .
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C H AP T E R  4

I n f o r m a l M o d e l

T h e  m e c h a n is m  th r o u g h  w h ic h  e m b e d d e d  s y s te m  r e c o n f ig u ra tio n  is  a c h ie v e d  is

c o m p le x , a n d  g o in g  a b o u t its  d e v e lo p m e n t in  a n  a d  h o c  w a y  c o u ld  r e d u c e  d e p e n d a b ility

ra th e r th a n  in c re a s e  it. F u r th e rm o re , c r itic a l s y s te m  fu n c tio n  m u s t o fte n  b e  a c h ie v e d  w ith

v e r y  h ig h  a s s u r a n c e , a n d  h ig h  le v e ls  o f  a s s u ra n c e  r e q u ir e  a  p r e c is e  s ta te m e n t o f  th e

p ro p e r tie s  th a t m u s t b e  a s s u re d . T h is  c h a p te r  p re s e n ts  a n  in tu itiv e  p ic tu r e  o f  th e  p ro p e r tie s

th a t a  re c o n f ig u r a b le  s y s te m  m u s t e x h ib it, a n d  a n  in f o r m a l d is c u s s io n  o f  a n  a r c h ite c tu r e

th a t g u a r a n te e s  th o s e  p r o p e rtie s . C h a p te r 5  f o r m a liz e s  th e s e  c o n c e p ts .

4 .1 . R e c o n f ig u r a b le  f a il- s t o p  s y s te m s

 S c h lic h tin g  a n d  S c h n e id e r in tr o d u c e d  th e  c o n c e p t o f  a  fa u lt- to le r a n t a c tio n  ( F T A )  a s  a

b u ild in g  b lo c k  fo r  p ro g r a m m in g  s y s te m s  o f  f a il- s to p  p ro c e s s o rs . B r ie f ly , a n  F T A  is  a

s o f tw a r e  o p e r a tio n  th a t e ith e r : (1 )  c o m p le te s  a  c o r re c tly - e x e c u te d  a c tio n  A  o n  a

fu n c tio n in g  p ro c e s s o r ; o r  (2 )  e x p e rie n c e s  a  h a r d w a r e  f a ilu r e  th a t p re c lu d e s  th e  c o m p le tio n

o f A  a n d , w h e n  r e s ta rte d  o n  a n o th e r p r o c e s s o r, c o m p le te s  a  s p e c if ie d  r e c o v e ry  p r o to c o l R .



3 5

T h u s , a n  F T A  is  c o m p o s e d  o f e ith e r  a  s in g le  a c tio n , o r  a n  a c tio n  a n d  a  n u m b e r o f

re c o v e rie s  e q u a l to  th e  n u m b e r  o f f a ilu r e s  e x p e r ie n c e d  d u r in g  th e  F T A ’s  e x e c u tio n . U s in g

F T A s , S c h lic h tin g  a n d  S c h n e id e r  s h o w  h o w  a p p lic a tio n  s o f tw a r e  c a n  b e  c o n s tru c te d  to

m a s k  th e  e ffe c ts  o f a  fa il- s to p  p ro c e s s o r  f a ilu re  a n d  h o w  p r o o fs  c a n  b e  c o n s tru c te d  to  s h o w

th a t s ta te  is  p ro p e r ly  m a in ta in e d .

In  th e  o r ig in a l f ra m e w o r k , a  r e c o v e ry  p ro to c o l m a y  c o m p le te  o n ly  th e  o r ig in a l a c tio n ,

e ith e r  b y  r e s ta r tin g  th e  a c tio n  o r  b y  s o m e  a lte r n a tiv e  m e a n s . M y  f r a m e w o r k  ta k e s  a

b ro a d e r  v ie w  o f  th e  re c o v e r y  p r o to c o l, w h e r e  R  m ig h t b e  th e  r e c o n f ig u r a tio n  o f  th e  s y s te m

s o  th a t th e  n e x t A  w ill c o m p le te  s o m e  u s e f u l b u t p o s s ib ly  d iffe r e n t f u n c tio n . A n  F T A  in

th is  f ra m e w o r k , th e n , le a v e s  th e  s y s te m  e ith e r  h a v in g  c a r r ie d  o u t th e  f u n c tio n  re q u e s te d , o r

h a v in g  p u t its e lf  in to  a  s ta te  w h e r e  th e  n e x t a c tio n  c a n  c a rr y  o u t s o m e  s u ita b le  f u n c tio n

(a lth o u g h  p o s s ib ly  n o t th e  o n e  r e q u e s te d ) .

4 .2 . I n f o r m a l d e f in it io n  a n d  s y s t e m  a s s u m p t io n s

M y  e x te n s io n s  to  S c h lic h tin g  a n d  S c h n e id e r ’s  fr a m e w o rk  a r e  d riv e n  b y  th e  n e e d s  o f

re c o n f ig u r a b le  s y s te m s . I n f o rm a lly , I  d e f in e  r e c o n fig u r a tio n  to  b e  th e  p r o c e s s  th r o u g h

w h ic h  a  s y s te m  h a lts  o p e r a tio n  u n d e r  its  c u r r e n t s o u r c e  c o n fig u r a tio n  c i a n d  b e g in s

o p e r a tio n  u n d e r  a  d iffe r e n t ta r g e t c o n fig u r a tio n  c j. T h is  is  a  v e r y  b r o a d  d e fin itio n , a n d

c o u ld  m e a n  m a n y  d iff e re n t th in g s  in  c la s s e s  o f s y s te m s  w ith  b ro a d ly - v a r y in g

re q u ire m e n ts . I n  o r d e r  to  r e fin e  th is  d e fin itio n , I c o n s id e r  th e  c la s s  o f  s y s te m s  w ith  th e

fo llo w in g  p r o p e rtie s :

• T h e  s y s te m  is  m a d e  u p  o f a  s e t o f p e r io d ic  a p p lic a tio n s  A  =  { a 1 , a 2, ..., a m } . E a c h  a i in

A  p o s s e s s e s  a  s e t o f  p o s s ib le  f u n c tio n a l s p e c ific a tio n s  S i =  { s i1 , s i2, ..., s in }  a n d  a lw a y s
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o p e r a te s  in  a c c o r d a n c e  w ith  o n e  o f th o s e  s p e c if ic a tio n s  u n le s s  e n g a g e d  in  re c o n f ig u r a -

tio n . A n y  f u n c tio n a l d e p e n d e n c ie s  a m o n g  th e  a p p lic a tio n s  in  A  m u s t b e  a c y c lic .

P e rio d ic ity  is  a  c o m m o n  tr a it o f  d e p e n d a b le  e m b e d d e d  s y s te m s [ 3 ] . Re q u ir in g

s p e c ific a tio n s  o f  fu n c tio n a lity  is  a p p r o p r ia te  in  th e  c o n te x t o f  d e p e n d a b le  s y s te m s ,

b e c a u s e  a s s u r in g  r e c o n f ig u r a tio n  c o rr e c tn e s s  is  s e c o n d a r y  to  a s s u r in g  a t le a s t s o m e

b a s ic  le v e l o f  s p e c if ic a tio n  c o r re c tn e s s .

• A p p lic a tio n s  a r e  s y n c h r o n iz e d  s o  th a t th e  e x e c u tio n  o f a ll a p p lic a tio n s  is  p e rio d ic  a t

th e  s y s te m  le v e l. E a c h  a p p lic a tio n  m a y  e x e c u te  o n e  o r  m o r e  tim e s  d u r in g  th e  s y s te m

p e r io d . S y n c h ro n iz a tio n  d o e s  n o t h a v e  to  b e  e x a c t; it m a y  o c c u r  o v e r  a  s p a rs e  tim e

b a s e [ 2 8 ].

• W o rs t-c a s e  e x e c u tio n  tim e s , in c lu d in g  w o r s t- c a s e  tim e  to  in itia liz e  d a ta  in  a  n e w  c o n -

fig u ra tio n , c a n  b e  d e te r m in e d  f o r  e a c h  fu n c tio n  in  a  s p e c ific a tio n . T h is  is  a  s ta n d a r d

re q u ire m e n t o f  h ig h ly  d e p e n d a b le  r e a l- tim e  s y s te m s .

• S y s te m  f u n c tio n  c a n  b e  r e s tr ic te d  w h ile  th e  s y s te m  is  r e c o n fig u r e d . T im e  b o u n d s  o n

fu n c tio n  r e s tr ic tio n  a r e  d is c u s s e d  in  s e c tio n  4 .4 .

• It is  p o s s ib le  to  k n o w  in  a d v a n c e  a ll o f  th e  d e s ir e d  p o te n tia l s y s te m  c o n fig u ra tio n s  C  =

{ c 1 , c 2, ..., c p }  a n d  h o w  to  c h o o s e  a m o n g  th e m . T h e  s y s te m  w ill h a v e  a t le a s t o n e

“ s a f e ”  c o n f ig u r a tio n , w h ic h  is  b u ilt w ith  h ig h  e n o u g h  d e p e n d a b ility  th a t fa ilu r e s  a t th e

ra te  a n tic ip a te d  f o r  th e  s a f e  c o n fig u ra tio n  d o  n o t c o m p r o m is e  th e  d e p e n d a b ility  g o a ls

o f th e  s y s te m .

• T h e  s o ftw a r e  is  r u n n in g  o n  fa il- s to p  c o m p u te r s , a n d  s ta n d a r d  h a r d w a re  e r r o r  d e te c tio n

(a n d , in  s o m e  c a s e s , m a s k in g )  m e c h a n is m s  e x is t f o r o th e r  s y s te m  e le m e n ts . C o m m its

to  s ta b le  s to r a g e  a r e  a to m ic .
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• T h e re  is  a  re c o n f ig u r a tio n  trig g e r ; th e  s o u rc e  o f  th e  tr ig g e r  m ig h t b e  a  h a rd w a re  f a il-

u re , a  s o ftw a r e  f u n c tio n a l f a ilu re , a  f a ilu r e  o f  s o ftw a r e  to  m e e t its  tim in g  c o n s tr a in ts , o r

a  c h a n g e  in  th e  e x te rn a l e n v ir o n m e n t th a t n e c e s s ita te s  r e c o n fig u ra tio n  b u t in v o lv e s  n o

fa ilu r e  a t a ll. T h is  w o rk  d o e s  n o t p r o v id e  e r ro r  d e te c tio n  m e c h a n is m s  fo r  a n y  s y s te m

c o m p o n e n t.

U s in g  th e s e  a s s u m p tio n s  to  r e fin e  th e  in f o rm a l n o tio n , re c o n f ig u r a tio n  b e tw e e n  tw o

c o n f ig u ra tio n s  c i a n d  c j is  th e  p r o c e s s  R  f o r  w h ic h :

• R  b e g in s  a t th e  s a m e  tim e  th e  s y s te m  is  n o  lo n g e r  o p e ra tin g  u n d e r  c i;

• R  e n d s  a t th e  s a m e  tim e  th e  s y s te m  m e e ts  th e  p re c o n d itio n  f o r  c j;

• c j is  th e  p ro p e r  c h o ic e  f o r th e  ta rg e t s p e c if ic a tio n  a t s o m e  p o in t d u r in g  R ;

• R  ta k e s  n o  m o r e  th a n  th e  m a x im u m  tim e  f o r w h ic h  th e  tim e  th e  a p p lic a tio n  c a n  b e

n o n o p e r a tio n a l; a n d

• A  tra n s itio n  in v a r ia n t h o ld s  d u r in g  R  ( d is a llo w in g  r a n d o m  s ta te  c h a n g e s  d u rin g  R ).

4 .3 . R e c o n f ig u r a b le  f a u lt - t o le r a n t  a c tio n s

4 .3 .1 . F a u lt - to le r a n t a c t io n s

T h e  o v e r a ll tim in g  m o d e l I  u s e  to  d e s c r ib e  s y s te m  r e c o n f ig u ra tio n  is  a n  e x p a n d e d

v e r s io n  o f  th e  tim in g  m o d e l S c h lic h tin g  a n d  S c h n e id e r  u s e d  in  th e ir  c h a r a c te riz a tio n  o f

fa il- s to p  c o m p u tin g . I n  th e  a p p ro a c h  p r e s e n te d  h e r e , th e  b a s ic  s o f tw a re  b u ild in g  b lo c k  is  a

r e c o n fig u r a b le  a p p lic a tio n . W h e re  th e  m e a n in g  is  c le a r, a  re c o n f ig u r a b le  a p p lic a tio n  is

re f e rr e d  to  a s  a n  a p p lic a tio n  in  th e  r e m a in d e r o f th is  w o rk . A n  a p p lic a tio n  h a s  a

p re d e te r m in e d  s e t o f  s p e c if ic a tio n s  w ith  w h ic h  it c a n  c o m p ly  ( a s  d e s c r ib e d  a b o v e )  a n d ,

c o r r e s p o n d in g ly , a  p r e d e te r m in e d  s e t o f  f a u lt- to le r a n t a c tio n s  th a t a r e  a p p ro p r ia te  u n d e r
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e a c h  s p e c ific a tio n . W h ic h  re c o v e r y  p r o to c o l is  a p p ro p r ia te  f o r u s e  w h e n  a n  a p p lic a tio n

fa ils , h o w e v e r, c a n n o t b e  d e te r m in e d  b y  th e  a p p lic a tio n  a lo n e  s in c e  th e  a p p lic a tio n ’s

fu n c tio n  e x is ts  in  a  s y s te m  c o n te x t. F u r th e r m o re , a p p lic a tio n s  m a y  d e p e n d  o n  o n e  a n o th e r,

s o  th a t th e  in itia l f a ilu r e  o f a n  a c tio n  in  o n e  a p p lic a tio n  c o u ld  le a d  to  th e  f a ilu re  o f  a n

a c tio n  ( o r  a c tio n s )  in  a n o th e r a p p lic a tio n . T h is  is s u e  d id  n o t a r is e  in  th e  p re v io u s

fo r m u la tio n  o f  F T A s  s in c e  fa ilu r e s  w e re  c o m p le te ly  m a s k e d ; w ith  th e  p o s s ib ility  o f

re c o n f ig u r a tio n , h o w e v e r, a  d is tin c tio n  m u s t b e  d r a w n  b e tw e e n  a p p lic a tio n  F T A s

(A F T A s ) a n d  s y s te m  F T A s  ( S F T A s ) .

4 .3 .2 . AF T As

A n  A F T A  is  a n  a c tio n  e n c o m p a s s in g  a  s in g le  u n it o f w o rk  f o r a n  in d iv id u a l

a p p lic a tio n . T h is  m a p s  to  o n e  s ta n d a r d  e x e c u tio n  c y c le  in  a  p e r io d ic  a p p lic a tio n  th a t is

fu n c tio n in g  n o r m a lly . I f  th e  a p p lic a tio n  is  r e c o n fig u r in g , a n  A F T A  c o n s is ts  o f  th e

e x e c u tio n  c y c le  in  w h ic h  th e  r e c o n f ig u r a tio n  is  trig g e r e d  a n d  th e  s e q u e n c e  o f s te p s  c a r rie d

o u t to  e ffe c t th e  r e c o n fig u ra tio n . T h is  s e q u e n c e  is :

• A n  e r ro r  is  d e te c te d  o r s o m e  o th e r  r e c o n f ig u r a tio n  s ig n a l is  g e n e ra te d .

• T h e  a p p lic a tio n  p o s tc o n d itio n  is  m e t. I n  th is  s te p , a ll p e r s is te n t a p p lic a tio n  s ta te  is

m a d e  c o n s is te n t w ith  w h a t th e  r e c o n f ig u ra tio n  m e c h a n is m  m u s t s e e  to  c a u s e  it to  s a t-

is f y  th e  p r e c o n d itio n  ( s ta r tin g  s ta te ) o f  th e  n e w  c o n f ig u r a tio n . E a c h  a p p lic a tio n  w ill

h a v e  a  m e th o d  to  c o r r e c t its  s ta te , s u c h  a s  a  r o llb a c k /r o llf o rw a rd  m e c h a n is m  o r  a  f u n c -

tio n  th a t re s e ts  th e  s ta te  to  s o m e  p r e s p e c ifie d  v a lu e .

• A  n e w  c o n f ig u r a tio n  is  s e le c te d .

• T h e  a p p lic a tio n  s ta te  is  m o d ifie d  s o  th a t th e  n e w  c o n f ig u r a tio n  c a n  b e  p u t in to  e ff e c t.
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• T h e  a p p lic a tio n  is  s e t to  o p e r a te  u n d e r  th e  n e w  c o n fig u ra tio n  ( th is  s te p  m a y  o c c u r

a u to m a tic a lly ) .

• S ta te , s u c h  a s  g a in s  in  a  c o n tr o l lo o p , is  in itia liz e d  to  b e  c o n s is te n t w ith  th e  n e w  s p e c i-

fic a tio n , if  n e e d e d .

4 .3 .3 . S F T As

A n  S F T A  is  c o m p o s e d  o f a  s e t o f  A F T A s . B e c a u s e  o f  s y s te m  s y n c h ro n y , th e re  is  s o m e

tim e  s p a n  in  w h ic h  e a c h  a p p lic a tio n  w ill h a v e  e x e c u te d  a  f ix e d  n u m b e r  o f A F T A s . T h e

A F T A s  th a t a r e  e x e c u te d  d u r in g  th a t tim e  s p a n  m a k e  u p  th e  S F T A . I f  a n  a p p lic a tio n

e x p e r ie n c e s  a  fa ilu r e  b u t re c o v e rs  fr o m  th a t f a ilu r e  w ith o u t a ff e c tin g  a n y  o th e r

a p p lic a tio n s , th e n  th e  S F T A  in c lu d e s  th a t a p p lic a tio n ’s  a c tio n  a n d  s u b s e q u e n t r e c o v e r y , a s

w e ll a s  th e  s ta n d a r d  A F T A s  f o r th e  o th e r  a p p lic a tio n s .

T h is  a p p r o a c h  d iff e rs  s lig h tly  f ro m  th e  a p p r o a c h  ta k e n  b y  S c h lic h tin g  a n d  S c h n e id e r.

In  th e ir  a p p r o a c h , s y s te m  p r o c e s s in g  is  a c h ie v e d  b y  th e  e x e c u tio n  o f  a  s e q u e n c e  o f  F T A s

w h e r e  th e  r e c o v e r y  f o r a  g iv e n  F T A  is  e x e c u te d  a f te r  th e  a s s o c ia te d  a c tio n  if  it is

in te r r u p te d . In  m y  a p p ro a c h , th e  re c o v e r y  f o r  a n  S F T A  d u r in g  w h ic h  a  r e c o n fig u r a tio n

s ig n a l is  g e n e ra te d  c o n s is ts  o f  th r e e  p a r ts : (1 )  e a c h  e x e c u tin g  A F T A  e s ta b lis h e s  a  r e q u ir e d

p o s tc o n d itio n  a n d  r e a c h e s  a  h a lte d  s ta te ; ( 2 )  e a c h  e x e c u tin g  A F T A  e s ta b lis h e s  th e

c o n d itio n  to  tra n s itio n  to  o p e r a tio n  u n d e r  th e  n e w  s ta te ; a n d  ( 3 )  e a c h  e x e c u tin g  A F T A

e s ta b lis h e s  its  p r e c o n d itio n , m e a n in g  th a t a ll s ta te  a s s o c ia te d  w ith  th e  A F T A  h a s  b e e n

in itia liz e d  a n d  th e  a p p lic a tio n  is  c o n s id e r e d  to  b e  f u n c tio n in g  n o r m a lly .

B e c a u s e  a n  a p p lic a tio n  f a ilu r e  c a n  a ff e c t o th e r  a p p lic a tio n s , s o m e  m e c h a n is m  f o r

d e te r m in in g  w h a t o th e r  a p p lic a tio n  r e c o n f ig u r a tio n s  a r e  n e c e s s a r y  to  c o m p le te  a n  S F T A  is

re q u ire d . I t is  f o r th is  p u r p o s e  th a t I in tro d u c e  th e  S y s te m  C o n tr o l Re c o n fig u r a tio n
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A n a ly s is  a n d  M a n a g e m e n t ( S C RA M )  k e rn e l. P o s s ib le  c o n fig u r a tio n s  to  w h ic h  th e  s y s te m

m ig h t m o v e  to  c o m p le te  its  S F T A  a re  d e fin e d  b y  a  s ta tic a lly - d e te r m in e d  s e t o f  v a lid

s y s te m  tr a n s itio n s , a n d  a  f u n c tio n  to  d e te r m in e  w h ic h  tr a n s itio n s  m u s t b e  ta k e n  u n d e r  th e

d iff e r e n t o p e ra tin g  c ir c u m s ta n c e s  th a t m ig h t a ris e  is  in c lu d e d . T h e  S C RA M  k e r n e l w ill:

(1 )  a c c e p t c o m p o n e n t- fa ilu r e  s ig n a ls ; ( 2 )  d e te r m in e  th e  c o n fig u ra tio n  to  w h ic h  th e  s y s te m

s h o u ld  m o v e ; a n d  ( 3 )  s e n d  c o n f ig u ra tio n  s ig n a ls  to  th e  in d iv id u a l p ro c e s s e s  to  c a u s e  th e m

to  r e s p o n d  p r o p e r ly  to  c o m p o n e n t f a ilu r e .

A  s o f tw a r e  s y s te m  c o m p o s e d  o f r e c o n f ig u r a b le  a p p lic a tio n s  c a n  b e  r e c o n f ig u r e d  to

m e e t a  g iv e n  s y s te m  s p e c if ic a tio n , p ro v id e d  a p p r o p ria te  c o n fig u ra tio n s  e x is t f o r a ll th e

a p p lic a tio n s . T r a n s itio n  e x is te n c e  c a n  b e  g u a r a n te e d  in  a  s tra ig h tf o r w a r d  w a y  b y  in c lu d in g

a  c o v e r a g e  r e q u ir e m e n t o v e r e n v ir o n m e n ta l tr a n s itio n s , p o te n tia l f a ilu re s , a n d  p e r m is s ib le

re c o n f ig u r a tio n s .

4 .4 . R e a l- t im e  g u a r a n t e e s  o n  f a u lt- t o le r a n t  a c t io n s

In  a c c o rd a n c e  w ith  th e  s k e tc h e d  a p p lic a tio n  tim in g  m o d e l a b o v e , I in f o rm a lly  d e fin e  a

re c o n f ig u r a b le  a p p lic a tio n  to  h a v e  th e  f o llo w in g  tim in g  p ro p e r tie s :

A P 1 : T h e  a p p lic a tio n  r e s p o n d s  to  a n  e x te r n a l h a lt s ig n a l b y  e s ta b lis h in g  a  p r e s c r ib e d  p o s tc o n d i-
tio n  a n d  h a ltin g  in  b o u n d e d  tim e .

A P 2 : T h e  a p p lic a tio n  r e s p o n d s  to  a n  e x te r n a l r e c o n f ig u r a tio n  s ig n a l b y  e s ta b lis h in g  th e  c o n d itio n
n e c e s s a r y  f o r  a  tr a n s itio n  to  th e  p r e s c r ib e d  c o n f ig u r a tio n  in  b o u n d e d  tim e .

A P 3 : T h e  a p p lic a tio n  r e s p o n d s  to  a n  e x te r n a l s ta r t s ig n a l b y  s ta r tin g  o p e r a tio n  in  w h a te v e r  c o n f ig -
u r a tio n  it h a s  b e e n  a s s ig n e d  in  b o u n d e d  tim e .

A  f o r m a l m o d e l o f  th e s e  p r o p e rtie s  is  d is c u s s e d  in  th e  n e x t c h a p te r. In f o r m a lly , th e

a p p r o a c h  I ta k e  to  m o d e lin g  tim e  a t th e  s y s te m  le v e l is  to  a s s o c ia te  u n if o r m  tim in g  b o u n d s

w ith  e a c h  s ta g e  o f  e a c h  A F T A . B e c a u s e  o f  th e  p r e c is e  s e m a n tic s  o f  a n  S F T A , tim in g
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g u a r a n te e s  c a n  b e  g iv e n  f o r S F T A s  b a s e d  o n  th e  b o u n d s  p ro v id e d  f o r  A F T A s  f o r a

re c o n f ig u r a tio n  th a t c o m p le te s  w ith  n o  in te r v e n in g  f a ilu r e s .

W h ile  S c h lic h tin g  a n d  S c h n e id e r ’s  w o r k  in c lu d e s  a  d is c u s s io n  o f  te m p o ra l p ro p e r tie s

o f th e  s y s te m  in  th e  e v e n t o f  m u ltip le  s u c c e s s iv e  f a ilu r e s , in c lu d in g  a  m e th o d  to  g u a ra n te e

liv e n e s s , I  e x te n d  th e  f r a m e w o r k  to  c o v e r  th e  tim in g  e le m e n ts  o f  r e c o n f ig u r a tio n  f o r

s y s te m s  th a t m u s t o p e r a te  in  h a r d  re a l tim e . D e p e n d in g  o n  s y s te m  re q u ire m e n ts , a n y

fa ilu r e s  th a t o c c u r  d u r in g  r e c o n f ig u ra tio n  c a n  b e  e ith e r  ( 1 )  a d d r e s s e d  im m e d ia te ly  b y

e n s u r in g  th e  a p p lic a tio n s  h a v e  m e t th e ir  p o s tc o n d itio n s  a n d  c h o o s in g  a  d iff e re n t ta rg e t

s p e c ific a tio n ; o r  ( 2 )  b u ff e re d  u n til th e  n e x t s ta b le  s to r a g e  c o m m it o f  o th e r  a p p lic a tio n s . I n

th e  w o r s t c a s e , e a c h  f a ilu r e  c a n n o t b e  d e a lt w ith  u n til th e  e n d  o f  th e  c u r re n t

re c o n f ig u r a tio n  c y c le . I n  th is  c a s e , th e  lo n g e s t r e s tr ic tio n  o f  s y s te m  f u n c tio n  is  e q u a l to  th e

s u m  o f th e  m a x im u m  tim e  a llo w e d  b e tw e e n  e a c h  re c o n f ig u r a tio n  in  th e  lo n g e s t s e q u e n c e

o f tr a n s itio n s  to  s o m e  s a f e  s y s te m  c o n f ig u r a tio n  C s . In  o th e r  w o r d s , f o r  th e  lo n g e s t

c o n f ig u ra tio n  s e q u e n c e  C 1 , C 2, ..., C s , th e  m a x im u m  r e s tric tio n  tim e  is  Σi= 1 to s - 1 T i, i+ 1 ,

w h e r e  T i, j is  th e  m a x im u m  tim e  to  tr a n s itio n  f r o m  C i to  C j. T h is  tim e  c a n  b e  r e d u c e d  in

v a r io u s  w a y s , s u c h  a s  in te rp o s in g  a  s a fe  c o n f ig u r a tio n  C s  in  b e tw e e n  a n y  tra n s itio n

b e tw e e n  tw o  u n s a f e  c o n fig u r a tio n s . W ith  th is  a d d itio n , th e  n e w  m a x im u m  tim e  to

s u c c e s s fu l a c tio n  c o m p le tio n  o v e r  a ll p o s s ib le  s y s te m  tra n s itio n s  C i → C j w o u ld  b e

max{T i, s}.

O n e  c a v e a t o f  th is  fo r m u la  is  th a t c y c lic  r e c o n fig u ra tio n  is  p o s s ib le  d u e  to  r e p e a te d

fa ilu r e  a n d  r e p a ir o r  r a p id ly - c h a n g in g  e n v ir o n m e n ta l c o n d itio n s , a n d  in  th is  c a s e  th e  tim e

b e tw e e n  tw o  s u c c e s s f u l a c tio n s  c o u ld  b e  in fin ite . P o te n tia l c y c le s  c a n  b e  fo u n d  th r o u g h  a

s ta tic  a n a ly s is  o f  p e r m is s ib le  tra n s itio n s . T h e y  c a n  b e  d e a lt w ith  b y  f o rc in g  a  c h e c k  th a t
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th e  s y s te m  h a s  b e e n  fu n c tio n a l f o r  a  s p e c if ie d  a m o u n t o f tim e  ( in  a  s a f e  c o n f ig u ra tio n , o r

in  a  c o n f ig u r a tio n  a p p r o p r ia te  to  a ll e n v ir o n m e n ta l c o n d itio n s )  b e f o r e  a  s u b s e q u e n t

re c o n f ig u r a tio n  ta k e s  p la c e .

4 .5 . C a n d id a t e  r e c o n f ig u r a t io n  a r c h it e c t u r e

T h is  s e c tio n  d e s c r ib e s  o n e  p o s s ib le  a r c h ite c tu r e  th a t fa c ilita te s  th e  r e fin e m e n t o f  th e

p ro p e r tie s  lis te d  a b o v e  in to  a  s e t o f  p ro p e r tie s  th a t c a n  b e  s h o w n  o f a n  in d iv id u a l s y s te m .

If  a  s y s te m  is  b u ilt u s in g  th is  a r c h ite c tu r e  a n d  s h o w s  th e  lo w - le v e l p r o p e r tie s  r e q u ir e d  o f

th e  a rc h ite c tu r a l e le m e n ts , th e  d e v e lo p e r  w ill k n o w  th a t th e  h ig h -le v e l p r o p e rtie s  th a t

a s s u r e  r e c o n f ig u r a tio n  h a v e  b e e n  m e t. T h e  s p e c if ic  m e c h a n is m s  f o r s h o w in g  th a t th e

a r c h ite c tu r e  im p lie s  th e  p r o p e rtie s  a r e  d is c u s s e d  in  th e  n e x t c h a p te r.

4 .5 .1 . Ap p lic a t io n  r e c o n f ig u r a t io n

A  s y s te m  b u ilt w ith  th e  c a n d id a te  a r c h ite c tu re  is  c o m p o s e d  p r im a rily  o f  a  s e t o f

a p p lic a tio n s  o f th e  s o r t c h a r a c te riz e d  in  S e c tio n  4 .2 . E a c h  a p p lic a tio n  im p le m e n ts  a  s e t o f

s p e c ific a tio n s  a n d  p r o v id e s  a n  in te r f a c e  fo r  in te r n a l re c o n f ig u r a tio n [ 3 8 ] . E a c h

s p e c ific a tio n  fo r  e a c h  a p p lic a tio n  is  d e f in e d  b y  d o m a in  e x p e r ts . T h e  e x p e rts  a ls o  d e fin e

s y s te m  c o n fig u r a tio n s  th a t p r o v id e  a c c e p ta b le  s e r v ic e s  a n d  d o c u m e n t th e  c o n f ig u r a tio n s

in  a  r e c o n fig u r a tio n  s p e c ific a tio n [5 1 ] . S y s te m  r e c o n fig u ra tio n  is  th e  tr a n s itio n  fr o m  o n e

c o n f ig u ra tio n  to  a n o th e r.

T h e  in te r n a l s tr u c tu r e  o f  a n  a p p lic a tio n  is  d e p ic te d  in  F ig u r e  1 . E a c h  a p p lic a tio n  is

b u ilt o f  a  s e t o f m o d u le s . T h e  m o d u le s  a re  d e s ig n  c o m p o n e n ts  th a t f o llo w  d e c o m p o s itio n

ru le s  s u c h  a s  w o u ld  b e  u s e d  w h e n  im p le m e n tin g  a  n o n - re c o n f ig u r a b le  s y s te m . P ro p e r tie s
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o f th e  a p p lic a tio n  a re  d e c o m p o s e d  in to  p r o p e rtie s  o f  th e  m o d u le s , s o  th a t th e  c o n ju n c tio n

o f m o d u le  p r o p e r tie s  (e .g ., p o s tc o n d itio n s )  g iv e s  th e  c o r re s p o n d in g  a p p lic a tio n  p r o p e r ty .

D iv id in g  p ro p e r tie s  in  th is  w a y  c r e a te s  a  c le a r  in te r f a c e  in  th e  a r c h ite c tu r e  f o r  th e  u s e  o f

e x is tin g  w o r k  o n  g u a ra n te e in g  s o ftw a r e  p r o p e r tie s  ( e .g ., s a fe  p r o g ra m m in g , s a f e ty  k e rn e ls ,

a n d  p r o te c tio n  s h e lls , a s  d e s c rib e d  in  S e c tio n  2 .2 ) . I t is  p o s s ib le  th a t s o m e  e r ro r s  o f  in te re s t

w ill b e  d e te c ta b le  o n ly  a t th e  a p p lic a tio n  le v e l, h o w e v e r, in  w h ic h  c a s e  r e s tr ic tin g  th e

a p p lic a tio n s ’  p r e d ic a te s  to  a  s im p le  c o n ju n c tio n  o f  m o d u le  p r o p e rtie s  is  u n r e a s o n a b le .

D e te c tin g  a p p lic a tio n -le v e l e r ro r s  th a t s p a n  s e v e r a l m o d u le s  c o u ld  b e  a c c o m p lis h e d  b y

c r e a tin g  a  p ro te c tio n  s h e ll th a t c o m b in e d  th e  in d iv id u a l m o d u le s . T h e  v a lu e  o f  e x p lic it

p ro v is io n  f o r  s u c h  c la s s e s  o f  e rr o r s  is  u n c le a r, h o w e v e r, a n d  a  g e n e r a l a n a ly s is  o f  e rr o r

d e te c tio n  a n d  a p p lic a tio n  s tr u c tu r e  to  s u p p o rt th a t d e te c tio n  is  le f t to  fu tu r e  w o r k . 

E a c h  m o d u le  in s ta n tia te s  a  s ta n d a rd iz e d  in te r f a c e  d e s ig n e d  to  s u p p o rt r e c o n fig u r a tio n

a s s u r a n c e . S ta te  p r o p e rty  v io la tio n s  w ith in  a  m o d u le  c a n  b e  d e te c te d  q u ic k ly , a n d  a

re c o n f ig u r a tio n  s ig n a l c a n  b e  g e n e r a te d  if  th e  e r r o r  is  n o t m a s k e d . E a c h  f u n c tio n  in  a

m o d u le  in te r f a c e  p re s e n ts  a  s e t o f  fu n c tio n a l s e r v ic e  le v e ls . F o r a n y  in d iv id u a l m o d u le ,

th e s e  s e r v ic e s  m ig h t b e  th e  s a m e  a c r o s s  a p p lic a tio n  c o n f ig u r a tio n s ; th e y  m u s t d iff e r in

F ig u r e  1 . A p p lic a tio n  S tr u c tu r e

M o n ito r in g  L a y e r Re c o n f ig u r a tio n  M e c h a n is m

M o d u le  F u n c tio n  F o o ( x )

M o d u le

P r o te c te d  S ta te

F o o ( x , a ) F o o ( x , b ) F o o ( x , c )

A
p
p
l
i
c
a
t
i
o
n

M o d u le

P r o te c te d  S ta te
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s o m e  m o d u le , h o w e v e r, s in c e  o th e rw is e  th e  a p p lic a tio n  c o n f ig u r a tio n s  w ill p ro v id e  th e

s a m e  f u n c tio n . A p p lic a tio n  c o n fig u r a tio n s  a r e  c o n s tru c te d  f ro m  c o m b in a tio n s  o f m o d u le

s e r v ic e s .

C o n f ig u r in g  th e  m o d u le s  to  p ro v id e  th e  c o rr e c t s e r v ic e s  f o r  th e  c h o s e n  c o n fig u r a tio n

c a n  b e  d o n e  in  a t le a s t tw o  w a y s . F ir s t, th e  a p p lic a tio n  c a n  c o n ta in  a  m a p p in g  f ro m  e a c h

a p p lic a tio n  c o n f ig u ra tio n  to  th e  m o d u le  s e r v ic e  le v e l a p p r o p ria te  f o r  th a t c o n fig u r a tio n .

T h e  to p - le v e l e x e c u tio n  lo o p  w o u ld  ta k e  th e  c o n f ig u ra tio n  m a p p in g  fr o m  m o d u le s  to

a p p r o p r ia te  s e r v ic e  le v e ls  a s  a  p a r a m e te r. S e c o n d , e a c h  m o d u le ’s  p riv a te  s ta te  c o u ld

in c lu d e  a  m o d u le -s p e c ific  s e r v ic e  le v e l p a r a m e te r . T h e  s e r v ic e  le v e l p a r a m e te r in s tr u c ts

th e  in te rf a c e  to  p r o v id e  a  s p e c if ic  ty p e  o f  f u n c tio n , ra n g in g  f r o m  b a s ic  s a f e  s e rv ic e  to  m o r e

e la b o r a te  c a lc u la tio n s  o r o p e ra tio n s  f o r  fu ll fu n c tio n a lity . A  c a ll to  foo(x), th e n , w o u ld

e ffe c tiv e ly  b e c o m e  a  f u n c tio n  c a ll to  foo(x, svclvl_parm), w h e r e  foo(x,

svclvl_parm) is  th e  p r o p e r v e r s io n  o f  foo(x) f o r  th e  m o d u le  c o n fig u r a tio n

c o r r e s p o n d in g  to  svclvl_parm. T h e  f o r m a l m o d e l I  h a v e  c o n s tru c te d  ( d e s c r ib e d  in  d e ta il

th e  n e x t c h a p te r )  p r o v id e s  f o r  e ith e r m e th o d  o f  c o n f ig u rin g  th e  a p p lic a tio n . T h e  e x a m p le

in  C h a p te r 6  u s e s  th e  fu n c tio n  m a p p in g  to  c h o o s e  r e c o n f ig u r a tio n  fu n c tio n s , a n d  th e

s e r v ic e  le v e l p a r a m e te r  to  c h o o s e  a p p lic a tio n  fu n c tio n a lity .

T h e  a p p lic a tio n ’s  m o d u le s  a r e  lin k e d  th r o u g h  a  m o n ito r in g  la y e r , th e  a rc h ite c tu r a l

c o m p o n e n t r e s p o n s ib le  f o r  (1 )  o v e r a ll s u p e r v is io n  a n d  c o n tro l o f a p p lic a tio n  f u n c tio n , a n d

(2 )  c o o r d in a tio n  o f  A F T A s  in  th e  c o n te x t o f  th e ir  S F T A s . A n y  d e te c te d  a n d  u n m a s k e d

fa u lt d u r in g  c o m p u ta tio n  o f  a  m o d u le  fu n c tio n  c a u s e s  c o n tro l to  b e  r e tu r n e d  to  th e

m o n ito r in g  la y e r. T h e  m o n ito r in g  la y e r  is  th e n  r e s p o n s ib le  fo r  in te ra c tin g  w ith  th e  r e s t o f

th e  s y s te m  to  d e te r m in e  th e  n e x t c o n f ig u r a tio n  f o r  th e  a p p lic a tio n . A ls o , th e  m o n ito r in g
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la y e r  c h e c k s  a t th e  b e g in n in g  o f e a c h  e x e c u tio n  c y c le  f o r  a n y  re c o n f ig u r a tio n  s ig n a ls  th a t

h a v e  b e e n  s e n t to  th e  a p p lic a tio n  d u r in g  th e  p r e v io u s  c y c le , a n d  if  it s e e s  th a t o n e  h a s  b e e n

s e n t, e x e c u te s  a  s lig h tly  m o d if ie d  v e r s io n  o f  th e  f u n c tio n a lity  f o r th e  c u r re n t

c o n f ig u ra tio n . T h e  m o d if ic a tio n s  a r e  s im p le  fu n c tio n s  to  s a v e  a n y  s ta te  th a t m ig h t b e

n e c e s s a ry  f o r a  p o s s ib le  u p c o m in g  r e c o n f ig u ra tio n  to  ta k e  p la c e . In  th e  f o llo w in g  c y c le ,

th e  m o n ito r in g  la y e r  w o u ld  th e n  c o m p a r e  th e  o ld  a n d  n e w  c o n f ig u r a tio n s ; if  th e  tw o  a r e

th e  s a m e , it s im p ly  s w itc h e s  b a c k  o v e r to  n o r m a l e x e c u tio n , a n d  if  th e  tw o  a r e  d iff e re n t,

th e n  r e c o n f ig u ra tio n  p r o c e e d s .

4 .5 .2 . S y s t e m  r e c o n f ig u r a t io n

S y s te m  re c o n f ig u r a tio n  is  e ff e c te d  b y  th e  S y s te m  C o n tro l Re c o n f ig u ra tio n  A n a ly s is

a n d  M a n a g e m e n t (S C RA M )  k e r n e l. T h is  k e rn e l im p le m e n ts  th e  e x te r n a l

re c o n f ig u r a tio n [3 8 ]  p o r tio n  o f  th e  a r c h ite c tu re  b y  r e c e iv in g  c o m p o n e n t fa ilu r e  s ig n a ls

w h e n  th e y  o c c u r  a n d  d e te r m in in g  n e c e s s a r y  r e c o n f ig u r a tio n  a c tio n s  b a s e d  o n  a  s ta tic a lly -

d e f in e d  s e t o f  v a lid  s y s te m  tr a n s itio n s . A  d e te c te d  c o m p o n e n t fa ilu r e  is  c o m m u n ic a te d  to

th e  S C RA M  v ia  a n  a b s tra c t s ig n a l, a n d  th e  k e r n e l e ff e c ts  re c o n f ig u r a tio n  b y  s e n d in g

s e q u e n c e s  o f m e s s a g e s  to  e a c h  a p p lic a tio n ’s  m o n ito rin g  la y e r.

S h o u ld  re c o n f ig u r a tio n  b e c o m e  n e c e s s a r y , th e  a p p lic a tio n s  a r e  n o t a b le  to  e x e c u te

th e ir  re c o v e r y  p r o to c o ls  im m e d ia te ly  o r  in d e p e n d e n tly  b e c a u s e  th e y  d e p e n d  b o th  o n  th e ir

o w n  s ta te  a n d  o n  o th e r  s y s te m  s ta te . E a c h  m u s t w a it, th e re f o re , fo r  th e  S C RA M  to

c o o r d in a te  a ll o f th e  c u r re n tly  e x e c u tin g  A F T A s , s o  th a t th e  re c o v e ry  s ta g e s  o f  a ll th e

A F T A s  ( d e s c r ib e d  in  S e c tio n  4 .3 .3 )  o c c u r  to g e th e r.

T h e  d e ta ils  o f th e  f o r m s  o f  th e  v a r io u s  c o n f ig u r a tio n s , th e ir  v a lu e s  to  th e  u s e r, a n d  th e

fe a s ib le  ta rg e t c o n f ig u r a tio n  f r o m  a n y  g iv e n  s ta te  a r e  a ll d e te rm in e d  b e f o r e  th e  s y s te m  is
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p u t in to  o p e ra tio n . T h is  a p p ro a c h  fa c ilita te s  a n a ly s is  o f  th e  a c tio n s  th a t th e  S C RA M  m ig h t

ta k e  a n d  p e rm its  s tr o n g e r  a s s u ra n c e  a rg u m e n ts  a b o u t th e  S C RA M  its e lf. A ls o , th e

S C RA M  k e r n e l h a s  a  s ta n d a rd iz e d  in te r f a c e  s o  th a t a p p lic a tio n s  c a n  b e  e a s ily  a d d e d  to  o r

re m o v e d  f r o m  th e  s y s te m  fr o m  a  r e c o n f ig u ra tio n  p o in t o f  v ie w . T h e  s ta n d a r d iz e d  in te r f a c e

e n a b le s  th e  S C RA M  to  b e  r e u s e d  a c r o s s  m a n y  d iffe r e n t s y s te m s . 

T h e  te m p o ra l s tr u c tu r e  p r e s e n te d  h e re  a llo w s  a d d itio n a l r e c o n f ig u ra tio n  s ig n a ls  to  b e

g e n e r a te d  d u rin g  a  re c o n f ig u r a tio n . I n  th is  c a s e , th e  re c o n f ig u r a tio n  is  s im p ly  r e s ta rte d . I f

a  n e w  s p e c if ic a tio n  h a s  b e e n  c h o s e n , th e  r e c o n f ig u r a tio n  is  c o m p le te d  w ith  th e  n e w

s p e c ific a tio n ’s  c o n d itio n s  a s  its  s ta rtin g  c o n d itio n s ; o th e r w is e , th e  o ld  s p e c if ic a tio n ’s

c o n d itio n s  a re  u s e d . A ls o , th e  S C RA M ’s  s y n c h r o n iz a tio n  m e c h a n is m  c a n  e a s ily  b e

e x te n d e d  a s  n e e d e d  to  s u p p o r t r ic h e r  d e p e n d e n c ie s  a m o n g  a p p lic a tio n s , a s  lo n g  a s  th o s e

d e p e n d e n c ie s  a r e  a c y c lic  a n d  e n o u g h  tim e  is  a v a ila b le . G iv e n  a  s p e c if ic a tio n  o f

d e p e n d e n c ie s , it c o u ld  p re s e rv e  th e  d e p e n d e n c ie s  b y  c h e c k in g  e a c h  c y c le  to  s e e  if th e

in d e p e n d e n t a p p lic a tio n  h a s  c o m p le te d  its  c u r r e n t c o n f ig u r a tio n  p h a s e . O n ly  if  th a t p h a s e

w e r e  c o m p le te  w o u ld  th e  S C RA M  s ig n a l th e  d e p e n d e n t a p p lic a tio n  to  b e g in  its  n e x t s ta g e .

U n n e c e s s a r y  d e p e n d e n c ie s  a c c o u n te d  f o r h e re  c o u ld  a ls o  b e  re la x e d , a n d  th u s  tim e  to

re c o n f ig u r e  s h o r te n e d , b y  r e m o v in g  a n y  u n n e c e s s a r y  in te r m e d ia te  s ta g e s  o r  a llo w in g  th e

a p p lic a tio n s  to  c o m p le te  m u ltip le  s e q u e n tia l s ta g e s  w ith o u t s ig n a ls  f ro m  th e  S C RA M .

4 .5 .3 . E x a m p le  im p le m e n t a t io n  p la t fo r m

T o  illu s tr a te  a  p o te n tia l u s e  o f  th e  in f o rm a l m o d e l, I  b r ie f ly  d e s c r ib e  th e  lo g ic a l

a r c h ite c tu r e  to g e th e r w ith  a  p o s s ib le  im p le m e n ta tio n  p la tf o rm . T h e  c o m b in a tio n  is

illu s tra te d  in  F ig u r e  2 . T h e  im p le m e n ta tio n  p la tf o r m  in c lu d e s  a  s e t o f  p r o c e s s in g  e le m e n ts

th a t c o m m u n ic a te  v ia  a n  u ltra - d e p e n d a b le , r e a l- tim e  d a ta  b u s . E a c h  p ro c e s s in g  e le m e n t
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c o n s is ts  o f  a  f a il-s to p  p r o c e s s o r  w ith  a s s o c ia te d  v o la tile  a n d  s ta b le  s to ra g e  th a t e x e c u te s  a n

u ltr a d e p e n d a b le  r e a l-tim e  o p e r a tin g  s y s te m . A n  e x a m p le  f a il- s to p  p r o c e s s o r  m ig h t b e  a

s e lf- c h e c k in g  p a ir ; a n  e x a m p le  d a ta  b u s  m ig h t b e  o n e  b a s e d  o n  th e  tim e -tr ig g e r e d

a r c h ite c tu r e [ 2 9 ]; a n d  a n  e x a m p le  o p e r a tin g  s y s te m  m ig h t b e  o n e  th a t c o m p lie s  w ith  th e

A RIN C  6 5 3  s p e c if ic a tio n [ 5 ]. S e n s o r s  a n d  a c tu a to r s  th a t a r e  u s e d  in  ty p ic a l c o n tr o l

a p p lic a tio n s  a r e  c o n n e c te d  to  th e  d a ta  b u s  v ia  in te r fa c e  u n its  th a t e m p lo y  th e

c o m m u n ic a tio n s  p ro to c o l r e q u ir e d  b y  th e  d a ta  b u s .

E a c h  a p p lic a tio n  o p e r a te s  a s  a n  in d e p e n d e n t p r o c e s s  m a p p e d  to  s o m e  p r o c e s s in g

e le m e n t. A p p lic a tio n s  c o m m u n ic a te  b y  s h a r in g  s ta te  th r o u g h  s ta b le  s to r a g e . T h e  S C RA M

e x e c u te s  o n  a  fa il- s to p  p r o c e s s o r, a n d  its  f u n c tio n a lity  is  im p le m e n te d  a s  a  s e t o f f a u lt-

to le r a n t a c tio n s  in  th e  o r ig in a l s e n s e  o f S c h lic h tin g  a n d  S c h n e id e r s o  th a t a n y  fa ilu r e s  a r e

m a s k e d .1  It c o m m u n ic a te s  w ith  a p p lic a tio n s  th ro u g h  v a r ia b le s  in  s ta b le  s to ra g e . W h e n

re c o n f ig u r a tio n  is  n e c e s s a r y , it s e ts  th e  c o n fig u r a tio n _ s ta tu s  v a ria b le  o f e a c h  a p p lic a tio n

1 . N o te  th a t th is  m e a n s  th e  w o r s t- c a s e  tim e  to  tr a n s itio n  m u s t b e  a d d e d  to  th e  w o rs t e x p e c te d  tim e  
f o r  th e  S C RA M  to  c o m p le te  its  F T A .

Sy s te m  C o n tr o l R e c o n f ig u r a tio n  A n a ly s is  a n d  M a n a g e m e n t K e r n e l

A p p lic a tio n  1

F ig u r e  2 . L o g ic a l S y s te m  A r c h ite c tu r e

H a r d w a r e  f a u lt s ig n a ls

R e a l- T im e  O p e r a tin g  Sy s te m

C o m p u tin g  P la tf o r m  -  P r o c e s s in g  U n its , C o m m u n ic a tio n s  F a c ilitie s , N e tw o r k  Su p p o r t, 
Se n s o r s , E tc .

A p p lic a tio n  N

A p p lic a tio n  f a u lt a n d  
r e c o n f ig u r a tio n  s ta tu s  s ig n a ls

Re c o n f ig u r a tio n
s ig n a ls

Re c o n f ig u r a tio n
s ig n a ls

S y s te m
c a lls

S y s te m
c a lls

A p p lic a tio n  in te r a c tio n
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to  a  s e q u e n c e  o f v a lu e s  o n  th re e  s u c c e s s iv e  r e a l- tim e  f r a m e s . T h e  th r e e  v a lu e s  a r e  h a lt,

p r e p a r e , a n d  in itia liz e , r e fle c tin g  th e  A F T A  s ta g e s  d e s c r ib e d  in  S e c tio n  4 .3 .2 . A t th e

b e g in n in g  o f e a c h  r e a l- tim e  f r a m e , e a c h  A F T A  r e a d s  its  c o n fig u r a tio n _ s ta tu s  v a r ia b le  a n d

c o m p le te s  th e  r e q u ir e d  a c tio n  d u r in g  th a t f r a m e .

T h e  a b o v e  im p le m e n ta tio n  p la tfo r m  is  n o t th e  o n ly  p o s s ib le  p la tf o r m . T h e  f o r m a l

m o d e l o f  th e  a r c h ite c tu r e  ( d is c u s s e d  in  th e  n e x t c h a p te r )  is  a  lo g ic a l s p e c if ic a tio n  o f

a p p lic a tio n  c h a r a c te r is tic s  a n d  in te ra c tio n s . A n  im p le m e n ta tio n  o f  a  s y s te m  th a t h a s  th e

a r c h ite c tu r e  n e e d  o n ly  e x h ib it th e  f o r m a l c h a ra c te r is tic s  o f  th e  a rc h ite c tu r e  s p e c ific a tio n .

T h e  s p e c if ic s  o f  a n  a rg u m e n t th a t th e  s y s te m  e x h ib its  th o s e  c h a ra c te ris tic s  w ill v a r y

w id e ly  a c r o s s  d iff e r e n t p o te n tia l im p le m e n ta tio n s . A  s y s te m  w h e r e  a ll a p p lic a tio n s  ru n  o n

a  s in g le  p ro c e s s o r, f o r  in s ta n c e , n e e d  n o t a d d r e s s  n e tw o r k  c o m m u n ic a tio n  r e lia b ility ; a n d

if  th e  a p p lic a tio n s  a re  w r itte n  in  A d a , th e n  th e  A d a  ru n tim e  e x e c u tiv e  c a n  b e  u s e d  a n d  s o

n o  o p e r a tin g  s y s te m  is  n e e d e d . W ith  a  m e c h a n is m  to  e n s u re  a to m ic ity  o f s ta b le  s to r a g e

c o m m its  a n d  a  m e c h a n is m  to  v e r if y  th e  A d a  c o d e  a g a in s t th e  P V S  s y s te m  s p e c ific a tio n ,

th e  a s s u r a n c e  a rg u m e n t w o u ld  b e  c o m p le te .

4 .6 . S u m m a r y

T h is  c h a p te r  h a s  p r e s e n te d  a n  in fo r m a l m o d e l o f  th e  o v e r a ll th e o r y  o f r e c o n fig u r a tio n ,

a n d  a n  a r c h ite c tu r e  th a t im p le m e n ts  th a t m o d e l. T h e  m o d e l is  b a s e d  o n  S c h lic h tin g  a n d

S c h n e id e r ’s  d e f in itio n  o f f a il-s to p  c o m p u tin g [4 3 ] , w h e r e  a  fa u lt- to le r a n t a c tio n ’s  r e c o v e r y

m e c h a n is m  c a n  p r e p a re  th e  s y s te m  fo r  o p e r a tio n  u n d e r  a  n e w  c o n fig u r a tio n . T h e

a r c h ite c tu r e  d e fin e s  c o m p o s itio n  o f  m o d u le s  in to  a p p lic a tio n s , h o w  r e c o n f ig u ra tio n  is

c a r r ie d  o u t w ith in  a n  a p p lic a tio n , a n d  h o w  th e  S C RA M  c a r rie s  o u t re c o n f ig u r a tio n  a t th e
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s y s te m  le v e l w h e n  a  s y s te m  in c lu d e s  m u ltip le  a p p lic a tio n s . H a v in g  d e s c rib e d  a

re c o n f ig u r a b le  s y s te m  in tu itiv e ly , I n e x t p r e s e n t th e  f o r m a liz a tio n  o f  th e  a r c h ite c tu r e  a n d

its  p r o p e r tie s .



5 0

C H AP T E R  5

F o r m a l M o d e l

W h ile  th e  d is c u s s io n  o f  re c o n f ig u r a tio n  p r e s e n te d  in  C h a p te r 5  p ro v id e s  a n  o u tlin e  o f

th e  c o n c e p ts  n e e d e d  to  c o n s tr u c t a n d  a s s u r e  a  r e c o n fig u ra b le  s y s te m , a s  a n  in f o r m a l

d is c u s s io n  it la c k s  th e  r ig o r n e c e s s a r y  f o r  d e p e n d a b ility  a s s u r a n c e . T o  p r o v id e  th is

a s s u r a n c e , I  h a v e  c re a te d  a n  a s s u ra n c e  a rg u m e n t ( d e p ic te d  in  F ig u r e  3 )  th a t in c lu d e s : ( 1 )  a

fo r m a l m o d e l o f a  re c o n f ig u r a b le  s y s te m  a rc h ite c tu r e ; ( 2 )  a  s e t o f  f o rm a l p r o p e r tie s , s ta te d

a s  p u ta tiv e  th e o r e m s  o v e r th e  m o d e l, th a t I  u s e  a s  a  d e f in itio n  o f s y s te m  re c o n f ig u r a tio n ;

a n d  (3 )  p r o o fs  o f  th e  th e o re m s — w h ic h  c o n s titu te  a  p r o o f  th a t th e  a r c h ite c tu r e  s a tis f ie s  th e

d e f in itio n . W ith  th is  v e r if ic a tio n  fr a m e w o rk  in  p la c e , a n y  in s ta n c e  o f  th a t a r c h ite c tu r e  w ill

A p p lic a tio n  A b s tr a c t S p e c if ic a tio nI n te r a c tio n  A b s tr a c t S p e c if ic a tio n

D e s ir e d  S y s te m  P r o p e r tie s

P V S  p r o o f  o f  p r o p e r tie s  o f  in te r e s t

A p p lic a tio n  I n s ta n tia tio n  S p e c if ic a tio n s

P r o o f  b y  ty p e  s y s te m

F ig u r e  3 . Re c o n f ig u r a tio n  A s s u r a n c e  A rg u m e n t S tr u c tu r e



5 1

b e  a  r e c o n f ig u r a b le  s y s te m  w ith  th e  s ta te d  fo r m a l p r o p e r tie s , a s  lo n g  a s  th e  p r o o f

o b lig a tio n s  g e n e r a te d  b y  th e  ty p e  s y s te m  o f  th e  fo r m a l m o d e l h a v e  b e e n  m e t.

M y  w o rk  in  a s s u r a n c e  is  f o c u s e d  a t th e  s p e c ific a tio n  le v e l. T h is  le v e l o f  a b s tr a c tio n

o ff e r s  m a n y  b e n e fits  in  th e  c o m p le x ity  o f  p r o p e r tie s  th a t c a n  b e  s h o w n  th r o u g h  f o r m a l

a n a ly s is  a n d  in  c o m p r e h e n s ib ility  o f w h a t th e  p r o p e r tie s  m e a n  in  te r m s  o f  s y s te m

c o m p o s itio n . E n s u r in g  th a t a n  im p le m e n ta tio n  m a tc h e s  its  s p e c ific a tio n , a n d  th u s

p o s s e s s e s  th e  p r o p e r tie s  th a t a r e  s h o w n  o f th e  s p e c ific a tio n , is  le f t to  re la te d  w o r k  in

v e r ific a tio n  a n d  to  fu tu r e  w o r k  in  h o w  v e r if ic a tio n  c a n  b e  e ffe c tiv e ly  a p p lie d  to

re c o n f ig u r a b le  s y s te m s .

T h e  f o rm a l m o d e l p r e s e n te d  in  th is  c h a p te r  is  s p e c if ie d  in  P V S , p ro o f s  o f  th e  p u ta tiv e

th e o r e m s  h a v e  b e e n  c o n s tr u c te d , a n d  th e  p ro o f s  h a v e  b e e n  c h e c k e d  w ith  th e  P V S  s y s te m . I

h a v e  a ls o  f o rm a lly  s p e c ifie d  th e  e s s e n tia l in te r f a c e s  o f  a n  e x a m p le  re c o n f ig u r a b le  s y s te m

(s e e  C h a p te r  6 )  a n d  s h o w n  th a t th is  e x a m p le  h a s  th e  n e c e s s a r y  p r o p e r tie s  o f  th e  f o r m a l

a r c h ite c tu r e . T h e  r e s u lt is  a n  a s s u r a n c e  a rg u m e n t b a s e d  o n  p r o o f. T h is  c h a p te r  d is c u s s e s

th e  te c h n o lo g y  u s e d  to  c r e a te  a n d  a s s u r e  th e  fo r m a l m o d e l, a s s u m p tio n s  o n  a  s y s te m  f o r

th e  m o d e l to  a p p ly , th e  m o d e l its e lf , a n d  th e  p r o p e r tie s  th a t a r e  g u a r a n te e d  to  h o ld  o v e r th e

m o d e l. T h e  c o m p le te  f o rm a l s p e c if ic a tio n  is  in c lu d e d  a s  A p p e n d ix  A .

5 .1 . T h e  P r o t o t y p e  V e r if ic a t io n  S y s t e m  a n d  t h e  p r o o f  s t r u c tu r e

T o  h e lp  th e  r e a d e r  u n f a m ilia r  w ith  th e  P r o to ty p e  V e r if ic a tio n  S y s te m  ( P V S )  to

u n d e r s ta n d  th e  m o d e l, I  in c lu d e  h e r e  a  b rie f d is c u s s io n  o f  th e  s y s te m . P V S  h a s  tw o  m a jo r

c o m p o n e n ts : th e  la n g u a g e , a n d  th e  p ro o f - c h e c k in g  s y s te m .
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5 .1 .1 . T h e  P V S  la n g u a g e

T h e  P V S  la n g u a g e  is  a  h ig h e r- o rd e r  lo g ic  b a s e d  o n  ty p e  th e o r y . M a n y  b a s ic  ty p e s  a n d

ty p e  m a n ip u la to r s  a re  in c lu d e d  a s  p a r t o f th e  s y s te m . U s e r- c o n s tr u c te d  ty p e s  c a n  b e  e ith e r

in te r p r e te d  ( d e f in e d  a s  a n  e n u m e r a tio n , o r  in  te rm s  o f  o th e r ty p e s ) o r  u n in te rp r e te d  ( w ith

n o  d e fin itio n , a n d  th u s  n o  im p lic it p r o p e r tie s ). S u b ty p e s  a re  d e f in e d  b y  a d d in g  a  p r e d ic a te

to  a  s u p e rty p e . F o r a  s u p e r ty p e  Super, th e n , a  s u b ty p e  Sub o f  Super w ith  p r o p e r ty  P c o u ld

b e  d e f in e d  a s  {s: Super | P(s)}. P w o u ld  th e n  h a v e  to  h o ld  o v e r  a n y  in s ta n c e  o f  Sub. I n

fu n c tio n s , if th e  fu n c tio n  ta k e s  a  p a r a m e te r  s o f  ty p e  Sub, th e n  it c a n  a s s u m e  P(s) h o ld s .

P V S  r e q u ire s  th a t f u n c tio n s  b e  to ta l ( a lth o u g h  it p ro v id e s  a  s p e c if ic  ty p e  f o r  p a r tia l

fu n c tio n s ) . T h e r e f o r e , th e  ty p e  s y s te m  r e q u ir e s  th a t a n y  f u n c tio n ’s  o u tp u t b e  d e fin e d  f o r

a n y  p a ra m e te r  o f its  in p u t ty p e . A ls o , if  th e  f u n c tio n  ta k in g  a  p a r a m e te r  s o f  ty p e  Sub is

c a lle d  w ith in  a n o th e r f u n c tio n , P(s) m u s t b e  tr u e  o f  th e  p a r a m e te r s e n t to  th e  c a lle d

fu n c tio n  a s  in p u t. I n  s o m e  c a s e s , th e s e  p r o p e rtie s  a r e  u n d e c id a b le . T y p e - c h e c k in g  a

s p e c ific a tio n  w ith  a n  u n d e c id a b le  ty p e  s y s te m  le a d s  to  th e  g e n e r a tio n  o f  ty p e - c o rr e c tn e s s

c o n d itio n s  ( T C C s ) , a  k in d  o f  p r o o f o b lig a tio n . In  o r d e r f o r  a  s p e c if ic a tio n  to  b e  c o n s id e r e d

ty p e - c o rr e c t, a ll o f  its  T C C s  m u s t b e  d is c h a rg e d .

P V S  is  a  f u n c tio n a l la n g u a g e  th a t p r o v id e s  a  m e c h a n is m  to  c o n s tr u c t r e c o r d  ty p e s .

E a c h  e le m e n t o f  th e  re c o r d  m u s t h a v e  a  d e c la r e d  ty p e , a n d  a n y  e le m e n t o f  a n y  in s ta n c e  o f

th e  r e c o rd  m u s t b e  a  m e m b e r  o f  th e  c o rr e s p o n d in g  ty p e . A g a in , if  ty p e  p re d ic a te s  o f  th e

in s ta n c e  a r e  u n d e c id a b le , T C C s  w ill b e  g e n e r a te d .

5 .1 .2 . T h e  P V S  s y s t e m

T h e  P V S  s y s te m  a llo w s  a  d e v e lo p e r to  c r e a te  s p e c if ic a tio n s , s ta te  p r o p e r tie s  o v e r  th o s e

s p e c ific a tio n s , w rite  p ro o f  s c r ip ts  fo r  th e  p ro p e r tie s , a n d  th e n  m e c h a n ic a lly  c h e c k  th e
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s c r ip ts  to  s e e  w h e th e r  th e y  d o  in d e e d  p r o v e  th e  p ro p e r tie s . P r o o f s c r ip ts  c o n s is t o f  a  s e rie s

o f L I S P - lik e  c o m m a n d s  th a t m e c h a n ic a lly  m a n ip u la te  p ro o f  s e q u e n ts . A  v a lid  p r o o f s c rip t

is  a  s e q u e n c e  o f  c o m m a n d s  th a t w ill, w h e n  a p p lie d  to  a  p u ta tiv e  th e o re m , tr a n s fo r m  th a t

th e o r e m  to  “ true” . T h e  th e o re m  s ta r ts  o u t a s  th e  o n ly  s ta te m e n t in  th e  p ro o f  c o n s e q u e n t,

s o  th a t th e  p r o o f  o f a  th e o r e m  T is  “ true � T.”  In te r m e d ia te  le m m a s  a n d  o th e r  th e o r e m s ,

a s  w e ll a s  a x io m s  ( w h ic h  re q u ir e  n o  p r o o f th e m s e lv e s )  c a n  b e  im p o r te d  in to  a  p ro o f , a n d

a r e  lis te d  a s  s ta te m e n ts  in  th e  p r o o f ’s  a n te c e d e n t. T y p e  p r e d ic a te s  c a n  a ls o  b e  im p o rte d

in to  a  p ro o f  a n te c e d e n t.

5 .1 .3 . R e c o n f ig u r a t io n  p r o o f  s t r u c t u r e

I h a v e  c o n s tr u c te d  a  s e t o f  ty p e s  in  P V S  th a t d e fin e s  a  re c o n f ig u r a b le  s y s te m

s p e c ific a tio n  a n d  a r c h ite c tu r e . A n y  s p e c if ic a tio n  th a t in s ta n tia te s  th e  ty p e  s y s te m  w ill th u s

p o s s e s s  th e  p ro p e r tie s  o f  th e  f o r m a l m o d e l. C o n f o r m a n c e  c a n  b e  c h e c k e d  b y  w r itin g  th e

s y s te m  a s  a n  in s ta n c e  o f th e  s p e c ific a tio n  r e c o rd  ty p e . I f  P V S  is  u n a b le  to  d e te r m in e

w h e th e r  th e  s y s te m  h a s  th e  a p p ro p r ia te  ty p e  (a n d  th u s , h a s  th e  a p p r o p r ia te  p r o p e r tie s ), it

w ill is s u e  T C C s  th a t th e  s p e c if ie r  m u s t d is c h a rg e . I f th e  in s ta n c e  d o e s  n o t ty p e -c h e c k , it

m a y  n o t h a v e  th e  a rc h ite c tu re ’s  h ig h - le v e l p r o p e r tie s .

T h e  p ro o f s  o f h ig h -le v e l p r o p e rtie s  a re  p r o o fs  o v e r  s ta te  tra c e s  th a t c a n  b e  g e n e ra te d ,

g iv e n  a  s p e c if ic  r e c o n fig u ra tio n  s p e c if ic a tio n . I  h a v e  c r e a te d  a  s e t o f  f u n c tio n s  th a t d e fin e

ru le s  fo r  s ta te  tra c e s  w h ic h  s a tis f y  th e  s p e c if ic a tio n  c o n s tr a in ts . I  th e n  p r o v e d  th e

p ro p e r tie s  o v e r  th e  c o m b in a tio n  o f  th e  s ta te  tr a c e  f u n c tio n s  a n d  th e  ty p e  p re d ic a te s .

E s s e n tia lly , th e  s ta te  tr a c e  f u n c tio n s  w ill m a p  to  th e  S C RA M ’s  e x e c u tio n , w ith  th e  h e lp  o f

b u s  c h a ra c te r is tic s  a n d  p ro c e s s o r c lo c k  s y n c h r o n iz a tio n . T h is  w o r k  d o e s  n o t a d d re s s

im p le m e n ta tio n  o f  th e  S C RA M ; p la tf o rm s  th a t c a n  p ro v id e  th e  c h a r a c te r is tic s  n e e d e d  b y
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th e  S C RA M  to  s a tis f y  th e  s ta te  tra c e  p r o p e rtie s  e x is t in  p r a c tic e  f o r  u ltr a d e p e n d a b le

s y s te m s , a n d  s o  ta ilo rin g  th e m  to  r e c o n fig u ra b le  s y s te m s  s p e c ific a lly  is  le f t f o r  f u tu r e

w o r k . T h e  p r o p e r tie s  th a t th e  S C RA M  m u s t e n s u re  in  a  s y s te m  a r e  fu lly  s p e c ifie d ,

h o w e v e r. P r o p e rtie s  fo r  in d iv id u a l a p p lic a tio n s , a n d  th e  s y s te m - s p e c if ic  d a ta  th a t m u s t b e

in p u t to  th e  S C RA M , a r e  a ll e n c o d e d  in  th e  ty p e  s y s te m .

T h e  p r o p e r ty  p r o o f s  I  h a v e  c r e a te d  a r e  q u ite  le n g th y , s in c e  m e c h a n ic a l p r o o f s  m u s t

o fte n  b e  m u c h  m o r e  d e ta ile d  th a n  lo g ic a l p r o o f s  ( th e o r e m  p r o v e r s  d o n ’t f o llo w  le a p s  o f

in tu itio n ) . T h e y  h a v e  b e e n  m e c h a n ic a lly  c h e c k e d  w ith  th e  P V S  s y s te m , th e r e b y  e n s u r in g

th a t w h a t is  s ta te d  h a s  b e e n  p r o v e n , g iv e n  th a t e ith e r  (1 )  P V S  d o e s  n o t c o n ta in  a n y  f a u lts

th a t a r e  a c tiv a te d  b y  th e  c h e c k in g  o f  th e  p r o o f s , o r ( 2 )  e rr o r s  g e n e ra te d  b y  th o s e  fa u lts  d o

n o t c a u s e  u n p r o v a b le  th e o re m s  to  b e  p r o v a b le . A p p e n d ix  D  c o n ta in s  a n  e x a m p le  p r o o f

s c r ip t. I d o  n o t in c lu d e  a ll o f th e  p ro o f s  in  th is  d o c u m e n t, a lth o u g h  th e y  c a n  b e  f o u n d

e ls e w h e r e [ 5 3 ] .

5 .2 . F o r m a lis m  a s s u m p t io n s

A s s u rin g  re a l- tim e  p r o p e r tie s  is  d iff ic u lt in  g e n e r a l; a lth o u g h  P V S  is  a  p o w e rf u l

s p e c ific a tio n  a n d  p ro v in g  s y s te m , r e a l- tim e  p r o p e r tie s  o f  c o m p le x  s y s te m s  c a n  b e  d iff ic u lt

to  s h o w  in  a n y  r ig o r o u s  w a y . T h e  fo r m a l m o d e l a s s u m e s  a ll o f  th e  s y s te m  c h a r a c te ris tic s

s e t o u t in  S e c tio n  4 .2 . T o  e n a b le  f o r m a l s p e c if ic a tio n  a n d  p r o o f , I  m a k e  th e  f o llo w in g

a d d itio n a l a s s u m p tio n s :

• A ll a p p lic a tio n s  o p e ra te  w ith  th e  s a m e  p e r io d .

• T h e  s y s te m  p e r io d  is  e q u a l to  th e  a p p lic a tio n  p e rio d .
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• E a c h  a p p lic a tio n  c o m p le te s  o n e  u n it o f  w o r k  in  e a c h  r e a l- tim e  f ra m e  ( w h e r e  th a t u n it

o f w o r k  c a n  b e  n o r m a l fu n c tio n , h a ltin g  a n  a p p lic a tio n  a n d  re s to rin g  its  s ta te , p r e p a r -

in g  a n  a p p lic a tio n  to  tr a n s itio n  to  a n o th e r  s p e c if ic a tio n , o r in itia liz a tio n  o f  d a ta  s u c h  a s

c o n tr o l s y s te m  g a in s ) .

• E a c h  a p p lic a tio n  c o m m its  its  r e s u lts  to  s ta b le  s to r a g e  a t th e  e n d  o f  e a c h  r e a l- tim e

fr a m e .

• A n y  d e p e n d e n c ie s  b e tw e e n  a p p lic a tio n s  re q u ir e  o n ly  th a t th e  in d e p e n d e n t a p p lic a tio n

b e  h a lte d  b e f o re  th e  d e p e n d e n t a p p lic a tio n  c o m p u te s  its  tra n s itio n  c o n d itio n .

• A p p lic a tio n  p ro p e r tie s  o f in te r e s t c a n  b e  c o n s tr u c te d  th r o u g h  c o n ju n c tio n  o f  m o d u le

p ro p e r tie s  o f in te r e s t, a n d  s y s te m  p ro p e r tie s  o f in te r e s t c a n  b e  c o n s tr u c te d  th r o u g h

c o n ju n c tio n  o f  a p p lic a tio n  p r o p e r tie s  o f in te re s t. T h is  a s s u m p tio n  c o u ld  e a s ily  b e

re la x e d  th r o u g h  a  s m a ll c h a n g e  in  th e  f o rm a l m o d e l o r  e ffe c tiv e ly  r e la x e d  b y  c r e a tin g

a n  a p p lic a tio n  w ith  o n ly  o n e  m o d u le , b u t I  in c lu d e  it h e r e  to  s h o w  h o w  e x is tin g  w o r k

o n  e r r o r d e te c tio n  c o u ld  b e  in c o r p o r a te d  in to  m y  a r c h ite c tu r e .

T h e s e  a s s u m p tio n s  im p o s e  re s tr ic tio n s  o n  a  s y s te m  to  f a c ilita te  a n a ly s is . T h e y  a r e  n o t

s tr ic tly  n e c e s s a ry , b u t e v e n  w ith  th e s e  a s s u m p tio n s  th e  p r o o f s  a r e  c o m p le x . D e s p ite  th e s e

re s tr ic tio n s , th e  m o d e l p r e s e n te d  h e re  s u p p o r ts  th e  d e v e lo p m e n t o f  a  u s e fu l c la s s  o f

s y s te m s .

5 .3 . Ap p lic a t io n  s t r u c t u r e

T h is  s e c tio n  d e s c r ib e s  th e  fo r m a l m o d e ls  o f s y s te m  s ta te , m o d u le s , a n d  a p p lic a tio n s .
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5 .3 .1 . S ta t e

T h e  m o d e l I  h a v e  c r e a te d  c o n ta in s  a  n u m b e r  o f a b s tr a c t p r o p e r tie s  g u a ra n te e d  b y  its

ty p e  s y s te m . T o  g u a r a n te e  p r o p e r tie s  o v e r th e  m o d e l’s  s ta te , th e  s ta te  is  r e p r e s e n te d

e x p lic itly  a s  a  s e t o f  m a p p in g s  f ro m  d a ta  id e n tifie rs  to  d a ta  v a lu e s . I n  a  f a il- s to p  c o m p u te r,

th e s e  d a ta  e le m e n ts  w o u ld  b e  k e p t in  th e  s y s te m ’s  p e rs is te n t s to r a g e . V o la tile  s to r a g e  is  n o t

c o n s id e re d , s in c e  n o  a s s u m p tio n s  c a n  b e  m a d e  o v e r it.

M o d e lin g  s ta te  in  th is  w a y  is  c lo s e r  to  w ritin g  a  s p e c if ic a tio n  la n g u a g e  th a n  w r itin g  a

s p e c ific a tio n . P V S , fo r  in s ta n c e , h a s  a  s e t o f r u le s  fo r  h o w  a n  id e n tif ie r  c a n  b e  c o n s tru c te d .

W h ile  I  u s e  th o s e  r u le s  to  d e f in e  th e  data_id ty p e , a  s p e c ifie r  u s in g  m y  f r a m e w o r k  w o u ld

d e f in e  in s ta n c e s  o f data_id, n a m in g  th o s e  in s ta n c e s  w ith  P V S ’s  id e n tif ie r  r u le s .

T h e  p e rs is te n t s to ra g e  o f  th e  s y s te m  is  r e p r e s e n te d  a s :

data_state: TYPE = [data_id -> data_value]

T h is  m e a n s  th a t in  a n  in s ta n tia tio n  o f  m y  fr a m e w o rk , to  c r e a te  a  p e rs is te n t v a r ia b le  var, a

s p e c ifie r w o u ld  w rite :

var: data_id

w h ic h  d e c la r e s  s o m e  c o n s ta n t o f  ty p e  data_id, r e p r e s e n te d  b y  var, w h o s e  v a lu e  is

u n d e f in e d . G iv e n  a  d a ta  s ta te  st, st(var) r e p re s e n ts  th e  v a lu e  o f  var in  st.

U s in g  th is  m o d e l, it is  p o s s ib le  th a t a  g iv e n  data_state c o u ld  h a v e  in f in ite ly  m a n y

data_id → data_value m a p p in g s  th a t d o  n o t a c tu a lly  b e lo n g  to  th e  s y s te m . P V S

p o s s e s s e s  a  th e o r y -in te r p r e ta tio n  m e c h a n is m  w h e re b y  a  s p e c ifie r c a n  a s s ig n  v a lu e s  to

u n in te rp r e te d  ty p e s  in  a n  im p o r te d  th e o r y . I d e a lly , a  s p e c if ie r  in s ta n tia tin g  m y  f ra m e w o r k

w o u ld  b e  a b le  to  w r ite  a n  in te r p re ta tio n  o f th e  s ta te  th e o r y  th a t m a p p e d  th e  u n in te r p re te d
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data_id ty p e  to  a n  e n u m e r a tio n  ty p e  r e p r e s e n tin g  e x a c tly  th e  s e t o f s y s te m  id e n tifie rs ;

lik e w is e , fo r  data_values . T w o  is s u e s  e x is t w ith  th is  a p p ro a c h . F ir s t, th e  data_state

ty p e  is  in te r p re te d : it is  d e fin e d  o v e r  tw o  u n in te rp r e te d  ty p e s . S e c o n d , m y  a b s tra c t

s tr u c tu r e  is  c o n s tr u c te d  u s in g  s e v e r a l th e o r ie s , a n d  th e  in te r p re ta tio n  is  n o t im p o r te d  a s  a

g e n e r a l in te r p re ta tio n  w ith  th e  im p o r te d  th e o ry . Re s e a r c h  in  p r a c tic a l in s ta n tia tio n  o f  a n

a b s tr a c t P V S  a r c h ite c tu re  is  c u rr e n tly  u n d e rw a y  a s  p a r t o f  fu tu r e  w o rk  o n  v e rific a tio n . T h e

a b s tr a c t s p e c ific a tio n  m a k e s  n o  r e s tr ic tio n s  o n  d a ta  e le m e n ts  th a t d o  n o t b e lo n g  to  th e

s y s te m , s o  th e y  c a n  s a f e ly  b e  ig n o r e d .

B e c a u s e  s y s te m  s ta te  is  m o d e le d  a s  a  w h o le  (r a th e r  th a n  e a c h  a p p lic a tio n ’s  o r

m o d u le ’s  s ta te  b e in g  m o d e le d  s e p a r a te ly , a n o th e r p o s s ib le  s o lu tio n  th a t p r o v e d

u n w o r k a b le ) , a  p r e d ic a te  ty p e  a n d  a  f u n c tio n  ty p e  a re  p r o v id e d  th a t a r e  r e s tric te d  to  p a r t o f

th e  s ta te . T h e  ty p e

predicate(scope: set[data_id]) : TYPE =
{p: pred[data_state] | FORALL (st: data_state) :

(p(st) =>
FORALL (st2: data_state) :

(FORALL (id: (scope)) : st2(id) = st(id)) => p(st2))}

d e f in e s  a  p r e d ic a te  th a t d e p e n d s  o n ly  o n  th e  c o r re s p o n d in g  v a lu e s  o f d a ta  id e n tif ie r s

in c lu d e d  in  scope. T h is  is  u s e d  to  s p e c if y  p r e d ic a te s  o v e r  a  p a r tic u la r  m o d u le ’s  s ta te . T h e

ty p e

func(scope: set[data_id]) : TYPE =
[# pre: predicate(scope),

f: {f: [data_state -> data_state] |
FORALL (d: data_state, id: data_id) :

NOT scope(id) => f(d)(id) = d(id)}
#]
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d e f in e s  a  f u n c tio n  th a t c a n  c h a n g e  o n ly  th e  v a lu e s  o f  d a ta  id e n tif ie r s  in c lu d e d  in  scope,

b u t w h o s e  re s u lt c a n  d e p e n d  o n  a n y  e le m e n t o f th e  s ta te . pre s p e c if ie s  th e  p re c o n d itio n  f o r

th e  f u n c tio n . B e c a u s e  P V S  re q u ire s  to ta l f u n c tio n s , a  fu n c tio n ’s  p r e c o n d itio n  g e n e r a lly

e q u a te s  to  th e  ty p e  p re d ic a te s  o v e r its  in p u ts . B e c a u s e  o f  th e  ty p e  c o m p o s itio n  u s e d  in  th is

a r c h ite c tu r e , r e s tr ic tin g  f u n c tio n  in p u t ty p e s  s o  th a t th e  f u n c tio n ’s  o u tp u t w ill m e e t its

p o s tc o n d itio n  o v e r  th e  e n tire  in p u t s p a c e  is  lik e ly  to  b e  im p r a c tic a l fo r  m a n y  s y s te m

in s ta n tia tio n s . A ls o , th e  ty p e s  o f th e  fu n c tio n s  m u s t b e  th e  s a m e  f o r  e ff ic ie n t m a n ip u la tio n

o f th e  u n iv e r s a l q u a n tifie r s  u s e d  in  th e  p r o o f s . M e th o d s  f o r  re f in in g  s p e c ific a tio n  in s ta n c e s

to  f a c ilita te  v e rif ic a tio n  a g a in s t a  h ig h - le v e l la n g u a g e  a re  d is c u s s e d  in  C h a p te r 7  a s  p a rt o f

fu tu re  w o rk .

5 .3 .2 . M o d u le s

A  m o d u le  r e p r e s e n ts  s o m e  s e t o f fu n c tio n s  th a t o p e r a te  o v e r  a  p a r tic u la r s e t o f d a ta

e le m e n ts  a n d  g u a r a n te e  c e r ta in  p r o p e r tie s  o v e r th o s e  d a ta  e le m e n ts . F u n c tio n s  w ith in  a

m o d u le  c a rr y  o u t d iff e re n t c o m p u ta tio n s  b a s e d  o n  th e  m o d u le ’s  s e r v ic e  le v e l, a n d  th e

g u a r a n te e s  th e y  p r o v id e  a r e  a ls o  s e r v ic e  le v e l-s p e c if ic . T h e  f o r m a l e le m e n ts  o f  a  m o d u le

a r e :

scope: T h e  p e rs is te n t d a ta  e le m e n ts  th a t c a n  b e  m a n ip u la te d  b y  th e  m o d u le .

sv: T h e  s e r v ic e  le v e ls  th e  m o d u le  c a n  p r o v id e .

svclvl_parm: T h e  d a ta  e le m e n t th a t h o ld s  th e  c u r re n t v a lu e  o f  th e  m o d u le ’s  s e rv ic e

le v e l p a r a m e te r.

inv: T h e  m o d u le  in v a r ia n t f o r  e a c h  s e r v ic e  le v e l.

pre, trans, post:
T h e  m o d u le ’s  p re c o n d itio n  fo r  c o r re c t o p e r a tio n  u n d e r e a c h  s e rv ic e

le v e l, its  tr a n s itio n  c o n d itio n  f o r  b e g in n in g  in itia liz a tio n  u n d e r e a c h
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s e r v ic e  le v e l, a n d  th e  p o s tc o n d itio n  th a t m u s t b e  e s ta b lis h e d  w h e n  a

re c o n f ig u r a tio n  is  s ig n a le d  u n d e r  e a c h  s e r v ic e  le v e l, r e s p e c tiv e ly . T h e s e

c o n d itio n s  m u s t s u b s u m e  th e  in v a ria n t f o r th e  s a m e  s e rv ic e  le v e l.

5 .3 .3 . Ap p lic a t io n s

A n  a p p lic a tio n  is  m a d e  u p  o f  a  s e t o f  m o d u le s  th a t p r o v id e  s o m e  c o h e r e n t s y s te m - le v e l

fu n c tio n a lity . A n  a p p lic a tio n  p r o v id e s  g u a r a n te e s  o v e r  its  s ta te  c o m p o s e d  f ro m  th e

g u a r a n te e s  p r o v id e d  b y  its  c o n s titu e n t m o d u le s . T h e  f u n c tio n s  th a t a r e  c a lle d  to  e ffe c t

re c o n f ig u r a tio n  a re  d e f in e d  a t th e  a p p lic a tio n  le v e l to  c h a n g e  m o d u le s ’  in te rn a l s ta te  in  a

c o o r d in a te d  w a y . T h e  f o r m a l e le m e n ts  o f  a n  a p p lic a tio n  a re : 

svcs:  P o s s ib le  a p p lic a tio n  c o n f ig u r a tio n s .

modules: T h e  m o d u le s  th a t c o m p r is e  th e  a p p lic a tio n . T h e  d a ta  id e n tif ie r s  in  th e

m o d u le s ’  r e s p e c tiv e  s c o p e s  m u s t b e  d is jo in t.

svcmap: T h e  m a p p in g  fr o m  a p p lic a tio n  c o n f ig u r a tio n s  to  m o d u le  s e r v ic e  le v e ls .

execute: E n tr y  p o in t to  a p p lic a tio n  f u n c tio n  ( “ main()” ) f o r  e a c h  c o n fig u r a tio n .

Its  p o s tc o n d itio n  m u s t s u b s u m e  a ll m o d u le  in v a ria n ts  f o r  th a t

c o n f ig u ra tio n .

exec_halt: E n tr y  p o in t to  a p p lic a tio n  f u n c tio n  ( “ main()” ) f o r  e a c h  c o n fig u r a tio n ,

to  b e  c a lle d  w h e n  a  p o s s ib le  r e c o n f ig u ra tio n  h a s  b e e n  s ig n a le d . Its

p o s tc o n d itio n  m u s t s u b s u m e  a ll m o d u le  p o s tc o n d itio n s  f o r  th a t

c o n f ig u ra tio n .

halt: F u n c tio n  to  p r e p a re  a n  a p p lic a tio n  to  r e c o n f ig u re , if th e  a p p lic a tio n  h a s

s ig n a le d  a  r e c o n f ig u ra tio n  ( a n d  th u s  m ig h t n o t b e  a b le  to  c o m p le te
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exec_halt). I ts  p o s tc o n d itio n  m u s t s u b s u m e  a ll m o d u le  p o s tc o n d itio n s

fo r  th a t c o n fig u r a tio n .

prep: F u n c tio n  f o r  th e  a p p lic a tio n  to  m e e t its  tr a n s itio n  c o n d itio n . Its

p re c o n d itio n  is  im p lie d  b y  th e  c o n ju n c tio n  o f  m o d u le  p o s tc o n d itio n s  f o r

a n y  c o n fig u r a tio n , a n d  its  p o s tc o n d itio n  m u s t s u b s u m e  th e  c o n ju n c tio n

o f m o d u le  tra n s itio n  c o n d itio n s  f o r  th e  n e w  c o n f ig u r a tio n .

5 .4 . S y s t e m  m o d e l a n d  t h e  S C R AM

T h e  d e ta ils  o f  a p p lic a tio n  in te r a c tio n  a t th e  s y s te m  le v e l d u r in g  a  re c o n f ig u r a tio n  a r e

c a p tu r e d  in  th e  r e c o n fig u r a tio n  s p e c ific a tio n . I t d e f in e s  r e le v a n t c h a r a c te ris tic s  o f th e

o p e r a tin g  e n v ir o n m e n t, s y s te m  c o n f ig u r a tio n s , a n d  tra n s itio n  in f o rm a tio n . I t c o n ta in s  a ll

o f th e  s y s te m -s p e c if ic  in f o rm a tio n  th a t m u s t b e  p ro v id e d  to  th e  S C RA M  to  e n s u r e  th a t

a p p r o p r ia te  re c o n f ig u r a tio n s  o c c u r  w h e n  n e c e s s a r y .

5 .4 .1 . O p e r a t in g  e n v ir o n m e n t

W h ic h  c o n f ig u r a tio n  is  m o s t u s e fu l to  th e  u s e r  a t th e  p o in t w h e n  re c o n f ig u r a tio n  is

re q u ire d  m ig h t d e p e n d  o n  m a n y  f a c to r s ; e x a m p le s  in c lu d e  a s p e c ts  o f th e  o p e r a tin g  s ta te ,

tim e  o f  d a y , a n d  s ta g e  o f f lig h t. A ls o , th e  f a ilu r e  s ta tu s  o f s o m e  s y s te m  c o m p o n e n ts  c a n  b e

m o d e le d  a s  p a r t o f th e  e n v ir o n m e n t s in c e  th a t s ta tu s  is  g iv e n  ra th e r th a n  e ff e c te d . T h e

d e ta ils  o f  th e  o p e ra tin g  e n v ir o n m e n t th a t a ff e c t th e  re la tiv e  u tility  o f s y s te m  c o n f ig u r a tio n s

n e e d  to  b e  id e n tifie d  s o  th a t if  a  r e c o n f ig u ra tio n  is  s ig n a le d , a  n e w  c o n fig u r a tio n

a p p r o p r ia te  to  th e  c ir c u m s ta n c e s  c a n  b e  c h o s e n .

In  th e  f o r m a l m o d e l, th e  e n v ir o n m e n t is  m o d e le d  b y  a  r u d im e n ta r y  ty p e  s y s te m ,

c o n s is tin g  o f a  s e t o f  env_ids  ( e n v ir o n m e n ta l c h a r a c te r is tic s ) a n d  env_params  ( v a lu e s
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th a t th e  c h a r a c te r is tic s  c a n  ta k e ) . T h e  le v e l o f  a b s tr a c tio n  a t w h ic h  th e  s p e c if ic a tio n  is

d e f in e d  m a k e s  th e  s p e c if ic a tio n  o f s e p a ra te  ty p e s  f o r  d iffe r e n t e n v ir o n m e n ta l f a c to r s

in c o n v e n ie n t, s o  in s te a d  I u s e  th e  s tr u c tu re  valid_env to  r e s tr ic t w h ic h  v a lu e s  a r e  p o s s ib le

fo r  e a c h  c h a ra c te ris tic . T h e  ty p e  env(v: valid_env) is , in  e s s e n c e , p a r a m e te r iz e d  b y  a

s p e c ific  e n v iro n m e n ta l ty p e  s y s te m , a n d  r e p r e s e n ts  a  p a r tic u la r m a p p in g  f r o m  e a c h

env_id in  th a t ty p e  s y s te m  to  s o m e  env_param th a t is  a  ty p e - c o rr e c t in s ta n c e  o f  th e

env_id.

S o m e  m e m b e rs  o f th e  ty p e  env(v: valid_env) f o r a  p a rtic u la r  valid_env c o u ld  b e

u n re a c h a b le . F o r  in s ta n c e , if  a n  a c tu a to r  is  s u p p lie d  w ith  p o w e r f ro m  a  p a r tic u la r p o w e r

s o u r c e , a n d  th e  s ta tu s  o f b o th  th e  a c tu a to r  a n d  th e  p o w e r  s o u r c e  w e r e  r e p re s e n te d  a s

e n v ir o n m e n ta l c h a r a c te ris tic s , th e  s ta te  {actuator = working, power source =

failed} c a n  n e v e r  b e  re a c h e d . I t is  im p o r ta n t to  k n o w  th is , b e c a u s e  th e r e  is  n o  n e e d  to

s p e c ify  a  s y s te m  tr a n s itio n  to  c o v e r  th is  c a s e . W ith o u t a  s p e c if ic  lis tin g  o f r e a c h a b le  o r

u n re a c h a b le  s ta te s , th e r e  is  n o  w a y  to  d e f in e  a  tra n s itio n  c o v e r a g e  te s t e x c e p t o n e  th a t

re q u ire s  a ll tr a n s itio n s  b e  c o v e r e d , e v e n  if  th o s e  tr a n s itio n s  w ill n e v e r h a p p e n  in  p ra c tic e .

S o m e  tr a n s itio n s  a ls o  m ig h t n o t b e  p o s s ib le ; f o r  in s ta n c e , r e p a ir  m ig h t n o t b e  p o s s ib le

fo r  a n  a c tu a to r  d u r in g  a irc r a ft f lig h t, in  w h ic h  c a s e  th e  a c tu a to r  w ill n e v e r r e tu rn  to  a

w o r k in g  s ta te  a f te r  it h a s  fa ile d . A g a in , th e  s y s te m  n e e d  n o t p r e p a re  fo r  th is  p o s s ib ility , b u t

m u s t k n o w  w h ic h  c a s e s  it h a s  to  c o v e r. T h e  env_txn ty p e  e n c o d e s  p o s s ib le  e n v iro n m e n ta l

s ta te  c h a n g e s  g iv e n  a  p a r tic u la r  s e t o f  re a c h a b le  s ta te s , a n d  th e  reachable_env ty p e

e n c o d e s  a ll r e a c h a b le  s ta te s  a n d  p o s s ib le  tr a n s itio n s  fo r  a  g iv e n  s y s te m .

T o  r e p re s e n t a  p a rtic u la r s y s te m ’s  e n v ir o n m e n t, th e  r e c o n f ig u r a tio n  s p e c ific a tio n

c o n ta in s :
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E: a n  in s ta n c e  o f  ty p e  valid_env ( i.e ., a n  e n c o d in g  o f  th e  o p e r a tin g

e n v ir o n m e n t’s  ty p e  s y s te m ) ; a n d

R: a n  in s ta n c e  o f  ty p e  reachable_env ( i.e ., a n  e n c o d in g  o f  th e  p o s s ib le

e n v ir o n m e n ta l tra n s itio n s , e n c o d e d  in  th e  ty p e  s y s te m  o f  E).

5 .4 .2 . S y s t e m  c o n fig u r a tio n s

A  re c o n f ig u r a tio n  s p e c ific a tio n  a ls o  c o n ta in s  th e  a p p lic a tio n s  th a t m a k e  u p  th e  s y s te m ,

in c lu d in g  th e  a p p lic a tio n s ’ c o n f ig u r a tio n s , a n d  in f o r m a tio n  o n  o v e r a ll s y s te m

c o n f ig u ra tio n s  a n d  tr a n s itio n s :

apps: T h e  s e t o f  a p p lic a tio n s  in  th e  s y s te m . A ll m o d u le  s c o p e s  in  th e  s y s te m

m u s t b e  d is jo in t. (C o m m u n ic a tio n  ta k e s  p la c e  b y  r e a d in g  data_ids  in

o th e r  m o d u le s ’  s c o p e s .)

app_seq: T h e  s e q u e n c e  in  w h ic h  a p p lic a tio n s  m u s t e x e c u te  in  o r d e r  f o r

d e p e n d e n c ie s  to  b e  p r e s e rv e d . I n  p r a c tic e , a p p lic a tio n s  w ill e x e c u te  in

p a r a lle l, w ith  s y n c h r o n iz a tio n  p rim itiv e s  u s e d  to  p re s e r v e  th e

d e p e n d e n c ie s . B e c a u s e  th e  f o r m a l m o d e l is  w r itte n  in  a  d e c la r a tiv e

s p e c ific a tio n  la n g u a g e , c o r re c t b e h a v io r  is  d e f in e d  a s  a n y  b e h a v io r th a t

le a v e s  th e  s y s te m  in  th e  s a m e  s ta te  a s  th a t w h ic h  w o u ld  h a v e  r e s u lte d

fr o m  e x e c u tio n  o f  th e  a p p lic a tio n s  in  th e  s ta te d  o r d e r.

S: L a b e ls  f o r s y s te m  c o n fig u r a tio n s . A c tu a l c o n fig u r a tio n s  a r e  d e f in e d  in

th e  S C RA M  ta b le  (d e s c r ib e d  b e lo w ) .

choose: F u n c tio n  f ro m  c o m b in a tio n s  o f c o n fig u r a tio n s  a n d  e n v iro n m e n ta l s ta te s

to  n e w  c o n f ig u r a tio n s . T h is  in f o r m a tio n  is  p r o v id e d  in  th e  to p - le v e l
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s p e c ific a tio n  b e c a u s e  it s h o u ld  b e  in c lu d e d  in  in s p e c tio n s  a t th e

re q u ire m e n ts  le v e l.

T: T h e  tim e  a llo w a b le  to  tra n s itio n  fr o m  a n y  s p e c if ic a tio n  to  a n y  o th e r

s p e c ific a tio n . T h e  ty p e  f o r T  re q u ir e s  th a t T  b e  ≥ 4  e x e c u tio n  c y c le s ,

w h ic h  is  h o w  I  e n s u r e  e n o u g h  tim e  is  a v a ila b le  to  tr a n s itio n . G e n e r a lly ,

cycle_time ( th e  tim e  f o r  o n e  p e r io d ic  e x e c u tio n  c y c le )  w ill b e  v e r y

s m a ll, s o  th is  re q u ire m e n t is  r e a s o n a b le .

5 .4 .3 . S y s t e m  tr a n s itio n s  a n d  t h e  S C R AM

T h e  ty p e  r e p r e s e n tin g  a  s y s te m  tr a n s itio n  is  p a r a m e te riz e d  o v e r  th e  s e t o f  p o s s ib le

s y s te m  c o n f ig u r a tio n s  a n d  th e  s e t o f  p o s s ib le  e n v ir o n m e n ta l s ta te s  f o r  th e  s y s te m . I t

c o n ta in s  th e  d a ta  e le m e n ts  o f  a  s y s te m  tra n s itio n :

source: S o u r c e  c o n fig u r a tio n . S is  th e  s e t o f  p o s s ib le  s y s te m  c o n fig u ra tio n s , a s

s ta te d  a b o v e ; source m u s t b e  o f  ty p e  (S), w h ic h  in d ic a te s  th a t source

is  a  m e m b e r o f  th e  s u b ty p e  o f  c o n f ig u r a tio n s  f o r a  p a r tic u la r  s y s te m ,

ra th e r th a n  a n  a r b itr a ry  c o n f ig u r a tio n . 

target: T a rg e t c o n fig u r a tio n .

trigger: E n v ir o n m e n ta l s ta te  in  w h ic h  th e  tra n s itio n  is  a p p r o p ria te . T h is  is

re s tr ic te d  to  p o s s ib le  e n v ir o n m e n ta l s ta te s  o f  th e  s y s te m .

T h e  s y s te m - s p e c if ic  s ta te  p a s s e d  to  th e  S C RA M  is  d e fin e d  in  th e  SCRAM_table ty p e . Its

e le m e n ts  a r e :

configs: T h e  m a p p in g  fr o m  s y s te m  c o n f ig u r a tio n  la b e ls  to  a p p lic a tio n  s ta te s  th a t

c o m p r is e  th e  c o n f ig u r a tio n .

primary: T h e  c o n fig u ra tio n  th a t th e  s y s te m  is  in  in itia lly .
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safe: T h e  s e t o f  c o n f ig u r a tio n s  f o r  w h ic h  a  r e c o n f ig u r a tio n  s ig n a l m a y  n o t

o c c u r  d u r in g  o p e r a tio n . T h is  s e t e n a b le s  th e  m a x im u m  tim e  to  a n

o p e r a tio n a l s y s te m  to  b e  c h a r a c te r iz e d .

start_env: P o s s ib le  in itia l e n v iro n m e n ts  fo r  th e  s y s te m  (e .g ., a ll e n v ir o n m e n ts  in

w h ic h  a ll s y s te m  h a rd w a re  c o m p o n e n ts  a re  f u n c tio n a l) .

txns: T h e  s e t o f  tr a n s itio n s  th e  s y s te m  c a n  ta k e . T h e  covering_txns

p re d ic a te  m u s t h o ld  o v e r a ll e le m e n ts  o f  txns; it r e tu r n s  tru e  if  a

s p e c ific a tio n  d e fin e s  tr a n s itio n s  f o r  a n y  p o s s ib le  c o m b in a tio n  o f

e n v ir o n m e n ta l s ta te  a n d  s y s te m  c o n f ig u r a tio n  in  w h ic h  a

re c o n f ig u r a tio n  s ig n a l m ig h t b e  g e n e ra te d . 

T h e  re c o n f ig u r a tio n  s p e c if ic a tio n  a ls o  c o n ta in s  a n  e le m e n t o f  ty p e  SCRAM_table.

5 .5 . S t a t e  t r a c e s

T h e  d r a w b a c k  o f  d e c la r a tiv e  s p e c if ic a tio n s  is  th a t th e  s p e c if ie r  c a n  o n ly  re s tric t w h a t is

o b s e r v e d  d u r in g  s y s te m  o p e r a tio n ; th e  s p e c if ic a tio n  d o e s  n o t te ll a  s y s te m  to  d o  a n y th in g .

T e m p o ra l lo g ic s  a r e  b e tte r  s u ite d  to  e x p re s s io n s  o f  p ro p e r tie s  o v e r  tim e . A n  in itia l

fo r m a liz a tio n  o f  th is  w o r k [ 5 0 ]  w a s  in  Re a l- T im e  L o g ic  (RT L ) [ 2 4 ], b u t RT L  is  n o t

p o w e r fu l e n o u g h  to  e x p re s s  th e  p r e d ic a te s  o v e r  s ta te  th a t a  r e c o n f ig u r a b le  s y s te m  m u s t

m e e t. T h e  P V S  m o d e l d e v e lo p e d  a s  p a r t o f  th is  w o rk  s e ts  o u t tim e  a s  a n  e x p lic it e le m e n t

o f s ta te , a n d  te m p o r a l p r e d ic a te s  a re  w r itte n  a s  p re d ic a te s  th a t re s tr ic t th e  v a lu e  o f  tim e  in

c o n ju n c tio n  w ith  r e s tr ic tio n s  o n  th e  v a lu e  o f s ta te . A s  e x p la in e d  e a r lie r, in  o r d e r to  s p e c if y

s ta te - c h a n g e  r e s tr ic tio n s  o v e r  tim e , th e  m o d e l d e f in e s  p o s s ib le  s y s te m  tr a c e s  th a t c a n  b e

le g a lly  g e n e ra te d  b y  a  s y s te m  w h ic h  c o m p lie s  w ith  a  p a rtic u la r  r e c o n fig u r a tio n
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s p e c ific a tio n . T h is  is  a  c o m m o n  te c h n iq u e  in  te m p o r a l s p e c if ic a tio n  w ith  n o n - te m p o r a l

la n g u a g e s .

T h e  a s s u m p tio n s  o n  s y n c h ro n y  a n d  e q u a l e x e c u tio n  tim e s  w e r e  m a d e  f o r  s im p lic ity  in

s p e c ify in g  s ta te  tr a c e s  ( a n d  p r o v in g  p r o p e r tie s  o v e r th o s e  tr a c e s ). T h u s , a  r e c o n fig u r a tio n

e ith e r : ( 1 )  ta k e s  4  c y c le s , in c lu d in g  th e  s ig n a l g e n e r a tio n  c y c le , to  c o m p le te  s u c c e s s f u lly ;

(2 )  ta k e s  2  c y c le s  to  c o m p le te  s u c c e s s f u lly  b e c a u s e  n o  c h a n g e  is  n e e d e d  ( a n  u n lik e ly  b u t

p o s s ib le  c a s e ) ; o r (3 )  ta k e s  le s s  th a n  4  c y c le s  b e c a u s e  a  s ig n a l is  g e n e r a te d  a n d  s e rv ic e d

b e f o r e  th e  r e c o n fig u r a tio n  is  c o m p le te . I n  th e  la tte r  c a s e , th e  f irs t r e c o n f ig u r a tio n  is  s im p ly

ig n o r e d . T h e  d iffe r e n t s ta g e s  o f r e c o n f ig u r a tio n  a re  s h o w n  in  d e ta il in  T a b le  1 . I n  th e  ta b le ,

a p p lic a tio n  i h a s  g e n e r a te d  a  r e c o n f ig u r a tio n  s ig n a l, a ll a p p lic a tio n s  w ill r e c o n f ig u r e , a n d

th e  n e w  s y s te m  c o n f ig u r a tio n  w ill b e  C t. 

Ta b le  1 : R e c o n fig u r a tio n  S ta g e s

F r a m e S ta g e Ac tio n P r e d ic a t e

1  (s ta r t) A p p lic a tio n  i:
interrupted

A ll o th e r  a p p lic a tio n s :
normal

N o n e N o n e

2 A p p lic a tio n  i:
halting

A ll o th e r  a p p lic a tio n s :
exec_halting

A p p lic a tio n s  e x e c u te  
f u n c tio n s  th a t a n tic ip a te  
r e c o n f ig u r a tio n

A p p lic a tio n  p o s tc o n d i-
tio n s

3 S C RA M :
prepare(C t) → all apps

A p p lic a tio n s  p r e p a r e  to  
tr a n s itio n  to  C t

A p p lic a tio n  tr a n s itio n  
c o n d itio n s  f o r  C t

4
( e n d )

S C RA M :
initialize → all apps

A p p lic a tio n s  in itia liz e , 
e s ta b lis h  o p e r a tin g  s ta te  
f o r  C t

A p p lic a tio n  p re c o n d i-
tio n s  f o r  C t
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5 .5 .1 . S y s t e m  s t a t e

A  re c o n f ig u r a b le  s y s te m  h a s  a  n u m b e r o f  e le m e n ts  o f  s y s te m  s ta te  th a t d o  n o t b e lo n g

to  a n y  a p p lic a tio n  ( o r d o  n o t e x is t a s  e x p lic it s ta te — e .g ., tim e ). T h e s e  e le m e n ts , c o lle c te d

in  th e  sys_state ty p e , a r e :

sp: T h e  re c o n f ig u r a tio n  s p e c if ic a tio n  a s s o c ia te d  w ith  th e  s ta te . ( T h is  m u s t

b e  c o n ta in e d  a s  p a r t o f  th e  s ta te  to  e n a b le  p a ra m e te r iz e d  ty p e

in s ta n tia tio n .)

st: T h e  s ta te  th a t th e  s y s te m  is  m a n ip u la tin g  e x p lic itly  (i.e ., c o n te n ts  o f

a p p lic a tio n s ’  s ta b le  s to ra g e ) .

reconf_st: T h e  r e c o n f ig u r a tio n  s ta g e  o f  e a c h  a p p lic a tio n . 

app_svclvls: T h e  c o n fig u ra tio n  o f  e a c h  a p p lic a tio n .

app_last_svcs: T h e  p r e v io u s  c o n f ig u r a tio n  o f  e a c h  a p p lic a tio n  ( to  b e  p r e c is e , th e

c o n f ig u ra tio n  o f  e a c h  a p p lic a tio n  d u r in g  th e  la s t S F T A ) .

svclvl: T h e  c o n f ig u r a tio n  id e n tifie r f o r c u rr e n t s y s te m  s ta te . T h is  is  r e p r e s e n te d

s e p a r a te ly  f ro m  th e  a p p lic a tio n  c o n fig u ra tio n s  b e c a u s e  if  th e  s y s te m

e n te r s  a n  in c o n s is te n t s ta te , o n e  c a n n o t b e  in f e r r e d  fr o m  th e  o th e r.

last_svc: L ik e w is e , th e  p r e v io u s  c o n f ig u r a tio n  id e n tif ie r.

t: T h e  tim e  a t w h ic h  th e  s ta te  is  tr u e  o f  th e  s y s te m .

5 .5 .2 . Ap p lic a t io n  e x e c u t io n

A p p lic a tio n  e x e c u tio n  is  m o d e le d  b y  s p e c if y in g  th e  a c tio n s  o f  th e  m o n ito r in g  la y e r f o r

a n  a p p lic a tio n . Re c a ll th a t th e  m o n ito r in g  la y e r is  th e  e le m e n t w ith  o v e r a ll c o n tr o l a t th e

a p p lic a tio n  le v e l. I t c h o o s e s  e a c h  c y c le  w h e th e r  to  c a rr y  o u t a n  a p p lic a tio n ’s  f u n c tio n , o r
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to  e x e c u te  o n e  o f th e  r e c o n fig u ra tio n  s ta g e s  f o r  th e  a p p lic a tio n . Its  c h o ic e  is  d e te r m in e d  b y

th e  s y s te m  re c o n f ig u r a tio n  s ta te  v a lu e  f o r  th a t a p p lic a tio n .

F a ilu r e s  a r e  m o d e le d  a s  a n  u n d e f in e d  fu n c tio n  th a t c a n  e ith e r  r e tu r n  th e  s a m e

re c o n f ig u r a tio n  s ta te  o r  in d ic a te  th a t a  r e c o n fig u r a tio n  s ig n a l h a s  b e e n  g e n e r a te d . F a ilu r e s

c a n  b e  in tr o d u c e d  a t a n y  tim e  w h e n  th e  s y s te m  is  n o t in  a  s a f e  c o n f ig u r a tio n . T h e  f u n c tio n

re p r e s e n tin g  th e  m o n ito r in g  la y e r, th e n , is :

monitor(st: sys_state, app: (st`sp`apps)) : sys_state =
CASES st`reconf_st(app) OF

normal  : execute(st, app),
interrupted  : st,
halting  : halt(st, app),
exec_halting : exec_halt(st, app),
prepping  : prep(st, app),
training  : execute(st, app)

ENDCASES

F u n c tio n  e x e c u tio n  o f a ll a p p lic a tio n s  m u s t b e h a v e  in  a  m a n n e r  e q u iv a le n t to  c a llin g

th e m  in  s e q u e n c e  o v e r  th e  s y s te m  s ta te . T h is  is  d o n e  in  th e  recursive_monitor f u n c tio n :

recursive_monitor(st: sys_state, apps: finseq[(st`sp`apps)],
n: below[apps`length]) :

RECURSIVE sys_state =
        IF (n = 0) THEN monitor(st, apps(0))
        ELSE monitor(recursive_monitor(st, apps, n-1), apps(n))
        ENDIF
MEASURE n

E x e c u tio n  a t th e  s y s te m  le v e l is  c a r rie d  o u t b y  th e  system_monitor f u n c tio n . I t c h e c k s

to  s e e  w h e th e r  s o m e  a p p lic a tio n  is  w a itin g  to  b e  to ld  its  n e w  c o n f ig u r a tio n  ( s in c e

re c o n f ig u r a tio n  p ro c e e d s  in  lo c k - s te p , th is  m e a n s  th a t th e y  a re  a ll w a itin g ) , a n d  if  n o  o th e r

s ig n a l h a s  b e e n  g e n e r a te d  ( a  s ig n a l o c c u r r in g  a t th is  s ta g e  r e s u lts  in  th e  o n ly  c a s e  in  w h ic h

th e  re c o n f ig u r a tio n  s ta tu s  o f  th e  a p p lic a tio n s  m ig h t n o t b e  s y n c h r o n iz e d ) , th e

system_monitor f u n c tio n  te lls  e a c h  a p p lic a tio n  its  n e w  c o n fig u r a tio n . T h e  d e la y  f ro m
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s ig n a l g e n e r a tio n  to  n e w  c o n fig u r a tio n  u p d a te s  a llo w s  a n  im p le m e n ta tio n  tim e  to  c h o o s e

th e  n e w  c o n f ig u r a tio n . A fte r  th e  n e w  c o n f ig u r a tio n  is  a s s ig n e d , th e  recursive_monitor

fu n c tio n  is  c a lle d , a n d  th e  a p p lic a tio n s  w ill p r e p a re  f o r a  tr a n s itio n  if  o n e  is  n e e d e d .

If  n o  a p p lic a tio n  is  w a itin g  to  b e  to ld  its  n e w  c o n fig u r a tio n , th e n  th e  r e c o n fig u r a tio n

s ta tu s  o f  e a c h  a p p lic a tio n  is  u p d a te d  to  r e f le c t th e  la s t c y c le ’s  c o m p le te d  c o m p u ta tio n

(u s in g  th e  next_config f u n c tio n ) , a n d  th e n  th e  recursive_monitor f u n c tio n  is  c a lle d  to

c a r r y  o u t a p p lic a tio n  e x e c u tio n  fo r  th e  c u r r e n t c y c le .

system_monitor(st: sys_state, e: env(st`sp`E)) : sys_state =
IF ((EXISTS (app: (st`sp`apps)) :

st`reconf_st(app) = halting) AND
(NOT EXISTS (app: (st`sp`apps)) :

st`reconf_st(app) = interrupted))
THEN LET (next_svc: (st`sp`S)) =

st`sp`choose(st`svclvl, e) IN
recursive_monitor(st WITH [

`reconf_st :=
(LAMBDA (app: (st`sp`apps)) :

IF st`sp`SCRAM_info`configs(next_svc)(app) /=
st`sp`SCRAM_info`configs(st`svclvl)(app)

THEN prepping
ELSE normal ENDIF),

`app_svclvls :=
(LAMBDA (app: (st`sp`apps)) :

st`sp`SCRAM_info`configs(next_svc)(app)), 
`app_last_svcs :=

(LAMBDA (app: (st`sp`apps)) : st`app_svclvls(app)), 
`last_svc := st`svclvl,
`svclvl :=

next_svc], st`sp`app_seq, card(st`sp`apps)-1)
ELSE recursive_monitor(next_config(st), st`sp`app_seq,

card(st`sp`apps)-1)
ENDIF

5 .5 .3 . E n v ir o n m e n ta l t r a n s it io n s

T h e  fin a l e le m e n t n e e d e d  to  c o n s tr u c t a  s ta te  tr a c e  s p e c if ic a tio n  is  a  f u n c tio n  to  d e fin e

v a lid  s e q u e n c e s  o f  e n v ir o n m e n ta l s ta te s . T h e  valid_env_trace f u n c tio n  r e s tric ts  s ta te

tr a c e s  o f  th e  e n v ir o n m e n t to  b e  s e q u e n c e s  w h e re  a n y  tw o  c o n s e c u tiv e  e n v iro n m e n ta l
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s ta te s  in  th e  s e q u e n c e : ( 1 )  a r e  th e  s a m e  e n v ir o n m e n ta l s ta te ; o r ( 2 )  m a p  to  a  v a lid

e n v ir o n m e n ta l tra n s itio n .

5 .5 .4 . S ta t e  t r a c e

W ith  th e s e  p ie c e s  in  p la c e , it is  n o w  p o s s ib le  to  d e fin e  a  v a lid  s e q u e n c e  o f  s y s te m

s ta te s . A  v a lid  s e q u e n c e  is  o n e  w h e r e : ( 1 )  th e  b e g in n in g  s ta te  is  a  n o n - r e c o n fig u r a tio n

s ta te ; (2 )  th e  s y s te m  a lw a y s  e v e n tu a lly  re a c h e s  a  n o n - r e c o n f ig u r a tio n  s ta te ; ( 3 ) a n y  s ta te  is

e q u a l to  th e  f u n c tio n  a p p lic a tio n  o f system_monitor to  th e  p r e v io u s  s ta te ; a n d  (4 )  th e

s y s te m  s ta te  is  s y n c h r o n iz e d  w ith  th e  e n v ir o n m e n t. T h e  sys_trace ty p e  fo r m a liz e s  th e s e

re q u ire m e n ts .

sys_trace : TYPE =
[# sp: reconf_spec,

env: valid_env_trace(sp`E, sp`R),
tr: {c: [cycle -> {s: sys_state | s`sp = sp}] |

(FORALL (c1, c2 : cycle) :
c1 + 1 = c2 => c(c2) =

system_monitor(c(c1), env(c1 * cycle_time))) AND
(FORALL (app: (sp`apps)) :

c(0)`reconf_st(app) = normal) AND
inv(sp, c(0)`svclvl, c(0)`st) AND
(FORALL (cyc1: cycle) :

EXISTS (cyc2: cycle) : cyc2 > cyc1 AND
FORALL (app: (sp`apps)) :

c(cyc2)`reconf_st(app) = normal)}
#]

5 .6 . R e c o n f ig u r a t io n  d e f in it io n

H a v in g  p r e s e n te d  th e  a b o v e  m o d e l, I  n o w  d is c u s s  th e  h ig h -le v e l p r o p e r tie s  I  r e q u ire  o f

a n y  re c o n f ig u r a tio n . D e fin in g  th e m  in  a n  a b s tr a c t s e n s e  a llo w s  m e  to  a rg u e  th a t th e

g e n e r a l r e q u ir e m e n ts  n e e d e d  fo r  a s s u r e d  r e c o n f ig u ra tio n  h a v e  b e e n  m e t. T h e  m o d e l w a s

c o n s tru c te d  a n d  re f in e d  to  e n a b le  p r o o f o f  th e s e  p r o p e r tie s .

I b e g in  b y  d e f in in g  r e c o n fig u ra tio n  in f o r m a lly  a s :
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th e  o p e r a tio n  th r o u g h  w h ic h  a  fu n c tio n  f:  A  → S  o f in te r a c tin g  a p p lic a tio n s  A
th a t o p e r a te  a c c o r d in g  to  c e r ta in  s p e c ific a tio n s  in  a  s e t S  o f s p e c ific a tio n s
tr a n s itio n s  to  a  fu n c tio n  f':  A  → S  o f in te r a c tin g  a p p lic a tio n s  A  th a t o p e r a te
a c c o r d in g  to  p o te n tia lly  d iffe r e n t s p e c ific a tio n s  in  S .

A n  a c tio n  th u s  c o m p ris e s  th e  c o rr e c t e x e c u tio n  o f  a ll a p p lic a tio n s  a i ∈ A  u n d e r  th e ir

re s p e c tiv e  s p e c if ic a tio n s  f( a i) . S y s te m  r e c o n f ig u r a tio n  is  o n ly  n e c e s s a r y  if  a i c a n n o t m a s k

th e  fa ilu r e , b u t m u s t tra n s itio n  to  a n  a lte rn a tiv e  s p e c if ic a tio n  in  o rd e r  to  c o m p le te  its

a p p lic a tio n  f a u lt- to le r a n t a c tio n . If  o n ly  a i m u s t r e c o n f ig u r e , th e n  ∀a j ≠ a i, f'( a j) =  f( a j) .

F o r m a lly , I  c h a r a c te r iz e  a s s u re d  r e c o n fig u ra tio n  a s  c e r ta in  p r o p e r tie s  th a t m u s t h o ld

o v e r  a n y  s e q u e n c e  o f  s ta te s  w h o s e  re c o n f ig u r a tio n  s ta tu s  is  n o t normal. T h e  s e q u e n c e  o f

s ta te s  is  r e p re s e n te d  b y  tw o  n a tu r a l n u m b e r s , r e p r e s e n tin g  th e  b e g in n in g  a n d  e n d in g

s y s te m  e x e c u tio n  c y c le  f o r th a t r e c o n f ig u r a tio n :

reconfiguration: TYPE = [# start_c: cycle, end_c: cycle #]

A ll o th e r s ta te  f o r  th e  re c o n f ig u r a tio n  is  r e p r e s e n te d  in  th e  s e q u e n c e  o f s y s te m  s ta te s

th a t m a k e  u p  th e  re c o n f ig u r a tio n . T h e  s e q u e n c e  is  b o u n d e d  a t th e  b e g in n in g  b y  a  s ig n a l

g e n e r a te d  b y  s o m e  a p p lic a tio n ; a n d  a t th e  e n d , b y  e ith e r  a  s e c o n d  s ig n a l g e n e r a te d  fr o m

s o m e  a p p lic a tio n , o r b y  a ll a p p lic a tio n s ’  h a v in g  f in is h e d  in itia liz a tio n  a n d  r e tu r n e d  to

normal s ta tu s . T h is  is  d e fin e d  f o rm a lly  in  th e  get_reconfigs fu n c tio n .

T h e  fo llo w in g  p r o p e r tie s  a r e  th o s e  th a t I  u s e  to  d e fin e  r e c o n f ig u r a tio n .

CP1: THEOREM
FORALL (s: sys_trace, r: (get_reconfigs(s))) :

r`start_c < r`end_c AND
reconfig_start?(s, r`start_c) AND
reconfig_end?(s, r`end_c) AND
FORALL (c: cycle) :

(r`start_c < c AND c < r`end_c => NOT reconfig_end?(s, c))
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T h is  p r o p e r ty  d e f in e s  w h a t m a k e s  u p  a  r e c o n fig u ra tio n , a n d  is  e s s e n tia lly  a  r e p e titio n

o f th e  get_reconfigs fu n c tio n , in c lu d e d  f o r c la r ity  in  th e  d is c u s s io n  o f a b s tra c t

p ro p e r tie s .

CP2: THEOREM
FORALL (s: sys_trace, r: (get_reconfigs(s))) :

(r`end_c - r`start_c = 1 AND 
s`tr(r`end_c)`svclvl = s`tr(r`start_c)`svclvl) OR
EXISTS (c: cycle) :

r`start_c <= c AND c <= r`end_c AND
s`tr(r`end_c)`svclvl =

s`sp`choose(s`tr(c)`svclvl, s`env(c*cycle_time))

CP2 s ta te s  th a t e ith e r : (1 )  a  s ig n a l w a s  g e n e r a te d  b e f o r e  a p p lic a tio n s  w e re  n o tif ie d  o f

th e  n e w  c o n f ig u r a tio n , a n d  s o  th e  r e c o n fig u r a tio n  e n d s  w ith  th e  s y s te m  in  th e  s a m e

c o n f ig u ra tio n  it w a s  in  w h e n  th e  r e c o n f ig u ra tio n  b e g a n ; o r ( 2 )  th e  r e c o n fig u ra tio n  r e a c h e d

th e  n o tif ic a tio n  s ta g e , a n d  s o  a t th e  e n d  o f  th e  re c o n f ig u r a tio n  ( re g a r d le s s  o f  w h e th e r  th e

re c o n f ig u r a tio n  w e re  in te r r u p te d ) , th e  s y s te m  w ill b e  in  a  n e w  c o n fig u r a tio n  w h ic h  is

c o n s is te n t w ith  th e  s y s te m  c o n f ig u r a tio n  a n d  e n v ir o n m e n ta l c o n d itio n s  in  e ffe c t w h e n  th e

n e w  c o n fig u r a tio n  w a s  s e le c te d .

CP3: THEOREM
FORALL (s: sys_trace, r: (get_reconfigs(s))) :

(r`end_c - r`start_c + 1)*cycle_time <=
s`sp`T(s`tr(r`start_c)`svclvl, s`tr(r`end_c)`svclvl)

CP3 r e q u ir e s  th a t a ll r e c o n f ig u ra tio n s  c o m p le te  w ith in  th e ir r e q u ir e d  tim e  b o u n d . A s

e x p la in e d  a b o v e , p r o o f  o f  th is  p r o p e r ty  is  s tra ig h tf o r w a r d  b e c a u s e  o f  th e  s y n c h r o n y  o f  th e

s y s te m  m o d e l, b u t it is  s till im p o r ta n t to  r e p r e s e n t a t a  h ig h  le v e l o f  a b s tr a c tio n .

CP4: THEOREM
FORALL (s: sys_trace, c: cycle) :

% The function invariant holds
inv(s`sp, s`tr(c)`svclvl, s`tr(c)`st) OR
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(c > 0 AND
 FORALL (app: (s`sp`apps)):

% the application generated a signal during the
% preparation stage and
% still meets the last configuration's invariant
(s`tr(c)`reconf_st(app) = interrupted AND

(s`tr(c-1)`reconf_st(app) = halting OR
s`tr(c-1)`reconf_st(app) = exec_halting) AND

(s`sp`SCRAM_info`configs(s`tr(c-1)`svclvl)(app) /=
s`sp`SCRAM_info`configs(s`tr(c)`svclvl)(app)) AND

inv(app`modules,
app`svcmap(s`sp`SCRAM_info`configs

(s`tr(c-1)`svclvl)(app)), s`tr(c)`st)) OR
% The application did not receive a signal during the
% preparation stage and meets the new invariant
inv(app`modules, app`svcmap

(s`sp`SCRAM_info`configs(s`tr(c)`svclvl)(app)),
s`tr(c)`st))

A s  th e  r e c o n f ig u r a tio n  a r c h ite c tu r e  h a s  b e e n  w ritte n  a n d  r e f in e d , I  h a v e  fo u n d  a

s ig n if ic a n t n u m b e r  o f  fla w s  w h e n  I  h a v e  b e e n  u n a b le  to  p ro v e  c e r ta in  p ro p e r tie s . T h e

d iff e r e n t c a s e s  th a t m u s t b e  a d d re s s e d  in  CP4 a r e  a n  e x a m p le  o f  th is . G e n e r a lly , o n e  w o u ld

e x p e c t th a t th e  in v a r ia n t f o r th e  c u r re n t c o n fig u r a tio n  w ill h o ld  a t th e  e n d  o f  e a c h

e x e c u tio n  c y c le . T h is  is  im p o s s ib le  to  g u a ra n te e  d u r in g  r e c o n f ig u r a tio n  u n le s s : ( 1 )

a d d itio n a l s ig n a ls  g e n e r a te d  b y  a n y  a p p lic a tio n  th a t m u s t r e c o n f ig u r e  c a n n o t b e  a d d re s s e d

b e tw e e n  th e  tim e  th e  a p p lic a tio n s  a r e  to ld  o f  th e  n e w  c o n fig u r a tio n  a n d  th e  tim e  th e

tr a n s itio n  c o n d itio n  h a s  b e e n  m e t; (2 )  a n y  p o s s ib le  s ig n a ls  w ill n o t d is r u p t tra n s itio n ; o r

(3 )  a n  e x p lic it r o llb a c k  o r r o llf o r w a r d  m e c h a n is m  e x is ts  fo r  th e  s y s te m ; a  r o llb a c k

m e c h a n is m  m u s t b e  a p p lie d  to  a ll re c o n f ig u r in g  a p p lic a tio n s  if  o n e  g e n e r a te s  a  s ig n a l, o r  a

ro llf o r w a r d  m e c h a n is m  m u s t b e  a p p lie d  to  th e  a p p lic a tio n  g e n e r a tin g  th e  n e w  s ig n a l to

e n s u r e  th a t its  s ta te  is  c o n s is te n t w ith  th e  n e w  c o n f ig u r a tio n . CP4 s ta te s  th a t th e  in v a r ia n t

h o ld s  if  n o  a p p lic a tio n  g e n e r a te s  a  s ig n a l w h ile  p re p a r in g  to  tra n s itio n , a n d  th a t if  th e  la tte r

is  th e  c a s e , a  m ix  o f  th e  o ld  in v a ria n t a n d  th e  n e w  in v a r ia n t h o ld s .
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CP5: THEOREM
FORALL (s: sys_trace, r: (get_reconfigs(s))) :

% the reconfiguration was not interrupted and some
% application reconfigured
(r`end_c - r`start_c = 3 AND

FORALL (app: (s`sp`apps)) :
(s`sp`SCRAM_info`configs(s`tr(r`start_c)`svclvl)(app)

/= s`sp`SCRAM_info`configs
(s`tr(r`end_c)`svclvl)(app) AND

pre(app`modules, app`svcmap(s`sp`SCRAM_info`configs
(s`tr(r`end_c)`svclvl)(app)), s`tr(r`end_c)`st)

OR
(s`sp`SCRAM_info`configs(s`tr(r`start_c)`svclvl)(app)

= s`sp`SCRAM_info`configs(s`tr(r`end_c)`svclvl)(app)
AND
inv(app`modules, app`svcmap(s`sp`SCRAM_info`configs

(s`tr(r`end_c)`svclvl)(app)),
s`tr(r`end_c)`st))))OR

% the reconfiguration was not interrupted but no application
% reconfigured
(r`end_c - r`start_c = 2 AND

FORALL (app: (s`sp`apps)) :
(s`sp`SCRAM_info`configs(s`tr(r`start_c)`svclvl)(app)

= s`sp`SCRAM_info`configs(s`tr(r`end_c)`svclvl)(app)
AND inv(app`modules, app`svcmap

(s`sp`SCRAM_info`configs(s`tr(r`end_c)`svclvl)
(app)), s`tr(r`end_c)`st)))

OR
% the reconfiguration was interrupted
EXISTS (app: (s`sp`apps)) :

s`tr(r`end_c)`reconf_st(app) = interrupted

CP5 s e ts  o u t th r e e  a lte r n a tiv e s  f o r p r e d ic a te s  th a t c a n  b e  tr u e  a t th e  e n d  o f  a

re c o n f ig u r a tio n : ( 1 )  th e  re c o n f ig u r a tio n  w a s  n o t in te r r u p te d  a n d  s o m e  a p p lic a tio n

re c o n f ig u r e d ; (2 )  th e  r e c o n f ig u r a tio n  w a s  n o t in te rr u p te d  b u t n o  a p p lic a tio n  r e c o n f ig u re d ;

o r (3 )  th e  r e c o n fig u ra tio n  w a s  in te r r u p te d — in  w h ic h  c a s e , n o  g u a r a n te e s  a r e  m a d e  a p a r t

fr o m  th o s e  s ta te d  a b o v e .

5 .7 . Ar c h it e c t u r e  in s t a n t ia t io n s

A s  e x p la in e d  a b o v e , a n y  s y s te m  r e c o n fig u r a tio n  s p e c if ic a tio n  th a t c o m p lie s  w ith  th e

a r c h ite c tu r e  is  g u a r a n te e d  to  p o s s e s s  th e  h ig h - le v e l p r o p e rtie s  lis te d  in  S e c tio n  5 .6 . T h is
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s e c tio n  s k e tc h e s  th e  d e v e lo p m e n t p ro c e s s  f o r  a  r e c o n f ig u ra b le  s y s te m  b u ilt w ith  th e

a r c h ite c tu r e . T h e  p r o d u c ts  o f  th is  p ro c e s s  a r e  illu s tr a te d  in  F ig u r e  4 . C h a p te r  6  p r e s e n ts  a n

e x a m p le  s y s te m  s p e c if ic a tio n  th a t c o m p lie s  w ith  th e  a r c h ite c tu r e .

T o  u s e  th e  a r c h ite c tu r e  f o r  a  p a rtic u la r  s y s te m , th e  s y s te m ’s  d e s ig n e rs  w o u ld  f irs t

s p e c ify  e a c h  a p p lic a tio n  in  th e  s y s te m  a s  a n  in s ta n c e  o f  th e  P V S  ty p e  f o r a p p lic a tio n s

(d e s c rib e d  in  S e c tio n  5 .3 .3 ) . T h e y  w o u ld  th e n  d e te r m in e  c o n fig u ra tio n , e n v ir o n m e n t, a n d

tr a n s itio n  c h a r a c te r is tic s  o f  th e  s y s te m  th a t m u s t b e  p r o v id e d  to  th e  S C RA M . T h e y  w o u ld

c o m b in e  th o s e  c h a r a c te ris tic s  w ith  th e  a p p lic a tio n  s p e c ific a tio n s  to  c r e a te  a  s p e c ific a tio n

o f th e  s y s te m  a s  a n  in s ta n c e  o f  th e  P V S  r e c o n f ig u r a tio n  s p e c if ic a tio n  ty p e  ( d e s c r ib e d  in

S e c tio n s  5 .4 .2  a n d  5 .4 .3 ) .

Re c o n f ig u r a tio n
s p e c if ic a tio n  ty p e

F ig u r e  4 . S o f tw a r e  P r o d u c ts  f o r a  S p e c if ic  S y s te m

A p p lic a tio n  ty p e

S y s te m  
r e c o n f ig u r a tio n  

s p e c if ic a tio n

S y s te m  a p p lic a tio n  
s p e c if ic a tio n s

H ig h - le v e l p r o p e r tie s

S y s te m - s p e c if ic
S C RA M  d a ta

Re u s a b le  S C RA M  
im p le m e n ta tio n

S C RA M  s p e c if ic a tio n  
( s y s te m  in te r a c tio n s )

V e r if ie d  a p p lic a tio n  
im p le m e n ta tio n s

P r o v id e d  in  
th is  w o r k

R e u s a b le  b u t 
n o t p r o v id e d  
in  th is  w o r k

S y s te m -
s p e c ific

A r c h ite c tu re  P r o p e r ty  p r o o f s

T C C  p r o o f sT C C  p r o o f s
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T h e  s y s te m  d e v e lo p e rs  w o u ld  th e n  n e e d  to  e n s u r e  th a t th e ir  r e c o n fig u r a tio n

s p e c ific a tio n  in s ta n c e  h a d  th e  p ro p e r tie s  r e q u ir e d  b y  th e  a rc h ite c tu re . T o  d o  th is , th e y

w o u ld  ty p e - c h e c k  th e  r e c o n f ig u r a tio n  s p e c ific a tio n  in s ta n c e  a g a in s t th e  a b s tr a c t ty p e

d e f in itio n  f o r  a  r e c o n f ig u r a tio n  s p e c ific a tio n . G iv e n  th e  c o m m a n d  to  ty p e - c h e c k  th e

s p e c ific a tio n , P V S  w o u ld  e ith e r  d e c id e  th a t th e  s p e c if ic a tio n  c o m p lie d  w ith  th e

a r c h ite c tu r e , o r  w o u ld  g e n e ra te  p ro o f  o b lig a tio n s . T h e  d e v e lo p e r s  w o u ld  d is c h a rg e  th e

p ro o f  o b lig a tio n s  to  e n s u re  th a t th e  s y s te m  s p e c if ic a tio n  h a d  th e  h ig h - le v e l p r o p e rtie s  fr o m

S e c tio n  5 .6 .

O n c e  th e  s p e c if ic a tio n  in s ta n c e  h a d  b e e n  c o n s tru c te d  a n d  v e r if ie d  a g a in s t th e

a r c h ite c tu r e , a n  im p le m e n ta tio n  o f th e  s y s te m  w o u ld  b e  b u ilt. S e c tio n  4 .5 .3  d e s c r ib e s  a

p o s s ib le  im p le m e n ta tio n  p la tfo r m . A  h ig h -le v e l la n g u a g e  im p le m e n ta tio n  o f e a c h

a p p lic a tio n  w o u ld  n e e d  to  b e  c o n s tr u c te d . T h e  S C RA M  is  a  re u s a b le  c o m p o n e n t; f u tu r e

w o r k  in  p r a c tic a l a p p lic a tio n  o f  r e c o n f ig u ra tio n  in c lu d e s  c o n s tr u c tin g  a  S C RA M

im p le m e n ta tio n  th a t is  p a r a m e te r iz e d  o v e r s y s te m - s p e c if ic  in fo r m a tio n . G iv e n  s u c h  a n

im p le m e n ta tio n , th e  d e s ig n e r s  w o u ld  p r o v id e  th e  c o n f ig u r a tio n , e n v iro n m e n t, a n d

tr a n s itio n  p a ra m e te r s  in  th e  r e c o n fig u r a tio n  s p e c if ic a tio n  to  th e  s ta n d a r d  S C RA M

im p le m e n ta tio n . T h e  d e s ig n e rs  w o u ld  v e r if y  th a t th e  im p le m e n ta tio n  s a tis f ie d  th e

s p e c ific a tio n  ( p o s s ib ly  w ith  th e  h e lp  o f  s a f e  p ro g r a m m in g , s a f e ty  k e rn e ls , o r  p ro te c tio n

s h e lls ) . F in a lly , th e y  w o u ld  c o n d u c t s y s te m  te s ts  to  c h e c k  th a t th e  f o r m a lis m s  u s e d  to

m o d e l th e  s y s te m  m a tc h e d  th e  d e s ire d  s y s te m  f u n c tio n .1

1 . T h e  e x te n t o f  th e  s y s te m  te s ts  w o u ld  b e  d e fin e d  b y  th e  a p p ro p ria te  r e g u la to r y  a g e n c y . T h e  F e d -
e r a l A v ia tio n  A d m in is tra tio n , f o r  in s ta n c e , c u r re n tly  a llo w s  p rim a r y  fu n c tio n  to  b e  te s te d  u s in g  
th e  r e q u ir e m e n ts  f o r  o n e  c r itic a lity  le v e l lo w e r  th a n  th e  d e f in e d  s y s te m  c r itic a lity  le v e l w h e n  a  
b a c k u p  f u n c tio n  e x is ts .
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5 .8 . S u m m a r y

I h a v e  c o n s tr u c te d  a  f o r m a l fr a m e w o rk  in  P V S , d e f in e d  p r o p e r tie s  I w a n t to  b e  tr u e  o f

th e  fr a m e w o r k , a n d  p r o v e d  th e  p ro p e r tie s  u s in g  P V S . T h e  s p e c if ic a tio n  is  a  s e t o f  ty p e s

th a t e n f o r c e s  a ll o f  th e  d e s ire d  s y s te m  p ro p e r tie s  b y  p la c in g  ty p e  r e s tric tio n s  o n  a n y

in s ta n tia tio n . A n  in s ta n tia tio n  o f  th e  a rc h ite c tu r e  d e f in e d  in  P V S  w o u ld  b e  a  s e t o f  P V S

s p e c ific a tio n s  fo r  th e  a p p lic a tio n s  in  th e  s y s te m , a lo n g  w ith  s y s te m -s p e c if ic  c o n fig u r a tio n

a n d  e n v iro n m e n ta l in f o r m a tio n .

T h e  ty p e  m e c h a n is m s  o f  P V S  a r e  u s e d  to  a u to m a tic a lly  g e n e r a te  a ll o f th e  p r o o f

o b lig a tio n s  re q u ir e d  to  v e r if y  th a t a  s y s te m  in s ta n c e  is  c o m p lia n t w ith  th e  ty p e  s y s te m .

B e c a u s e  o f  th e  s tr u c tu r e  o f  th e  f o r m a l m o d e l w ith in  P V S , c o m p lia n c e  w ith  th e  ty p e  s y s te m

a u to m a tic a lly  im p lie s  c o m p lia n c e  w ith  th e  h ig h - le v e l p r o p e rtie s . T h u s , th e  p r o o f s  o f  th e

h ig h - le v e l p r o p e r tie s  c a n  b e  u s e d  w ith  n o  m o d if ic a tio n s  f o r  a n y  s y s te m  th a t m e e ts  th e  ty p e

re q u ire m e n ts . A n  e x a m p le  o f  a n  in s ta n c e  o f  th e  a r c h ite c tu r e  is  p r e s e n te d  in  th e  n e x t

c h a p te r.
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C H AP T E R  6

U AV  E x a m p le

6 .1 . I n t r o d u c t io n

I n  o r d e r  to  a s s e s s  th e  f e a s ib ility  o f  u s in g  th e  a p p r o a c h  o u tlin e d  in  th is  w o r k  a n d  to

d e m o n s tr a te  th e  c o n c e p ts  th a t c o n s titu te  th e  a p p r o a c h , I h a v e  s p e c if ie d  a n  e x a m p le

re c o n f ig u r a b le  s y s te m . T h e  f u ll s p e c ific a tio n  c a n  b e  fo u n d  in  A p p e n d ix  B . T h e  s y s te m  is  a

h y p o th e tic a l a v io n ic s  s y s te m  th a t is  r e p r e s e n ta tiv e , in  p a rt, o f  w h a t m ig h t b e  f o u n d  o n  a

m o d e r n  u n m a n n e d  a e r ia l v e h ic le  (U A V ) . T h e  e x a m p le  s y s te m  in c lu d e s  f o u r  fu n c tio n a l

a p p lic a tio n s :

S e n s o r s

T h e  sensors a p p lic a tio n  g e n e r a te s  s im u la te d  v a lu e s  o f a ltitu d e  a n d  h e a d in g  th a t w o u ld

n o rm a lly  b e  r e a d  f ro m  th e  a ir c ra f t’s  e n v ir o n m e n t. T h is  a p p lic a tio n  a ls o  m o n ito r s

e n v ir o n m e n ta l c h a r a c te ris tic s  (d e s c r ib e d  b e lo w )  th a t a ff e c t th e  a p p r o p r ia te n e s s  o f a

p a r tic u la r s y s te m  c o n fig u ra tio n  f o r  th e  c u r r e n t e n v ir o n m e n t.
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F C S

T h e  f lig h t c o n tr o l s y s te m  (FCS)  r e c e iv e s  d ir e c tio n s  o n  c h a n g e s  in  a ltitu d e  a n d  h e a d in g

fr o m  e ith e r  th e  p ilo t o r  th e  a u to p ilo t, a n d  c o m p u te s  a p p r o p r ia te  c o m m a n d s  to  s e n d  to  th e

c o n tr o l s u r fa c e  a c tu a to rs  to  e ffe c t th e  c h a n g e s .

A u to p ilo t

T h e  autopilot c a n  b e  p r o g r a m m e d  w ith  a  ta rg e t a ltitu d e  o r  a  ta rg e t h e a d in g , a n d  w ill

s e n d  c o m m a n d s  to  th e  F C S  b a s e d  o n  th e  a irc r a ft’s  d e v ia tio n  fr o m  th e  ta rg e t.

P ilo t in te r fa c e

T h e  pilot_interface a p p lic a tio n  s im u la te s  p ilo t c o m m a n d s  a n d  tra n s m its  th e

c o m m a n d s  to  th e  a u to p ilo t.

F o r  e a c h  a p p lic a tio n , o n ly  m in im a l v e r s io n s  o f  f u n c tio n a lity  h a v e  b e e n  im p le m e n te d

s in c e  th e  s y s te m  is  n o t in te n d e d  fo r  o p e ra tio n a l u s e . H o w e v e r, e a c h  a p p lic a tio n

im p le m e n ts  a  c o m p le te  r e c o n fig u r a tio n  in te r f a c e , in c lu d in g  th e  c a p a b ility  to  p ro v id e

m u ltip le  f u n c tio n a litie s  w h e r e  a p p r o p r ia te .

T h e  s y s te m  a ls o  m o d e ls  th r e e  a s p e c ts  o f  th e  e n v iro n m e n t th a t c a n  tr ig g e r  a

re c o n f ig u r a tio n :

E le c tr ic a l p o w e r

T h e  h y p o th e tic a l a ir c ra f t’s  e le c tric a l p o w e r  g e n e r a tio n  s y s te m  c o n ta in s  a n  a lte r n a to r  a n d  a

b a tte r y . T h e  s y s te m  s w itc h e s  in d e p e n d e n tly  o f  th e  r e c o n f ig u r a b le  s y s te m  if  o n e  o f its

c o m p o n e n ts  f a ils ; it m e re ly  p ro v id e s  d e ta ils  o f its  s ta te  to  th e  s y s te m . F a ilu r e  o f th e

a ir c ra f t’s  a lte rn a to r c a u s e s  th e  a ir c r a f t to  s w itc h  to  its  b a c k u p  b a tte r y  p o w e r  s o u rc e , a n d  a t

th a t p o in t s o m e  c o m p u ta tio n s  n e e d  to  b e  c u rta ile d  to  p r e s e r v e  b a tte ry  life .
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R u d d e r

T h e  a irc r a f t’s  r u d d e r c a n  b e c o m e  s tu c k  in  a  h a r d -o v e r  p o s itio n , re q u irin g  th e  F C S  to

c o m p e n s a te  f o r its  in a p p ro p r ia te  p o s itio n .

A u to p ilo t

T w o  ty p e s  o f u n m a s k e d  f a u lts  a r e  p o s s ib le  in  th e  a u to p ilo t: a  f a ilu r e  o f  th e  h e a d in g  c o n tr o l

s u b s y s te m , a n d  a  f a ilu r e  o f th e  e n tir e  s y s te m . T h e  s p e c if ic s  o f  th e  o r ig in a tin g  fa u lts  a re  n o t

s p e c ifie d . W h ile  th e  f a ilu re  c o m e s  f r o m  w ith in  o n e  o f  th e  fu n c tio n a l a p p lic a tio n s , it is

m o d e le d  a s  a  p a r t o f th e  e n v iro n m e n t b e c a u s e  it is  s o m e th in g  th a t th e  s y s te m  its e lf is

u n a b le  to  c o n tro l ( o th e r w is e  th e  o rig in a tin g  fa u lt w o u ld  b e  m a s k e d ) . 

6 .2 . S y s t e m  c o n f ig u r a tio n s

M y  e x a m p le  s y s te m  is  d e s ig n e d  to  o p e ra te  in  n in e  d iff e r e n t c o n f ig u r a tio n s . T h e

s e n s o r s  a n d  p ilo t in te r fa c e  e a c h  h a v e  o n ly  o n e  c o n f ig u r a tio n , a n d  a re  a s s u m e d  to  b e

d e p e n d a b le  e n o u g h  th a t th e y  a r e  n o t th e  lim itin g  f a c to r  in  s y s te m  d e p e n d a b ility . T h u s ,

th e y  a r e  a s s u m e d  to  b e  w o rk in g  c o r re c tly  in  e a c h  c o n f ig u ra tio n . O th e r  a p p lic a tio n s  c a n  b e

in  d iff e re n t c o n f ig u r a tio n s , a c c o rd in g  to  th e  p o s s ib le  fa ilu r e s  d e s c r ib e d  a b o v e . T h e  s y s te m

c o n f ig u ra tio n s  a r e  s h o w n  in  T a b le  1  ( th e  s e n s o r s  a n d  p ilo t in te rf a c e  c o n fig u ra tio n s  a r e  n o t

lis te d  b e c a u s e  th e y  a r e  th e  s a m e  in  a ll s y s te m  c o n f ig u ra tio n s , a s  d e s c r ib e d  b e lo w ) .

6 .3 . E n v ir o n m e n t a l s t a t e s  a n d  t r a n s itio n s

T h e re  a r e  th r e e  re le v a n t e n v ir o n m e n ta l f a c to r s  in  th e  s y s te m :
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E le c tr ic a l p o w e r  g e n e r a tio n  s y s te m  (electrics)

P o w e r  c a n  b e  e ith e r  g e n e r a te d  b y  th e  a lte r n a to r  (alternator) o r  s u p p lie d  b y  th e  b a tte r y

(battery) .

R u d d e r  s ta tu s  (rudder)

T h e  r u d d e r c a n  b e  w o r k in g  p r o p e r ly  (working) , s tu c k  h a rd - o v e r  to  th e  le f t

(hard_over_left) , o r s tu c k  h a rd - o v e r  to  th e  r ig h t (hard_over_right) .

C o n fig u r a tio n P o w e r Ru d d e r A u to p ilo t F C S

F u ll S e r v ic e
a lte rn a to r w o r k in g f u lly  f u n c -

tio n a l
f u n c tio n in g  
n o rm a lly

A ltitu d e  H o ld  O n ly
a lte rn a to r w o r k in g a ltitu d e  h o ld  

o n ly
f u n c tio n in g  
n o rm a lly

F lig h t C o n tro l O n ly
a lte rn a to r w o r k in g n o n fu n c tio n a l f u n c tio n in g  

n o rm a lly

F lig h t C o n tro l O n ly
b a tte r y w o r k in g d is a b le d f u n c tio n in g  

n o rm a lly

Ru d d e r H a rd - O v e r  
L e f t/Rig h t

a lte rn a to r h a rd - o v e r  
le f t/r ig h t

f u lly  f u n c -
tio n a l

c o m p e n s a t-
in g  f o r  r u d d e r

Ru d d e r H a rd - O v e r  
L e f t/Rig h t, A ltitu d e  

H o ld  O n ly

a lte rn a to r h a rd - o v e r  
le f t/r ig h t

a ltitu d e  h o ld  
o n ly

c o m p e n s a t-
in g  f o r  r u d d e r

Ru d d e r H a rd - O v e r  
L e f t/Rig h t, F lig h t 

C o n tr o l O n ly

a lte rn a to r h a rd - o v e r  
le f t/r ig h t

n o n fu n c tio n a l c o m p e n s a t-
in g  f o r  r u d d e r

Ru d d e r H a rd - O v e r  
L e f t/Rig h t, F lig h t 

C o n tr o l O n ly

b a tte r y h a rd - o v e r  
le f t/r ig h t

d is a b le d c o m p e n s a t-
in g  f o r  r u d d e r

T a b le  1 :  S y s t e m  C o n fig u r a tio n s
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A u to p ilo t s ta tu s  (autopilot)

T h e  a u to p ilo t is  a b le  to  p ro v id e  a ll s e r v ic e s  (fullsvc) , a b le  to  p r o v id e  a ltitu d e  h o ld  o n ly

(alt_hold_only) , o r n o t a b le  to  fu n c tio n  (disabled) .

T r a n s itio n s  a re  lim ite d  to  o n ly  th o s e  th a t d e g ra d e  a ir c r a ft c a p a b ilitie s . N o  a s s u m p tio n s

a r e  m a d e  a b o u t c o in c id e n t f a ilu re s .

6 .4 . S y s t e m  t r a n s it io n s

P e rm is s ib le  s y s te m  tr a n s itio n s  a r e  d e fin e d  b y  tw o  p r e d ic a te s : degraded, w h ic h

re f le c ts  th e  e n v iro n m e n ta l tr a n s itio n  r e s tric tio n  th a t r e p a ir  w ill n o t o c c u r d u r in g  f lig h t; a n d

appropriate, w h ic h  tie s  s p e c ific  r e c o n fig u ra tio n s  to  s p e c ific  e n v iro n m e n ta l s ta te s . A n y

tr a n s itio n  th a t s a tis fie s  th e s e  c r ite r ia  is  in c lu d e d .

6 .5 . Ap p lic a t io n s

T h e  m o d u la r s tru c tu r e  o f  th e  s y s te m  a p p lic a tio n s  is  a s  f o llo w s :

S e n s o r s  a n d  P ilo t In te r fa c e

T h e  sensors a p p lic a tio n  a n d  th e  pilot_interface a p p lic a tio n  a r e  a s s u m e d  n o t to  f a il,

a n d  s o  h a v e  o n ly  o n e  c o n fig u ra tio n  e a c h . A ls o , b e c a u s e  th e y  r e p r e s e n t r a th e r  th a n  p ro v id e

fu n c tio n a lity  in  th is  s y s te m , th e y  in c lu d e  o n ly  o n e  s im p le  m o d u le .

A u to p ilo t

T h e  a u to p ilo t h a s  o n ly  o n e  m o d u le , b u t th is  m o d u le  h a s  th re e  s e r v ic e  le v e ls :

ap_compute_standard, ap_compute_ah_only, a n d  ap_compute_off.

ap_compute_standard e x e c u te s  th e  fu ll a u to p ilo t f u n c tio n , in c lu d in g  b o th  h e a d in g  a n d
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a ltitu d e  h o ld  c a p a b ilitie s . ap_compute_ah_only e x e c u te s  a ltitu d e  h o ld  f u n c tio n  o n ly .

ap_compute_off d is a b le s  th e  a u to p ilo t.

F lig h t C o n tr o l S y s te m  ( F C S )

T h e  FCS a p p lic a tio n  h a s  th re e  m o d u le s . T h e  firs t m o d u le , FCS_calc, p e r f o rm s  th e  b a s ic

c a lc u la tio n  o f  v a lu e s  th a t w ill b e  p a s s e d  to  th e  a c tu a to rs , b a s e d  o n  in p u ts  f r o m  e ith e r  th e

p ilo t o r  th e  a u to p ilo t. T h e  s e c o n d  m o d u le , FCS_adjust, m o d if ie s  th e  o u tp u t o f  FCS_calc

to  c o m p e n s a te  f o r a  r u d d e r h a r d -o v e r  c o n d itio n , if o n e  e x is ts . T h e  th ir d  m o d u le ,

FCS_output, tr a n s m its  th e  ( m o d if ie d  o r  u n m o d if ie d )  o u tp u t o f  FCS_calc to  th e  a c tu a to r s .

T h is  th ir d  m o d u le  a llo w s  s e p a r a tio n  o f  c o n c e rn s  to  b e  m a in ta in e d . FCS_adjust d o e s  n o t

m o d if y  th e  v a lu e s  in  th e  s c o p e  o f  FCS_calc d ir e c tly ; FCS_calc a n d  FCS_adjust h a v e

th e ir  o w n  s ta te , a n d  FCS_output c h o o s e s  th e  a p p r o p ria te  v a lu e s  to  tr a n s m it to  th e

a c u ta to r s .

T h e  r e c o n f ig u r a tio n  in te r f a c e s  f o r  th e  f o u r  a p p lic a tio n s  d e s c r ib e d  a b o v e , th e  n in e

a c c e p ta b le  c o n f ig u r a tio n s , a n d  th e  tra n s itio n s  b e tw e e n  c o n fig u r a tio n s  a re  s p e c ifie d  in

P V S . T h e  in s ta n tia tio n  h a s  b e e n  ty p e -c h e c k e d  a g a in s t th e  a b s tra c t s p e c if ic a tio n  d e s c rib e d

in  C h a p te r  5 , a n d  th e  g e n e r a te d  p r o o f  o b lig a tio n s  h a v e  b e e n  d is c h a rg e d . T h e  p r o o f

o b lig a tio n s  f o r  th e  flig h t c o n tr o l a p p lic a tio n  a n d  th e  e x a m p le  r e c o n fig u r a tio n  s p e c ific a tio n

a r e  d o c u m e n te d  in  A p p e n d ix  C .

6 .6 . An  e x a m p le  s y s t e m  f a u lt - to le r a n t  a c t io n

In  th e  e x a m p le  in s ta n tia tio n , e a c h  A F T A  a n d  e a c h  S F T A  e x e c u te  a s  d e s c r ib e d  in

S e c tio n s  4 .3  a n d  5 .5 . C o n s id e r, f o r e x a m p le , a n  S F T A  th a t is  e x e c u tin g  in  th e  F u ll S e rv ic e

c o n f ig u ra tio n  w h e n  th e  r u d d e r b e c o m e s  s tu c k  in  a  h a r d - o v e r  le f t p o s itio n . T h e  s e q u e n c e  o f
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re c o n f ig u r a tio n  s te p s  f o r th is  c a s e  is  s h o w n  in  T a b le  2 . F irs t, th e  s y s te m  s e n s o r s  n o te  th e

fa ilu r e  a n d  g e n e r a te  a  s ig n a l f o r  th e  s y s te m  to  r e c o n f ig u re  d u rin g  F r a m e  1  o f  th e  S F T A .

T h e  s ig n a l is  p a s s e d  ( lo g ic a lly )  fr o m  th e  S C RA M  to  a ll a p p lic a tio n s  a t th e  b e g in n in g  o f

F r a m e  2 ; th e  sensors a p p lic a tio n  e x e c u te s  its  halt f u n c tio n , w h ile  th e  o th e r  a p p lic a tio n s

e x e c u te  th e ir  exec_halt fu n c tio n s  d u rin g  th is  fr a m e . C o n c u r r e n tly , th e  S C RA M  c o m p u te s

th e  c o n f ig u r a tio n  to  w h ic h  th e  s y s te m  w ill tra n s itio n .

A t th e  b e g in n in g  o f F r a m e  3 , th e  S C RA M  n o tif ie s  th e  a p p lic a tio n s  th a t th e y  w ill

tr a n s itio n  to  m e e t th e ir  a p p lic a tio n  c o n f ig u r a tio n s  th a t c o r re s p o n d  to  th e  n e w  s y s te m

c o n f ig u ra tio n , Ru d d e r  H a rd - o v e r L e f t. B e c a u s e  th e  F C S  w ill c o m p e n s a te  f o r th e  h a rd - o v e r

c o n d itio n , it is  th e  o n ly  a p p lic a tio n  th a t m u s t r e c o n fig u r e . T h u s , th e  o th e r  a p p lic a tio n s  w ill

e x e c u te  fo u r  A F T A s  d u r in g  th e  s in g le  S F T A  d e s c r ib e d  h e r e , w h e r e  th r e e  o f  th e  f o u r

A F T A s  a r e  s ta n d a r d  A F T A s  u n d e r th e  o ld /n e w  c o n f ig u ra tio n , a n d  th e  fo u r th  is  s lig h tly

m o d if ie d  b e c a u s e  th e  a p p lic a tio n  w ill h a v e  c o m p u te d  exec_halt o r  halt in s te a d  o f

F r a m e S t a g e Ac t io n P r e d ic a t e

1  ( s ta r t) S e n s o r s :
interrupted

A ll o th e r  a p p lic a tio n s :
normal

S e n s o r s :
s ig n a l g e n e r a te d

A ll o th e r a p p lic a tio n s :
n o r m a l e x e c u tio n

S e n s o r s :
in v a r ia n t

A ll o th e r  a p p lic a tio n s :
in v a r ia n t

2 S e n s o r s :
halting

A ll o th e r  a p p lic a tio n s :
exec_halting

A p p lic a tio n s  a n tic ip a te  
p o s s ib le  r e c o n f ig u r a tio n

A p p lic a tio n  p o s tc o n d i-
tio n s

3 S C RA M :
prepare(C t) → all apps

F C S :
p r e p a r e  to  c o m p e n s a te
f o r  ru d d e r  f a ilu re

A ll o th e r a p p lic a tio n s :
n o r m a l e x e c u tio n

F C S :
tr a n s itio n  c o n d itio n

A ll o th e r  a p p lic a tio n s :
in v a r ia n t

4
(e n d )

A ll a p p lic a tio n s :
normal

A ll a p p lic a tio n s :
n o r m a l e x e c u tio n

A ll a p p lic a tio n s :
in v a r ia n t

T a b le  2 :  E x a m p le  R e c o n fig u r a tio n  S t a g e s
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execute in  F r a m e  2 . T h e  a u to p ilo t’s  o u tp u ts  w ill b e  ig n o r e d  b y  th e  F C S  u n til th e  F C S  h a s

fin is h e d  r e c o n f ig u rin g .

D u r in g  F r a m e  3 , th e  F C S  s e ts  th e  s e r v ic e  le v e l p a r a m e te rs  o f  its  m o d u le s  to  c a lc u la te

o u tp u t v a lu e s  th a t a re  a d ju s te d  fo r  th e  h a r d -o v e r  c o n d itio n . M y  e x a m p le  d o e s  n o t m o d e l

c o n tr o l g a in s  e x p lic itly  a n d  s o  th e  F C S  m e e ts  its  p r e c o n d itio n  a t th e  e n d  o f  F r a m e  3 ;

o th e r w is e , it w o u ld  in itia liz e  d a ta  d u rin g  F r a m e  4 .

6 .7 . C o m p lia n c e  p r o p e r t ie s

A s  e x p la in e d  in  th e  la s t c h a p te r, th e  a r c h ite c tu r e  s p e c if ic a tio n  is  s e t u p  s o  th a t

c o m p lia n c e  is  p r o v e n  if th e  e x a m p le  is  ty p e - c o r re c t. P V S  g e n e r a te d  7 1  T C C s  f o r  th e

e x a m p le  s y s te m . M o s t T C C s  w e r e  d is c h a rg e d  w ith  a  s in g le  c o m m a n d , s in c e  th e  c o n d itio n s

in c lu d e d  in  th e  e x a m p le  a r e  r e la tiv e ly  s im p le . T h e  T C C  r e q u ir in g  th e  m o s t c o m p le x  p r o o f

to  d is c h a rg e  is  s h o w n  in  its  e n tire ty  in  F ig u r e  1 . M a n ip u la te d  f o r illu s tr a tio n , th e

o b lig a tio n  b e c o m e s :

prototype_reconf_spec_TCC2: OBLIGATION
FORALL (x: speclvl):

proto_speclvl(x) IFF
% x does not map to the specification label that
% represents an inconsistent configuration and
proto_speclvl(x)

AND % essentially a repeat of the previous requirement
AND covering_txns(proto_apps,

proto_speclvl,
proto_valid_env, proto_reachable_env,
proto_SCRAM_table`txns, proto_SCRAM_table`primary,
proto_SCRAM_table`start_env)

AND % repeat of the first requirement
AND proto_speclvl(proto_SCRAM_table`primary)
AND % repeat of the first requirement
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% Subtype TCC generated (at line 297, column 16) for  proto_SCRAM_table
    % expected type  SCRAM_table(proto_apps,
                   %             extend[speclvl,
                   %                    {sp: speclvl |
                   %                     NOT sp = indeterminate},
                   %                    bool,
                   %                    FALSE]
                   %                 (restrict[speclvl,
                   %                           {sp: speclvl |
                   %                            NOT sp = indeterminate},
                   %                           boolean]
                   %                  (proto_speclvl)),
                   %             proto_valid_env, proto_reachable_env)
  % proved - incomplete
prototype_reconf_spec_TCC2: OBLIGATION
       FORALL (x: speclvl):
         proto_speclvl(x) IFF
          extend[speclvl, {sp: speclvl | NOT sp = indeterminate}, bool, FALSE]
              (restrict[speclvl, {sp: speclvl | NOT sp = indeterminate},
                        boolean]
                   (proto_speclvl))
              (x)
   AND FORALL (x: speclvl):
         proto_speclvl(x) IFF
          extend[speclvl, {sp: speclvl | NOT sp = indeterminate}, bool, FALSE]
              (restrict[speclvl, {sp: speclvl | NOT sp = indeterminate},
                        boolean]
                   (proto_speclvl))
              (x)
   AND covering_txns(proto_apps,
                     extend[speclvl, {sp: speclvl | NOT sp = indeterminate},
                            bool, FALSE]
                         (restrict[speclvl,
                                   {sp: speclvl | NOT sp = indeterminate},
                                   boolean]
                              (proto_speclvl)),
                     proto_valid_env, proto_reachable_env,
                     proto_SCRAM_table`txns, proto_SCRAM_table`primary,
                     proto_SCRAM_table`start_env)
   AND FORALL (x: speclvl):
         proto_speclvl(x) IFF
          extend[speclvl, {sp: speclvl | NOT sp = indeterminate}, bool, FALSE]
              (restrict[speclvl, {sp: speclvl | NOT sp = indeterminate},
                        boolean]
                   (proto_speclvl))
              (x)
   AND extend[speclvl, {sp: speclvl | NOT sp = indeterminate}, bool, FALSE]
           (restrict[speclvl, {sp: speclvl | NOT sp = indeterminate}, boolean]
                (proto_speclvl))
           (proto_SCRAM_table`primary)
   AND FORALL (x: speclvl):
         proto_speclvl(x) IFF
          extend[speclvl, {sp: speclvl | NOT sp = indeterminate}, bool, FALSE]
              (restrict[speclvl, {sp: speclvl | NOT sp = indeterminate},
                        boolean]
                   (proto_speclvl))
              (x);

F ig u re  1 . T C C  f r o m  th e  E x a m p le  S y s te m
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T h e  o n ly  n o n triv ia l c o n ju n c t in  th is  p r o o f  o b lig a tio n  is  th e  covering_txns

re q u ire m e n t. A s  d e s c rib e d  in  th e  la s t c h a p te r, th is  f u n c tio n  r e tu r n s  tru e  if  a  s p e c ific a tio n

d e f in e s  tr a n s itio n s  f o r  a n y  p o s s ib le  c o m b in a tio n  o f  e n v ir o n m e n ta l s ta te  a n d  s y s te m

c o n f ig u ra tio n  in  w h ic h  a  r e c o n fig u ra tio n  s ig n a l m ig h t b e  g e n e r a te d . T h e  p ro o f  r e q u ir e d

in s ta n tia tio n  o f  a  n u m b e r o f  s u b g o a ls , w h ic h  w a s  n o t d iff ic u lt b u t w a s  tim e - c o n s u m in g .

D e f a u lt P V S  p r o o f  s tr a te g ie s  d o  n o t e a s ily  f in d  th e  a p p r o p ria te  in s ta n tia tio n  f o r  a

p a r tic u la r g o a l a m o n g s t a  n u m b e r o f  c o n c re te  r e p r e s e n ta tio n s . T h is  d iff ic u lty  c o u ld  b e

e a s ily  o v e r c o m e  w ith  a  s im p le  e n u m e r a tio n  to o l ( o r, p e r h a p s , P V S  s tr a te g y )  to  c h o o s e

a p p r o p r ia te  in s ta n tia tio n s . I n  g e n e r a l, a s s u r a n c e  o f a  re c o n f ig u r a b le  s y s te m  r e q u ire s  a

d e ta ile d  a n a ly s is  o f  s y s te m  e x e c u tio n  u n d e r a ll p o s s ib le  f a ilu re  s c e n a rio s , a n d  s o

fo r m a liz in g  th is  r e q u ir e m e n t h a s  n o t a d d e d  a n  a n a ly s is  b u r d e n  to  th e  d e v e lo p e r.

F o r m a liz in g  th e  n e c e s s a r y  a n a ly s is  is  lik e ly  to  m a k e  s y s te m  d e s ig n  e a s ie r r a th e r  th a n

o th e r w is e .

6 .8 . I m p le m e n t a t io n

A n  im p le m e n ta tio n  o f  a n  e a r lie r  v e rs io n  o f  th is  e x a m p le [5 2 ]  e x is ts , a lth o u g h  th e

im p le m e n ta tio n  h a s  n o t b e e n  v e rif ie d  s in c e  th e  e m p h a s is  o f m y  w o r k  is  o n  s p e c ific a tio n

p ro p e r tie s  ra th e r  th a n  v e r if ic a tio n . T h e  p la tfo r m  u p o n  w h ic h  th e  e x a m p le  in s ta n tia tio n

o p e r a te s  is  a  s e t o f p e r s o n a l c o m p u te r s  ru n n in g  Re d  H a t L in u x . Re a l-tim e  o p e r a tio n  is

m o d e le d  u s in g  a  v ir tu a l c lo c k  th a t is  s y n c h r o n iz e d  to  th e  c lo c k s  p r o v id e d  b y  L in u x . A

tim e - tr ig g e r e d , re a l-tim e  b u s  a n d  s ta b le  s to ra g e  a r e  s im u la te d . T h is  e x a m p le  in s ta n tia tio n

h a s  b e e n  o p e ra te d  in  a  s im u la te d  e n v ir o n m e n t th a t in c lu d e s  a irc r a ft s ta te  s e n s o rs  a n d  a

s im p le  m o d e l o f  a irc r a f t d y n a m ic s . Its  p o te n tia l r e c o n f ig u r a tio n s  h a v e  b e e n  tr ig g e re d  b y
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s im u la te d  f a ilu r e s  o f  th e  e le c tr ic a l s y s te m  a n d  e x e c u te d  b y  th e  a p p lic a tio n  a n d  S C RA M

in s ta n tia tio n s .

T h e  im p le m e n ta tio n  w a s  c r e a te d  o n ly  a s  a  f e a s ib ility  c h e c k  o f  th e  r e c o n fig u r a tio n

s tr a te g y . N o  e x p e r im e n ts  w e r e  r u n  o n  th e  im p le m e n ta tio n , b e c a u s e  e x p e r im e n ta l

e v a lu a tio n  o f u ltra d e p e n d a b le  p r o p e r tie s  is  in f e a s ib le [ 1 4 ].

6 .9 . S u m m a r y

T h is  c h a p te r  h a s  d e s c r ib e d  a n  e x a m p le  in s ta n tia tio n  o f  th e  f o rm a l r e c o n fig u r a tio n

fr a m e w o rk . T h e  e x a m p le  s y s te m  h a s  f o u r a p p lic a tio n s , f iv e  p o s s ib le  f a ilu r e  m o d e s , a n d

n in e  c o n fig u ra tio n s . T h e  P V S  s y s te m  s p e c if ic a tio n  h a s  b e e n  ty p e - c h e c k e d  a g a in s t th e

a b s tr a c t f ra m e w o r k , a n d  a ll p ro o f  o b lig a tio n s  h a v e  b e e n  d is c h a rg e d . T h is  m e a n s  th a t th e

e x a m p le  h a s  th e  a b s tr a c t r e c o n f ig u r a tio n  p r o p e rtie s  d e s c r ib e d  in  th e  la s t c h a p te r. A n

e a r lie r  v e rs io n  o f  th e  e x a m p le  h a s  b e e n  im p le m e n te d  in  J a v a  a n d  is  a b le  to  r e c o n f ig u r e

s u c c e s s fu lly .
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C H AP T E R  7

C o n c lu s io n , C o n t r ib u t io n s ,
a n d  F u t u r e  W o r k

T h is  c h a p te r  p r e s e n ts  th e  c o n tr ib u tio n s  o f  th e  w o r k . S e c tio n  7 .1  s u m m a r iz e s  th e  w o r k

a n d  its  im p a c t. S e c tio n  7 .2  lis ts  its  s p e c if ic  c o n trib u tio n s . S e c tio n  7 .3  d e s c r ib e s  th e

re s e a rc h  p r o g r a m  m y  c o lle a g u e s  a n d  I  h a v e  d e v e lo p e d  th a t I  a n tic ip a te  w ill in c re a s e  th e

im p a c t o f  m y  w o rk  o n  s o f tw a re  e n g in e e r in g  p r a c tic e .

7 .1 . C o n c lu s io n

T h e  c o m p le x ity  o f  m a n y  c u r re n t s a f e ty - c r itic a l a p p lic a tio n s , th e  s c o p e  o f th e

e n v ir o n m e n ts  in  w h ic h  th e y  m u s t o p e r a te , a n d  th e  s tr ic tu re s  p la c e d  o n  th e m  b y  th e ir

d e p e n d a b ility  r e q u ir e m e n ts  a r e  in c r e a s in g  th e  p r o m in e n c e  o f  r e c o n f ig u ra b le  s y s te m

d e s ig n s . T h is  in c re a s e  in  p ro m in e n c e  is  d u e  to  th e  o p p o r tu n ity  th o s e  d e s ig n s  p r e s e n t to

m e e t s y s te m  f u n c tio n a lity  a n d  d e p e n d a b ility  g o a ls . W ith  r e c o n fig u r a tio n  a t th e  c o re  o f a

s y s te m ’s  a r c h ite c tu r e , o n ly  a  s m a ll n u m b e r  o f  f u n c tio n s  m u s t b e  u ltr a d e p e n d a b le , a n d  th e

re s t c a n  b e  u ltr a d e p e n d a b ly  f a il- s to p . I n  th e  la tte r  c a s e , o n ly  e r ro r- d e te c tio n  m e c h a n is m s
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w o u ld  h a v e  to  b e  a s s u r e d , r e d u c in g  th e  c o m p le x ity  a n d  c o s t o f s o ftw a r e  a n a ly s is  in  m a n y

s y s te m s . A t th e  h a rd w a re  le v e l, fa il- s to p  m a c h in e s  a n d  tr a n s a c tio n a l s e m a n tic s  c a n  b e

u s e d  to  e n s u r e  r e lia b ility  o f  c r itic a l fu n c tio n a lity , b u t s o m e  p r o c e s s o r s  c a n  b e  a llo w e d  to

fa il. A llo w in g  s o m e  f a ilu r e s  c a n  s ig n if ic a n tly  r e d u c e  th e  p o w e r, w e ig h t, a n d  s p a c e

re q u ire m e n ts  o f  th e  s y s te m — w h ic h , f o r  m a n y  e m b e d d e d  s y s te m s , r e s u lts  in  s ig n if ic a n t

c o s t s a v in g s .

Re c o n fig u ra tio n  in tro d u c e s  q u e s tio n s  o f c o r r e c t o p e r a tio n  a n d  a s s u r a n c e  o f th a t

c o r r e c t o p e r a tio n , h o w e v e r. F o r  m a n y  s y s te m s  it is  c r itic a l to  m e e t f u n c tio n a l a n d  tim in g

c o n s tra in ts  d u r in g  r e c o n fig u ra tio n  a s  w e ll a s  d u rin g  s ta n d a r d  o p e r a tio n . T h is  w o r k  h a s

d e m o n s tr a te d  a  m e a n s  th r o u g h  w h ic h  g e n e r a l p r o p e r tie s  o f r e c o n f ig u r a tio n  c a n  b e  a s s u r e d

v ia  p r o o f f o r  re a l-tim e , p e rio d ic  c r itic a l s y s te m s .

E x is tin g  a p p r o a c h e s  to  a c h ie v in g  d e p e n d a b ility  th r o u g h  r e c o n f ig u r a tio n  in v o lv e

b u ild in g  th e  m a in  s y s te m  a n d  th e n  a d d in g  th e  c a p a b ility  to  tr a n s itio n  to  a  s e p a r a te  b a c k u p .

M y  w o r k  a d v o c a te s  b u ild in g  a  s y s te m  w ith  th e  in te n t o f  m a k in g  it r e c o n f ig u ra b le , s o  th a t

re c o n f ig u r a tio n  is  s u p p o rte d  b y  th e  h ig h -le v e l s y s te m  s tr u c tu r e . T h e  c o m b in a tio n  o f th e

a p p r o a c h  a n d  th e  s u p p o r tin g  in f r a s tru c tu r e  f o r  a p p ly in g  it h a s  th e  p o te n tia l to  c h a n g e  th e

w a y  d e s ig n e r s  th in k  a b o u t c r itic a l s o f tw a r e . B y  d is tin g u is h in g  b e tw e e n  d e s ira b le  f u n c tio n

a n d  n e c e s s a r y  f u n c tio n , th e y  c a n  b u ild  s y s te m s  w ith  s ig n if ic a n tly  h ig h e r  a s s u r a n c e  o f

d e p e n d a b ility , w h ile  r e ta in in g  c o m p le x  f u n c tio n  th a t c a n  in c r e a s e  c o m f o r t a n d  e ffic ie n c y .

A r c h ite c tin g  a  s y s te m  to  b e  r e c o n f ig u r a b le  a ls o  p r e s e n ts  d e v e lo p e rs  w ith  a  m e th o d  to

ta rg e t th e ir  a n a ly s is  e ffo r ts . If  f o r m a l v e r if ic a tio n  a g a in s t a  s p e c if ic a tio n  is  to  b e  u s e d , f o r

in s ta n c e , it is  c le a rly  m o s t e ff e c tiv e  to  a n a ly z e  c r itic a l f u n c tio n s  c o m p le te ly  b u t a n a ly z e

o n ly  e r r o r d e te c tio n  m e c h a n is m s  f o r n o n c ritic a l fu n c tio n s . S a f e  p r o g r a m m in g  a n d
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p ro te c tio n  s h e lls  a r e  e x a m p le s  o f  te c h n iq u e s  f o r s u c h  a n a ly s is . T h e  m o d u la r  s tr u c tu r e  o f

th e  r e c o n f ig u ra tio n  a r c h ite c tu r e  p r o v id e s  a n  e x p lic it m e c h a n is m  fo r  a p p lic a tio n  a n d

c o m p o s itio n  o f  th e s e  m o r e  b a s ic  a n a ly s is  m e th o d s .

F in a lly , m y  a p p ro a c h  p r o v id e s  a  m e th o d  to  s h o w  c le a r ly  th e  o v e r a ll p ic tu r e  o f a

d e p e n d a b ility  a rg u m e n t f o r a  r e c o n fig u r a b le  e m b e d d e d  s y s te m . S y s te m s  c a n  b e  b u ilt u s in g

fa u lt to le r a n c e  m e c h a n is m s , b u t th e s e  m e c h a n is m s  s h o w  o n ly  th a t c e r ta in  f a u lts  c a n  b e

to le r a te d  b y  c e rta in  p ie c e s  o f th e  s y s te m . W r itin g  a  s p e c if ic a tio n  th a t d e s c r ib e s  th e

s y s te m ’s  r e s p o n s e  to  s p e c ific  c la s s e s  o f  e r ro r s  a llo w s  a  d e s ig n e r to  d e te r m in e  w h e th e r  th e

o v e r a ll d e p e n d a b ility  r e q u ire m e n ts  o f  th a t s y s te m  h a v e  b e e n  m e t. D o c u m e n tin g  th e s e

re q u ire m e n ts  a t a  h ig h  le v e l o f  a b s tr a c tio n  in  th e  s p e c ific a tio n  a ls o  a llo w s  e x p e r ts  to

d e te r m in e  m o r e  e a s ily  w h e th e r  th e  p r o p e r tie s  g u a ra n te e d  b y  th e  s o f tw a r e  a r e  th e

p ro p e r tie s  n e e d e d  to  s h o w  s y s te m  d e p e n d a b ility . T h is  w o r k  s e ts  o u t a n  a s s u r a n c e

a rg u m e n t a t th e  s y s te m  le v e l c o n s is tin g  o f : (1 )  a s s u ra n c e  o f  n o n in te r f e re n c e  o f  n o n c r u c ia l

fu n c tio n  w ith  c r u c ia l f u n c tio n ; ( 2 )  a s s u r a n c e  o f  c r u c ia l f u n c tio n ; a n d  ( 3 ) a s s u r a n c e  th a t

re c o n f ig u r a tio n  w ill p r o c e e d  c o r r e c tly .

7 .2 . C o n t r ib u t io n s

T h e  c la im s  m a d e  in  th e  p r e c e d in g  s e c tio n  a r e  s u p p o r te d  b y  th e  f o llo w in g  s p e c if ic

c o n tr ib u tio n s :

D e fin itio n  o f r e c o n fig u r a tio n

T h e  in tu itiv e  d e f in itio n  o f r e c o n f ig u ra tio n  is  re la tiv e ly  c le a r. I n tu itio n  is  n o t s u ffic ie n t f o r

a s s u r a n c e , h o w e v e r. T h is  w o r k  h a s  d e f in e d  re c o n f ig u r a tio n  a s  a  s e t o f p r o p e r tie s , s o  th a t

a s s u r e d  re c o n f ig u r a tio n  h a s  a  p r e c is e  m e a n in g  th a t is  c h a r a c te riz e d  fo r m a lly . T h e
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p ro p e r tie s  c a n  a p p ly  to  a  w id e  r a n g e  o f  p e r io d ic  s y s te m s . T h e  s p e c ific  a s s u m p tio n s  o n

a p p lic a b le  s y s te m s  a r e  s ta te d .

R e c o n fig u r a tio n  a r c h ite c tu r e

In  th is  w o r k , I  h a v e  c r e a te d  a n  a rc h ite c tu r e  w ith in  w h ic h  s y s te m  s o f tw a re  a p p lic a tio n s  c a n

b e  p la c e d . T h e  m o d u la r s tr u c tu r e  w ith in  a n  a p p lic a tio n  s u p p o r ts  th e  u s e  o f  c u r r e n t e rr o r

d e te c tio n  te c h n iq u e s  w ith in  th e  a r c h ite c tu r e . T h e  f o r m a l r e p r e s e n ta tio n  o f  th e  a r c h ite c tu r e

ta k e s  th e  f o rm  o f  a  ty p e  s y s te m , w h e r e  a r c h ite c tu r e  p r o p e r tie s  a re  d e f in e d  a s  ty p e

c o n s tra in ts , s o  th a t a rc h ite c tu re  c o m p lia n c e  r e d u c e s  to  ty p e  c o m p lia n c e .

P r o o fs  o f a r c h ite c tu r e  p r o p e r tie s

T h e  s o ftw a r e  a rc h ite c tu re  I  h a v e  c re a te d  is  g e n e r a l e n o u g h  to  b e  re u s a b le  a c r o s s  a  n u m b e r

o f s y s te m s . I h a v e  s h o w n  th a t o v e r a ll a s s u ra n c e  p r o p e rtie s  o f  m y  a rc h ite c tu re  h o ld , a n d  s o

d e s ig n e rs  d o  n o t h a v e  to  s h o w  th a t th o s e  p r o p e rtie s  h o ld  f o r e a c h  s y s te m  th a t e m p lo y s  th e

a r c h ite c tu r e . T h u s , a s s u ra n c e  o f  o v e ra ll r e c o n f ig u r a tio n  re d u c e s  to  a s s u r a n c e  o f

c o m p lia n c e  w ith  th e  a rc h ite c tu r e .

A u to m a tic  g e n e r a tio n  o f a p p lic a tio n - s p e c ific  c o m p lia n c e  r e q u ir e m e n ts

B e c a u s e  a r c h ite c tu r e  c o m p lia n c e , a n d  th u s  re c o n f ig u r a tio n  a s s u r a n c e , r e d u c e s  to  ty p e

c o m p lia n c e , P V S  c a n  b e  u s e d  to  a u to m a tic a lly  g e n e r a te  a p p lic a tio n - s p e c if ic  p r o o f

o b lig a tio n s  f o r re c o n f ig u r a tio n  a s s u r a n c e  in  a  s p e c if ic  s y s te m . T h e  o b lig a tio n s  a r e

g e n e r a te d  w ith in  th e  th e o r e m -p r o v in g  s y s te m , s o  th a t a  d e v e lo p e r c a n  d is c h a rg e  th e m

u s in g  P V S .
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A  g e n e r a l m e c h a n is m  fo r  r e c o n fig u r a tio n  a s s u r a n c e

W h ile  m y  f r a m e w o r k  is  d e s ig n e d  to  e n a b le  re c o n f ig u r a tio n  tr ig g e r e d  b y  a n  e r r o r,

re c o n f ig u r a tio n  tr ig g e r s  d o  n o t h a v e  to  b e  e r r o rs . T h e  f r a m e w o r k  I  h a v e  b u ilt c a n  b e  u s e d

to  m a k e  r e c o n f ig u r a b le  s y s te m s  in  g e n e r a l m o r e  d e p e n d a b le  b e c a u s e  it s e p a r a te s  th e

d iff e r e n t a s p e c ts  o f o p e r a tio n  a n d  p ro v id e s  g u a r a n te e s  o n  th e ir  c o m p o s itio n .

A  s tr a te g y  fo r  p r o o f r e u s e

W h ile  p re v io u s  w o r k  o n  p r o o f r e u s e  e x is ts , it fo c u s e s  o n  p ro v id in g  in c r e a s in g ly  m o r e

a b s tr a c t c o n s tr u c ts  f r o m  w h ic h  a  p r o o f  c a n  b e  b u ilt. M y  w o r k  r e a s o n s  a b o u t s y s te m

p ro p e r tie s  a t a  v e r y  a b s tra c t le v e l, s o  th a t th e  p r o o f r e u s e  is  o v e r  s y s te m  c o m p o s itio n  r a th e r

th a n  la y e r e d  f o r m a lis m s . I t c a n  b e  c o m b in e d  w ith  la y e r e d  f o r m a lis m s  to  r e d u c e  th e

c o n c e p tu a l d is ta n c e  f ro m  lo g ic  g a te s  o n  h a rd w a re  to  a b s tra c t p r o p e r tie s  o f  a p p lic a tio n

in te r a c tio n .

7 .3 . F u t u r e  w o r k

W h ile  b u ild in g  a n d  a s s u r in g  a  re c o n f ig u r a b le  s y s te m  w ith  th e  a r c h ite c tu re  I  h a v e

p ro v id e d  is  th e o r e tic a lly  p o s s ib le , s o m e  p r a c tic a l b a r rie r s  to  b u ild in g  p r o d u c tio n

re c o n f ig u r a b le  s y s te m s  s till n e e d  to  b e  a d d re s s e d . F o r  th e  m o s t p a r t, th e s e  b a rr ie r s  a r e  n o t

s p e c ific  to  r e c o n f ig u ra tio n . T h e y  a re  a ls o  n e e d e d  w h e n  a p p ly in g  f o rm a l a n a ly s is  o f  th e

k in d  d e s c r ib e d  in  th is  w o r k  to  n o n -r e c o n fig u r a b le  s y s te m s . M y  c o lle a g u e s  a n d  I  h a v e

b e g u n  to  s o lv e  s o m e  o f  th e  r e m a in in g  p r o b le m s , w h ile  I  p la n  to  a d d r e s s  th e  o th e r s  in  th e

fu tu re .
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E r r o r  d e te c tio n

Re c o n fig u ra tio n  in  re s p o n s e  to  s o f tw a r e  e r r o rs  is  o n ly  a s  g o o d  a s  th e  e r r o r d e te c tio n

m e c h a n is m s  a v a ila b le  f o r  a  s y s te m — o n e  c a n  d o  n o th in g  a b o u t e r r o r s  th a t a r e

u n id e n tif ia b le . W h ile  a  b r o a d  r a n g e  o f  re s e a rc h  r e s u lts  in  th e  f ie ld  o f  e rr o r d e te c tio n  e x is ts ,

a  c o m p r e h e n s iv e  c h a r a c te r iz a tio n  o f  e rr o r  s ta te s  a n d  a  c o o rd in a te d  th e o ry  o f  h o w  to  d e te c t

th e m  w ill s ig n if ic a n tly  s tre n g th e n  th e  a p p lic a b ility  o f  m y  r e s u lts . Re s e a r c h  o n  th is  is

c u r r e n tly  u n d e rw a y .

V e r ific a tio n

F o r m a l v e rif ic a tio n  o f  a n  im p le m e n ta tio n  a g a in s t its  s p e c if ic a tio n  c a n  b e  d o n e  in  th e o r y

u s in g  F lo y d - H o a r e  a n a ly s is . S u c h  a n a ly s is  c a n  b e  e x tr e m e ly  te d io u s , h o w e v e r, p a r tic u la r ly

w h e n  th e  s p e c ific a tio n  is  v e r y  a b s tr a c t ( a s  P V S  s p e c if ic a tio n s  o f te n  c a n  b e ) . A u to m a tic

c o d e  g e n e ra tio n  is  g a in in g  in c r e a s in g  p r o m in e n c e  u n d e r th e  n a m e  m o d e l- b a s e d

d e v e lo p m e n t, b u t its  s u c c e s s  is  p r im a rily  c o n f in e d  to  c o n tr o l s y s te m s . A  g e n e r a l

v e r ific a tio n  m e c h a n is m  w o u ld  s ig n ific a n tly  in c r e a s e  p r a c tic a lity  o f  th e  a p p r o a c h .

M y  c o lle a g u e s  a n d  I  a re  re s e a rc h in g  a  te c h n iq u e  f o r  v e r if ic a tio n  th a t c lo s e ly  m o d e ls

th e  F lo y d - H o a r e  p a tte r n , b u t a t a  m o re  a b s tra c t le v e l. T h e  o v e r a ll te c h n iq u e  is  d e p ic te d  in

F ig u r e  5 . T h e  s p e c if ic  s tra te g y  is  to  m a n u a lly  tr a n s la te  a  P V S  s p e c if ic a tio n  in to  c o d e

w r itte n  in  th e  S P A RK  A d a  s u b s e t a lo n g  w ith  a p p r o p r ia te  S P A RK  a n n o ta tio n s [ 9 ] . T h e

S P A RK  E x a m in e r, a  s ta tic  a n a ly z e r, e n s u re s  th a t th e  c o d e  c o m p lie s  w ith  th e  a n n o ta tio n

p ro p e r tie s . T h e  a n n o ta tio n s  a r e  th e n  a u to m a tic a lly  tra n s la te d  in to  a  P V S  s p e c ific a tio n .

F in a lly , e q u iv a le n c e  o f  th e  n e w  P V S  s p e c if ic a tio n  to  th e  o r ig in a l P V S  s p e c if ic a tio n  is

s h o w n  b y  p r o v in g  a  th e o re m  o f  e q u iv a le n c e  in  P V S . F o r  th e  S C RA M ’s  d is tr ib u te d
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p ro p e r tie s , w e  p la n  to  u s e  a n  in d u c tiv e  p ro o f  o v e r e x e c u tio n  c y c le s , b a s e d  o n  S P A RK

a n n o ta tio n s  in  th e  S C RA M  c o d e .

W e  b e lie v e  th a t s tr u c tu rin g  th e  m a n u a l tra n s la tio n , a n d  re c o r d in g  s o m e  o f  th e

tr a n s la tio n  d e ta ils  f o r a  p a r tic u la r  s p e c if ic a tio n , c a n  in f o r m  th e  a u to m a tic  s p e c ific a tio n

g e n e r a tio n  p ro c e s s  to  a n  e x te n t th a t p r o v in g  th e  e q u iv a le n c e  o f th e  tw o  P V S  s p e c ific a tio n s

is  p o s s ib le  in  p r a c tic e . A  f ir s t ite ra tio n  o f  th is  a p p ro a c h , b a s e d  o n  p a rt o f  th e  e x a m p le

p re s e n te d  in  C h a p te r  6 , h a s  b e e n  c o m p le te d .

P a tte r n s  fo r  v e r ific a tio n  w ith in  th e  a r c h ite c tu r e

W h ile  w o r k in g  o n  th e  g e n e r a l v e r ific a tio n  p r o b le m , m y  c o lle a g u e s  a n d  I  r e a liz e d  th a t

p ro v id in g  a  m e th o d  to  e x p lic itly  s e p a r a te  a p p lic a tio n  f u n c tio n a lity  f ro m  its

re c o n f ig u r a tio n  in te r f a c e  w o u ld  b e  v e r y  h e lp fu l. E x p lic it s e p a r a tio n  w o u ld  a llo w

d e v e lo p e rs  to  d is tin g u is h  c r itic a l fu n c tio n  m o r e  c le a rly  a n d  a llo w  th e m  to  s p e c if y

n o n c r itic a l fu n c tio n  w ith o u t u s in g  P V S . T h is  w o u ld  a ls o  h e lp  e a s e  th e  b u r d e n  o f

A p p lic a tio n  A b s tr a c t S p e c if ic a tio n sI n te r a c tio n  A b s tr a c t S p e c if ic a tio n

D e s ir e d  S y s te m  P r o p e r tie s

P V S  p r o o f  o f  p r o p e r tie s  o f  in te r e s t

A p p lic a tio n  I n s ta n tia tio n  S p e c if ic a tio n s

P r o o f  b y  ty p e  s y s te m

A p p lic a tio n  A b s tr a c t C la s s e s

P r o o f  u s in g  la n g u a g e -s p e c if ic  v e r if ic a tio n  to o l

A p p lic a tio n  I m p le m e n ta tio n s

P r o o f  u s in g  la n g u a g e  ty p e  s y s te m  
o r  v e r if ic a tio n  to o l

S C RA M  A b s tr a c t C la s s ( e s )

C o m p o s itio n a l o r  
in d u c tiv e  p ro o f

S C RA M  I m p le m e n ta tio n

P r o o f  u s in g  la n g u a g e  ty p e  
s y s te m  o r  v e r ific a tio n  to o l

F ig u r e  5 . Re c o n f ig u r a tio n  A s s u r a n c e  A rg u m e n t S tr u c tu r e
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id io s y n c r a s ie s  o f  th e  c u r r e n t re c o n f ig u r a tio n  a r c h ite c tu r e , a n d  f a c ilita te  d e v e lo p m e n t o f

to o l s u p p o r t fo r  a u to m a tic  g e n e ra tio n  o f  T C C  p r o o f s .

In te g r a tio n  w ith  a r c h ite c tu r e  fo r m a lis m s

T h e  d is a d v a n ta g e  o f c r e a tin g  a n  a r c h ite c tu re  to  a c h ie v e  a  s p e c if ic  g o a l is  th a t s y s te m s

g e n e r a lly  c a n  h a v e  o n ly  o n e  a rc h ite c tu re . T h e r e f o re , it w o u ld  b e  v e r y  h e lp f u l to  h a v e  a

m e th o d  o f in te g r a tin g  th e  a r c h ite c tu r e  s p e c if y in g  r e c o n fig u r a tio n  f u n c tio n  w ith  c u r re n t

a r c h ite c tu r e  f o r m a lis m s . F u r th e r m o r e , c o m b in in g  th e  s o f tw a r e  a r c h ite c tu r e  w ith  th e

re c o n f ig u r a tio n  a rc h ite c tu re  w ill s h o w  m o r e  c le a rly  w h a t in te r a c tio n s  m u s t o c c u r  b e tw e e n

a p p lic a tio n s  d u r in g  r e c o n f ig u r a tio n . T h is  m ig h t p e r m it s o m e  r e la x a tio n  o f  th e

re q u ire m e n ts  im p o s e d  b y  th e  a r c h ite c tu r e , fo r  in s ta n c e , th e  r e q u ir e m e n t o n  a c y c lic

d e p e n d e n c ie s .

M o d e l c h e c k in g  o f p r o p e r tie s

V e r if ic a tio n  is  n o t th e  o n ly  w a y  to  a s s u r e  c o m p lia n c e  w ith  a  s p e c if ic a tio n . M o d e l c h e c k in g

c a n  n o t o n ly  g u a ra n te e  a  n u m b e r  o f  d e s ir e d  s y s te m  p r o p e r tie s  ( p a r tic u la r ly  in  c o n c u r re n t

s y s te m s ) ; it h a s  a ls o  b e e n  s h o w n  to  b e  p r a c tic a l in  in d u s tr ia l u s e . M y  c o lle a g u e s  a n d  I ,

a lo n g  w ith  c o lle a g u e s  a t P o lite c n ic o  d i M ila n o , p la n  to  r e s e a rc h  h o w  m o d e l c h e c k in g  c a n

b e  u s e d  to  v e r if y  im p le m e n ta tio n  p r o p e rtie s  d e riv e d  fr o m  s p e c if ic a tio n  p r o p e rtie s  s ta te d

a x io m a tic a lly  u s in g  T RIO [1 9 ] , P o lite c n ic o  d i M ila n o ’s  re a l-tim e  s p e c if ic a tio n  la n g u a g e .

T h is  w ill h e lp  d e f in e  w h a t is  th e  m o s t u s e f u l in te rs e c tio n  o f  v e r ific a tio n  a n d  m o d e l

c h e c k in g  f o r  a  re c o n f ig u r a b le  s y s te m : s o m e  p r o p e rtie s  m ig h t b e  e a s ie r  to  v e r if y , a n d  o th e r s

to  m o d e l c h e c k . C o n s tr u c tin g  a  fr a m e w o r k  to  s u p p o rt b o th  w o u ld  b e  o f  g r e a t a d v a n ta g e  to
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d e v e lo p e rs  in  p r a c tic e , w h o  h a v e  to  c h o o s e  b e tw e e n  a  w id e  r a n g e  o f a lte r n a tiv e s  w h e n

a s s u r in g  th e ir  s y s te m s .

S itu a te d  fo r m a lis m s  fo r  r e c o n fig u r a b le  s y s te m s

W h ile  m y  w o r k  is  a im e d  a t m a n a g in g  c o m p le x ity  in  s y s te m s  s o  th a t h u m a n s  c a n  r e a s o n

a b o u t c r itic a l f u n c tio n  m o r e  e ff e c tiv e ly , it s till d o e s  n o t a d d r e s s  th e  b a s ic  q u e s tio n  o f  h o w

th e  s y s te m  b e in g  b u ilt re la te s  to  th e  e n v ir o n m e n t in  w h ic h  it w ill o p e r a te . T h e  o n ly  w a y  to

d o  th is  is  to  s u p p o r t th e  p r o c e s s  o f  f o rm a liz a tio n  f ro m  a  s y s te m  d e s ig n e r ’s  in f o r m a l

p e r c e p tio n  o f  w h a t th e  s y s te m  s h o u ld  d o . I h a v e  p r e v io u s ly  c o n d u c te d  re s e a rc h  in

s u p p o r tin g  s o f tw a r e  v a lid a tio n  b y  th e  s y s te m a tic  in tro d u c tio n  o f  n a tu r a l la n g u a g e  in to  a

s o f tw a r e  p r o d u c t ( e .g ., s p e c if ic a tio n  o r  s o u r c e  c o d e ) [ 4 9 ]. In  a d d itio n  to  g e n e ra l f u r th e r

re s e a rc h  o n  th is  to p ic , I  p la n  to  e x p lo r e  w h a t a s p e c ts  o f  r e c o n f ig u ra tio n  a r e  m o s t

p ro b le m a tic  to  u n d e r s ta n d , w h a t in f o rm a l c o n c e p ts  a re  u n iq u e  to  r e c o n f ig u r a tio n , a n d  h o w

fo r m a liz a tio n  o f  th o s e  c o n c e p ts  c a n  b e  s u p p o r te d .
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S t a t e  a n d  O p e r a t io n s

% In order to put requirements on data manipulation in an abstract manner,
% an abstract type system is created here. Ideally, a theory interpretation
% of this type system, including interpretations of uninterpreted types,
% will be built for each system.

% The data over which the system operates is modeled as a set of mappings from
% identifiers to values. This corresponds to global state for a system.

state : THEORY
BEGIN

% all system variables
data_id: NONEMPTY_TYPE

% all values that can be taken by any variable
data_value: TYPE = int

env_id: NONEMPTY_TYPE
env_param: NONEMPTY_TYPE

% implies no type rules, can restrict if needed
data_state: TYPE = [data_id -> data_value]

% the predicate and function types defined here allow restriction of access
% to global state, and essentially, support information hiding for the
% abstract model.

predicate(scope: set[data_id]) : TYPE =
{p: pred[data_state] | FORALL (st: data_state) :

(p(st) =>
FORALL (st2: data_state) :

(FORALL (id: (scope)) : st2(id) = st(id)) => p(st2))}

func(scope: set[data_id]) : TYPE =
[# pre: predicate(scope),

f: {f: [data_state -> data_state] |
FORALL (d: data_state, id: data_id) :

NOT scope(id) => f(d)(id) = d(id)}
#]

END state
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M o d u le  F r a m e w o r k

% The module is the basic software component. Its predicates are defined,
% but no functions are defined specifically: the composition of module functions
% that is equivalent to application execution is modeled at the application level.

module : THEORY
BEGIN
IMPORTING state

% values for the module’s service level parameter
module_svc: NONEMPTY_TYPE

% interpretation of implication over a module’s restricted scope
implies(scope: set[data_id], sv: set[module_svc], 

p1, p2: [(sv) -> predicate((scope))]) : bool =
FORALL (service: (sv), st: data_state) : p1(service)(st) => p2(service)(st)

module_spec: TYPE =
[#

% data elements the module can change
scope: set[data_id],

% service levels the module provides
sv: set[module_svc],

% data element that holds the current value of the module’s service
% level parameter
svclvl_parm: (scope),

% module invariant for each service level
inv: [(sv) -> predicate((scope))],

% module precondition for each service level
pre: {p: [(sv) -> predicate((scope))] | implies(scope, sv, p, inv)},

% module transition condition for each service level
trans: {p: [(sv) -> predicate((scope))] | implies(scope, sv, p, inv)},

% module postcondition for each service level
post: {p: [(sv) -> predicate((scope))] | implies(scope, sv, p, inv)}

#]

END module
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Ap p lic a t io n

application : THEORY
BEGIN
IMPORTING module

% configurations the applications can be in
app_svclvl : NONEMPTY_TYPE

% application scope: conjunction of module scopes
app_scope(modules: set[module_spec]) : set[data_id] =

{d: data_id | EXISTS (m: (modules)) : m`scope(d)}

% mapping from module specs to module service levels
service_map(modules: set[module_spec]) : TYPE =

{m: [(modules) -> module_svc] | FORALL (mod: (modules)) : mod`sv(m(mod))}

1 . P r e d ic a t e s

% application postcondition: conjunction of module postconditions for the
% application’s configuration
post(modules: set[module_spec], map: service_map(modules), st: data_state) :

bool =
FORALL (m: (modules)) : m`post(map(m))(st)

% application transition condition: conjunction of module transition conditions 
% for the application’s configuration
trans(modules: set[module_spec], map: service_map(modules), st: data_state) :

bool =
FORALL (m: (modules)) : m`trans(map(m))(st)

% application precondition: conjunction of module preconditions for the
% application’s configuration
pre(modules: set[module_spec], map: service_map(modules), st: data_state) : bool =

FORALL (m: (modules)) : m`pre(map(m))(st)

% application invariant: conjunction of module invariants for the
% application’s configuration
inv(modules: set[module_spec], map: service_map(modules), st: data_state) : bool =

FORALL (m: (modules)) : m`inv(map(m))(st)

2 . Ap p lic a t io n  t y p e

% application specification
app_spec: TYPE =
[#

% application configuration
svcs: set[app_svclvl],

% application’s constituent modules
modules: {f: finite_set[module_spec] |
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nonempty?(f) AND
FORALL (m1, m2: (f)) : NOT (m1 = m2) =>

NOT EXISTS (d: data_id) : m1`scope(d) AND m2`scope(d)},

% mapping from application configurations to module service levels
svcmap: [(svcs) -> service_map(modules)],

% entry point for application functionality
execute: {f: [(svcs) -> func(app_scope(modules))] |

FORALL (sv: (svcs), st: data_state) :
inv(modules, svcmap(sv), f(sv)`f(st))},

% application functionality in preparation for a possible reconfiguration
exec_halt: {f: [(svcs) -> func(app_scope(modules))] |

FORALL (sv: (svcs), st: data_state) :
inv(modules, svcmap(sv), f(sv)`f(st))},

% preparation for reconfiguration if this application is
% the reconfiguration trigger
halt: {f: [(svcs) -> func(app_scope(modules))] |

FORALL (sv: (svcs), st: data_state) :
post(modules, svcmap(sv), f(sv)`f(st))},

% function for the application to meet its transition condition
prep: {f: [(svcs) -> func(app_scope(modules))] |

FORALL (sv: (svcs), st: data_state) :
f(sv)`pre(st) = post(modules, svcmap(sv), st) AND
trans(modules, svcmap(sv), f(sv)`f(st))}

#]

END application



A  - 6

S C R AM

% Defines the application-specific data that must be input to the SCRAM.
% Timing of the SCRAM is encoded in the required sequence of states
% in a system trace.

SCRAM: THEORY
BEGIN
IMPORTING application

1 . E n v ir o n m e n t

% Basic type system for environmental factors and their possible values
valid_env: TYPE = [env_id ->set[env_param]]
env(v: valid_env) : TYPE =

{f: [env_id -> env_param] | FORALL (e: env_id) : member(f(e), v(e))}

% Possible transitions from one reachable environmental state to another
env_txn(E: valid_env, D: set[env(E)]): TYPE =
[# source: (D),

target: (D)
#]

% Collection of possible environmental states and transitions that affect which
% system transition is appropriate
reachable_env(E: valid_env): TYPE =
[# D: set[env(E)],

txns: set[env_txn(E, D)]
#]

2 . T r a n s it io n s  &  S C R AM  in p u t

% Possible system configurations
speclvl: NONEMPTY_TYPE

% Model of real time
real_time: TYPE = nat

% Length of an execution cycle. System synchrony means that real time is only
% necessary in the environment model.
cycle: TYPE = nat
% Correspondence between execution cycles and the real time a cycle takes
cycle_time: real_time

% application - service level mapping that ensures the evaluation of the
% function is a member of the set of application configurations for the
% domain application
valid_app_svcs(apps: set[app_spec]) : TYPE =

{f: [(apps) -> app_svclvl] | FORALL (app: (apps)) : app`svcs(f(app))}

% mapping from system configurations to application configurations
sys_configs(S: set[speclvl], apps: set[app_spec]) : TYPE =
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[(S) -> valid_app_svcs(apps)]

% system transitions
transition(apps: set[app_spec], S: set[speclvl], E: valid_env,

R: reachable_env(E)) : TYPE =
[# source: (S),

target: (S),
% if need a precondition on state for trigger to activate, encode it as
% an environment variable
trigger: (R`D)

#]

% predicate ensuring a transition can be taken under any hypothesized condition
covering_txns(apps: set[app_spec], S: set[speclvl], E: valid_env, R: 
reachable_env(E),

s: set[transition(apps, S, E, R)], primary: (S), start_env: set[(R`D)]): bool =
% Have to cover all transitions out of any start state
(FORALL (e: (start_env), t: (R`txns)) : t`source = e =>

EXISTS (txn: (s)) : txn`source = primary AND txn`trigger = t`target) AND
% include start state here so that there can be self-transitions from it
(FORALL (source: (S), t_s: (s), d: (R`D)) :

t_s`target = source AND t_s`trigger = d =>
FORALL (t_e: (R`txns)) : t_e`source = d =>

EXISTS (t_t: (s)) : t_t`trigger = t_e`target) AND
% transitions have to be deterministic
FORALL (source: (S), trigger: (R`D)) : NOT EXISTS (t1, t2: (s)) :

t1 /= t2 AND t1`source = source AND t1`trigger = trigger AND
t2`source = source AND t2`trigger = trigger

% collection of system configuration and transition data that must be input to
% the SCRAM
SCRAM_table(apps: set[app_spec], S: set[speclvl], E: valid_env, R: 
reachable_env(E)) : 

TYPE =
[# configs: sys_configs(S, apps),

primary: (S),
% set of configurations where an interrupt signal may not occur during
% operation. Note that this set can be empty (e.g., in the case that interrupts
% go between two configurations of equal value, depending on circumstances).
safe: set[(S)],
start_env: set[(R`D)],
txns: {s: set[transition(apps, S, E, R)] |

covering_txns(apps, S, E, R, s, primary, start_env)}
#]

% possible combinations of system and environmental states
sys_env_state(S: set[speclvl], E: valid_env, D: set[env(E)]) : TYPE =
[# s: (S),

e: (D)
#]

% restricts the type above to states that could occur during operation
reachable_state(apps: set[app_spec], S: set[speclvl], E: valid_env,

R: reachable_env(E), s_table: SCRAM_table(apps, S, E, R),
s: (S), e: (R`D)) : bool =

(s = s_table`primary AND s_table`start_env(e)) OR
EXISTS (t: (s_table`txns)) : t`target = s AND t`trigger = e

END SCRAM
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R e c o n f ig u r a t io n  S p e c if ic a t io n

reconf_spec: THEORY
BEGIN

IMPORTING SCRAM

% used to represent an inconsistent set of application configurations
indeterminate: speclvl

% ordering of applications, used to express execution dependencies
app_sequence(apps: finite_set[app_spec]) : TYPE =

{s: finseq[(apps)] | s`length = card(apps) AND injective?(s`seq)}

1 . T y p e

% reconfiguration specification
reconf_spec: TYPE =
[# % set of applications in the system

apps: {appsp: finite_set[app_spec] | 
nonempty?(appsp) AND
FORALL (app1, app2: (appsp)) : NOT (app1 = app2) =>

% application scopes are disjoint
NOT EXISTS (d: data_id) :

app_scope(app1`modules)(d) AND app_scope(app2`modules)(d)},
% system dependencies
app_seq: app_sequence(apps),
% set of configuration labels for the system
S: set[{sp: speclvl | NOT sp = indeterminate}],
% system environment type system
E: valid_env,
% possible environmental states
R: reachable_env(E),
% system-specific information on configurations and transitions
SCRAM_info: {t: SCRAM_table(apps, S, E, R) | nonempty?(t`txns)},
% function to choose a new configuration, if one is needed
choose: {c: [(S), env((E)) -> (S)] |

FORALL (s: (S), e: env((E))) :
IF (NOT R`D(e)) THEN c(s, e) = s
ELSIF NOT (reachable_state(apps, S, E, R, SCRAM_info, s, e)) THEN

c(s, e) = s
ELSE EXISTS (t: (SCRAM_info`txns)) :

t`source = s AND t`trigger = e AND t`target = c(s, e)
ENDIF},

% time constraints on transitions
T: [(S), (S) -> {t: real_time | t >= 4 * cycle_time}]

#]

2 . P r e d ic a t e s

% composition functions for system predicates from application predicates
post(r: reconf_spec, svc: (r`S), st: data_state) : bool =
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FORALL (app: (r`apps)) :
post(app`modules, app`svcmap(r`SCRAM_info`configs(svc)(app)), st)

trans(r: reconf_spec, svc: (r`S), st: data_state) : bool =
FORALL (app: (r`apps)) :

trans(app`modules, app`svcmap(r`SCRAM_info`configs(svc)(app)), st)

pre(r: reconf_spec, svc: (r`S), st: data_state) : bool =
FORALL (app: (r`apps)) :

pre(app`modules, app`svcmap(r`SCRAM_info`configs(svc)(app)), st)

inv(r: reconf_spec, svc: (r`S), st: data_state) : bool =
FORALL (app: (r`apps)) :

inv(app`modules, app`svcmap(r`SCRAM_info`configs(svc)(app)), st)

END reconf_spec
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M o n it o r

% defines application executions.
monitor: THEORY
BEGIN

IMPORTING reconf_spec

1 . S y s t e m  S t a t e

% Reconfiguration status of an application
reconf_state: TYPE = 

{normal, interrupted, halting, exec_halting, prepping, training}

% Overall system state
sys_state : TYPE =
[# % reconfiguration specification for the system

sp: reconf_spec,
% system persistent storage
st: data_state,
% reconfiguration status for all applications
reconf_st: [(sp`apps) -> reconf_state],
% application configurations
app_svclvls: valid_app_svcs(sp`apps),
% last configuration each application was in
app_last_svcs: valid_app_svcs(sp`apps),
% system configuration
svclvl: (sp`S),
% system configuration during last SFTA
last_svc: (sp`S),
% time the state is true of the system
t: real_time

#]

% lemma to help with TCC and other proofs
nonempty_apps: LEMMA

FORALL (st: sys_state) :
card(st`sp`apps) - 1 >= 0

2 . Ap p lic a t io n  F u n c t io n s

% allows the system to be interrupted during execution.
success_exec?(st: sys_state) : {r: reconf_state | r = normal OR r = interrupted}
success_halt?(st: sys_state) : {r: reconf_state | r = halting OR r = interrupted}
success_eh?(st: sys_state) : {r: reconf_state | r = exec_halting OR

r = interrupted}
success_prep?(st: sys_state) : {r: reconf_state | r = prepping OR r = interrupted}
success_train?(st: sys_state) : {r: reconf_state | r = training OR r = interrupted}

% check each function to see whether the current configuration is a safe one
% (i.e., no interrupt signals allowed)
execute(st: sys_state, app: (st`sp`apps)) : sys_state =
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LET new_st : data_state =
app`execute(st`sp`SCRAM_info`configs(st`svclvl)(app))`f(st`st) IN

IF (st`sp`SCRAM_info`safe(st`svclvl)) THEN st WITH [`st := new_st]
ELSIF st`reconf_st(app) = training THEN

st WITH [`st := new_st, `reconf_st(app) := success_train?(st)]
ELSE

st WITH [`st := new_st, `reconf_st(app) := success_exec?(st)]
ENDIF

halt(st: sys_state, app: (st`sp`apps)) : sys_state =
LET new_st : data_state =

app`halt(st`sp`SCRAM_info`configs(st`svclvl)(app))`f(st`st) IN
IF (st`sp`SCRAM_info`safe(st`svclvl)) THEN st WITH [`st := new_st]
ELSE

st WITH [`st := new_st, `reconf_st(app) := success_halt?(st)]
ENDIF

exec_halt(st: sys_state, app: (st`sp`apps)) : sys_state =
LET new_st : data_state =

app`exec_halt(st`sp`SCRAM_info`configs(st`svclvl)(app))`f(st`st) IN
IF (st`sp`SCRAM_info`safe(st`svclvl)) THEN st WITH [`st := new_st]
ELSE st WITH [`st := new_st, `reconf_st(app) := success_eh?(st)]
ENDIF

prep(st: sys_state, app: (st`sp`apps)) : sys_state =
LET new_st : data_state =

app`prep(st`sp`SCRAM_info`configs(st`svclvl)(app))`f(st`st) IN
IF (st`sp`SCRAM_info`safe(st`svclvl)) THEN st WITH [`st := new_st]
ELSE st WITH [`st := new_st, `reconf_st(app) := success_prep?(st)]
ENDIF

% application monitoring layer function
monitor(st: sys_state, app: (st`sp`apps)) : sys_state =

CASES st`reconf_st(app) OF
normal: execute(st, app),
interrupted: st,
halting: halt(st, app),
exec_halting: exec_halt(st, app),
prepping: prep(st, app),
training: execute(st, app)

ENDCASES

% lemmas to assist TCC proofs
monitor_apps_constant : LEMMA

FORALL (st: sys_state, app: (st`sp`apps)) :
monitor(st, app)`sp`apps = st`sp`apps

monitor_svcs_constant : LEMMA
FORALL (st: sys_state, app: (st`sp`apps)) :

monitor(st, app)`sp`S = st`sp`S

3 . S y s t e m  F u n c t io n s

% added to discharge recursive_monitor's TCC that is too strong and thus unprovable
% this could be shown of recursive_monitor if the function were not universally
% quantified (so monitor_apps_constant cannot be used in the proof)
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rm_apps_const: AXIOM
  FORALL (st: sys_state, apps: finseq[(st`sp`apps)], n: below[apps`length],
          v: [{z: [st: sys_state, apps: finseq[(st`sp`apps)], below[apps`length]]
                 | z`3 < n} -> sys_state]):
    NOT (n = 0) IMPLIES
     v(st, apps, n - 1)`sp`apps = st`sp`apps

% sequence of application executions that satisfy dependency requirements
recursive_monitor(st: sys_state, apps: finseq[(st`sp`apps)],

n: below[apps`length]) :
RECURSIVE sys_state =
        IF (n = 0) THEN monitor(st, apps(0))
        ELSE monitor(recursive_monitor(st, apps, n-1), apps(n))
        ENDIF
MEASURE n

END monitor
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T r a c e

% defines sequencing functions over system executions.
trace: THEORY
BEGIN

IMPORTING reconf_spec

1 . S y s t e m  F u n c t io n s

% lemmas used in TCC proofs
recursive_monitor_apps: LEMMA

FORALL (st: sys_state, n: nat) :
n >= card(st`sp`apps) OR
recursive_monitor(st, st`sp`app_seq, n)`sp`apps = st`sp`apps

recursive_monitor_svclvl: LEMMA
FORALL (st: sys_state, n: nat) :

n >= card(st`sp`apps) OR
recursive_monitor(st, st`sp`app_seq, n)`sp`S = st`sp`S

% function to define subsequent reconfiguration status of an application
% called when active configuration will remain the same
next_config(st: sys_state) : sys_state =

st WITH [`reconf_st :=
% if there's a signal, set everything to halt;
% take mismatched stages as a signal
IF (EXISTS (app: (st`sp`apps)) : st`reconf_st(app) = interrupted OR

(EXISTS (app1, app2: (st`sp`apps)) :
st`reconf_st(app1) /= normal AND
st`reconf_st(app1) /= normal AND
st`reconf_st(app1) /= st`reconf_st(app1))) THEN

LAMBDA (app: (st`sp`apps)) :
IF st`reconf_st(app) /= normal THEN halting
ELSE exec_halting
ENDIF

ELSE
% leave as is if halting since system_monitor will take care of it
IF (EXISTS (app: (st`sp`apps)) : st`reconf_st(app) = halting) THEN

LAMBDA (app: (st`sp`apps)) : st`reconf_st(app)
% change from prepping to training
ELSIF (EXISTS (app: (st`sp`apps)) : st`reconf_st(app) = prepping) THEN

LAMBDA (app: (st`sp`apps)) :
IF (st`reconf_st(app) = prepping) THEN training
ELSE normal
ENDIF

% change from training to normal, or everything is normal
ELSE LAMBDA (app: (st`sp`apps)) : normal
ENDIF

ENDIF]

% coordination of application execution and reconfiguration status
system_monitor(st: sys_state, e: env(st`sp`E)) : sys_state =

IF ((EXISTS (app: (st`sp`apps)) : st`reconf_st(app) = halting) AND
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(NOT EXISTS (app: (st`sp`apps)) : st`reconf_st(app) = interrupted))
THEN LET (next_svc: (st`sp`S)) = st`sp`choose(st`svclvl, e) IN

recursive_monitor(st WITH [
`reconf_st :=

(LAMBDA (app: (st`sp`apps)) :
IF st`sp`SCRAM_info`configs(next_svc)(app) /=

st`sp`SCRAM_info`configs(st`svclvl)(app)
THEN prepping
ELSE normal ENDIF),

`app_svclvls :=
(LAMBDA (app: (st`sp`apps)) :

st`sp`SCRAM_info`configs(next_svc)(app)), 
`app_last_svcs :=

(LAMBDA (app: (st`sp`apps)) : st`app_svclvls(app)), 
`last_svc := st`svclvl,
`svclvl := next_svc], st`sp`app_seq, card(st`sp`apps)-1)

ELSE recursive_monitor(next_config(st), st`sp`app_seq, card(st`sp`apps)-1)
ENDIF

2 . S t a t e  T r a c e

% possible environmental sequences
valid_env_trace(E: valid_env, R: reachable_env(E)) : TYPE =
{e: [real_time -> env(E)] |

FORALL (t1, t2: real_time) : t1 + 1 = t2 AND e(t1) /= e(t2) =>
R`txns((# source := e(t1), target := e(t2) #))}

% A valid sequence of system states is one where:
% (1) the beginning state is a non-reconfiguration state;
% (2) the system always eventually reaches a non-reconfiguration state;
% (3) any state is equal to the function application of system_monitor
%     to the previous state; and
% (4) the system state is synchronized with the environment.
sys_trace : TYPE =
[# sp: reconf_spec,

env: valid_env_trace(sp`E, sp`R),
tr: {c: [cycle -> {s: sys_state | s`sp = sp}] |

(FORALL (c1, c2 : cycle) :
c1 + 1 = c2 => c(c2) =

system_monitor(c(c1), env(c1 * cycle_time))) AND
(FORALL (app: (sp`apps)) : c(0)`reconf_st(app) = normal) AND
inv(sp, c(0)`svclvl, c(0)`st) AND
(FORALL (cyc1: cycle) : EXISTS (cyc2: cycle) : cyc2 > cyc1 AND

FORALL (app: (sp`apps)) : c(cyc2)`reconf_st(app) = normal)}
#]

% encoding of the assumption that initialization takes only one execution cycle
train_time: AXIOM

FORALL (s: sys_trace, c: cycle) :
FORALL (app: (s`sp`apps)) :

(s`tr(c)`reconf_st(app) = training =>
pre(app`modules,

app`svcmap(s`sp`SCRAM_info`configs(s`tr(c)`svclvl)(app)),
s`tr(c)`st))

END trace
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L e m m a s

lemmas: THEORY
BEGIN

IMPORTING trace

reconfiguration: TYPE = [# start_c: cycle, end_c: cycle #]

% a reconfiguration is either bounded on one side by an interrupt
% and on the other by "normal" or bounded on both sides by an interrupt

reconfig_start?(s: sys_trace, c: cycle) : bool =
EXISTS (app: (s`sp`apps)) : s`tr(c)`reconf_st(app) = interrupted

reconfig_end?(s: sys_trace, c: cycle) : bool =
(FORALL (app: (s`sp`apps)) :

(s`tr(c)`reconf_st(app) = normal OR s`tr(c)`reconf_st(app) = training)) OR
(EXISTS (app: (s`sp`apps)) : s`tr(c)`reconf_st(app) = interrupted)

% whether the time is inside some reconfiguration round
reconfiguring?(s: sys_trace, c: cycle) : bool =

EXISTS (app: (s`sp`apps)) : s`tr(c)`reconf_st(app) /= normal

get_reconfigs(s: sys_trace) : set[reconfiguration] =
{r: reconfiguration |

r`start_c < r`end_c AND
reconfig_start?(s, r`start_c) AND
reconfig_end?(s, r`end_c) AND
FORALL (c: cycle) : (r`start_c < c AND c < r`end_c => NOT reconfig_end?(s, c))}

change_to_interrupt: LEMMA
FORALL (st: sys_state, app: (st`sp`apps)) :

FORALL (app2: (st`sp`apps)) :
monitor(st, app)`reconf_st(app2) = st`reconf_st(app2) OR
(app2 = app AND monitor(st, app)`reconf_st(app2) = interrupted)

change_to_interrupt_rec: LEMMA
FORALL (st: sys_state, app: (st`sp`apps), n: nat) :

(n >= card(st`sp`apps) OR
recursive_monitor(st, st`sp`app_seq, n)`reconf_st(app) =

st`reconf_st(app) OR
recursive_monitor(st, st`sp`app_seq, n)`reconf_st(app) = interrupted)

m_speclvl_const : LEMMA
FORALL (st: sys_state, app: (st`sp`apps)) : monitor(st, app)`svclvl = st`svclvl

rm_speclvl_const: LEMMA
FORALL (st: sys_state, n: nat) :

n >= card(st`sp`apps) OR
recursive_monitor(st, st`sp`app_seq, n)`svclvl = st`svclvl

interrupt_st: LEMMA
FORALL (s: sys_trace, c: cycle) :

(EXISTS (app: (s`sp`apps)) : s`tr(c)`reconf_st(app) = interrupted) =>
(FORALL (app: (s`sp`apps)) :

s`tr(c+1)`reconf_st(app) = halting OR
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s`tr(c+1)`reconf_st(app) = exec_halting OR
s`tr(c+1)`reconf_st(app) = interrupted)

reconf_halt: LEMMA
FORALL (s: sys_trace, r: (get_reconfigs(s))) :

(FORALL (app: (s`sp`apps)) :
(s`tr(r`start_c+1)`reconf_st(app) = halting OR
 s`tr(r`start_c+1)`reconf_st(app) = exec_halting OR
 s`tr(r`start_c+1)`reconf_st(app) = interrupted))

int_halt_st: LEMMA
FORALL (s: sys_trace, r: (get_reconfigs(s))) :

FORALL (app: (s`sp`apps)) : 
s`sp`SCRAM_info`configs(s`tr(r`start_c)`svclvl)(app) =

s`sp`SCRAM_info`configs(s`tr(r`start_c+1)`svclvl)(app)

int_halt_len: LEMMA
FORALL (s: sys_trace, r: (get_reconfigs(s))):

(EXISTS (app: (s`sp`apps)) :
s`tr(r`start_c+1)`reconf_st(app) = interrupted) =>

r`end_c - r`start_c = 1

halt_st: LEMMA
FORALL (s: sys_trace, c: cycle) :

(EXISTS (app: (s`sp`apps)) : s`tr(c)`reconf_st(app) = halting) =>
((FORALL (app: (s`sp`apps)) :
s`tr(c+1)`reconf_st(app) = prepping OR
s`tr(c+1)`reconf_st(app) = normal OR
s`tr(c+1)`reconf_st(app) = interrupted) OR

EXISTS (app: (s`sp`apps)) : s`tr(c)`reconf_st(app) = interrupted)

reconf_prep: LEMMA
FORALL (s: sys_trace, r: (get_reconfigs(s))) :

r`end_c - r`start_c > 1 =>
(FORALL (app: (s`sp`apps)) :

((s`sp`SCRAM_info`configs(s`tr(r`start_c)`svclvl)(app) /=
s`sp`SCRAM_info`configs(s`tr(r`start_c+2)`svclvl)(app) AND

s`tr(r`start_c+2)`reconf_st(app) = prepping) OR
 (s`sp`SCRAM_info`configs(s`tr(r`start_c)`svclvl)(app) =

s`sp`SCRAM_info`configs(s`tr(r`start_c+2)`svclvl)(app) AND
s`tr(r`start_c+2)`reconf_st(app) = normal) OR

 s`tr(r`start_c+2)`reconf_st(app) = interrupted))

prep_st: LEMMA
FORALL (s: sys_trace, r: (get_reconfigs(s))) :

r`end_c - r`start_c > 2 =>
(FORALL (app: (s`sp`apps)) :

(s`tr(r`start_c+2)`reconf_st(app) = prepping =>
(s`tr(r`start_c+3)`reconf_st(app) = training OR
s`tr(r`start_c+3)`reconf_st(app) = interrupted)))

int_prep_len: LEMMA
FORALL (s: sys_trace, r: (get_reconfigs(s))):

r`end_c - r`start_c > 1 =>
((EXISTS (app: (s`sp`apps)) :

s`tr(r`start_c+2)`reconf_st(app) = interrupted) =>
r`end_c - r`start_c = 2)

reconf_train: LEMMA
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FORALL (s: sys_trace, r: (get_reconfigs(s))) :
r`end_c - r`start_c > 2 =>
(FORALL (app: (s`sp`apps)) :

s`sp`SCRAM_info`configs(s`tr(r`start_c+3)`svclvl)(app) =
s`sp`SCRAM_info`configs(s`tr(r`start_c+2)`svclvl)(app))

train_st: LEMMA
FORALL (s: sys_trace, r: (get_reconfigs(s))) :

r`end_c - r`start_c > 2 =>
(FORALL (app: (s`sp`apps)) :

(s`tr(r`start_c+3)`reconf_st(app) = training OR
s`tr(r`start_c+3)`reconf_st(app) = normal OR
s`tr(r`start_c+3)`reconf_st(app) = interrupted))

reconf_length: LEMMA
FORALL (s: sys_trace, r: (get_reconfigs(s))) : r`end_c - r`start_c <= 3

invariant_monitor: LEMMA
FORALL (st: sys_state, app: (st`sp`apps)) :

(inv(st`sp, st`svclvl, st`st) =>
inv(st`sp, st`svclvl, monitor(st, app)`st)) AND

(NOT st`reconf_st(app) = interrupted =>
inv(app`modules,

app`svcmap(st`sp`SCRAM_info`configs(st`svclvl)(app)),
monitor(st, app)`st))

invariant_monitor_rec: LEMMA
FORALL (st: sys_state, n: nat) :

n >= card(st`sp`apps) OR
(inv(st`sp, st`svclvl, st`st) =>

inv(st`sp, st`svclvl,
recursive_monitor(st, st`sp`app_seq, n)`st))

cycle_time: LEMMA
FORALL (c: cycle) : c > 0 => c*cycle_time - cycle_time >= 0

same_conf_or_pre: LEMMA
FORALL (s: sys_trace, r: (get_reconfigs(s)), app: (s`sp`apps)) :

s`sp`SCRAM_info`configs(s`tr(r`start_c)`svclvl)(app) =
s`sp`SCRAM_info`configs(s`tr(r`end_c)`svclvl)(app) OR

pre(app`modules, app`svcmap(s`sp`SCRAM_info`configs
(s`tr(r`end_c)`svclvl)(app)), s`tr(r`end_c)`st) OR

(r`end_c - r`start_c < 3 AND
EXISTS (app: (s`sp`apps)) :

s`tr(r`end_c)`reconf_st(app) = interrupted) OR
        s`tr(r`end_c)`reconf_st(app) = interrupted
END lemmas



A  -  1 8

I n v a r ia n t  L e m m a s

lemmas_inv: THEORY
BEGIN

IMPORTING lemmas

rm_spec_constant: LEMMA
FORALL (st: sys_state, n: nat) :

n >= card(st`sp`apps) OR
recursive_monitor(st, st`sp`app_seq, n)`sp = st`sp

change_to_interrupt_rec_app: LEMMA
FORALL (st: sys_state, app: (st`sp`apps), n: nat) :

n >= card(st`sp`apps) OR
((NOT EXISTS (m: nat) : m <= n AND st`sp`app_seq(m) = app)  =>

recursive_monitor(st, st`sp`app_seq, n)`reconf_st(app) =
st`reconf_st(app))

monitor_not_equal_nc: LEMMA
        FORALL (st: sys_state, app: (st`sp`apps), id: data_id) :
                (NOT app_scope(app`modules)(id) =>

monitor(st, app)`st(id) = st`st(id))

monitor_inv_equal: LEMMA
        FORALL (st: sys_state, app: (st`sp`apps)) :
                st`reconf_st(app) /= interrupted =>
                        (inv(app`modules,
                                app`svcmap(st`sp`SCRAM_info`configs(st`svclvl)(app)),
                                monitor(st, app)`st))

inv_not_equal: LEMMA
FORALL (st: sys_state, app: (st`sp`apps), n: posnat) :

n >= card(st`sp`apps) OR
(st`sp`app_seq(n) /= app =>

(inv(app`modules,
app`svcmap(st`sp`SCRAM_info`configs(st`svclvl)(app)),
recursive_monitor(st, st`sp`app_seq, n-1)`st) =>

inv(app`modules,
app`svcmap(st`sp`SCRAM_info`configs(st`svclvl)(app)),
recursive_monitor(st, st`sp`app_seq, n)`st)))

invariant_monitor_middle_app: LEMMA
FORALL (st: sys_state, app: (st`sp`apps), n: nat) :

n >= card(st`sp`apps) OR
(((EXISTS (m: nat) : m <= n AND st`sp`app_seq(m) = app) AND
  st`reconf_st(app) /= interrupted) =>

inv(app`modules,
app`svcmap(st`sp`SCRAM_info`configs(st`svclvl)(app)),
recursive_monitor(st, st`sp`app_seq, n)`st))

invariant_monitor_rec_app: LEMMA
FORALL (st: sys_state, app: (st`sp`apps)) :

(NOT st`reconf_st(app) = interrupted) =>
inv(app`modules,

app`svcmap(st`sp`SCRAM_info`configs(st`svclvl)(app)),
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recursive_monitor(st, st`sp`app_seq, card(st`sp`apps)-1)`st)

END lemmas_inv
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R e c o n f ig u r a t io n  P r o p e r t ie s

assured_reconfig: THEORY
BEGIN

IMPORTING lemmas_inv

% defines what makes up a reconfiguration. Essentially a repetition of the 
% get_reconfigs function, repeated for clarity.
CP1: THEOREM

FORALL (s: sys_trace, r: (get_reconfigs(s))) :
r`start_c < r`end_c AND
reconfig_start?(s, r`start_c) AND
reconfig_end?(s, r`end_c) AND
FORALL (c: cycle) : (r`start_c < c AND c < r`end_c =>

NOT reconfig_end?(s, c))

% either: (1) a signal was generated before applications were notified of the new
% configuration and the reconfiguration ends with the system in the same 
% configuration it was in when the reconfiguration began; or
% (2) the reconfiguration reached the notification stage; at the end of the 
% reconfiguration, the system will be in an appropriate new configuration
CP2: THEOREM

FORALL (s: sys_trace, r: (get_reconfigs(s))) :
(r`end_c - r`start_c = 1 AND s`tr(r`end_c)`svclvl = 

s`tr(r`start_c)`svclvl) OR
EXISTS (c: cycle) :

r`start_c <= c AND c <= r`end_c AND
s`tr(r`end_c)`svclvl =

s`sp`choose(s`tr(c)`svclvl, s`env(c*cycle_time))

% The reconfiguration takes less than or equal to its allotted time
CP3: THEOREM

FORALL (s: sys_trace, r: (get_reconfigs(s))) :
(r`end_c - r`start_c + 1)*cycle_time <=

s`sp`T(s`tr(r`start_c)`svclvl, s`tr(r`end_c)`svclvl)

% The function invariant holds
CP4: THEOREM

FORALL (s: sys_trace, c: cycle) :
% The function invariant holds
inv(s`sp, s`tr(c)`svclvl, s`tr(c)`st) OR

% A signal was generated in a function that was reconfiguring before
% it met the transition condition for the new specification,
% but while all applications were preparing to transition, so that
% any application that generated a signal during that cycle will maintain
% the invariant for the previous configuration, while any application that
% did not generate a signal will maintain the invariant for the
% new specification. Note that this case is always false if all applications
% delay processing of signals during the cycle the transition condition
% is being met.
(c > 0 AND
 FORALL (app: (s`sp`apps)):

% the application received a signal during the preparation stage and
% still meets the last configuration's invariant
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(s`tr(c)`reconf_st(app) = interrupted AND
(s`tr(c-1)`reconf_st(app) = halting OR

s`tr(c-1)`reconf_st(app) = exec_halting) AND
(s`sp`SCRAM_info`configs(s`tr(c-1)`svclvl)(app) /=

s`sp`SCRAM_info`configs(s`tr(c)`svclvl)(app)) AND
inv(app`modules,

app`svcmap(s`sp`SCRAM_info`configs(s`tr(c-1)`svclvl)(app)),
s`tr(c)`st)) OR

% The application did not receive a signal during the preparation stage
% and meets the new invariant
inv(app`modules,

app`svcmap(s`sp`SCRAM_info`configs(s`tr(c)`svclvl)(app)),
s`tr(c)`st))

% set of predicates, one of which must be true at the end of a reconfiguration
CP5: THEOREM

FORALL (s: sys_trace, r: (get_reconfigs(s))) :
% the reconfiguration was not interrupted and some application reconfigured
(r`end_c - r`start_c = 3 AND

FORALL (app: (s`sp`apps)) :
(s`sp`SCRAM_info`configs(s`tr(r`start_c)`svclvl)(app) /=

s`sp`SCRAM_info`configs(s`tr(r`end_c)`svclvl)(app) AND
pre(app`modules,

app`svcmap(s`sp`SCRAM_info`configs
(s`tr(r`end_c)`svclvl)(app)), s`tr(r`end_c)`st) OR

(s`sp`SCRAM_info`configs(s`tr(r`start_c)`svclvl)(app) =
s`sp`SCRAM_info`configs(s`tr(r`end_c)`svclvl)(app) AND

inv(app`modules,
app`svcmap(s`sp`SCRAM_info`configs
(s`tr(r`end_c)`svclvl)(app)), s`tr(r`end_c)`st))))

OR
% the reconfiguration was not interrupted but no application reconfigured
(r`end_c - r`start_c = 2 AND

FORALL (app: (s`sp`apps)) :
(s`sp`SCRAM_info`configs(s`tr(r`start_c)`svclvl)(app) =

s`sp`SCRAM_info`configs(s`tr(r`end_c)`svclvl)(app) AND
inv(app`modules,

app`svcmap(s`sp`SCRAM_info`configs
(s`tr(r`end_c)`svclvl)(app)), s`tr(r`end_c)`st)))

OR
% the reconfiguration was interrupted
EXISTS (app: (s`sp`apps)) : s`tr(r`end_c)`reconf_st(app) = interrupted

END assured_reconfig
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U A V  S y s te m  S p e c if ic a tio n
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E x a m p le  S t a t e

ex_state : THEORY
BEGIN

IMPORTING state

% This theory models the entire state of the system. It essentially emulates a
% type system that would normally be created as the base of a system specification,
% but which cannot be the base in this case because the type system is used to model
% the architecture rather than the computation.
% Thus, it is ugly and confusing, but it works.

1 . D a t a  v a lu e s

cur_alt, cur_hdg, calc_left_aileron, calc_right_aileron, calc_rudder,
calc_elevator, adjust_left_aileron, adjust_right_aileron, adjust_rudder,
left_aileron, right_aileron, rudder, elevator, alt_hold, hdg_hold,
tgt_alt, tgt_hdg, ap_fcs_cmd, elec_monitor, rudder_monitor : data_id

disabled, off, engaged, ah_only: data_value
battery, alternator: data_value
a_up, a_mid_up, a_neutral, a_mid_down, a_down: data_value
r_left, r_neutral, r_right, r_ho_left, r_ho_right: data_value
e_up, e_neutral, e_down: data_value
climb, descend, hold_alt, left, right, hold_hdg, nop: data_value

% status for autopilot altitude hold mode and heading hold mode
% off means operational but not engaged
ap_mode_status: set[data_value] =

{v: data_value | v = disabled OR v = off OR v = engaged OR v = ah_only}

% status for alternator and battery in electrics subsystem
% backup means servicable but now working as backup
elec_status: set[data_value] =

{v: data_value | v = battery OR v = alternator}

% status for ailerons, rudder, and elevator in flight control system
aileron_status: set[data_value] =

{v: data_value | v = a_up OR v = a_mid_up OR v = a_neutral OR v = a_mid_down OR
v = a_down}

rudder_status: set[data_value] =
{v: data_value | v = r_left OR v = r_neutral OR v = r_right OR v = r_ho_left OR

v = r_ho_right}
elevator_status: set[data_value] =

{v: data_value | v = e_up OR v = e_neutral OR v = e_down}

% command type send from autopilot to FCS, nop for not specified command
cmd_type: set[data_value] =

{v: data_value | v = climb OR v = descend OR v = hold_alt OR v = left OR
v = right OR v = hold_hdg OR v = nop}

values_unique: AXIOM
battery /= alternator AND
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a_up /= a_mid_up AND a_up /= a_neutral AND a_up /= a_mid_down AND a_up /= a_down 
AND a_mid_up /= a_neutral AND a_mid_up /= a_mid_down AND a_mid_up /= a_down AND 
a_neutral /= a_mid_down AND a_neutral /= a_down AND a_mid_down /= a_down AND

r_left /= r_neutral AND r_left /= r_right AND r_left /= r_ho_left AND r_left /= 
r_ho_right AND r_neutral /= r_right AND r_neutral /= r_ho_left AND r_neutral /= 
r_ho_right AND r_right /= r_ho_left AND r_right /= r_ho_right AND r_ho_left /= 
r_ho_right AND

e_up /= e_neutral AND e_up /= e_down AND e_neutral /= e_down AND

climb /= descend AND climb /= hold_alt AND climb /= left AND climb /= right AND 
climb /= hold_hdg AND climb /= nop AND descend /= hold_alt AND descend /= left AND 
descend /= right AND descend /= hold_hdg AND descend /= nop AND hold_alt /= left 
AND hold_alt /= right 
AND hold_alt /= hold_hdg AND hold_alt /= nop AND left /= right AND left /= hold_hdg 
AND left /= nop AND right /= hold_hdg AND right /= nop AND hold_hdg /= nop

2 . T y p e  e n c o d in g s

type_constraints: AXIOM
FORALL (st: data_state) :

% for sensors, rely on int as the base type for state
% int(st(cur_alt)) AND
% int(st(cur_hdg)) AND

% enumerated sensors values
elec_status(st(elec_monitor)) AND
rudder_status(st(rudder_monitor)) AND

% for fcs
aileron_status(st(calc_left_aileron)) AND
aileron_status(st(calc_right_aileron)) AND
rudder_status(st(calc_rudder)) AND
elevator_status(st(calc_elevator)) AND

aileron_status(st(adjust_left_aileron)) AND
aileron_status(st(adjust_right_aileron)) AND
rudder_status(st(adjust_rudder)) AND

aileron_status(st(left_aileron)) AND
aileron_status(st(right_aileron)) AND
rudder_status(st(rudder)) AND
elevator_status(st(elevator)) AND

% command send from autopilot to FCS
cmd_type(st(ap_fcs_cmd)) AND

% for autopilot
ap_mode_status(st(alt_hold)) AND
ap_mode_status(st(hdg_hold)) AND
%int?(tgt_alt) AND
st(tgt_hdg) >= 0 AND st(tgt_hdg) < 360

END ex_state
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E n v ir o n m e n t

environment: THEORY
BEGIN

IMPORTING SCRAM

% The nonequal axioms are again because we have simulated refinement rather than
% actually using it.

1 . E n v ir o n m e n t a l S t a t e  P a r a m e t e r s

1 .1 . E le c t r ic a l S u b s y s te m  S t a te
electrics: env_id
alternator, battery: env_param
electrics_params : set[env_param] =

{e: env_param | e = alternator OR e = battery}

1 .2 . Au to p ilo t  S u b s y s te m  S t a te
autopilot: env_id
fullsvc, alt_hold_only, disabled: env_param
autopilot_params : set[env_param] =

{e: env_param | e = fullsvc OR e = alt_hold_only OR e = disabled}

1 .3 . R u d d e r  S t a t e
rudder: env_id
working, hard_over_left, hard_over_right: env_param
rudder_params : set[env_param] =

{e: env_param | e = working OR e = hard_over_left OR e = hard_over_right}

different_env_params: AXIOM
alternator /= battery AND alternator /= fullsvc AND alternator /= alt_hold_only 
AND alternator /= disabled AND alternator /= working AND alternator /= 
hard_over_left AND alternator /= hard_over_right AND battery /= fullsvc AND 
battery /= alt_hold_only AND battery /= disabled AND battery /= working AND battery 
/= hard_over_left AND battery /= hard_over_right AND fullsvc /= alt_hold_only AND 
fullsvc /= disabled AND fullsvc /= working AND fullsvc /= hard_over_left AND 
fullsvc /= hard_over_right AND alt_hold_only /= disabled AND alt_hold_only /= 
working AND alt_hold_only /= hard_over_left AND alt_hold_only /= hard_over_right 
AND disabled /= working AND disabled /= hard_over_left AND disabled /= 
hard_over_right AND working /= hard_over_left AND working /= hard_over_right AND 
hard_over_left /= hard_over_right

2 . V a lid  E n v ir o n m e n t a l S t a t e s

proto_env_id: set[env_id] = 
{e: env_id | e = autopilot OR e = electrics OR e = rudder}

proto_valid_env: valid_env = (LAMBDA (id: env_id) :
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IF id = autopilot THEN 
{e: env_param | e = fullsvc OR e = alt_hold_only OR e = disabled}

ELSIF id = electrics THEN
{e: env_param | e = alternator OR e = battery}

ELSE % rudder
{e: env_param | e = working OR e = hard_over_left OR e = hard_over_right}

ENDIF)

proto_envs: set[env(proto_valid_env)] = {e: env(proto_valid_env) | true}

3 . P o s s ib le  T r a n s it io n s

% only degrade - can't upgrade
degraded(source, target: env(proto_valid_env)) : bool =

(source(electrics) = alternator AND target(electrics) = battery) OR
(source(autopilot) = fullsvc AND target(autopilot) = alt_hold_only) OR
(source(autopilot) = alt_hold_only AND target(autopilot) = disabled) OR
(source(autopilot) = fullsvc AND target(autopilot) = disabled) OR
(source(rudder) = working AND target(rudder) = hard_over_left) OR
(source(rudder) = working AND target(rudder) = hard_over_right)

proto_env_txns: set[env_txn(proto_valid_env, proto_envs)] = 
{et: env_txn(proto_valid_env, proto_envs) | degraded(et`source, et`target)}

4 . R e a c h a b le  E n v ir o n m e n t a l S t a t e s

proto_reachable_env : reachable_env(proto_valid_env) =
(# `D := proto_envs,

`txns := proto_env_txns
#)

END environment
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S e n s o r s

sensors : THEORY
BEGIN

IMPORTING application
IMPORTING ex_state
IMPORTING environment

% Sensors has one module:
% Sensors_update updates environmental input parameters (altitude, heading).

1 . S e n s o r s _ u p d a t e

1 .1 . S e n s o r s _ u p d a t e  M o d u le  T y p e s
% Instantiations of the abstract system state types.
sensors_update_full : module_svc
sensors_update_svcs: set[module_svc] = {svc: module_svc | svc = 
sensors_update_full}

sensors_update_svclvl : data_id
sensors_update_full : data_value

sensors_update_scope : set[data_id] = 
{d: data_id | d = cur_alt OR d = cur_hdg OR d = sensors_update_svclvl}

1 .2 . S e n s o r s _ u p d a t e  M o d u le  F u n c tio n s
% Simple simulation of aircraft response to flight control surface positions.
% Both ailerons, elevator, and rudder centered: no change in altitude or heading
% Elevator up: altitude reduced 5 ft.
% Elevator down: altitude increased 5 ft.
% Ailerons are not currently used to increase aircraft altitude
% Left aileron up, right aileron down: heading change of 6 degrees counterclockwise
% Right aileron up, left aileron down: heading change of 6 degrees clockwise
% Left aileron half-up, right aileron half-down:
% heading change of 3 degrees counterclockwise
% Right aileron half-up, left aileron half-down:
% heading change of 3 degrees clockwise
% Rudder right: heading change of 3 degrees counterclockwise
% Rudder left: heading change of 3 degrees clockwise

% change is measured in degrees clockwise
heading_input_sim(st: data_state) : int =

LET change: int =
% contribution from ailerons
IF (st(left_aileron) = a_up AND st(right_aileron) = a_down) THEN -6
ELSIF (st(left_aileron) = a_down AND st(right_aileron) = a_up) THEN 6
ELSIF (st(left_aileron) = a_mid_up AND st(right_aileron) = a_mid_down)

THEN -3
ELSIF (st(left_aileron) = a_mid_down AND st(right_aileron) = a_mid_up)

THEN 3
ELSE 0
ENDIF
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+
% contribution from rudder
IF st(rudder) = r_left THEN -3
ELSIF st(rudder) = r_right THEN 3
ELSE 0
ENDIF

IN st(cur_hdg) + change

% change is measured in altitude gain
altitude_input_sim(st: data_state) : int =

LET change: int =
% contribution from elevator
IF st(elevator) = e_up THEN -5
ELSIF st(elevator) = e_down THEN 5
ELSE 0
ENDIF

IN st(cur_alt) + change

% sets environmental state to new calculated values
sensors_update_execute(sv: (sensors_update_svcs)) : func(sensors_update_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) : st WITH
[`cur_hdg := heading_input_sim(st),
 `cur_alt := altitude_input_sim(st)])

#)

1 .3 . S e n s o r s _ u p d a t e  M o d u le
% defined to work accurately when called at any time
sensors_update: module_spec = 
(# `scope := sensors_update_scope,

`sv := sensors_update_svcs,
`svclvl_parm := sensors_update_svclvl,
`pre := (LAMBDA (sv: (sensors_update_svcs)) : (LAMBDA (s: data_state) : true)),
`trans := (LAMBDA (sv: (sensors_update_svcs)) :

(LAMBDA (s: data_state) : true)),
`post := (LAMBDA (sv: (sensors_update_svcs)) :

(LAMBDA (s: data_state) : true)),
`inv := (LAMBDA (sv: (sensors_update_svcs)) :(LAMBDA (s: data_state) : true))

#)

2 . S e n s o r s  Ap p lic a t io n

2 .1 . Ap p lic a t io n  S t r u c t u r e s
sensors_full : app_svclvl
sensors_svcs: set[app_svclvl] = {s: app_svclvl | s = sensors_full}
sensors_modules: finite_set[module_spec] = {m: module_spec | m = sensors_update}
sensors_scope: set[data_id] = app_scope(sensors_modules)

sensors_full_svcmap: service_map(sensors_modules) =
(lambda (m: (sensors_modules)) : sensors_update_full)

sensors_svcmap: [(sensors_svcs) -> service_map(sensors_modules)] = 
(lambda (s: (sensors_svcs)) : sensors_full_svcmap) 
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2 .2 . Ap p lic a t io n  F u n c t io n s
sensors_execute(s: (sensors_svcs)) : func(sensors_scope) =

(# pre := (LAMBDA (st: data_state) : true),
f := (LAMBDA (st: data_state) :

sensors_update_execute
(sensors_svcmap(sensors_full)(sensors_update))`f(st))

#)

sensors_exec_halt(s: (sensors_svcs)) : func(sensors_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) :
sensors_update_execute

(sensors_svcmap(sensors_full)(sensors_update))`f(st))
#)

sensors_prep(s: (sensors_svcs)) : func(sensors_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) : st)
#)

sensors_halt(s: (sensors_svcs)) : func(sensors_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) : st)
#)

2 .3 . Ap p lic a t io n  T y p e
% defined to work accurately at any time
sensors_app: app_spec = 
(# `svcs := sensors_svcs,

`modules := sensors_modules,
`svcmap := sensors_svcmap,
`execute := sensors_execute,
`exec_halt := sensors_exec_halt,
`prep := sensors_prep,
`halt := sensors_halt

#)

END sensors 
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P ilo t  I n t e r f a c e

pilot_interface : THEORY
BEGIN

IMPORTING application
IMPORTING ex_state

% Pilot_interface has one module:
% Get_input reads any new commands from the pilot and updates state accordingly.

1 . G e t _ in p u t

1 .1 . G e t _ in p u t M o d u le  T y p e s
get_input_standard : module_svc
get_input_svcs: set[module_svc] = {svc: module_svc | svc = get_input_standard}
get_input_svclvl : data_id
get_input_standard : data_value

get_input_scope : set[data_id] = 
{d: data_id | d = alt_hold OR d = hdg_hold OR d = tgt_alt OR d = tgt_hdg OR

d = get_input_svclvl}

1 .2 . G e t _ in p u t M o d u le  F u n c t io n s
% is altitude hold engaged?
altitude_hold(st: data_state) : bool
% is heading hold engaged?
heading_hold(st: data_state) : bool

% what is the current target altitude?
target_alt(st: data_state) : int
% what is the current target heading?
target_heading(st: data_state) : {i: int | i < 360}

get_input_execute(sv: (get_input_svcs)) : func(get_input_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) : st WITH
[`alt_hold := altitude_hold(st),
 `hdg_hold := heading_hold(st),
 `tgt_alt := target_alt(st),
 `tgt_hdg := target_heading(st)])

#)

1 .3 . G e t _ in p u t M o d u le
% can apply at any time
get_input: module_spec = 
(# `scope := get_input_scope,

`sv := get_input_svcs,
`svclvl_parm := get_input_svclvl,
`pre := (LAMBDA (sv: (get_input_svcs)) : (LAMBDA (s: data_state) : true)),
`trans := (LAMBDA (sv: (get_input_svcs)) : (LAMBDA (s: data_state) : true)),
`post := (LAMBDA (sv: (get_input_svcs)) : (LAMBDA (s: data_state) : true)),
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`inv := (LAMBDA (sv: (get_input_svcs)) :(LAMBDA (s: data_state) : true))
#)

2 . P ilo t _ in t e r f a c e  Ap p lic a tio n

2 .1 . Ap p lic a t io n  S t r u c t u r e s
interface_standard : app_svclvl
interface_svcs: set[app_svclvl] = {s: app_svclvl | s = interface_standard}
interface_modules: finite_set[module_spec] = {m: module_spec | m = get_input}
interface_scope: set[data_id] = app_scope(interface_modules)

interface_standard_svcmap: service_map(interface_modules) =
(LAMBDA (m: (interface_modules)) : get_input_standard)

interface_svcmap: [(interface_svcs) -> service_map(interface_modules)] = 
(LAMBDA (s: (interface_svcs)) : interface_standard_svcmap) 

2 .2 . Ap p lic a t io n  F u n c t io n s
interface_execute(s: (interface_svcs)) : func(interface_scope) =

(# pre := (LAMBDA (st: data_state) : true),
f := (LAMBDA (st: data_state) :

get_input_execute
(interface_svcmap(interface_standard)(get_input))`f(st))

#)

interface_exec_halt(s: (interface_svcs)) : func(interface_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) :
get_input_execute

(interface_svcmap(interface_standard)(get_input))`f(st))
#)

interface_prep(s: (interface_svcs)) : func(interface_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) : st)
#)

interface_halt(s: (interface_svcs)) : func(interface_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) : st)
#)

2 .3 . Ap p lic a t io n  T y p e
pilot_interface_app: app_spec = 
(# `svcs := interface_svcs,

`modules := interface_modules,
`svcmap := interface_svcmap,
`execute := interface_execute,
`exec_halt := interface_exec_halt,
`prep := interface_prep,
`halt := interface_halt

#)

END pilot_interface
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F lig h t  C o n t r o l S y s t e m  F u n c t io n a l S p e c if ic a t io n

fcs_functionality : THEORY
BEGIN

IMPORTING ex_state

% FCS has three modules:
% FCS_calc: computes normal commands based on (human or autopilot) inputs
% FCS_adjust: adjusts those commands in a rudder hardover condition
% FCS_output: writes the calculated values to actuator state variables

1 . F C S _ c a lc

fcs_calc_svclvl : data_id

fcs_calc_scope : set[data_id] = 
{d: data_id | d = calc_left_aileron OR d = calc_right_aileron OR

d = calc_rudder OR d = calc_elevator OR d = fcs_calc_svclvl}

% single service
fcs_calc_execute_standard : func(fcs_calc_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) :
COND

st(ap_fcs_cmd) = climb -> st WITH [calc_elevator := e_up],
st(ap_fcs_cmd) = hold_alt -> st WITH [calc_elevator := e_neutral],
st(ap_fcs_cmd) = descend -> st WITH [calc_elevator := e_down],
st(ap_fcs_cmd) = left -> st WITH [calc_left_aileron := a_mid_up,

calc_right_aileron := a_mid_down,
calc_rudder := r_left],

st(ap_fcs_cmd) = hold_hdg -> st WITH [calc_left_aileron := a_neutral,
calc_right_aileron := a_neutral,
calc_rudder := r_neutral],

st(ap_fcs_cmd) = right -> st WITH [calc_left_aileron := a_mid_down,
calc_right_aileron := a_mid_up,
calc_rudder := r_right],

ELSE -> st
ENDCOND)

#)

2 . F C S _ a d j u s t

fcs_adjust_svclvl : data_id
fcs_adjust_scope : set[data_id] = 

{d: data_id | d = adjust_left_aileron OR d = adjust_right_aileron OR
d = adjust_rudder OR d = fcs_adjust_svclvl}

% rudder is working properly, no adjustment needed
fcs_adjust_execute_nc: func(fcs_adjust_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) : st)
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#)

% rudder hard over left
fcs_adjust_execute_rudder_ho_left : func(fcs_adjust_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) :
COND

(st(calc_left_aileron) = a_mid_up AND
st(calc_right_aileron) = a_mid_down) ->

st WITH [adjust_left_aileron := a_neutral,
adjust_right_aileron := a_neutral,
adjust_rudder := left],

(st(calc_left_aileron) = a_neutral AND
st(calc_right_aileron) = a_neutral) ->

st WITH [adjust_left_aileron := a_mid_down,
adjust_right_aileron := a_mid_up,
adjust_rudder := left],

(st(calc_left_aileron) = a_mid_down AND
st(calc_right_aileron) = a_mid_up) ->

st WITH [adjust_left_aileron := a_down,
adjust_right_aileron := a_up,
adjust_rudder := left],

ELSE -> st
ENDCOND)

#)

% rudder hard over right
fcs_adjust_execute_rudder_ho_right : func(fcs_adjust_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) :
COND

(st(calc_left_aileron) = a_mid_up AND
st(calc_right_aileron) = a_mid_down) ->

st WITH [adjust_left_aileron := a_up,
adjust_right_aileron := a_down,
adjust_rudder := right],

(st(calc_left_aileron) = a_neutral AND
st(calc_right_aileron) = a_neutral) ->

st WITH [adjust_left_aileron := a_mid_up,
adjust_right_aileron := a_mid_down,
adjust_rudder := right],

(st(calc_left_aileron) = a_mid_down AND
st(calc_right_aileron) = a_mid_up) ->

st WITH [adjust_left_aileron := a_neutral,
adjust_right_aileron := a_neutral,
adjust_rudder := right],

ELSE -> st
ENDCOND)

#)

3 . F C S _ o u t p u t

% writes the appropriate output (normal or adjusted) to the actuators.
fcs_output_svclvl: data_id
fcs_output_scope : set[data_id] = 

{d: data_id | d = left_aileron OR d = right_aileron OR d = rudder OR
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d = elevator OR d = fcs_output_svclvl}

% not adjusted
fcs_output_standard: func(fcs_output_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) : st WITH
[elevator := st(calc_elevator),
left_aileron := st(calc_left_aileron),
right_aileron := st(calc_right_aileron),
rudder := st(calc_rudder)])

#)

% adjusted
fcs_output_rudder_ho: func(fcs_output_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) : st WITH
[elevator := st(calc_elevator),
left_aileron := st(adjust_left_aileron),
right_aileron := st(adjust_right_aileron),
rudder := st(adjust_rudder)])

#)

END fcs_functionality
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F lig h t  C o n t r o l S y s t e m

fcs : THEORY
BEGIN

IMPORTING application
IMPORTING fcs_functionality

% FCS has three modules:
% FCS_calc: computes normal commands based on (human or autopilot) inputs
% FCS_adjust: adjusts those commands in a rudder hardover condition.
% FCS_output: writes the calculated values to actuator state variables

1 . F C S _ c a lc

1 .1 . F C S  _ c a lc  M o d u le  T y p e s
% FCS_calc has only a single service, since FCS_adjust will alter values for
% alternative services
fcs_calc_standard: module_svc
fcs_calc_standard: data_value
fcs_calc_svcs: set[module_svc] = {svc: module_svc | svc = fcs_calc_standard}

1 .2 . F C S  _ c a lc  M o d u le  F u n c t io n s

% maps to the functionality specification
fcs_calc_execute(sv: (fcs_calc_svcs)) : func(fcs_calc_scope) = 
fcs_calc_execute_standard

1 .3 . F C S  _ c a lc  M o d u le
% effectively no consistency conditions for the control surfaces
fcs_calc: module_spec = 
(# `scope := fcs_calc_scope,

`sv := fcs_calc_svcs,
`svclvl_parm := fcs_calc_svclvl,
`pre := (LAMBDA (sv: (fcs_calc_svcs)) : (LAMBDA (s: data_state) : true)),
`trans := (LAMBDA (sv: (fcs_calc_svcs)) : (LAMBDA (s: data_state) : true)),
`post := (LAMBDA (sv: (fcs_calc_svcs)) : (LAMBDA (s: data_state) : true)),
`inv := (LAMBDA (sv: (fcs_calc_svcs)) : (LAMBDA (s: data_state) : true))

#)

2 . F C S _ a d j u s t

2 .1 . F C S _ a d j u s t  M o d u le  T y p e s
fcs_adjust_nc, fcs_adjust_ho_left, fcs_adjust_ho_right: module_svc
fcs_adjust_svcs: set[module_svc] =

{svc: module_svc | svc = fcs_adjust_nc OR svc = fcs_adjust_ho_left OR
svc = fcs_adjust_ho_right}
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fcs_adjust_svclvl: data_id
fcs_adjust_nc, fcs_adjust_ho_left, fcs_adjust_ho_right: data_value

2 .2 . F C S _ a d j u s t  M o d u le  F u n c t io n s
fcs_adjust_execute(sv: (fcs_adjust_svcs)) : func(fcs_adjust_scope) =

IF sv = fcs_adjust_ho_left THEN
fcs_adjust_execute_rudder_ho_left

ELSIF sv = fcs_adjust_ho_right THEN
fcs_adjust_execute_rudder_ho_right

ELSE % sv = fcs_adjust_nc
fcs_adjust_execute_nc

ENDIF

2 .3 . F C S _ a d j u s t  M o d u le
% effectively no consistency conditions for the control surfaces
fcs_adjust: module_spec = 
(# `scope := fcs_adjust_scope,

`sv := fcs_adjust_svcs,
`svclvl_parm := fcs_adjust_svclvl,
`pre := (LAMBDA (sv: (fcs_adjust_svcs)) : (LAMBDA (s: data_state) : true)),
`trans := (LAMBDA (sv: (fcs_adjust_svcs)) : (LAMBDA (s: data_state) : true)),
`post := (LAMBDA (sv: (fcs_adjust_svcs)) : (LAMBDA (s: data_state) : true)),
`inv := (LAMBDA (sv: (fcs_adjust_svcs)) : (LAMBDA (s: data_state) : true))

#)

3 . F C S _ o u t p u t

3 .1 . F C S  _ o u t p u t  M o d u le  T y p e s
% FCS_output has two services:
% FCS_output_standard: applies only FCS_calc's computations
% FCS_output_ho: adjusts the calculated outputs for the hard-over condition
fcs_output_standard, fcs_output_ho: module_svc
fcs_output_standard, fcs_output_ho: data_value
fcs_output_svcs: set[module_svc] =

{svc: module_svc | svc = fcs_output_standard OR svc = fcs_output_ho}

3 .2 . F C S  _ o u t p u t  M o d u le  F u n c tio n s

% maps to the appropriate functionality specification
fcs_output_execute(sv: (fcs_output_svcs)) : func(fcs_output_scope) =

IF sv = fcs_output_ho THEN fcs_output_rudder_ho
ELSE fcs_output_standard
ENDIF

3 .3 . F C S  _ o u t p u t  M o d u le
% effectively no consistency conditions for the control surfaces
fcs_output: module_spec = 
(# `scope := fcs_output_scope,

`sv := fcs_output_svcs,
`svclvl_parm := fcs_output_svclvl,
`pre := (LAMBDA (sv: (fcs_output_svcs)) : (LAMBDA (s: data_state) : true)),
`trans := (LAMBDA (sv: (fcs_output_svcs)) : (LAMBDA (s: data_state) : true)),
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`post := (LAMBDA (sv: (fcs_output_svcs)) : (LAMBDA (s: data_state) : true)),
`inv := (LAMBDA (sv: (fcs_output_svcs)) : (LAMBDA (s: data_state) : true))

#)

4 . F C S  Ap p lic a t io n

4 .1 . Ap p lic a t io n  S t r u c t u r e s
fcs_standard, fcs_rudder_ho_left, fcs_rudder_ho_right : app_svclvl
fcs_svcs: set[app_svclvl] =

{s: app_svclvl | s = fcs_standard OR s = fcs_rudder_ho_left OR
s = fcs_rudder_ho_right}

fcs_modules: finite_set[module_spec] =
{m: module_spec | m = fcs_calc OR m = fcs_adjust OR m = fcs_output}

fcs_scope: set[data_id] = app_scope(fcs_modules)

fcs_standard_svcmap: service_map(fcs_modules) =
(LAMBDA (m: (fcs_modules)) :

IF (m = fcs_calc) THEN fcs_calc_standard
ELSIF (m = fcs_adjust) THEN fcs_adjust_nc
ELSE fcs_output_standard
ENDIF)

fcs_ho_left_svcmap: service_map(fcs_modules) =
(LAMBDA (m: (fcs_modules)) :

IF (m = fcs_calc) THEN fcs_calc_standard
ELSIF (m = fcs_adjust) THEN fcs_adjust_ho_left
ELSE fcs_output_ho
ENDIF)

fcs_ho_right_svcmap: service_map(fcs_modules) = 
(LAMBDA (m: (fcs_modules)) :

IF (m = fcs_calc) THEN fcs_calc_standard
ELSIF (m = fcs_adjust) THEN fcs_adjust_ho_right
ELSE fcs_output_ho
ENDIF)

fcs_svcmap: [(fcs_svcs) -> service_map(fcs_modules)] =
(LAMBDA (sv: (fcs_svcs)) :

IF (sv = fcs_rudder_ho_left) THEN fcs_ho_left_svcmap
ELSIF (sv = fcs_rudder_ho_right) THEN fcs_ho_right_svcmap
ELSE fcs_standard_svcmap
ENDIF)

4 .2 . Ap p lic a t io n  F u n c t io n s
% normal function
fcs_execute(s: (fcs_svcs)) : func(fcs_scope) =

(# pre := (LAMBDA (st: data_state) :
fcs_calc_execute(fcs_svcmap(s)(fcs_calc))`pre(st) AND
fcs_adjust_execute(fcs_svcmap(s)(fcs_adjust))`pre(st) AND
fcs_output_execute(fcs_svcmap(s)(fcs_output))`pre(st)),

f :=  (LAMBDA (st: data_state) :
fcs_output_execute(fcs_svcmap(s)(fcs_output))`f
(fcs_adjust_execute(fcs_svcmap(s)(fcs_adjust))`f
(fcs_calc_execute(fcs_svcmap(s)(fcs_calc))`f(st))))

#)

% same as execute
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fcs_exec_halt(s: (fcs_svcs)) : func(fcs_scope) =
(# pre := (LAMBDA (st: data_state) :

fcs_calc_execute(fcs_svcmap(s)(fcs_calc))`pre(st) AND
fcs_adjust_execute(fcs_svcmap(s)(fcs_adjust))`pre(st) AND
fcs_output_execute(fcs_svcmap(s)(fcs_output))`pre(st)),

f :=  (LAMBDA (st: data_state) :
fcs_output_execute(fcs_svcmap(s)(fcs_output))`f
(fcs_adjust_execute(fcs_svcmap(s)(fcs_adjust))`f
(fcs_calc_execute(fcs_svcmap(s)(fcs_calc))`f(st))))

#)

% change service level parameters to specify new function, otherwise no change
fcs_prep(s: (fcs_svcs)) : func(fcs_scope) =

% rudder hard over right
IF s = fcs_rudder_ho_right THEN

(# pre := (LAMBDA (st: data_state) : true),
f := (LAMBDA (st: data_state) : st WITH 

[ fcs_calc_svclvl := fcs_calc_standard,
  fcs_adjust_svclvl := fcs_adjust_ho_right,
  fcs_output_svclvl := fcs_output_ho])

#)
% rudder hard over left
ELSIF s = fcs_rudder_ho_left THEN

(# pre := (LAMBDA (st: data_state) : true),
f := (LAMBDA (st: data_state) : st WITH 

[ fcs_calc_svclvl := fcs_calc_standard,
  fcs_adjust_svclvl := fcs_adjust_ho_left,
  fcs_output_svclvl := fcs_output_ho])

#)
% standard
ELSE

(# pre := (LAMBDA (st: data_state) : true),
f := (LAMBDA (st: data_state) : st WITH 

[ fcs_calc_svclvl := fcs_calc_standard,
  fcs_adjust_svclvl := fcs_adjust_nc,
  fcs_output_svclvl := fcs_output_standard])

#)
ENDIF

% no execution and no other change
fcs_halt(s: (fcs_svcs)) : func(fcs_scope) =

(# pre := (LAMBDA (st: data_state) : true),
f := (LAMBDA (st: data_state) : st)

#)

4 .3 . Ap p lic a t io n  T y p e
fcs_app: app_spec = 
(# `svcs := fcs_svcs,

`modules := fcs_modules,
`svcmap := fcs_svcmap,
`execute := fcs_execute,
`exec_halt := fcs_exec_halt,
`prep := fcs_prep,
`halt := fcs_halt

#)

END fcs 
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Au to p ilo t  F u n c t io n a lit y

autopilot_functionality : THEORY
BEGIN

IMPORTING application
IMPORTING ex_state

% The autopilot has one module:
% AP_compute: computes command to send to the FCS
% based on user input and sensor data

1 . AP _ c o m p u t e

ap_compute_svclvl: data_id
ap_compute_standard, ap_compute_ah_only, ap_compute_off: data_value

ap_compute_scope: set[data_id] =
{d: data_id | d = ap_fcs_cmd OR d = ap_compute_svclvl}

% give altitude changes precedence over heading changes
% since the FCS cannot effect both changes simultaneously

% 5 ft. difference in altitude or 6 degree difference in heading required to make
% adjustments so that implementation will not flutter around a value
ap_compute_execute: func(ap_compute_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) :
IF st(ap_compute_svclvl) = ap_compute_standard THEN

% full service
st WITH

[`ap_fcs_cmd :=
IF (st(alt_hold) = engaged AND

st(tgt_alt) > st(cur_alt) + 5) THEN climb
ELSIF (st(alt_hold) = engaged AND

st(tgt_alt) < st(cur_alt) - 5) THEN descend
ELSIF (st(hdg_hold) = engaged AND 

((st(tgt_hdg) < st(cur_hdg) - 6 AND
st(cur_hdg) - st(tgt_hdg) < 180)

OR
(st(tgt_hdg) > st(cur_hdg) + 6 AND
st(tgt_hdg) - st(cur_hdg) > 180))) THEN left

ELSIF (st(hdg_hold) = engaged AND 
((st(tgt_hdg) > st(cur_hdg) + 6 AND
st(tgt_hdg) - st(cur_hdg) < 180)

OR
(st(tgt_hdg) < st(cur_hdg) - 6 AND
st(cur_hdg) - st(tgt_hdg) > 180))) THEN right

ELSIF st(alt_hold) = engaged THEN hold_alt
ELSIF st(hdg_hold) = engaged THEN hold_hdg
ELSE nop
ENDIF]

ELSIF st(ap_compute_svclvl) = ap_compute_ah_only THEN
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% altitude hold only
st WITH

[`ap_fcs_cmd :=
IF (st(alt_hold) = engaged AND

st(tgt_alt) > st(cur_alt) + 5) THEN climb
ELSIF (st(alt_hold) = engaged AND

st(tgt_alt) < st(cur_alt) - 5) THEN descend
ELSIF st(alt_hold) = engaged THEN hold_alt
ELSE nop
ENDIF]

ELSE
% off
st WITH [`ap_fcs_cmd := nop]

ENDIF
)

#)

% give altitude changes precedence over heading changes
% since the FCS cannot effect both changes simultaneously
ap_compute_exec_halt: func(ap_compute_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) :
IF st(ap_compute_svclvl) = ap_compute_standard THEN

% full service
st WITH

[`ap_fcs_cmd :=
IF (st(alt_hold) = engaged AND

st(tgt_alt) > st(cur_alt) + 5) THEN climb
ELSIF (st(alt_hold) = engaged AND

st(tgt_alt) < st(cur_alt) - 5) THEN descend
ELSIF (st(hdg_hold) = engaged AND 

((st(tgt_hdg) < st(cur_hdg) - 6 AND
st(cur_hdg) - st(tgt_hdg) < 180)

OR
(st(tgt_hdg) > st(cur_hdg) + 6 AND
st(tgt_hdg) - st(cur_hdg) > 180))) THEN left

ELSIF (st(hdg_hold) = engaged AND 
((st(tgt_hdg) > st(cur_hdg) + 6 AND
st(tgt_hdg) - st(cur_hdg) < 180)

OR
(st(tgt_hdg) < st(cur_hdg) - 6 AND
st(cur_hdg) - st(tgt_hdg) > 180))) THEN right

ELSIF st(alt_hold) = engaged THEN hold_alt
ELSIF st(hdg_hold) = engaged THEN hold_hdg
ELSE nop
ENDIF]

ELSIF st(ap_compute_svclvl) = ap_compute_ah_only THEN
% altitude hold only
st WITH

[`ap_fcs_cmd :=
IF (st(alt_hold) = engaged AND

st(tgt_alt) > st(cur_alt) + 5) THEN climb
ELSIF (st(alt_hold) = engaged AND

st(tgt_alt) < st(cur_alt) - 5) THEN descend
ELSIF st(alt_hold) = engaged THEN hold_alt
ELSE nop
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ENDIF]

ELSE
% off
st WITH [`ap_fcs_cmd := nop]

ENDIF)

#)

END autopilot_functionality 
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Au to p ilo t

autopilot : THEORY
BEGIN

IMPORTING autopilot_functionality
% The autopilot has one module:
% AP_compute: computes command to send to the FCS
% based on user input and sensor data

1 . AP _ c o m p u t e  M o d u le

ap_compute_standard, ap_compute_ah_only, ap_compute_off: module_svc
ap_compute_svcs: set[module_svc] =

{m: module_svc | m = ap_compute_standard OR m = ap_compute_ah_only OR
m = ap_compute_off}

% the autopilot is turned off when a transition occurs
% any function that the autopilot can no longer maintain is disabled 
ap_compute_module: module_spec = 
(# scope := ap_compute_scope,

sv := ap_compute_svcs,
svclvl_parm := ap_compute_svclvl,

% precondition must hold after first operation cycle: at this point, the
% autopilot may be sending values
pre := (LAMBDA (sv: (ap_compute_svcs)) :

IF sv = ap_compute_standard THEN (LAMBDA (s: data_state) : true)
ELSIF sv = ap_compute_ah_only THEN 

(LAMBDA (s: data_state) :
s(ap_fcs_cmd) = climb OR s(ap_fcs_cmd) = descend OR
s(ap_fcs_cmd) = nop)

% ap_none_svc
ELSE (LAMBDA (s: data_state) : s(ap_fcs_cmd) = nop)
ENDIF),

% autopilot does not send commands to fcs during transition
trans := (LAMBDA (sv: (ap_compute_svcs)) :

(LAMBDA (s: data_state) : s(ap_fcs_cmd) = nop)),

post := (LAMBDA (sv: (ap_compute_svcs)) :
(LAMBDA (s: data_state) : s(ap_fcs_cmd) = nop)),

% disallows unachievable commands
inv := (LAMBDA (sv: (ap_compute_svcs)) :

IF sv = ap_compute_standard THEN (LAMBDA (s: data_state) : true)
ELSIF sv = ap_compute_ah_only THEN 

(LAMBDA (s: data_state) :
s(ap_fcs_cmd) = climb OR s(ap_fcs_cmd) = descend OR
s(ap_fcs_cmd) = nop)

% ap_none_svc
ELSE (LAMBDA (s: data_state) : s(ap_fcs_cmd) = nop)
ENDIF)

#)
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2 . Au t o p ilo t  Ap p lic a t io n

2 .1 . Ap p lic a t io n  S t r u c t u r e s
ap_standard, ap_ah_only, ap_off: app_svclvl
ap_svcs: set[app_svclvl] =

{s: app_svclvl | s = ap_standard OR s = ap_ah_only OR s = ap_off}
ap_modules: finite_set[module_spec] = {m: module_spec | m = ap_compute_module}
ap_scope: set[data_id] = app_scope(ap_modules)

ap_standard_svcmap: service_map(ap_modules) =
(lambda (m: (ap_modules)) : ap_compute_standard)

ap_ah_only_svcmap: service_map(ap_modules) =
(lambda (m: (ap_modules)) : ap_compute_ah_only)

ap_off_svcmap: service_map(ap_modules) =
(lambda (m: (ap_modules)) : ap_compute_off)

ap_svcmap: [(ap_svcs) -> service_map(ap_modules)] =
(lambda (s: (ap_svcs)) :

IF s = ap_standard THEN ap_standard_svcmap
ELSIF s = ap_ah_only THEN ap_ah_only_svcmap
ELSE ap_off_svcmap
ENDIF) 

2 .2 . Ap p lic a t io n  fu n c t io n s
% sends no commands to FCS

2 .2 .1 . P r e p
ap_prep_full: func(ap_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) : st WITH
[ `ap_fcs_cmd := nop,

`ap_compute_svclvl := ap_compute_standard])
#)

ap_prep_ah_only: func(ap_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) : st WITH
[ `ap_fcs_cmd := nop,

`ap_compute_svclvl := ap_compute_ah_only])
#)

ap_prep_none: func(ap_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) : st WITH
[ `ap_fcs_cmd := nop,

`ap_compute_svclvl := ap_compute_off])
#)

2 .2 .2 . H a lt
ap_halt: func(ap_scope) =
(# pre := (LAMBDA (st: data_state) : true),

f := (LAMBDA (st: data_state) : st WITH [`ap_fcs_cmd := nop])
#)
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2 .3 . Ap p lic a t io n  T y p e
autopilot_app: app_spec = 
(# `svcs := ap_svcs,

`modules := ap_modules,
`svcmap := ap_svcmap,
`execute := (lambda (sv: (ap_svcs)) : ap_compute_execute),
`exec_halt := (lambda (sv: (ap_svcs)) : ap_compute_exec_halt),
`prep := (lambda (sv: (ap_svcs)) :

IF sv = ap_standard THEN ap_prep_full
ELSIF sv = ap_ah_only THEN ap_prep_ah_only
% ap_none_svc
ELSE ap_prep_none
ENDIF),

`halt := (lambda (sv: (ap_svcs)) : ap_halt)
#)

END autopilot 
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P r o t o t y p e  S y s t e m  R e c o n fig u r a t io n  S p e c if ic a t io n

prototype_reconf_spec: THEORY
BEGIN

IMPORTING reconf_spec
IMPORTING sensors, pilot_interface, fcs, autopilot
IMPORTING environment

% applications in the prototype system
proto_apps: set[app_spec] =

{app: app_spec | app = sensors_app OR app = pilot_interface_app OR
app = autopilot_app OR app = fcs_app}

% to make things easier since PVS compares equality by structure rather than name
different_apps: AXIOM
sensors_app /= pilot_interface_app AND sensors_app /= autopilot_app AND 
sensors_app /= fcs_app AND pilot_interface_app /= autopilot_app AND 
pilot_interface_app /= fcs_app AND autopilot_app /= fcs_app 

1 . S y s t e m  C o n f ig u r a t io n s

% primary specification
full_service: speclvl

% partial autopilot malfunction, sufficient power, rudder OK
alt_hold_only: speclvl

% complete autopilot malfunction or battery power, rudder OK
fcs_only: speclvl

% working autopilot, sufficient power, rudder hard-over left
rudder_ho_left : speclvl

% working autopilot, sufficient power, rudder hard-over right
rudder_ho_right : speclvl

% partially malfunctioning autopilot, sufficient power, rudder hard-over left
rudder_ho_left_ah_only : speclvl

% partially malfunctioning autopilot, sufficient power, rudder hard-over right
rudder_ho_right_ah_only : speclvl

% broken autopilot, sufficient power, rudder hard-over left
rudder_ho_left_fcs_only : speclvl

% broken autopilot, sufficient power, rudder hard-over right
rudder_ho_right_fcs_only : speclvl

% yet another hack
different_lvls: AXIOM

full_service /= alt_hold_only AND full_service /= fcs_only AND
full_service /= rudder_ho_left AND full_service /= rudder_ho_right AND
full_service /= rudder_ho_left_ah_only AND
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full_service /= rudder_ho_right_ah_only AND
full_service /= rudder_ho_left_fcs_only AND
full_service /= rudder_ho_right_fcs_only AND 
full_service /= indeterminate AND

alt_hold_only /= fcs_only AND alt_hold_only /= rudder_ho_left AND
alt_hold_only /= rudder_ho_right AND
alt_hold_only /= rudder_ho_left_ah_only AND
alt_hold_only /= rudder_ho_right_ah_only AND
alt_hold_only /= rudder_ho_left_fcs_only AND
alt_hold_only /= rudder_ho_right_fcs_only AND
alt_hold_only /= indeterminate AND

fcs_only /= rudder_ho_left AND fcs_only /= rudder_ho_right AND
fcs_only /= rudder_ho_left_ah_only AND
fcs_only /= rudder_ho_right_ah_only AND
fcs_only /= rudder_ho_left_fcs_only AND
fcs_only /= rudder_ho_right_fcs_only AND
fcs_only /= indeterminate AND

rudder_ho_left /= rudder_ho_right AND
rudder_ho_left /= rudder_ho_left_ah_only AND
rudder_ho_left /= rudder_ho_right_ah_only AND
rudder_ho_left /= rudder_ho_left_fcs_only AND
rudder_ho_left /= rudder_ho_right_fcs_only AND
rudder_ho_left /= indeterminate AND

rudder_ho_right /= rudder_ho_left_ah_only AND
rudder_ho_right /= rudder_ho_right_ah_only AND
rudder_ho_right /= rudder_ho_left_fcs_only AND
rudder_ho_right /= rudder_ho_right_fcs_only AND
rudder_ho_right /= indeterminate AND

rudder_ho_left_ah_only /= rudder_ho_right_ah_only AND
rudder_ho_left_ah_only /= rudder_ho_left_fcs_only AND
rudder_ho_left_ah_only /= rudder_ho_right_fcs_only AND
rudder_ho_left_ah_only /= indeterminate AND

rudder_ho_right_ah_only /= rudder_ho_left_fcs_only AND
rudder_ho_right_ah_only /= rudder_ho_right_fcs_only AND
rudder_ho_right_ah_only /= indeterminate AND

rudder_ho_left_fcs_only /= rudder_ho_right_fcs_only AND
rudder_ho_left_fcs_only /= indeterminate AND

rudder_ho_right_fcs_only /= indeterminate

% set of specification levels
proto_speclvl: set[speclvl] =

{s: speclvl | s = full_service OR s = alt_hold_only OR s = fcs_only OR
s = rudder_ho_left OR s = rudder_ho_right ORs = rudder_ho_left_ah_only OR
s = rudder_ho_right_ah_only OR s = rudder_ho_left_fcs_only OR
s = rudder_ho_right_fcs_only}

% application configurations in the system configurations
proto_sys_configs: sys_configs(proto_speclvl, proto_apps) =

(LAMBDA (sv: (proto_speclvl)) :
IF sv = full_service THEN

(LAMBDA (app: app_spec) :
IF app = sensors_app THEN sensors_full
ELSIF app = pilot_interface_app THEN interface_standard
ELSIF app = autopilot_app THEN ap_standard
ELSE fcs_standard
ENDIF)

ELSIF sv = alt_hold_only THEN
(LAMBDA (app: app_spec) :

IF app = sensors_app THEN sensors_full
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ELSIF app = pilot_interface_app THEN interface_standard
ELSIF app = autopilot_app THEN ap_ah_only
ELSE fcs_standard
ENDIF)

ELSIF sv = rudder_ho_left THEN
(LAMBDA (app: app_spec) :

IF app = sensors_app THEN sensors_full
ELSIF app = pilot_interface_app THEN interface_standard
ELSIF app = autopilot_app THEN ap_standard
ELSE fcs_rudder_ho_left
ENDIF)

ELSIF sv = rudder_ho_right THEN
(LAMBDA (app: app_spec) :

IF app = sensors_app THEN sensors_full
ELSIF app = pilot_interface_app THEN interface_standard
ELSIF app = autopilot_app THEN ap_standard
ELSE fcs_rudder_ho_right
ENDIF)

ELSIF sv = rudder_ho_left_ah_only THEN
(LAMBDA (app: app_spec) :

IF app = sensors_app THEN sensors_full
ELSIF app = pilot_interface_app THEN interface_standard
ELSIF app = autopilot_app THEN ap_ah_only
ELSE fcs_rudder_ho_left
ENDIF)

ELSIF sv = rudder_ho_right_ah_only THEN
(LAMBDA (app: app_spec) :

IF app = sensors_app THEN sensors_full
ELSIF app = pilot_interface_app THEN interface_standard
ELSIF app = autopilot_app THEN ap_ah_only
ELSE fcs_rudder_ho_right
ENDIF)

ELSIF sv = rudder_ho_left_fcs_only THEN
(LAMBDA (app: app_spec) :

IF app = sensors_app THEN sensors_full
ELSIF app = pilot_interface_app THEN interface_standard
ELSIF app = autopilot_app THEN ap_off
ELSE fcs_rudder_ho_left
ENDIF)

ELSIF sv = rudder_ho_right_fcs_only THEN
(LAMBDA (app: app_spec) :

IF app = sensors_app THEN sensors_full
ELSIF app = pilot_interface_app THEN interface_standard
ELSIF app = autopilot_app THEN ap_off
ELSE fcs_rudder_ho_right
ENDIF)

ELSE %fcs_only
(LAMBDA (app: app_spec) :

IF app = sensors_app THEN sensors_full
ELSIF app = pilot_interface_app THEN interface_standard
ELSIF app = autopilot_app THEN ap_off
ELSE fcs_standard
ENDIF)

ENDIF)
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2 . S y s t e m  T r a n s it io n s

% only allow degradation, no repair
degraded(source, target: (proto_speclvl)) : bool =

IF source = full_service THEN source /= target
ELSIF source = alt_hold_only THEN

(target /= full_service AND
(target = rudder_ho_left_ah_only OR target = rudder_ho_right_ah_only OR
 target = rudder_ho_left_fcs_only OR target = 

rudder_ho_right_fcs_only))
ELSIF source = fcs_only THEN

(target = rudder_ho_left_fcs_only OR target = rudder_ho_right_fcs_only)
ELSIF source = rudder_ho_left THEN

(target = rudder_ho_left_ah_only OR target = rudder_ho_left_fcs_only)
ELSIF source = rudder_ho_right THEN 

(target = rudder_ho_right_ah_only OR target = rudder_ho_right_fcs_only)
ELSIF source = rudder_ho_left_ah_only THEN target = rudder_ho_left_fcs_only
ELSIF source = rudder_ho_right_ah_only THEN target = rudder_ho_right_fcs_only
ELSE false
ENDIF 

% matches the operating environment at the time
appropriate(target: (proto_speclvl), env: (proto_envs)) : bool =

IF env(rudder) = hard_over_left THEN
(target = rudder_ho_left OR target = rudder_ho_left_ah_only OR
 target = rudder_ho_left_fcs_only)

ELSIF env(rudder) = hard_over_right THEN
(target = rudder_ho_right OR target = rudder_ho_right_ah_only OR

target = rudder_ho_right_fcs_only)
ELSE %rudder working

(target /= rudder_ho_left AND target /= rudder_ho_left_ah_only AND
 target /= rudder_ho_left_fcs_onlyAND target /= rudder_ho_right AND
 target /= rudder_ho_right_ah_only AND target /= rudder_ho_right_fcs_only)

ENDIF
AND
IF env(autopilot) = alt_hold_only THEN

(target = alt_hold_only OR target = fcs_only OR
 target = rudder_ho_left_ah_only OR target = rudder_ho_left_fcs_onlyOR
 target = rudder_ho_right_ah_only OR target = rudder_ho_right_fcs_only)

ELSIF env(autopilot) = disabled THEN
(target = fcs_only OR target = rudder_ho_left_fcs_onlyOR
 target = rudder_ho_right_fcs_only)

ELSE % autopilot is working
true

ENDIF
AND
IF env(electrics) = battery THEN

(target = fcs_only OR target = rudder_ho_left_fcs_only OR
 target = rudder_ho_right_fcs_only)

ELSE % running on alternator 
true

ENDIF
AND
IF (env(electrics) = alternator AND env(autopilot) = fullsvc) THEN

(target /= alt_hold_only AND target /= fcs_only AND
 target /= rudder_ho_left_ah_only AND target /= rudder_ho_left_fcs_only AND
 target /= rudder_ho_right_ah_only AND target /= rudder_ho_right_fcs_only)

ELSIF (env(electrics) = alternator AND env(autopilot) = alt_hold_only) THEN
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(target /= fcs_only AND target /= rudder_ho_left_fcs_onlyAND
 target /= rudder_ho_right_fcs_only)

ELSE true
ENDIF

% set of transitions that satisfy the above predicates
proto_trans: set[transition(proto_apps, proto_speclvl, proto_valid_env, 

proto_reachable_env)] = 
{t: transition(proto_apps, proto_speclvl, proto_valid_env, 

proto_reachable_env) |
(degraded(t`source, t`target) OR t`source = t`target) AND
appropriate(t`target, t`trigger)}

% axiom to create a mapping that ignores nonexistant env_ids
% when testing for equality
equal_trans: AXIOM

FORALL (v: valid_env, f1, f2: env(v)) :
f1(electrics) = f2(electrics) AND f1(autopilot) = f2(autopilot) AND
f1(rudder) = f2(rudder) => f1 = f2

% axiom to define equality for specification transitions
equal_spec_trans: AXIOM

FORALL (t1, t2: (proto_trans)) :
(t1`source = t2`source AND t1`target = t2`target AND
 t1`trigger = t2`trigger) => t1 = t2

% hack
different_env_ids: AXIOM

electrics /= autopilot AND autopilot /= rudder AND electrics /= rudder

% lemmas to help with TCCs
cov_txn_1: LEMMA

% Have to cover all transitions out of any start state
FORALL (e: {e: env(proto_valid_env) |

e(electrics) = alternator AND e(autopilot) = fullsvc AND
e(rudder) = working},

 t: (proto_reachable_env`txns)) :
t`source = e =>

EXISTS (txn: (proto_trans)) :
txn`source = full_service AND txn`trigger = t`target

cov_txn_2: LEMMA
% include start state here so that there can be self-transitions from it
FORALL (source: (proto_speclvl), t_s: (proto_trans),

d: (proto_reachable_env`D)) :
t_s`target = source AND t_s`trigger = d =>

(FORALL (t_e: (proto_reachable_env`txns)) : t_e`source = d =>
EXISTS (t_t: (proto_trans)) : t_t`trigger = t_e`target)

cov_txn_3: LEMMA
% transitions have to be deterministic
FORALL (source: (proto_speclvl), trigger: (proto_reachable_env`D)) :

NOT EXISTS (t1, t2: (proto_trans)) :
t1 /= t2 AND t1`source = source AND t1`trigger = trigger AND
t2`source = source AND t2`trigger = trigger
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3 . S C R AM  t a b le

% System configuration information
proto_SCRAM_table: SCRAM_table(proto_apps, proto_speclvl,

proto_valid_env, proto_reachable_env) =
(# `configs := proto_sys_configs,

`primary := full_service,
`safe := {s: (proto_speclvl) | s = fcs_only},
`start_env := {e: env(proto_valid_env) |

e(electrics) = alternator AND e(autopilot) = fullsvc AND
e(rudder) = working},

`txns := proto_trans
#)

4 . R e c o n fig u r a t io n  S p e c if ic a tio n

% Function to choose the target specification of a transition
prototype_choose(sv: (proto_speclvl),

env: env(proto_valid_env)) : (proto_speclvl) =
IF (EXISTS (target: (proto_speclvl)) :

EXISTS (t: (proto_SCRAM_table`txns)) :
t`source = sv AND t`trigger = env AND t`target = target)

THEN choose({target: (proto_speclvl) |
EXISTS (t: (proto_SCRAM_table`txns)) :

t`source = sv AND t`trigger = env AND t`target = target})
ELSE sv
ENDIF

% Time allowed for a prototype reconfiguration
proto_t: real_time = 4*cycle_time

% Complete system specification structure
prototype_reconf_spec: reconf_spec =
(# `apps := proto_apps,

`app_seq :=
list2finseq((: sensors_app, pilot_interface_app,

autopilot_app, fcs_app :)),
`S := proto_speclvl,
`E := proto_valid_env,
`R := proto_reachable_env,
`SCRAM_info := proto_SCRAM_table,
`choose := prototype_choose,
`T := (LAMBDA (s1, s2: (proto_speclvl)) : proto_t)

#)

END prototype_reconf_spec
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U A V  S y s te m  P r o o f  O b lig a tio n s
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T h is  a p p e n d ix  c o n ta in s  th e  T C C s  g e n e r a te d  f o r th e  f lig h t c o n tr o l s y s te m  s p e c if ic a tio n , a n d
fo r  th e  p r o to ty p e  re c o n f ig u r a tio n  s y s te m  s p e c if ic a tio n . A n y  T C C  th a t w a s  n o t a c tu a lly
g e n e r a te d  ( b e c a u s e  it w a s  s u b s u m e d , o r a u to m a tic a lly  s im p lif ie d  to  TRUE)  is  n o t in c lu d e d .
A ll o f  th e  g e n e r a te d  T C C s  f o r  th e  e x a m p le , a lo n g  w ith  th e ir  p r o o f s , c a n  b e  f o u n d
e ls e w h e r e [ 5 3 ] .

1 . F C S  F u n c t io n a lit y

% Disjointness TCC generated (at line 20, column 2) for
    % COND st(ap_fcs_cmd) = climb -> st WITH [calc_elevator := e_up],
    %      st(ap_fcs_cmd) = hold_alt ->
    %        st WITH [calc_elevator := e_neutral],
    %      st(ap_fcs_cmd) = descend -> st WITH [calc_elevator := e_down],
    %      st(ap_fcs_cmd) = left ->
    %        st
    %          WITH [calc_left_aileron := a_mid_up,
    %                calc_right_aileron := a_mid_down,
    %                calc_rudder := r_left],
    %      st(ap_fcs_cmd) = hold_hdg ->
    %        st
    %          WITH [calc_left_aileron := a_neutral,
    %                calc_right_aileron := a_neutral,
    %                calc_rudder := r_neutral],
    %      st(ap_fcs_cmd) = right ->
    %        st
    %          WITH [calc_left_aileron := a_mid_down,
    %                calc_right_aileron := a_mid_up,
    %                calc_rudder := r_right],
    %      ELSE -> st
    % ENDCOND
  % proved - complete
fcs_calc_execute_standard_TCC1: OBLIGATION
  FORALL (st: data_state):
         NOT (st(ap_fcs_cmd) = climb AND st(ap_fcs_cmd) = hold_alt)
     AND NOT (st(ap_fcs_cmd) = climb AND st(ap_fcs_cmd) = descend)
     AND NOT (st(ap_fcs_cmd) = climb AND st(ap_fcs_cmd) = left)
     AND NOT (st(ap_fcs_cmd) = climb AND st(ap_fcs_cmd) = hold_hdg)
     AND NOT (st(ap_fcs_cmd) = climb AND st(ap_fcs_cmd) = right)
     AND NOT (st(ap_fcs_cmd) = hold_alt AND st(ap_fcs_cmd) = descend)
     AND NOT (st(ap_fcs_cmd) = hold_alt AND st(ap_fcs_cmd) = left)
     AND NOT (st(ap_fcs_cmd) = hold_alt AND st(ap_fcs_cmd) = hold_hdg)
     AND NOT (st(ap_fcs_cmd) = hold_alt AND st(ap_fcs_cmd) = right)
     AND NOT (st(ap_fcs_cmd) = descend AND st(ap_fcs_cmd) = left)
     AND NOT (st(ap_fcs_cmd) = descend AND st(ap_fcs_cmd) = hold_hdg)
     AND NOT (st(ap_fcs_cmd) = descend AND st(ap_fcs_cmd) = right)
     AND NOT (st(ap_fcs_cmd) = left AND st(ap_fcs_cmd) = hold_hdg)
     AND NOT (st(ap_fcs_cmd) = left AND st(ap_fcs_cmd) = right)
     AND NOT (st(ap_fcs_cmd) = hold_hdg AND st(ap_fcs_cmd) = right);

2 . F C S

% Subtype TCC generated (at line 26, column 42) for
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    % (LAMBDA (s: data_state): TRUE)
    % expected type  predicate(fcs_calc_scope)
  % proved - complete
fcs_calc_TCC1: OBLIGATION
  FORALL (sv: (fcs_calc_svcs)):
    FORALL (st: data_state): FORALL (st2: data_state): TRUE;

% Subtype TCC generated (at line 50, column 44) for
    % (LAMBDA (s: data_state): TRUE)
    % expected type  predicate(fcs_adjust_scope)
  % proved - complete
fcs_adjust_TCC1: OBLIGATION
  FORALL (sv: (fcs_adjust_svcs)):
    FORALL (st: data_state): FORALL (st2: data_state): TRUE;

% Subtype TCC generated (at line 72, column 44) for
    % (LAMBDA (s: data_state): TRUE)
    % expected type  predicate(fcs_output_scope)
  % proved - complete
fcs_output_TCC1: OBLIGATION
  FORALL (sv: (fcs_output_svcs)):
    FORALL (st: data_state): FORALL (st2: data_state): TRUE;

% Subtype TCC generated (at line 79, column 1) for
    % {m: module_spec | m = fcs_calc OR m = fcs_adjust OR m = fcs_output}
    % expected type  finite_set[module_spec]
  % proved - complete
fcs_modules_TCC1: OBLIGATION
  is_finite[module_spec]
      ({m: module_spec | m = fcs_calc OR m = fcs_adjust OR m = fcs_output});

% Subtype TCC generated (at line 83, column 2) for
    % (LAMBDA (m: (fcs_modules)):
    %    IF (m = fcs_calc) THEN fcs_calc_standard
    %    ELSIF (m = fcs_adjust) THEN fcs_adjust_nc
    %    ELSE fcs_output_standard
    %    ENDIF)
    % expected type  service_map(fcs_modules)
  % proved - complete
fcs_standard_svcmap_TCC1: OBLIGATION
  FORALL (mod: (fcs_modules)):
    mod`sv
        (IF (mod = fcs_calc) THEN fcs_calc_standard
         ELSIF (mod = fcs_adjust) THEN fcs_adjust_nc
         ELSE fcs_output_standard
         ENDIF);

% Subtype TCC generated (at line 89, column 2) for
    % (LAMBDA (m: (fcs_modules)):
    %    IF (m = fcs_calc) THEN fcs_calc_standard
    %    ELSIF (m = fcs_adjust) THEN fcs_adjust_ho_left
    %    ELSE fcs_output_ho
    %    ENDIF)
    % expected type  service_map(fcs_modules)
  % proved - complete
fcs_ho_left_svcmap_TCC1: OBLIGATION
  FORALL (mod: (fcs_modules)):
    mod`sv
        (IF (mod = fcs_calc) THEN fcs_calc_standard
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         ELSIF (mod = fcs_adjust) THEN fcs_adjust_ho_left
         ELSE fcs_output_ho
         ENDIF);

% Subtype TCC generated (at line 95, column 2) for
    % (LAMBDA (m: (fcs_modules)):
    %    IF (m = fcs_calc) THEN fcs_calc_standard
    %    ELSIF (m = fcs_adjust) THEN fcs_adjust_ho_right
    %    ELSE fcs_output_ho
    %    ENDIF)
    % expected type  service_map(fcs_modules)
  % proved - complete
fcs_ho_right_svcmap_TCC1: OBLIGATION
  FORALL (mod: (fcs_modules)):
    mod`sv
        (IF (mod = fcs_calc) THEN fcs_calc_standard
         ELSIF (mod = fcs_adjust) THEN fcs_adjust_ho_right
         ELSE fcs_output_ho
         ENDIF);

% Subtype TCC generated (at line 115, column 37) for  fcs_calc
    % expected type  (fcs_modules)
  % proved - complete
fcs_execute_TCC1: OBLIGATION FORALL (s: (fcs_svcs)): fcs_modules(fcs_calc);

% Subtype TCC generated (at line 115, column 23) for
    % fcs_svcmap(s)(fcs_calc)
    % expected type  (fcs_calc_svcs)
  % proved - complete
fcs_execute_TCC2: OBLIGATION
  FORALL (s: (fcs_svcs)): fcs_calc_svcs(fcs_svcmap(s)(fcs_calc));

% Subtype TCC generated (at line 114, column 39) for  fcs_adjust
    % expected type  (fcs_modules)
  % proved - complete
fcs_execute_TCC3: OBLIGATION FORALL (s: (fcs_svcs)): fcs_modules(fcs_adjust);

% Subtype TCC generated (at line 114, column 25) for
    % fcs_svcmap(s)(fcs_adjust)
    % expected type  (fcs_adjust_svcs)
  % proved - complete
fcs_execute_TCC4: OBLIGATION
  FORALL (s: (fcs_svcs)): fcs_adjust_svcs(fcs_svcmap(s)(fcs_adjust));

% Subtype TCC generated (at line 113, column 38) for  fcs_output
    % expected type  (fcs_modules)
  % proved - complete
fcs_execute_TCC5: OBLIGATION FORALL (s: (fcs_svcs)): fcs_modules(fcs_output);

% Subtype TCC generated (at line 113, column 24) for
    % fcs_svcmap(s)(fcs_output)
    % expected type  (fcs_output_svcs)
  % proved - complete
fcs_execute_TCC6: OBLIGATION
  FORALL (s: (fcs_svcs)): fcs_output_svcs(fcs_svcmap(s)(fcs_output));

% Subtype TCC generated (at line 167, column 13) for  fcs_execute
    % expected type  [(fcs_svcs) -> func(app_scope(fcs_modules))]
  % proved - complete
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fcs_app_TCC1: OBLIGATION
  FORALL (x1: (fcs_svcs)):
    (FORALL (st: data_state):
       (fcs_execute(x1)`pre(st) =>
         (FORALL (st2: data_state):
            (FORALL (id: (app_scope(fcs_modules))): st2(id) = st(id)) =>
             fcs_execute(x1)`pre(st2))))
     AND
     (FORALL (d: data_state, id: data_id):
        NOT app_scope(fcs_modules)(id) => fcs_execute(x1)`f(d)(id) = d(id));

% Subtype TCC generated (at line 168, column 15) for  fcs_exec_halt
    % expected type  [(fcs_svcs) -> func(app_scope(fcs_modules))]
  % proved - complete
fcs_app_TCC2: OBLIGATION
  FORALL (x1: (fcs_svcs)):
    (FORALL (st: data_state):
       (fcs_exec_halt(x1)`pre(st) =>
         (FORALL (st2: data_state):
            (FORALL (id: (app_scope(fcs_modules))): st2(id) = st(id)) =>
             fcs_exec_halt(x1)`pre(st2))))
     AND
     (FORALL (d: data_state, id: data_id):
        NOT app_scope(fcs_modules)(id) => fcs_exec_halt(x1)`f(d)(id) = d(id));

% Subtype TCC generated (at line 170, column 10) for  fcs_halt
    % expected type  [(fcs_svcs) -> func(app_scope(fcs_modules))]
  % proved - complete
fcs_app_TCC3: OBLIGATION
  FORALL (x1: (fcs_svcs)):
    (FORALL (st: data_state):
       (fcs_halt(x1)`pre(st) =>
         (FORALL (st2: data_state):
            (FORALL (id: (app_scope(fcs_modules))): st2(id) = st(id)) =>
             fcs_halt(x1)`pre(st2))))
     AND
     (FORALL (d: data_state, id: data_id):
        NOT app_scope(fcs_modules)(id) => fcs_halt(x1)`f(d)(id) = d(id));

% Subtype TCC generated (at line 169, column 10) for  fcs_prep
    % expected type  [(fcs_svcs) -> func(app_scope(fcs_modules))]
  % proved - complete
fcs_app_TCC4: OBLIGATION
  FORALL (x1: (fcs_svcs)):
    (FORALL (st: data_state):
       (fcs_prep(x1)`pre(st) =>
         (FORALL (st2: data_state):
            (FORALL (id: (app_scope(fcs_modules))): st2(id) = st(id)) =>
             fcs_prep(x1)`pre(st2))))
     AND
     (FORALL (d: data_state, id: data_id):
        NOT app_scope(fcs_modules)(id) => fcs_prep(x1)`f(d)(id) = d(id));

3 . E x a m p le  R e c o n f ig u r a t io n  S p e c if ic a t io n

% Subtype TCC generated (at line 93, column 4) for
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    % (restrict[app_spec, (proto_apps), app_svclvl]
    %      ((LAMBDA (app: app_spec):
    %          IF app = sensors_app THEN sensors_full
    %          ELSIF app = pilot_interface_app THEN interface_standard
    %          ELSIF app = autopilot_app THEN ap_standard
    %          ELSE fcs_standard
    %          ENDIF)))
    % expected type  valid_app_svcs(proto_apps)
  % proved - complete
proto_sys_configs_TCC1: OBLIGATION
  FORALL (sv: (proto_speclvl)):
    sv = full_service IMPLIES
     (FORALL (app_1: (proto_apps)):
        app_1`svcs
            (restrict[app_spec, (proto_apps), app_svclvl]
                 ((LAMBDA (app: app_spec):
                     IF app = sensors_app THEN sensors_full
                     ELSIF app = pilot_interface_app THEN interface_standard
                     ELSIF app = autopilot_app THEN ap_standard
                     ELSE fcs_standard
                     ENDIF))
                 (app_1)));

% Subtype TCC generated (at line 100, column 4) for
    % (restrict[app_spec, (proto_apps), app_svclvl]
    %      ((LAMBDA (app: app_spec):
    %          IF app = sensors_app THEN sensors_full
    %          ELSIF app = pilot_interface_app THEN interface_standard
    %          ELSIF app = autopilot_app THEN ap_ah_only
    %          ELSE fcs_standard
    %          ENDIF)))
    % expected type  valid_app_svcs(proto_apps)
  % proved - complete
proto_sys_configs_TCC2: OBLIGATION
  FORALL (sv: (proto_speclvl)):
    NOT sv = full_service AND sv = alt_hold_only IMPLIES
     (FORALL (app_1: (proto_apps)):
        app_1`svcs
            (restrict[app_spec, (proto_apps), app_svclvl]
                 ((LAMBDA (app: app_spec):
                     IF app = sensors_app THEN sensors_full
                     ELSIF app = pilot_interface_app THEN interface_standard
                     ELSIF app = autopilot_app THEN ap_ah_only
                     ELSE fcs_standard
                     ENDIF))
                 (app_1)));

% Subtype TCC generated (at line 107, column 4) for
    % (restrict[app_spec, (proto_apps), app_svclvl]
    %      ((LAMBDA (app: app_spec):
    %          IF app = sensors_app THEN sensors_full
    %          ELSIF app = pilot_interface_app THEN interface_standard
    %          ELSIF app = autopilot_app THEN ap_standard
    %          ELSE fcs_rudder_ho_left
    %          ENDIF)))
    % expected type  valid_app_svcs(proto_apps)
  % proved - complete
proto_sys_configs_TCC3: OBLIGATION
  FORALL (sv: (proto_speclvl)):
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    NOT sv = full_service AND NOT sv = alt_hold_only AND sv = rudder_ho_left
     IMPLIES
     (FORALL (app_1: (proto_apps)):
        app_1`svcs
            (restrict[app_spec, (proto_apps), app_svclvl]
                 ((LAMBDA (app: app_spec):
                     IF app = sensors_app THEN sensors_full
                     ELSIF app = pilot_interface_app THEN interface_standard
                     ELSIF app = autopilot_app THEN ap_standard
                     ELSE fcs_rudder_ho_left
                     ENDIF))
                 (app_1)));

% Subtype TCC generated (at line 114, column 4) for
    % (restrict[app_spec, (proto_apps), app_svclvl]
    %      ((LAMBDA (app: app_spec):
    %          IF app = sensors_app THEN sensors_full
    %          ELSIF app = pilot_interface_app THEN interface_standard
    %          ELSIF app = autopilot_app THEN ap_standard
    %          ELSE fcs_rudder_ho_right
    %          ENDIF)))
    % expected type  valid_app_svcs(proto_apps)
  % proved - complete
proto_sys_configs_TCC4: OBLIGATION
  FORALL (sv: (proto_speclvl)):
    NOT sv = full_service AND
     NOT sv = alt_hold_only AND
      NOT sv = rudder_ho_left AND sv = rudder_ho_right
     IMPLIES
     (FORALL (app_1: (proto_apps)):
        app_1`svcs
            (restrict[app_spec, (proto_apps), app_svclvl]
                 ((LAMBDA (app: app_spec):
                     IF app = sensors_app THEN sensors_full
                     ELSIF app = pilot_interface_app THEN interface_standard
                     ELSIF app = autopilot_app THEN ap_standard
                     ELSE fcs_rudder_ho_right
                     ENDIF))
                 (app_1)));

% Subtype TCC generated (at line 121, column 4) for
    % (restrict[app_spec, (proto_apps), app_svclvl]
    %      ((LAMBDA (app: app_spec):
    %          IF app = sensors_app THEN sensors_full
    %          ELSIF app = pilot_interface_app THEN interface_standard
    %          ELSIF app = autopilot_app THEN ap_ah_only
    %          ELSE fcs_rudder_ho_left
    %          ENDIF)))
    % expected type  valid_app_svcs(proto_apps)
  % proved - complete
proto_sys_configs_TCC5: OBLIGATION
  FORALL (sv: (proto_speclvl)):
         NOT sv = full_service AND NOT sv = alt_hold_only
     AND NOT sv = rudder_ho_left AND NOT sv = rudder_ho_right
     AND sv = rudder_ho_left_ah_only
     IMPLIES
     (FORALL (app_1: (proto_apps)):
        app_1`svcs
            (restrict[app_spec, (proto_apps), app_svclvl]
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                 ((LAMBDA (app: app_spec):
                     IF app = sensors_app THEN sensors_full
                     ELSIF app = pilot_interface_app THEN interface_standard
                     ELSIF app = autopilot_app THEN ap_ah_only
                     ELSE fcs_rudder_ho_left
                     ENDIF))
                 (app_1)));

% Subtype TCC generated (at line 128, column 4) for
    % (restrict[app_spec, (proto_apps), app_svclvl]
    %      ((LAMBDA (app: app_spec):
    %          IF app = sensors_app THEN sensors_full
    %          ELSIF app = pilot_interface_app THEN interface_standard
    %          ELSIF app = autopilot_app THEN ap_ah_only
    %          ELSE fcs_rudder_ho_right
    %          ENDIF)))
    % expected type  valid_app_svcs(proto_apps)
  % proved - complete
proto_sys_configs_TCC6: OBLIGATION
  FORALL (sv: (proto_speclvl)):
         NOT sv = full_service AND NOT sv = alt_hold_only
     AND NOT sv = rudder_ho_left AND NOT sv = rudder_ho_right
     AND NOT sv = rudder_ho_left_ah_only AND sv = rudder_ho_right_ah_only
     IMPLIES
     (FORALL (app_1: (proto_apps)):
        app_1`svcs
            (restrict[app_spec, (proto_apps), app_svclvl]
                 ((LAMBDA (app: app_spec):
                     IF app = sensors_app THEN sensors_full
                     ELSIF app = pilot_interface_app THEN interface_standard
                     ELSIF app = autopilot_app THEN ap_ah_only
                     ELSE fcs_rudder_ho_right
                     ENDIF))
                 (app_1)));

% Subtype TCC generated (at line 135, column 4) for
    % (restrict[app_spec, (proto_apps), app_svclvl]
    %      ((LAMBDA (app: app_spec):
    %          IF app = sensors_app THEN sensors_full
    %          ELSIF app = pilot_interface_app THEN interface_standard
    %          ELSIF app = autopilot_app THEN ap_off
    %          ELSE fcs_rudder_ho_left
    %          ENDIF)))
    % expected type  valid_app_svcs(proto_apps)
  % proved - complete
proto_sys_configs_TCC7: OBLIGATION
  FORALL (sv: (proto_speclvl)):
         NOT sv = full_service AND NOT sv = alt_hold_only
     AND NOT sv = rudder_ho_left AND NOT sv = rudder_ho_right
     AND NOT sv = rudder_ho_left_ah_only AND NOT sv = rudder_ho_right_ah_only
     AND sv = rudder_ho_left_fcs_only
     IMPLIES
     (FORALL (app_1: (proto_apps)):
        app_1`svcs
            (restrict[app_spec, (proto_apps), app_svclvl]
                 ((LAMBDA (app: app_spec):
                     IF app = sensors_app THEN sensors_full
                     ELSIF app = pilot_interface_app THEN interface_standard
                     ELSIF app = autopilot_app THEN ap_off
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                     ELSE fcs_rudder_ho_left
                     ENDIF))
                 (app_1)));

% Subtype TCC generated (at line 142, column 4) for
    % (restrict[app_spec, (proto_apps), app_svclvl]
    %      ((LAMBDA (app: app_spec):
    %          IF app = sensors_app THEN sensors_full
    %          ELSIF app = pilot_interface_app THEN interface_standard
    %          ELSIF app = autopilot_app THEN ap_off
    %          ELSE fcs_rudder_ho_right
    %          ENDIF)))
    % expected type  valid_app_svcs(proto_apps)
  % proved - complete
proto_sys_configs_TCC8: OBLIGATION
  FORALL (sv: (proto_speclvl)):
         NOT sv = full_service AND NOT sv = alt_hold_only
     AND NOT sv = rudder_ho_left AND NOT sv = rudder_ho_right
     AND NOT sv = rudder_ho_left_ah_only AND NOT sv = rudder_ho_right_ah_only
     AND NOT sv = rudder_ho_left_fcs_only AND sv = rudder_ho_right_fcs_only
     IMPLIES
     (FORALL (app_1: (proto_apps)):
        app_1`svcs
            (restrict[app_spec, (proto_apps), app_svclvl]
                 ((LAMBDA (app: app_spec):
                     IF app = sensors_app THEN sensors_full
                     ELSIF app = pilot_interface_app THEN interface_standard
                     ELSIF app = autopilot_app THEN ap_off
                     ELSE fcs_rudder_ho_right
                     ENDIF))
                 (app_1)));

% Subtype TCC generated (at line 149, column 4) for
    % (restrict[app_spec, (proto_apps), app_svclvl]
    %      ((LAMBDA (app: app_spec):
    %          IF app = sensors_app THEN sensors_full
    %          ELSIF app = pilot_interface_app THEN interface_standard
    %          ELSIF app = autopilot_app THEN ap_off
    %          ELSE fcs_standard
    %          ENDIF)))
    % expected type  valid_app_svcs(proto_apps)
  % proved - complete
proto_sys_configs_TCC9: OBLIGATION
  FORALL (sv: (proto_speclvl)):
         NOT sv = full_service AND NOT sv = alt_hold_only
     AND NOT sv = rudder_ho_left AND NOT sv = rudder_ho_right
     AND NOT sv = rudder_ho_left_ah_only AND NOT sv = rudder_ho_right_ah_only
     AND NOT sv = rudder_ho_left_fcs_only AND NOT sv = rudder_ho_right_fcs_only
     IMPLIES
     (FORALL (app_1: (proto_apps)):
        app_1`svcs
            (restrict[app_spec, (proto_apps), app_svclvl]
                 ((LAMBDA (app: app_spec):
                     IF app = sensors_app THEN sensors_full
                     ELSIF app = pilot_interface_app THEN interface_standard
                     ELSIF app = autopilot_app THEN ap_off
                     ELSE fcs_standard
                     ENDIF))
                 (app_1)));
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% Subtype TCC generated (at line 222, column 24) for  t`trigger
    % expected type  (proto_envs)
  % proved - complete
proto_trans_TCC1: OBLIGATION
  FORALL (t:
            transition(proto_apps, proto_speclvl, proto_valid_env,
                       proto_reachable_env)):
    (degraded(t`source, t`target) OR t`source = t`target) IMPLIES
     proto_envs(t`trigger);

% Subtype TCC generated (at line 268, column 13) for  full_service
    % expected type  (proto_speclvl)
  % proved - complete
proto_SCRAM_table_TCC1: OBLIGATION proto_speclvl(full_service);

% Subtype TCC generated (at line 280, column 20) for
    % {target: (proto_speclvl) |
    %    EXISTS (t: (proto_SCRAM_table`txns)):
    %      t`source = sv AND t`trigger = env AND t`target = target}
    % expected type  p: (nonempty?[(proto_speclvl)])
  % proved - complete
prototype_choose_TCC1: OBLIGATION
  FORALL (env: env(proto_valid_env), sv: (proto_speclvl)):
    (EXISTS (target: (proto_speclvl)):
       EXISTS (t: (proto_SCRAM_table`txns)):
         t`source = sv AND t`trigger = env AND t`target = target)
     IMPLIES
     nonempty?[(proto_speclvl)]
         ({target: (proto_speclvl) |
             EXISTS (t: (proto_SCRAM_table`txns)):
               t`source = sv AND t`trigger = env AND t`target = target});

% Subtype TCC generated (at line 293, column 2) for
    % list2finseq((: sensors_app, pilot_interface_app, autopilot_app,
    %                fcs_app :))
    % expected type  finseq[(proto_apps)]
  % proved - complete
prototype_reconf_spec_TCC1: OBLIGATION
  FORALL (x1:
            below[list2finseq[app_spec]
                      ((: sensors_app, pilot_interface_app, autopilot_app,
                          fcs_app :))`length]):
    proto_apps(list2finseq[app_spec]
                   ((: sensors_app, pilot_interface_app, autopilot_app,
                       fcs_app :))`seq
                   (x1));

% Subtype TCC generated (at line 297, column 16) for  proto_SCRAM_table
    % expected type  SCRAM_table(proto_apps,
                   %             extend[speclvl,
                   %                    {sp: speclvl |
                   %                     NOT sp = indeterminate},
                   %                    bool,
                   %                    FALSE]
                   %                 (restrict[speclvl,
                   %                           {sp: speclvl |
                   %                            NOT sp = indeterminate},
                   %                           boolean]
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                   %                  (proto_speclvl)),
                   %             proto_valid_env, proto_reachable_env)
  % proved - complete
prototype_reconf_spec_TCC2: OBLIGATION
       FORALL (x: speclvl):
         proto_speclvl(x) IFF
          extend[speclvl, {sp: speclvl | NOT sp = indeterminate}, bool, FALSE]
              (restrict[speclvl, {sp: speclvl | NOT sp = indeterminate},
                        boolean]
                   (proto_speclvl))
              (x)
   AND FORALL (x: speclvl):
         proto_speclvl(x) IFF
          extend[speclvl, {sp: speclvl | NOT sp = indeterminate}, bool, FALSE]
              (restrict[speclvl, {sp: speclvl | NOT sp = indeterminate},
                        boolean]
                   (proto_speclvl))
              (x)
   AND covering_txns(proto_apps,
                     extend[speclvl, {sp: speclvl | NOT sp = indeterminate},
                            bool, FALSE]
                         (restrict[speclvl,
                                   {sp: speclvl | NOT sp = indeterminate},
                                   boolean]
                              (proto_speclvl)),
                     proto_valid_env, proto_reachable_env,
                     proto_SCRAM_table`txns, proto_SCRAM_table`primary,
                     proto_SCRAM_table`start_env)
   AND FORALL (x: speclvl):
         proto_speclvl(x) IFF
          extend[speclvl, {sp: speclvl | NOT sp = indeterminate}, bool, FALSE]
              (restrict[speclvl, {sp: speclvl | NOT sp = indeterminate},
                        boolean]
                   (proto_speclvl))
              (x)
   AND extend[speclvl, {sp: speclvl | NOT sp = indeterminate}, bool, FALSE]
           (restrict[speclvl, {sp: speclvl | NOT sp = indeterminate}, boolean]
                (proto_speclvl))
           (proto_SCRAM_table`primary)
   AND FORALL (x: speclvl):
         proto_speclvl(x) IFF
          extend[speclvl, {sp: speclvl | NOT sp = indeterminate}, bool, FALSE]
              (restrict[speclvl, {sp: speclvl | NOT sp = indeterminate},
                        boolean]
                   (proto_speclvl))
              (x);

% Subtype TCC generated (at line 298, column 12) for  prototype_choose
    % expected type  [[(restrict[speclvl,
                   %             {sp: speclvl | NOT sp = indeterminate},
                   %             boolean]
                   %        (proto_speclvl)),
                   %   env(proto_valid_env)] ->
                   %    (restrict[speclvl,
                   %              {sp: speclvl | NOT sp = indeterminate},
                   %              boolean]
                   %         (proto_speclvl))]
  % proved - complete
prototype_reconf_spec_TCC3: OBLIGATION
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  (FORALL (x: speclvl):
     proto_speclvl(x) IFF
      NOT x = indeterminate AND
       restrict[speclvl, {sp: speclvl | NOT sp = indeterminate}, boolean]
           (proto_speclvl)(x))
   AND
   (FORALL (x1: [(proto_speclvl), env(proto_valid_env)]):
      NOT prototype_choose(x1) = indeterminate AND
       restrict[speclvl, {sp: speclvl | NOT sp = indeterminate}, boolean]
           (proto_speclvl)(prototype_choose(x1)));

% Subtype TCC generated (at line 299, column 43) for  proto_t
    % expected type  {t: real_time | t >= 4 * cycle_time}
  % proved - complete
prototype_reconf_spec_TCC4: OBLIGATION
  FORALL (s1, s2: (proto_speclvl)): proto_t >= 4 * cycle_time;

% Subtype TCC generated (at line 299, column 8) for
    % (LAMBDA (s1, s2: (proto_speclvl)): proto_t)
    % expected type  [[(restrict[speclvl,
                   %             {sp: speclvl | NOT sp = indeterminate},
                   %             boolean]
                   %        (proto_speclvl)),
                   %   (restrict[speclvl,
                   %             {sp: speclvl | NOT sp = indeterminate},
                   %             boolean]
                   %        (proto_speclvl))] ->
                   %    {t: real_time | t >= 4 * cycle_time}]
  % proved - complete
prototype_reconf_spec_TCC5: OBLIGATION
  (FORALL (x: speclvl):
     proto_speclvl(x) IFF
      NOT x = indeterminate AND
       restrict[speclvl, {sp: speclvl | NOT sp = indeterminate}, boolean]
           (proto_speclvl)(x))
   AND
   (FORALL (x: speclvl):
      proto_speclvl(x) IFF
       NOT x = indeterminate AND
        restrict[speclvl, {sp: speclvl | NOT sp = indeterminate}, boolean]
            (proto_speclvl)(x));
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T h is  a p p e n d ix  c o n ta in s  th e  p r o o f  s c r ip t f o r:

CP5: THEOREM
FORALL (s: sys_trace, r: (get_reconfigs(s))) :

% the reconfiguration was not interrupted and some application reconfigured
(r`end_c - r`start_c = 3 AND

FORALL (app: (s`sp`apps)) :
(s`sp`SCRAM_info`configs(s`tr(r`start_c)`svclvl)(app) /=

s`sp`SCRAM_info`configs(s`tr(r`end_c)`svclvl)(app) AND
pre(app`modules,

app`svcmap(s`sp`SCRAM_info`configs
(s`tr(r`end_c)`svclvl)(app)), s`tr(r`end_c)`st) OR

(s`sp`SCRAM_info`configs(s`tr(r`start_c)`svclvl)(app) =
s`sp`SCRAM_info`configs(s`tr(r`end_c)`svclvl)(app) AND

inv(app`modules,
app`svcmap(s`sp`SCRAM_info`configs
(s`tr(r`end_c)`svclvl)(app)), s`tr(r`end_c)`st))))

OR
% the reconfiguration was not interrupted but no application reconfigured
(r`end_c - r`start_c = 2 AND

FORALL (app: (s`sp`apps)) :
(s`sp`SCRAM_info`configs(s`tr(r`start_c)`svclvl)(app) =

s`sp`SCRAM_info`configs(s`tr(r`end_c)`svclvl)(app) AND
inv(app`modules,

app`svcmap(s`sp`SCRAM_info`configs
(s`tr(r`end_c)`svclvl)(app)), s`tr(r`end_c)`st)))

OR
% the reconfiguration was interrupted
EXISTS (app: (s`sp`apps)) : s`tr(r`end_c)`reconf_st(app) = interrupted

assured_reconfig.CP5: proved - complete [shostak](13048.43 s)

(""
 (skosimp)
 (split)
 (("1"
   (lemma "reconf_length")
   (inst -1 "s!1" "r!1")
   (typepred "r!1")
   (typepred "s!1`tr")
   (expand "get_reconfigs")
   (hide -2 -3 -4)
   (flatten)
   (case "r!1`end_c - r!1`start_c = 1")
   (("1"
     (lemma "reconf_halt")
     (expand "reconfig_end?")
     (split -6)
     (("1"
       (expand "reconfig_start?")
       (skosimp)
       (inst -1 "app!1")
       (inst -2 "s!1" "r!1" "app!1")
       (hide -4 -5 -6 -7 -8)
       (grind))
      ("2" (propax))))
    ("2"
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     (case "r!1`end_c - r!1`start_c = 2")
     (("1"
       (lemma "reconf_prep")
       (expand "reconfig_end?")
       (inst -1 "s!1" "r!1")
       (split -1)
       (("1"
         (split -6)
         (("1"
           (split 3)
           (("1" (propax))
            ("2"
             (skosimp 1)
             (case "r!1`end_c - r!1`start_c = 2")
             (("1"
               (inst -2 "app!1")
               (inst -3 "app!1")
               (hide -5 -6 -7 -8 2 3)
               (split -3)
               (("1" (hide 1 2) (grind))
                ("2"
                 (lemma "CP4")
                 (inst -1 "s!1" "r!1`start_c+2")
                 (split -1)
                 (("1"
                   (flatten)
                   (expand "inv")
                   (inst -1 "app!1")
                   (expand "inv")
                   (split 1)
                   (("1" (hide -1 -3 -5 -6 -7 2) (grind))
                    ("2"
                     (skosimp)
                     (inst -1 "m!1")
                     (hide -2 -3 -5 -6 -7 2)
                     (grind))))
                  ("2"
                   (flatten)
                   (inst -2 "app!1")
                   (split)
                   (("1"
                     (flatten)
                     (inst 3 "app!1")
                     (hide -2 -3 -4 -5 -6 -8 -9 -10 1 2)
                     (grind))
                    ("2" (hide -2 -6 -7 -8 2) (grind))))))
                ("3" (inst 2 "app!1") (hide -3 -4 -5 1) (grind))))
              ("2" (propax))))))
          ("2" (propax))))
        ("2" (hide -1 -2 -6 -4 -5 4 5) (assert))))
      ("2" (hide -1 -3 -4 -5 4 5) (assert))))))
  ("2"
   (skosimp)
   (lemma "reconf_prep")
   (inst -1 "s!1" "r!1")
   (split)
   (("1"
     (inst -1 "app!1")
     (split -1)
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     (("1"
       (flatten)
       (lemma "reconf_train")
       (inst -1 "s!1" "r!1")
       (split)
       (("1"
         (inst -1 "app!1")
         (hide 3 4)
         (case "r!1`end_c-r!1`start_c < 3")
         (("1"
           (hide -2 -3 1 2)
           (typepred "r!1")
           (expand "get_reconfigs")
           (flatten)
           (case "r!1`end_c - r!1`start_c = 1")
           (("1"
             (expand "reconfig_end?")
             (split -4)
             (("1"
               (lemma "reconf_halt")
               (inst -2 "app!1")
               (inst -1 "s!1" "r!1" "app!1")
               (hide -5 -6 -7 1)
               (grind))
              ("2" (propax))))
            ("2"
             (case "r!1`end_c-r!1`start_c = 2")
             (("1"
               (reveal -2)
               (expand "reconfig_end?")
               (split -5)
               (("1" (inst -1 "app!1") (hide -4 -5 -6 -7 1 2) (grind))
                ("2" (propax))))
              ("2" (hide -2 -3 -4 3) (grind))))))
          ("2"
           (typepred "s!1`tr")
           (inst -1 "r!1`start_c+2")
           (hide -2 -3 -4)
           (expand "system_monitor")
           (lift-if)
           (split)
           (("1"
             (flatten)
             (hide -2)
             (skosimp)
             (reveal -8)
             (inst -1 "app!2")
             (("1" (hide -3 -4 1 2 3 4 5) (grind))
              ("2"
               (hide -1 -2 -3 2 3 4 5 6)
               (typepred "app!2")
               (typepred "s!1`tr(r!1`start_c+2)")
               (grind))))
            ("2"
             (flatten)
             (hide 1)
             (expand "next_config")
             (lift-if)
             (split)
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             (("1"
               (flatten)
               (lemma "int_prep_len")
               (inst -1 "s!1" "r!1")
               (split)
               (("1" (hide -2 -3 -4 -5 2 3 4) (assert))
                ("2" (hide -2 -3 -4 2 3 4 5) (grind))
                ("3" (hide -1 -2 -3 -4 3 4 5) (grind))))
              ("2"
               (split)
               (("1"
                 (flatten)
                 (split)
                 (("1"
                   (flatten)
                   (skosimp)
                   (reveal -7)
                   (inst -1 "app!2")
                   (("1"
                     (hide -3 -4 -5 -6 2 3 4)
                     (split)
                     (("1" (grind)) ("2" (grind)) ("3" (grind))))
                    ("2"
                     (hide -1 -2 -3 -4 -5 2 3 4 5)
                     (typepred "app!2")
                     (typepred "s!1`tr(r!1`start_c+2)")
                     (grind))))
                  ("2"
                   (flatten)
                   (split)
                   (("1"
                     (flatten)
                     (hide -1 -2 -5 1 2 5)
                     (lemma "reconf_length")
                     (inst -1 "s!1" "r!1")
                     (grind))
                    ("2"
                     (flatten)
                     (hide -1 -2 -3 2 3 4 5 6)
                     (inst 1 "app!1")
                     (("1" (grind))
                      ("2"
                       (typepred "app!1")
                       (typepred "s!1`tr(r!1`start_c+2)")
                       (grind))))))))
                ("2"
                 (flatten)
                 (split)
                 (("1"
                   (flatten)
                   (reveal -7)
                   (hide -3 -4 -5 1 2 3 4 5)
                   (skosimp)
                   (inst -1 "app!2")
                   (("1" (grind))
                    ("2"
                     (typepred "s!1`tr(2 + r!1`start_c)")
                     (grind))))
                  ("2"
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                   (flatten)
                   (split)
                   (("1"
                     (flatten)
                     (lemma "train_time")
                     (inst -1 "s!1" "r!1`start_c+3" "app!1")
                     (split)
                     (("1"
                       (hide -2 -3 -4 1 5)
                       (lemma "reconf_length")
                       (inst -1 "s!1" "r!1")
                       (grind))
                      ("2"
                       (hide -1 -3 2 3 4 6)
                       (lemma "change_to_interrupt_rec")
                       (inst -1
                        "s!1`tr(2 + r!1`start_c)
                                                   WITH [`reconf_st
                                                           := LAMBDA
                                                              (app:
                                                               (s!1`tr(2 + 
r!1`start_c)`sp`apps)):
                                                              IF (s!1`tr(2 + 
r!1`start_c)`reconf_st
                                                                  (app)
                                                                  =
                                                                  prepping)
                                                              THEN training
                                                              ELSE normal
                                                              ENDIF]"
                        "app!1"
                        "card(s!1`tr(2 + r!1`start_c)`sp`apps) - 1")
                       (("1"
                         (split -1)
                         (("1" (hide -2 -3 1 2 3) (grind))
                          ("2" (grind))
                          ("3"
                           (inst 3 "app!1")
                           (lemma "reconf_length")
                           (inst -1 "s!1" "r!1")
                           (grind))))
                        ("2"
                         (hide -1 -2 2 3 4)
                         (lemma "nonempty_apps")
                         (inst -1 "s!1`tr(2 + r!1`start_c)"))
                        ("3"
                         (hide -1 -2 2 3 4)
                         (typepred "s!1`tr(2 + r!1`start_c)")
                         (grind))))))
                    ("2"
                     (flatten)
                     (inst 1 "app!1")
                     (("1" (hide -1 -2 2 3 4 5 6 7) (grind))
                      ("2"
                       (hide -1 -2 -3 2 3 4 5 6 7)
                       (typepred "s!1`tr(2 + r!1`start_c)")
                       (grind))))))))))))))))
        ("2"
         (hide -1 2 3 4 5)
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         (reveal -3)
         (typepred "r!1")
         (expand "get_reconfigs")
         (flatten)
         (reveal -1)
         (case "r!1`end_c - r!1`start_c <= 2")
         (("1"
           (case "r!1`end_c-r!1`start_c=2")
           (("1"
             (inst -7 "r!1`start_c+2")
             (hide -2 -4 -5)
             (expand "reconfig_end?")
             (split)
             (("1" (inst -1 "app!1") (hide -4 -5 1 2) (grind))
              ("2" (propax))))
            ("2"
             (case "r!1`end_c-r!1`start_c=1")
             (("1"
               (expand "reconfig_end?")
               (lemma "reconf_halt")
               (inst -1 "s!1" "r!1" "app!1")
               (hide -3 -4 -5 -6 -8 -9)
               (split -3)
               (("1" (inst -1 "app!1") (grind)) ("2" (propax))))
              ("2" (hide -2 -4 -5 -6 -7 3 4) (grind))))))
          ("2" (hide -1 -2 -3 -4 -5 -6 3) (grind))))))
      ("2"
       (hide 1 3)
       (lemma "CP4")
       (inst -1 "s!1" "r!1`start_c+2")
       (case "r!1`end_c-r!1`start_c=2")
       (("1"
         (split -2)
         (("1"
           (expand "inv")
           (inst -1 "app!1")
           (split 1)
           (("1" (hide -1 2) (grind))
            ("2"
             (skosimp)
             (expand "inv")
             (inst -1 "m!1")
             (hide -3 -4 2)
             (grind))))
          ("2"
           (flatten)
           (inst -2 "app!1")
           (split -2)
           (("1" (flatten) (hide -2 -3 -4 -5 -6 1 2 3) (grind))
            ("2" (hide -2 -5 2) (grind))))))
        ("2"
         (reveal -1)
         (hide -2)
         (case "r!1`end_c-r!1`start_c = 1")
         (("1"
           (hide -2)
           (lemma "reconf_halt")
           (inst -1 "s!1" "r!1" "app!1")
           (typepred "r!1")
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           (expand "get_reconfigs")
           (flatten)
           (expand "reconfig_end?")
           (split -3)
           (("1" (inst -1 "app!1") (hide -2 -3 -4 -7 -8 1 2 3) (grind))
            ("2" (propax))))
          ("2"
           (case "r!1`end_c-r!1`start_c=3")
           (("1"
             (inst -2 "s!1" "r!1`start_c+3")
             (lemma "reconf_train")
             (inst -1 "s!1" "r!1")
             (split -1)
             (("1"
               (inst -1 "app!1")
               (split 3)
               (("1" (hide -3 2 3 4) (grind))
                ("2"
                 (split -3)
                 (("1"
                   (expand "inv")
                   (skosimp)
                   (inst -1 "app!1")
                   (expand "inv")
                   (inst -1 "m!1")
                   (hide -2 -4 -5 2 3 4)
                   (grind))
                  ("2"
                   (flatten)
                   (inst -2 "app!1")
                   (split -2)
                   (("1"
                     (flatten)
                     (inst 5 "app!1")
                     (hide -2 -3 -4 -5 -7 -8 1 2 3 4)
                     (grind))
                    ("2"
                     (expand "inv")
                     (skosimp)
                     (inst -1 "m!1")
                     (hide -2 -3 -5 -6 2 3 4)
                     (grind))))))))
              ("2" (hide -2 -3 2 3 4 5) (grind))))
            ("2"
             (lemma "reconf_length")
             (typepred "r!1")
             (expand "get_reconfigs")
             (flatten)
             (hide -2 -3 -4 -6 -7 -8 4 5)
             (inst -2 "s!1" "r!1")
             (grind))))))))
      ("3"
       (hide 1 2 3)
       (inst 1 "app!1")
       (lemma "int_prep_len")
       (inst -1 "s!1" "r!1")
       (split)
       (("1" (grind)) ("2" (inst 1 "app!1"))
        ("3"
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         (case "r!1`end_c-r!1`start_c=1")
         (("1"
           (lemma "reconf_halt")
           (inst -1 "s!1" "r!1" "app!1")
           (typepred "r!1")
           (expand "get_reconfigs")
           (flatten)
           (expand "reconfig_end?")
           (hide -2 -4 -7)
           (split)
           (("1" (inst -1 "app!1") (grind))
            ("2" (skosimp) (reveal 1) (inst 1 "app!2"))))
          ("2"
           (typepred "r!1")
           (expand "get_reconfigs")
           (flatten)
           (hide -2 -3 -4 -5)
           (grind))))))))
    ("2"
     (hide 2 3 4)
     (typepred "r!1")
     (expand "get_reconfigs")
     (flatten)
     (case "r!1`end_c-r!1`start_c=1")
     (("1"
       (expand "reconfig_end?")
       (lemma "reconf_halt")
       (inst -1 "s!1" "r!1" "app!1")
       (hide -4 -6)
       (split -4)
       (("1" (inst -1 "app!1") (grind)) ("2" (propax))))
      ("2" (hide -2 -3 -4 3) (grind))))))))
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