1%&$'&

$ %)

$ %
$ %&
$ %& (

* * )

$%./ 10
10
0
.0
21 12
21 3) 4$%12
$ 8%.56%0
$ &7%.5640
$ &(%.56 0
$ 88%. 56550
1) 12

$ &5% . 56550
$ & %.56550

<
+ o= 11,
+0
4+ >10
2@A
<

ool oot il G- [brok] Dby

e U e e W Gon Db e e
REmR R

Ptz sl it | st | s |t | hotn [0 o
o et [
ounenca s A6 AT A doessen AP SEe 3RS Fahalop oA perha agten 8|
1 coren adaress < teearion o atis
et = oxen;
I sz O b et 2
h S Tt | Pkt e st e sbas21 55 e s
Ea S i B T

- D [Foom Ereeer

Ty P | s ey ey

Memory 1

[ a—]

0x0012FECC 04 80
0x0012FEDD 57 cf
0x0012FEDS 61 62
0x0012FEDS 89 3d
0x0012FEDC _ed fe 12 O

0 &b..
g_mm_ss 10 40 00 0.0+
- (0x0012FEE4 iy,

0x0012FEES 72 12 40 00 r.8.
0x0012FEEC 01 00 00 00 ..




+!
$%./ 10
10
0
.0
$ &9 .56*0 '
$ &7%.5640
$ &(%.56 0
$ &8% .56550
21 $()8%3)9: ) 12
$ &% .56 0
$ &%.5640
$ &5%. 56550
$ & %.56550

+ #-?7@5 @A

55*5 58 6=# $ %
55*55'5 B $ & 6& %=5
<
55*55'7 =
55*55'8
55*5 5"
w01 . 10
%
23
4 * 1 "
* % 5 6
78 6 7
* # 5
o
5 6 (
* * 5 6
6 5 *% 9 *%
*5 85 8< 7
mn
+1
55555
55+5 5 =
55+5 5 =+
55+5 5 ( 6=# $AAA BA | +55(5 %
55+5 5 # 0% )%=6
cce
55%5 5; 6=# $ %
55%5 5; B $ & 6)7%=5
<
55+5 5 6=# $ )%
5555 ( AA BA 1A | +5
55+5 5 =
55+5 5

55*5 5




AA H 1 AAL
AA  BA A | +DEFA@F !
206( #
AA -
6=AA BA |
55*5 6=#  S$AAA
G 4
555 * G 4 45 8,
55+5 (
4 H
G M
555 8 G A4 55

12

BA | +%5'5(5 %

$

+D-?@5 @A
E A

*A

J@F ** G @<A

"
H * +-E
*10-?,7 0A
*ID-?.,7 A
*-?2.7A
*-2,7,,A

* kg

++ 4+ +m

+ 4+ + +m
E
=z
D

"C

# %
&

| "M "
N *% 5 6 *
*
] *
S
]
|
see X
8(B 4 - ]
& B 4 6
&_ B Kl
5B I———
LiM 4
1 7 5% "
5 I
6 44+ # I

N

%




push dword ebp mov ebp, WORM_ADDRESS + WORM_REG_OFFSET
pop dword [ebp + WORM_DATA_OFFSET]

Xor eax, eax ; WormlIP = 0 (load from ebp + eax)
read_more_worm: ; read NUM_BYTES at a time until worm is done
cld XOr €ecx, ecx mov byte cl, NUM_BYTES
mov dword esi, WORM_ADDRESS ; get saved WormIP
add dword esi, eax mov edi, begin_worm_exec
rep movsb ; copies next Worm block into execution buffer
add eax, NUM_BYTES ; change WormIP
pushad ; save register vals
mov edi, dword [ebp] ; restore worm registers

mov esi, dword [ebp + ESI_OFFSET] mov ebx, dword [ebp + EBX_OFFSET]
mov edx, dword [ebp + EDX_OFFSET] mov ecx, dword [ebp + ECX_OFFSET]
mov eax, dword [ebp + EAX_OFFSET]
begin_worm_exec: ; this is the worm execution buffer
nop Nop Nop Nop Nop Nop Nop NOp NOp NOp Nop Nop
nop Nop Nop Nop Nop Nop Nop NOp NOp NOp Nop Nop
mov [ebp], edi ; save worm registers
mov [ebp + ESI_OFFSET], esi mov [ebp + EBX_OFFSET], ebx
mov [ebp + EDX_OFFSET], edx mov [ ebp + ECX_OFFSET], ecx
mov [ebp + EAX_OFFSET], eax
popad ; restore microVM register vals
jmp read_more_worm
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