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¢ “| tried really hard to break my cipher, but couldn't.
I’'m a genius, so I'm sure no one else can break it
either.”

« “Lots of really smart people tried to break it, and
couldn’t.”

« Mathematical arguments — key size (dangerous!),
statistical properties of ciphertext, depends on
some provably (or believed) hard problem

« Invulnerability to known cryptanalysis techniques
(but what about undiscovered techniques?)
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9 N,
E (P)=C
Ci = (P + Kjmogn) modZ

- 0
ey (“test’) = DIQD
[C,=(T+'K)mod26=1D" |
C,=(e’ +E)mod 26 =T
C,=(s'+'Y’) mod 26 = ‘Q’
[C,=(t + 'K)mod 26 = D’ |

123456789012345678901234567890123456789012345678901 23456
Plain: Thebiggerboysmadeciphersbutifigotholdofafewwordslus ually
Key: KEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEFKEF
Cipher:DLCLMEQIPLSWCQYNIASTFOVQLYRSJGQSRRSINSDKICGAMBEEISOQ

789012345678901234567890123456789012345678901234567 8901234
Plain: foundoutthekeyTheconsequenceofthisingenuitywasoccas ionally
Key: YKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEFKEEY
Cipher:DYYLNSSBFOOCIXFGGMXWCAYCXGCYJRRMQSREORSSXWGEQYGAKWG

567890123456789012345678901234567890123456789012345 6789
Plain: painfultheownersofthedetectedcipherssometimesthrash edme
Key: KEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEERKEY
Cipher:ZEGXJS\WKFCBUXIPCSDDLCNIROGROHASTFOVQCSKOXGWIQDLPKWFOHK]

012345678901234567890123456789012345 "
Plain: thoughthefaultlayintheirownstupidity \
Key: YKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKEYKE &
Cipher:XFYYERKFQIYEPRVEWSRRRIGBSUXWRETGNMBI %
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| E + (& 1% 5 +A
Ci = (P + Kjpogn) modZ
‘O’ = (‘e’ + K ) mod 26
14=5+3> K,='K
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'S'= (e’ + K,) mod 26
19 =5+ 14=> K,= ‘N’
X' = (e’ + K ,) mod 26
24=5+19> K,='M
'= (e’ + K ,) mod 26
10 =5+ 5=> K,= ‘E’
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