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Abstract

Fault trees provide a graphical and logical framework
for analyzing the reliability of systems. A fault tree pro-
vides a conceptually smple modeling framework to repre-
sent the system-level interactions between component reli-
abilities. Dynamic fault trees have been shown particu-
larly useful for reiability analysis of embedded computer
systems. Dynamic fault trees are a superset of traditional
(static) fault trees in that additional gates are used to
model sequential behavior. DIFtree [1] is our fault tree
methodol ogy for the analys's of dynamic fault trees, effec-
tively combining the best static fault tree solution tech-
nique (Binary Decision Diagrams) with Markov solution
techniques for dynamic fault trees. DIFtree includes ad-
vanced techniques for modeling coverage; coverage mod-
eling has been shown to be critical to the analysis of fault
tolerant computer systems. DIFtree is based on a divide-
and-conquer technique for modularizing the system level
fault tree into independent sub-trees; different solution
techniques can be used for sub-trees. In this paper we ex-
tend the DIFtree analyss capability to model several dif-
ferent distributions of time to failure, including fixed
probabilities (no time component), exponential (constant
hazard rate), Weibull (time varying hazard rate), and log
normal. Our approach extends both the BDD and Markov
analytical approaches and incorporates simulation as
well. An example analysisillustrates our approach.

1. Introduction

The reliability of embedded computer systems can be
difficult to analyze for several reasons. First, hardware and
software are integrated and thus must be considered in a
single model. Second, fault tolerance techniques for auto-
matic recovery from detected errors raises the possibility
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that these automatic mechanisms may themselves fail, a
consideration which is embodied in a coverage model [2].
Third, comprehensive models of embedded computer
systems are frequently quite large, and thus require long
solution times, since the solution time for reliability mod-
es is exponentia in the size of the modd [3]. Findly,
analytic solutions require smplifying assumptions about
the time to failure behavior of the components. DIFtree
(Dynamic Innovative Fault trees) is a fault tree methodol-
ogy that provides an interesting solution to the first three
problems. DIFtreeis based on a modularization technique
[4] that identifies, in linear time, independent sub-trees.
We note that [5] is pursuing a sSmilar modularization
based on Rauzy’s algorithm. These sub-trees are then clas-
sified as static or dynamic, depending on whether the fail-
ure relationships are Boolean or temporal [6]. Static fault
trees use traditional Boolean logic gates (AND, OR, K-of-
M) to represent the combinations of component failures
that cause system failure. Static fault trees are most effi-
ciently modeled using a technique based on Binary Deci-
sion Diagrams [7]. Dynamic fault trees model sequential
dependencies between events, and are andyzed using
Markov methods. Techniques for incorporating coverage
models are available for both approaches [8]. Galileo is an
experimental software tool including the DIFtree method-
ology in arich analysis environment [10].

The primary contribution of this research is to extend
the DIFtree modeling framework to support new distribu-
tions and fault tree configurations, and to support an alter-
native solution technique in the form of the Monte Carlo
simulation. The benefit of the improved analysis engine is
to model more parametric distributions such as the
Weibull and Log Normal distributions. Monte Carlo
simulation for fault tree analysis allows the anaysis of
systems that cannot be modeled even by the extended
andytical approach. The modularization algorithm ensures
that the use of BDDs, Markov Chains or Monte Carlo
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Figure 1: The DIFtree methodology

simulation for solving the various sub-trees is transparent
to the user.

Therest of the paper is organized as follows: Section 2
provides an overview of the major modules of the DIFtree
framework. Section 3 discusses the properties of the dis-
tribution types supported. Section O deals with the issues
involved in extending support to the various digtributions.
Section 5 discusses the integration of the Weibull distri-
bution as an instance of the integration process. The mod-
eling capability of our methodology is illustrated using a
simple hypothetical example in Section 6. Results and
Conclusions are found in Section 7.

2. Background — The DIFTree methodology

The fault tree of a complex system is often large and
complex in itsdf. In order to solve such a fault tree effi-
ciently, DIFtree uses a divide-and-conquer method by
which independent sub-trees are identified and solved by
suitable solvers. Figure 1 illustrates the modularization
approach which is characterigtic of the DIFtree methodol-
ogy. Sub-trees comprised of only AND, OR and K-of-M
gates are solved by conversion to the equivaent BDD or
possibly by simulation, while dynamic sub-trees are
solved by Markov models or simulation.

2.1 Static fault tree analysis using binary decision
diagrams

Static fault trees are graphical representations of com-
binatorial (And-Or) relationships between basic events;
these relationships can be expressed by Boolean functions.

A BDD is a compact canonical representation of a Boo-
lean function. The BDD has no duplicate sub-trees or re-
dundant vertices [12]. The algorithms for manipulating the
BDD have time complexity proportional to the sizes of the
graphs operated on, and hence are quite efficient as long
as the graphs do not grow too large. The satic fault tree
analysis program [8] uses Binary Decision Diagrams
(BDD) as an dternative to the traditional cutset-based
solution. Since there seems to be no simple relation be-
tween the number of components of a system and the size
of the BDD that represents it, BDDs provide efficient so-
[utions for large combinatorial systems without resorting
to cutsets [7]. The program uses a modified representation
of BDDsto account for coverage modeling [2], a means of
accounting for the possible failure of automatic recovery
mechanisms built into fault tolerant systems. The general
algorithm is shown in Figure 2.

2.2 Dynamic fault tree analysis using Markov
chains

Dynamic trees model failures that cannot be repre-
sented using smple combinatorial relationships, such as
failure sequences, functional dependencies, and stand-by
spares. In order to solve dynamic fault trees, it is necessary
to make use of arepresentation that will keep track of the
history of the system, in the form of a “state”. For this
reason, dynamic fault tree analysis uses Markov chains
[13]. A state in the Markov Chain contains all the system
information regarding component failures, sequence of
component failures, and information on spare allocations.
Component failures lead from existing states to new states
in a recursive fashion. Hazard rates of the failed compo-
nents characterize the transitions from one state to another.
The Markov chains map into a set of equivalent ordinary
differential equations with variables corresponding to state
probabilities. These equations are solved using an ordinary
differential equation solver. Currently we use the CVODE
solver [14]. The probability of being in any failed state
during the mission time gives an estimate of the system
unreliability. The general algorithm is shown in Figure 3

2.3 Monte Carlo simulation

A third techniqgue uses Monte Carlo simulation to
evaluate fault trees. Simulation is an attractive alternative
because it allows the modeling of virtually any time-to-
failure distribution, as well as allowing behaviors that pre-
clude analytic solution. Further, simulation may be a more
efficient approach for high-redundancy situations, for ex-
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Figure 2: Static solver program flow
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ample in k-of-m arrangements with large values of k and
m, and for non-identical replicates. The combinatorial
explosion in the case of analytical models in such situa-
tions gives simulation an advantage over analytical solu-
tions. The major disadvantage of simulation is the long
simulation times needed to achieve high accuracy. How-
ever, using variance reduction techniques help achieve
dramatic reductions in solution time. The feasibility of
simulation using importance sampling to achieve variance
reduction when simulating some dynamic fault trees was
demonstrated in MCI-HARP [15].

3. Component reliability functions supported
by DIFtree

Two models for time to failure were supported in the
DIFtree methodology: fixed probabilities (independent of
time) and exponential time to failure (constant hazard
rate). Fixed probabilities are frequently applied to software
design faults while the latter is frequently applied to
physical random faults [16]. Software for embedded com-
puter applications is most easily (though not always ade-
quately) modeled with fixed probabilities of failure, as
data for more complex growth models is usually unavail-
able. Physical failures of hardware and random failures of
system software are more accurately modeled using prob-
ability distributions, usually exponential. Fixed failure
probabilities are only applicable to static fault tree moddls;
however static fault tree solution methods can support
distributions as well. Dynamic fault tree models require
consideration of time to failure in order to model sequen-
tia behavior and thus cannot support fixed (time inde-
pendent) failure probabilities. In this section, we discuss
three reliability distributions currently supported by our
tool. Although several other failure probability functions
exist, our fault tree analysis tool presently supports the
ones discussed here because they are representative of a
diverse class of systems.

3.1 Exponential distribution
The exponential distribution is the only continuous

distribution with a constant hazard function. It is appropri-
ate in cases when a used component that has not failed is

h(t)= A

where

S(t) = Survivor function, anti(t) = hazard rate

The statistical techniques for the exponential distribu-
tion are particularly tractable; many components use the
exponential distribution for the sake of simplicity. The
memory-less property imposes a restriction on its applica-
bility to a wide class of component failures. Therefore
there is a clear need for other distributions that are more
flexible for modeling, although more complex mathemati-
cally.

3.2 Webull distribution

Many electro-mechanical systems such as computer pe-
ripheral devices typically degrade over time, and are more
likely to follow a distribution with a strictly increasing
hazard rate with time. In some other cases, systems be-
come less likely to fail when used longer, implying a de-
creasing hazard rate. The Weibull distribution can model
both increasing and decreasing hazard rates. Some of the
lifetime distribution representations for the Weibull distri-
bution are:

S()=e A*, and

h (t)= k At

whereA>0 andk>0 are the scale and shape parameters
of the distribution. The hazard function approaches zero
from infinity for K <1, and increases from zero whem1.
The Weibull distribution has some special properties for
certain values of: for k =1, it is the exponential distribu-
tion; for k =2 it is the Raleigh distribution; and for 8<
<4, the probability density functiopdf) resembles that of
the Normal distribution'pdf, and the mode and median of
the distribution are equal whern= 3.26.

3.3 Log normal distribution

The log normal distribution has an upside-down bath-
tub (UBT) shaped hazard function, whérét) increases
initially and then decreases. The parametersuaaad o,
since the logarithm of a log normal random variable is a
normal random variable with meanand standard devia-
tion 0. Since the survivor function of the log normal dis-

as “good” as a new component. Some of the lifetime dis-tribution is not in a closed form [17] , it is not commonly
tribution representations for the exponential distribution used. The log normal distribution is not applicable for use

are:
St)= e, and

in either homogenous or non-homogenous Markov models
because it does not satisfy the Markov property [18].
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4. |Issues involving tool support for various
distributions

The framework of the DIFtree methodology allows it to
modularize fault trees into static and dynamic parts and
solve them separately, and then to integrate the results.
Since the analysis techniques of static and dynamic fault
trees are quite different, the distributions that they can
support are also different. The BDD evaluation algorithm
only requires the probabilities of the component failures
obtained by evaluating the survivor functions of these
components at the mission time. In the case of the Markov
model, the hazard rates of the components becomes the
measure of interest. This is because the transition rates
from one Markov state to another are functions of these
hazard rates. These trangtion rates in turn form the coeffi-
cients of afamily of ordinary differential equations, whose
variables correspond to the probabilities of the system
being in each of the Markov states. Because the solution to
a dynamic tree is equivalent to the solution of this family
of ordinary differential equations, the properties of the
component time-to-failure distributions and hazard rates
become relevant.

5. Integrating Weibull distribution to the
fault treetool

5.1 Integrating Weibull into Static Solver

The fault tree gates determine the Boolean relation
between the basic events and system failure, while the
ordering of the basic events determines the exact BDD
that is created. The BDD solver employs a heuristic algo-
rithm to arrive at an optimal ordering of the basic events.
The conversion of fault tree to Binary Decision Diagram
involves obtaining the probabilities of the BDD nodes
(each BDD node represents a component failure). Each
component’s failure distribution parameters are stored in
the fault tree node that corresponds to that basic event.

Given the mission time, the BDD nodes are decorated with
their probabilities of failure.

5.2 Integrating Weibull into dynamic solver

Components that obey Weibull distribution of failure
times result in time-varying transitions, while those that
obey exponential didribution of failure times result in
time-invariant transitions. This is handled by creating dif-
ferent classes of trandtions within the Markov chain for
different distributions. A time-varying transition is evalu-
ated to get the numerical value of the corresponding haz-
ard rate from the algebraic expression stored within the
corresponding trandtion instance in the Markov Chain.
Evaluating the Markov chain at start time first creates the
trangition rate matrix. The entries in the matrix that are
composed of Weibull transitions are also identified at this
stage. The solver [14] solves the differential equations by
integrating over the mission time, and invokes the func-
tional interface of the Markov Chain to re-calculate the
Weibull hazard rates at the interna time steps. The system
of equations may be stiff since the coefficients of the tran-
sition rate matrix can vary over a large range of values in
case of Weibull distributions with shape factors <<1: ap-
propriate solver options are exercised.

6. Illustration: A Hypothetical Example
Computer System (HECS)

We demonstrate the capabilities of the DIFTree meth-
odol ogy that we discussed above (viz. modularization into
static and dynamic fault trees, alternative evaluation using
simulation, and handling of different time to failure distri-
butions) using the hypothetical example computer system
called HECS. The HECS example is not a real computer
system; it was first used in [1] and has been adapted here
for the sake of illustration. HECS consists of dual-
redundant processors A1 and A2 and a cold spare that can
replace either upon failure. The cold spare does not fail
beforeitsuse.

HECS has five memory units; three are required. These
memory units are connected to the bus via two memory
interface units. It the memory interface unit fails, the
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HECS requires that at least one of the three A proces-
sors, at least three of the memory units, at least one of the
redundant busses, and the operator, console and software
to be operating correctly. We will look at each of these
congtituent groups of components separately, to see how
we can model their behavior.
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6.1 Processor modules

We consider the dual-redundant processors first. Figure
5 above shows the portion of the fault tree that models the
failure behavior of the processors. The cold spare has zero
failurerate until it is switched into active use. Further, the
cold spare is available to replace whichever of the two
active processors (Al or A2) fails. This discontinuous
failure rate is handled by the CSP (cold spare gate) in the
corresponding dynamic fault tree. The left most input to
the cold spare gate isthe primary (active) component. The
other inputs represent cold spare units that are switched
into active operation as needed. In this case, the failure
distribution for this spare may be assumed to be either
exponential (same failurerate at all times) or Weibull (de-
creasing failure rate due to burn-in), depending on the
failure data and behavior. One cannot solve a dynamic
model that has a Weibull rate of cold spare failure if it is
modeled using an analytical method such as Markov
chains. Thisis because it will be unclear what the failure
rate is at the time of switching in. In other words, if it is
switched on at time “t", the failure rate could either be
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Figure 6: Memory units fault tree
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system, and this fact is modeled using FDEP gates with
the Memory Interface Units (MIU1 and MIU2) as triggers,
as shown in Figure 6. There are five memory units (M1-
M5) of which three are required for reliable operation. The
failure of three out of the five of them would cause the
system to fail. The memory units are connected to the
buses via a pair of memory interface units. It is assumed in
this example that two of the memory modules (M3 and
M4) obey a Weibull distribution atf, while all the other
components obey the exponential distribution.

6.3 Operator, console and software

The system fails when any one of operator, console or
software fails. In order to demonstrate the newly inte-
grated Log Normal distribution (bathtub based hazard
rate) the operator failure is modeled using Log Normal
distribution. The operational console being an electrome-
chanical device is most aptly modeled by a Weibull time
to failure distribution with increasing hazard rate. The
fault tree is shown in Figure 7

6.4 HECS system-level fault tree

The full system-level fault tree is shown in Figure 8.
The modularization algorithm identifies each of the four
main sub-trees to be an independent module of either type
static or type dynamic, and sends it to the appropriate
solver. Thus the “Operator, console and SW”, and the

A() or A(t) depending on whether we assume the gyges plocks are sent to the static solver. The “Buses”

switched-on spare to be “good as new” or “good as old”.
The latter case can be solved using the Markov Chaintsct that there are two statisticall
based analytical model but contradicts the cold spare rejjentical redundant buses. The comi
quirement. However, this situation can be modeled bystion of these two components int

sub-tree has a basic event labeled “2*Bus” to represent the

OC&SW

simulation because different clocks (i.e. t" values) can béyne event can reduce the computation
maintained for different components. This sub-tree reiter-needed for the solution. The “A Proc-

ates the need for simulation as an alternative to analyticabssors” plock goes the Monte Carlo

models.

6.2 Memory units

The memory units require the memory interface units
to be operational in order to be connected to the rest of th

éntermediate representation of the
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Figure 8: HECS system-level fault tree

Decision Diagram is shown for the static modules. A por-
tion of a Markov Chain, which is the intermediate repre-
sentation of the dynamic tree modules, is aso shown for
one of the dynamic modules. These representations pro-
vide ingght into how the numerical solution is obtained.

6.5 BDD representations for the operator-control
softwar e, and the two bus configur ations

The BDD representations of the Operator, Console
and Software (OCS) block and the Buses block are shown
in Figure 9. Each non-leaf node in the BDD represents a
component that can fail, and each path from the root to a
leaf node represents a digoint combination of component
failures (Boolean value 1) and non-failures (Boolean value

F= Busl. Bus2, and

P(F)= P(Busl) P(Bus2);

The values for the P's are obtained by substituting the
parameters in the Survivor function of the respective dis-
tributions at the required time t. Imperfect coverage is
added automatically via a methodology presented in [8].

6.6 Markov Chain representation of the memory
module fault tree

In Figure 10 below, a portion of the automatically gen-
erated Markov chain model of the fault tree of the Mem-
ory Units module is shown (there was a total of 87 states
and 190 transitions in this Markov chain). Because of the
redundant configuration of the system represented by the

0). If the leaf node for a path is labeled with a “1” then the 3-of-5 gate (ref. Figure 7) these component failures do not
path leads to system failure; if the leaf is labeled with anecessarily result in system failure. Only certain sequences
“0” then the path represents an operational system conef failure will cause the system to reach “F”, the system
figuration. The unreliability of the system is given by the Failure states. The F's are absorbing states, since no fur-
sum of the probabilities for all the paths from the root to ather failures are possible from F. This continuous-time

leaf node labeled “1”".

Markov chain is evaluated by deriving a family of differ-

Thus, the Boolean and probability equations repre-ential equations for the unconditional probabilities of be-

sented by the BDDs in Figure 9 are:
Operator, Console and Software:
F=0OC + SC+ Op, and

P(F)= P(OC) + (1-P(OC))P(SC) + (1- P(OC) - P(SC))

. P(OP)
Buses:
KEY: Weibull
OC: Operator Console Ak
SC: Software Console 0
Op: Operator Constant
p
|
Log Normal

;/\\

Figure 9: OCS and bus BDDs

ing in a given state, and solving those equations for the
given time period [19]. The unreliability of the system is
the sum of the probabilities for the failure states.
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Figure 10: Portion of the Markov chain



Independent Independent Gates Used Solution Component Failure Types
Sub-tree Name Sub-tree Technique
type Exponential | Weibull | Log Normal | Constant

A) A, K) (0. W) (V)

Processors Dynamic Cold Spares | Monte Carlo O O - -
Simulation

Operator, SW Static Or BDD O - O O

& console
Memory units Dynamic FDEPs, KofM | Markov chain 0 0 - -
Buses Static And BDD 0 - - -

Table 1: HECS fault tree features

7. Resaultsand conclusions

The simple example clearly demonstrated the benefits
of thiswork. By extending the dynamic fault tree analysis
methodology to include new time-to-failure digributions
(Weibull and log normal) and solution models (Monte
Carlo smulation) we were able to estimate the reliability
of a system which lay outside the scope of traditional fault
tree analysis techniques. The DIFtree approach to dynamic
fault tree analysis via modularization provides an excellent
capability for the reliability analysis of computer based
systems. The extension of this modeing capability to in-
corporate aternative distributions for time to failure has
highlighted the utility of this approach in severa ways.
First, the modularization approach, splitting the system
level tree into independent sub-trees and then labeling
each sub-tree as either static or dynamic, has allowed us to
permit awider range of distributions for the static sub-tree.
In fact, virtualy any distribution can be supported in the
simulation approach. Second, the modularization helps
identify cases where independent Markov chains can be
developed, resulting in smaller models that would be
needed otherwise. Smaller Markov models make it more
feasible to incorporate time-dependent failure rate, as the
presence of such time dependence can dramatically in-
crease solution time. Third, the incorporation of simula
tion as an aternative for sub-tree solution further extends
the set of distributions that can be supported. The Monte
Carlo smulator is best utilized in solving fault trees that
cannot be solved by either analysis technique. Each of the
separate approaches (combinatorial, Markov and smula-
tion) has both advantages and disadvantages. The combi-
nation of these via modularization heps us to exploit the
advantages and avoid some of the drawbacks.
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