
DIFtree: A software package for the analysis of dynamic fault tree

models

Joanne Bechta Dugan 2 University of Virginia 2 Charlottesville

Bharath Venkataraman 2 University of Virginia 2 Charlottesville

Rohit Gulati 2 Cadence Design Systems 2 Sunnyvale

Key Words: Fault tree, Binary Decision Diagram (BDD), Markov model, Software Tool

SUMMARY AND CONCLUSIONS

Several recent advances in fault tree models have been
developed as an aid in the analysis of computer systems,
and these have appeared in the RAMS symposium in the
past several years. Such advances include the ability to
model sequence dependencies [8, 6], the application of
fault trees to the analysis of hardware- and software- fault
tolerant systems [11], the ability to include details of the
recovery process in the fault tree solution [2], and the use
of modularization [16] and Binary Decision Diagrams as
an aid in solution [4].
In this paper we present a software package (DIFtree)

that implements these advances into a single methodology
that can solve both dynamic and static fault trees, and
which is applicable to the analysis of hardware, software
and humanware in complex computer-based systems.

1. INTRODUCTION

DIFtree (Dynamic Innovative Fault Tree) is both
a methodology and prototype software tool providing
a unique approach for reliability analysis of complex
computer-based systems. The technical aspects of the
DIFtree methodology have been described in [3, 10, 18,
15]; in this paper we describe the software package which
implements the methodology.
DIFtree implements a modular approach to fault tree

solution, e�ciently combining the best of static and dy-
namic analysis approaches. What's even better is that
DIFtree is easy to use, as it is accompanied by a pow-
erful graphical user interface. This interface allows the
user to edit the fault tree graphically, using a window-
oriented approach. In addition, the user may describe
the fault tree in a textual �le, from which the graphical
interface will draw the tree automatically. This approach
allows the user to interact with DIFtree either textually
or graphically.
The graphical interface supports the development of

large trees, automatically breaking a large tree into linked
pages. Navigation between the pages is simple and intu-
itive. Shared basic and internal events are handled easily
and correctly (which is not the case with some commer-
cially available packages). The solution algorithm �nds
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Figure 1: The role of DIFtree in dependability analysis of
computer-based systems

independent subtrees automatically, and separately ap-
plies the best solution technique to each subtree. The
results of the analysis are displayed on the tree, or in sep-
arate plot �les. All drawings and outputs are available as
postscript �les for ease of inclusion into reports.

Figure 1 shows the role that DIFtree plays in reliabil-
ity analysis of computer-based systems. A program such
as DIFtree requires the analyst to have a thorough un-
derstanding of the system being analyzed, and its suc-
cess/failure criteria, in order to develop an accurate fault
tree representation of the system. In addition, the analyst
must provide failure parameters in terms of failure rates
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or probabilities; these failure parameters can come from
several sources. A fault tree analysis package takes the
description of the fault tree and the input parameters and
produces an estimate of the probability of system failure
as an output.

2. HECS: A HYPOTHETICAL EXAMPLE

COMPUTER SYSTEM

In order to demonstrate the modeling capability of
DIFtree consider a simple hypothetical example computer
system (HECS), shown in �gure 2. HECS consists of
dual-redundant processors A1 and A2 and a cold spare
which can replace either upon failure. A cold spare is one
which is assumed not to fail before being used.
HECS has 5 memory units; three are required. These

memory units are connected to the bus via two memory
interface units. If the memory interface unit fails, the
memory units connected to it are unusable. Memory unit
3 (M3) is connected to both interfaces for redundancy;
thus M3 is accessible as long as either interface unit is
operational.
There is also a human operator who interfaces with the

system via a console, and runs some software application.
HECS requires at least one of the three A processors,

at least 3 of the memory units, at least one of the re-
dundant busses, and the operator, console and software
to be operating correctly. We will look at each of these
constituent groups of components separately, to see how
DIFtree can model their behavior.

2.1 Processor modules

Consider �rst the dual-redundant processors A1 and A2

and their cold spare. The cold spare has a zero failure rate
until it is needed, that is, until one of the other processors
(A1 and A2) fail. When the cold spare is switched into
active operation, its failure rate jumps to some non-zero
value (presumably the failure rate of an active processor).
Further, the cold spare is available to replace whichever
of the two active processors (A1 or A2) fails.
Figure 3 shows the portion of the fault tree which mod-

els the failure behavior of the processors. The discontin-
uous failure rate is handled by the Cold spare gate[7] in
the dynamic fault tree model. The leftmost input to the
cold spare gate is the primary (active) component. The
other inputs represent cold spare units which are switched
into active operation as needed. As shown in �gure 3, the
spare inputs can be shared with other cold spare gates.
The dynamic fault tree model provides a warm spare

gate and hot spare gate as well. A warm spare has a
reduced failure rate when dormant while a hot spare has
the same failure rate as when active.

2.2 Memory Units

The function of the memory units provide an interest-
ing illustration of functional dependencies. There are 5
memory units, of which 3 are required for reliable op-
eration. Thus nominally, one would expect to connect
the basic events for the 5 memory units to a simple 3/5
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Figure 3: Fault tree model for processors

gate, since when 3 of the 5 units fail, the system becomes
unreliable. However, there is an added complication to
consider. The memory units are connected to the busses
via a pair of memory interface units. The memory inter-
face unit must be operational in order for the memory
unit to be accessible; thus we say that the memory units
are functionally dependent on the interface.

Figure 4 shows the portion of the fault tree that models
the memory units. The 5 memory units (M1 through M5)
are indeed connected to a 3/5 gate. The dependency of
the memory units on the interface is captured in the three
functional dependency gates. The memory interface units
are the trigger input to the functional dependency gates,
and the dependent basic events are the memory units.
The functional dependency gate operates by labeling the
dependent basic events as failed when the trigger event
occurs [7]. The trigger event for a functional dependency
gate need not be a basic event; the second functional de-
pendency gate triggers the failure of memory unit M3

when both interface units fail.

Since the functional dependency gate does not produce
a logical output that a�ects the fault tree output, it is
connected to the fault tree via a dummy output signi�ed
by a dashed line in the �gure. Thus the 3/5 gate has �ve
logical inputs, and three dummy inputs.

2.3 HECS system level fault tree

The full system-level fault tree for the HECS system is
shown in �gure 5. The operator console basic event repre-
sents the hardware, while the console software basic event
represents the application software. The undeveloped ba-
sic event [1] labeled operator represents potential failures
that the operator might induce.

For the redundant buses, the two statistically identi-
cal buses have been combined into one replicated event
labeled 2*Bus. This basic event is treated logically the
same as two separate events; combining them together
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Figure 2: HECS: A hypothetical example computer system

M5
M3

Functional

Dependency

M4
M2M1

Functional

Dependency

Functional

Dependency

MIU 1
MIU 2

3/5

memory

units

Figure 4: Fault tree model for memory units

hypothetical system failure

operator

console software

console

Operator

Cold Spare Cold Spare

A1 A2

M5
M3

Functional

Dependency

M4
M2M1

Functional

Dependency

Functional

Dependency

MIU 1
MIU 2

2*Bus

operator, 

console & SW

A processors

and spare

Cold Spare

3/5

memory

units

A

Figure 5: HECS system-level fault tree model

AR&MS 97RM-047 {3{



aids in both model development and solution.

3. DIFtree GRAPHICAL AND TEXTUAL

INTERFACE

DIFtree provides a graphical user interface that allows
the user to draw the fault tree on the screen. Editing
options such as Cut, Paste, Delete, and Insert are sup-
ported by pull-down menus. The fault tree is drawn au-
tomatically by the interface as nodes (gates and basic
events) are added. When the tree being developed is too
large to �t on a single screen, additional pages are added
and connected automatically. Hierarchical navigation be-
tween pages allows the user to trace any path up or down
through multiple pages. As additional nodes are added
or deleted, the page separations are dynamically recom-
puted.
Hard copies of the fault tree are produced in Postscript

�les, which may be printed or incorporated into other
documents. Multi-page fault trees are automatically pag-
inated, and page pointers are provided so that the analyst
can easily see how the pages are connected.
Once the fault tree is solved, the probabilities of occur-

rence for the top node and several internal nodes (those
that are the roots of independent subtrees) are displayed
on the fault tree. If multiple solution times were re-
quested, then a plot of the probability of the top event is
automatically displayed.
In addition to providing a powerful graphical interface,

a textual description of the fault tree is maintained as
well. The analyst can view/edit the textual description
as well as the graphical description. The graphical rep-
resentation of the fault tree is drawn automatically from
the textual description, and any changes made graphi-
cally can be saved in the textual format.
The textual fault tree �le describes in a simple man-

ner the logical nodes in the fault tree in terms of their
inputs. Keywords are used to facilitate understanding.
For example, the top event in the tree is indicated by
the keyword Toplevel followed by the node name for the
top event. Other nodes are listed by name, followed by
node type, followed by a list of inputs. For the HECS
system, textual description of the tree begins as shown
in �gure 6. As you can see, each line of the text �le de-
scribes a node in the fault tree. The format of the line
is node-name, node-type, list of input nodes followed by a
semicolon. The nodes can be described in any order and
node descriptions can span several lines.
The basic events in the textual �le are described using

keywords. For a basic event node, the format of the line
is node-name followed by either prob= or rate= and the
numerical value. Other parameters (such as the coverage
parameters and dormancy factor for warm spares) are
described similarly.

4. COVERAGE PARAMETERS

Each basic event has associated with it more than sim-
ply its probability or rate of occurrence. Since DIFtree

Coverage
Model

permanent coverage

R exit

C exit

S exit

single-point failure

transient restoration
(covered fault)

(uncovered failure)

(covered failure}

fault occurs

Figure 7: General structure of a coverage model

is being developed with the goal of being able to model
computer-based systems, the ability to model imperfect
fault coverage is a vital requirement.
Coverage is the probability that a system can automat-

ically recover from a fault, given that a fault occurs. A
coverage model is used to analyze the fault and error re-
covery behavior of an adaptive system, and is used to
assess coverage. A coverage model includes information
about fault duration (permanent, transient) and the e�ec-
tiveness of the system recovery procedures [12]. Including
the concept of coverage (and the possibility that recovery
may be imperfect) in the system level model is critical to
an accurate dependability assessment.

DIFtree coverage parameters are derived from a cover-
age model which takes the form shown in �gure 7. The
entry point to the model signi�es the occurrence of the
fault, and the three exits signify three possible outcomes.
The transient restoration exit (labeled R) represents the
correct recognition of and recovery from a transient fault.
A transient is usually caused by external or environmen-
tal factors, such as excessive heat or a \glitch" in the
power line. It is generally believed that the majority of
computer system faults are transient. Successful recovery
from a transient fault restores the system to a consistent
state without discarding any components, for example by
retrying an instruction or rolling back to a previous check-
point. Reaching this exit successfully requires timely de-
tection of an error produced by the fault, performance of
an e�ective recovery procedure, and the swift disappear-
ance of the fault (the cause of the error).
The permanent coverage exit (labeled C) denotes the

determination of the permanent nature of the fault, and
the successful isolation and removal of the faulty compo-
nent. The single point failure exit (labeled S) is reached
when a single fault causes the system to crash. This gen-
erally occurs if an undetected error propagates through
the system, or if the faulty unit cannot be isolated and
thus the system cannot be recon�gured. For a more com-
plete discussion of coverage modeling, see [12, 5, 9, 17].
DIFtree incorporates coverage models into the fault tree

model via three parameters which are (optionally) asso-
ciated with each basic event. These three coverage pa-
rameters are the probability of reaching each of the three
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Toplevel Hypothetical-system-failure;

Hypothetical-system-failure OR console-operator-software a-processors memory-units;

console-operator-software OR OPERATOR SOFTWARE OPERATOR-CONSOLE;

a-processors AND csp1 csp2;

csp1 CSP A1 cold-spare-A;

csp2 CSP A2 cold-spare-A;

memory-units 3OF5 M1 M2 fdep1 M3 redundant-memory-interface M4 M5 fdep2;

fdep1 FDEP memory-interface-unit1 M1 M2;

redundant-memory-interface FDEP both-MIU M3;

both-MIU AND memory-interface-unit1 memory-interface-unit2;

fdep2 FDEP memory-interface-unit2 M4 M5;

Figure 6: Portion of textual description of HECS

exits of a coverage model of the type shown in �gure 7,
where the three parameters sum to one.
5. Modular solution

DIFtree models are solved via a modular combination of
dynamic and static solution methods. Independent sub-
trees, which share no inputs, are found using an algorithm
developed by Dutuit and Rauzy [13, 15]; in the example
system there are 4 independent subtrees, as shown in �g-
ure 8. Subtrees can be detected at any level of the fault
tree; in our example they all happen to appear as inputs
to the top event.
The �rst and fourth independent subtrees are static,

since they have no dynamic gates. The basic events in
these subtrees can have either a �xed probability of oc-
currence or a constant failure rate. A static subtree is
solved using a Binary Decision Diagram solution which
incorporates coverage [3].
The second and third independent subtrees are dy-

namic, since each contains at least one dynamic gate. For
a dynamic fault tree, a constant failure rate must be de-
�ned for each basic event, since the model is solved using
Markov methods [7, 14].
When the independent subtrees are solved, their solu-

tions are combined using the fault tree gates which re-
main. That is, each independent subtree is replaced in
the overall fault tree with a basic event (with a corre-
sponding probability of failure and coverage parameters).
That is, the HECS fault tree is reduced to a single OR

gate with four inputs, one from each independent subtree.

5. FEATURES

DIFtree (Dynamic Innovative Fault Tree) is both
a methodology and prototype software tool providing
a unique approach for reliability analysis of complex
computer-based systems. DIFtree combines the best of
static and dynamic fault tree analysis techniques using
a modular analytical approach, and is unique in several
aspects:

� The detection of modules in a fault tree uses a
fast and e�cient algorithm to identify independent

pieces. These independent submodels can be solved
separately, thereby allowing an exact solution in min-
imum time.

� The submodels are classi�ed as either static or dy-
namic, depending on the temporal relationships be-
tween the input events. Static subtree gates express
the failure criteria in terms of combinations of events.
Dynamic subtree gates express the failure criteria
in terms of combinations and order of occurrence
for input events. More important than the classi-
�cation, however, is that the di�erent subtree types
are solved using di�erent solution techniques. That
is, the static subtrees are solved using combinato-
rial methods (speci�cally a method based on Binary
Decision Diagrams) while the dynamic subtrees are
solved using Markov methods.

� Since it is known that modeling the possibility of
imperfect fault coverage is critical to correct eval-
uation of computer-based systems, we include this
capability in both the static and dynamic solution
techniques.

� The solution of static fault trees using methods based
on Binary Decision Diagrams, and including imper-
fect coverage in this solution, is unique to our ap-
proach. The BDD approach to fault tree analysis is
a new innovation which holds great potential for the
analysis of large models.

� The dynamic fault tree model allows the analysis
of complex redundancy management techniques in
a relatively simple manner. Factors which normally
lead to di�culties with analysis include cold, warm
and hot spares, spares which are shared among sev-
eral di�erent components, functional dependencies
and common-cause failures; these and more are han-
dled easily using our special dynamic gates.

� Our modular approach to dynamic models can allow
the analysis of much larger systems than with tradi-
tional (non-modular) approaches. Further, the iden-
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Figure 8: Independent subtrees in fault tree model for HECS

ti�cation of independent submodels is signi�cantly
easier in our approach, since it is done at the fault
tree level. It is not feasible, in general, to detect
modules directly in a Markov model.

� Since our methodology allows the combination of
constant probabilities and rates of occurrence, it is
therefore applicable to more than just hardware. Our
methodology is equally applicable to software and
human operator failures as to hardware failures, and
thus is well suited to the analysis of complex com-
puter based systems.
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