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In a Connected and Autonomous Vehicle (CAV) system, some malicious CAVs may send out false information in
vehicle-to-vehicle communication to gain benefits or cause safety-related accidents. Previous false data detection
methods are not sufficient to meet the accuracy and real-time requirements. In this paper, we propose a data-driven
misbehavior detection system (MDS) (running by each CAV) that checks the consistency between the estimated
and actually reported driving state (i.e., velocity, acceleration, brake status, steering angle) of an alerting CAV.
First, MDS predicts the driving state using Gaussian mixture model based Mixture Density Network incorporating
Recurrent Neural Network that can catch the driving behavior patterns of a CAV. Second, MDS extends the
existing Krauss traffic flow model and uses it to consider the overall traffic flow of the road to make the predicted
driving state more accurate. Finally, for a given received alert, a CAV validates the alert by checking the
consistency between the predicted and actually reported driving states of the alerting CAV. We conduct extensive
simulation studies based on a real driving dataset we collected from 29 participants and the Simulator for Urban
MObility (SUMO) traffic simulator. The experimental results show that the false information detection rate of the
proposed MDS is higher than other existing systems in different alert scenarios.

CCS Concepts: o Information systems — Location based services; ¢ Human-centered computing —
Ubiquitous computing; ¢ Computer systems organization — Embedded and cyber-physical systems.
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1 INTRODUCTION

Connected Autonomous Vehicles (CAVs) are autonomous vehicles with vehicle-to-vehicle (V2V) and
vehicle-to-infrastructure (V2I) communication capacities. The fast-growing communication and sensing
technologies enable CAVs to utilize more information to improve safety and reliability. The Society
of Automotive Engineers (SAE) defined the Basic Safety Message (BSM) format that includes vehicle
driving state (i.e., velocity (v), acceleration (a), brake status (b), steering angle (6)) as shown in Fig. 1,
and requires that each vehicle must send BSM to its nearby vehicles periodically (e.g., at every 0.1s) in
V2V communication. Thus, it enables to introduce a lot of safety-related applications (e.g., emergency
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‘ Driving state: [velocity (v), acceleration (a), brake status (b), steering wheel angle (6)]

Fig. 1. Driving state of a vehicle.

Fig. 2. Alert scenarios in a connected autonomous vehicles system.

electronic brake light, post crash notification, stopping/slow vehicle advising, and cooperative collision
warning) [13, 14, 23, 24, 27]. As shown in Fig. 2, a CAV can send a post crash notification to its nearby
CAVs and also send a speed limit advice to other CAVs approaching the same road section. However, such
safety-related applications are vulnerable to false information attacks and may fail to provide appropriate
services or lead to driving disruption or even fatal crashes. For example, an attacker vehicle B sends a
false emergency electric brake light alert to its follower vehicle C, which may stop suddenly and leads to
fatal rear-end collision with its following vehicle. Then, there arises a challenge: how to design a system
such that CAVs can successfully detect the false information from malicious (or compromised) CAVs in
critical scenarios that require to take actions in real time (i.e., within next a few seconds)?

There are several works [6, 8, 9, 12, 20, 22, 28] proposed for data-driven misbehavior detection in
vehicular ad-hoc networks where vehicles usually misbehave by sending false information of itself and/or
traffic condition. In these works, CAVs check whether the information sender can be at the current
location based on the location of its reported event previously or whether it could be at the location
of its reported event previously based on its current location. If the majority of the CAVs agree on
the deviation value of the estimated location from the reported (or actual) location, the sender node is
considered as misbehaving. However, these methods can only estimate the coarse location (i.e., a road
section) of a vehicle to check if it is at the scene of its reported accident, so they cannot be applied to
critical scenarios that require misbehavior detection action taking in a few seconds. The method in [22]
could handle the critical scenarios. It utilizes the message-sending-time in the message from the sender
CAV and message transmission time to estimate the location of the sender and then checks whether it is
the same as its reported location. However, the sender can send false message-sending-time to make it
consistent with its reported false location. Also, this method assumes that the vehicle velocity does not
change, so it cannot cope with the velocity change or traffic flow rate change.

In this paper, we propose a data~-driven misbehavior detection system (MDS) to more accurately detect
the false information for safety-related applications for the CAVs. An alert receiver CAV runs MDS to
validate the received alert information from an alert sender CAV. To detect the false information from
an alert sender in real time, MDS utilizes the alert sender’s previous driving states and locations and
considers the overall traffic flow to predict its current driving state, and checks the consistency between
the predicted and reported driving states. In addition, it considers the subsequent actions (i.e., driving
states in the next a few seconds) of the alert sender and its nearby CAVs to check the truthfulness of the
received information.

First, MDS uses the Gaussian Mixture Model (GMM)-based Mixture Density Network (MDN) incorpo-
rating a Recurrent Neural Network (RNN) to predict the driving state of the alert sender at the current
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time. Second, to more accurately predict the driving state of the alert sender, MDS uses the Krauss traffic
flow model [16] to further consider the velocities of and inter-vehicular distances with its nearby CAVs
to improve the prediction accuracy. Finally, MDS validates the alert from the alert sender by checking
the consistency of the predicted and reported driving states and locations, and the consistency of the
subsequent actions of itself and its nearby CAVs.

The following lists the major contribution of this paper:

(1) Driving state prediction. We build a Gaussian Mixture Model (GMM)-based Mixture Density
Network (MDN) incorporating a Recurrent Neural Network (RNN) to predict the driving state of
the alert sender at the current time based on its driving states in previous time points. MDN can
predict the variances of input data with high accuracy. Since driving state data is a time series and
usually is normally distributed, we chose RNN and GMM. RNN is able to derive various periodicity
from a time series of input data, and GMM is more suitable to predict the output based on the given
normally distributed input data.

(2) Traffic flow consideration. MDS then uses the predicted driving state predictions in Krauss traffic
flow model [16], a well-known comprehensive traffic flow model which calculates vehicle movements
considering the presence of other vehicles nearby, to improve prediction accuracy. We also improve the
model by additionally use the predicted velocity deviation as an input for more accurate prediction.
As a result, it can accurately estimate the driving state of an alert sender in a road section considering
its velocity deviation and current states of its nearby vehicles.

(3) Fake information detection mechanism. We use a list of representative alerts (i.e., emergency
electric brake light, road hazard notification, change of lane, emergency vehicle approach, and blind
spot warning) as the examples. To detect the false alert provided by a CAV, MDS checks the
inconsistency of the predicted and reported driving states and locations of the CAV and further
considers its nearby CAVs’ states and their subsequent actions. For each type of alerts, MDS checks
certain conditions. In this way, MDS promptly detects the false alerts provided by CAVs in the
critical traffic scenarios.

(4) Extensive experimental evaluations. We conduct extensive simulation studies based on a real
driving dataset and the Simulator for Urban MObility (SUMO) microscopic traffic simulator [15] to
evaluate the proposed MDS compared with existing methods. The real-world driving dataset from
29 participants is used to simulate and evaluate different scenarios. The simulation results show that
MDS achieves higher detection accuracy than other existing methods.

The rest of the paper is organized as follows. Section 2 presents the background in this paper. Section 3
presents the system design of the proposed MDS. Section 4 evaluates MDS through extensive simulation
studies. Section 5 discusses the existing literature. Finally, Section 6 concludes this paper with remarks
on future work.

2 BACKGROUND

In this section, we first present the preliminaries and the underlying assumptions of our proposed system.
We then introduce the MDN model and the Krauss traffic flow model used by MDS. Finally, we discuss
different attack scenarios considered this paper.

2.1 Preliminaries

Suppose there are several CAVs driving on a section of a road network and each CAV is equipped with
an On-Board Unit (OBU) to do computation, a Global Positioning System (GPS) unit to identify its
location, and a communication unit to send messages to its nearby CAVs. When CAV i sends out a
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Fig. 3. Mixture Density Network [29].

messages, only those CAVs inside the communication range of CAV i can receive the message. Each CAV
i periodically sends to other CAVs the BSM containing current time stamp ¢ and its own driving state
(including velocity v;(t), acceleration a,(t), brake status b;(t), steering wheel angel 6;(t)), current location
L;(t) = (x;(t),y:(t)), heading direction, and vehicle dimension (i.e., length and width). In addition, an
alert sender ¢ raises an alert to warn other CAVs about some abnormal condition (e.g., traffic accident)
or its sudden action change (e.g, lane change). When CAV j receives an alert from CAV 4, MDS running
in the OBU of CAV j needs to decide if the alert is false or not. MDS is mainly data-driven and it uses
received information to check the consistency of the received alert with the predicted current driving
state of sender CAV i and its nearby CAVs’ driving states.

2.2 Assumptions

We have the following assumptions in our system:

(1) CAVs only send BSM (specified by SAE) and different alert messages to other CAVs. Also, CAVs do
not share other information (e.g., traffic flow) with other CAVs. CAVs do not cooperate with other CAVs
for misbehavior detection. Therefore, our approach is immune to the Sybil attacks where two or more
vehicles collude to send false information together [22].

(2) We consider two types of alerts based on the motivation behinds misbehavior: active alerts and passive
alerts [12]). In active attacks, the malicious vehicles try to gain some benefits directly without causing
any physical harm (e.g., moving ahead, acquiring space). In passive attacks, the malicious vehicles do not
try to gain some benefits directly but may cause physical harm (e.g., taking alliterative longer paths,
causing rear-end collision).

(3) We do not rely on in-vehicle sensors (e.g., infrared or radar) attached to CAVs and our work is mainly
for the V2V communication scenarios.

2.3 Mixture Density Network

The Mixture Density Network (MDN) is a machine learning model and it can represent any conditional
probability distributions to describe any random functions [7]. MDN can predict the variances of input
data and produce higher prediction accuracy than other machine learning techniques. We chose Recurrent
Neural Network (RNN) and Gaussian Mixture Model (GMM) to build an MDN considering the features
of driving state data: i) it is a time series, and ii) it is normally distributed [19]. The benefit of RNN over
other machine learning methods (e.g., Hidden Markov Model, Kalman Filtering) is that RNN is able to
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derive various input patterns and cycles from a time series of input data. Other methods consider all
input data equally and cannot detect the input patterns and cycles. GMM is more suitable to predict the
output based on the given normally distributed input data.

As shown in Figure 3, the MDN combines a group of M number mixture models; each mixture model
combining an RNN neural network and a GMM. The GMM is a probabilistic model that assumes all
the data points are generated from a finite number of Gaussian distributions with unknown parameters.
Each GMM has a Gaussian kernel function. From a set of input features r, this GMM-based MDN learns
the parameters of GMMs and outputs a probability density function of output features s, represented as
P(s|r, M). MDN can obtain a sum of M Gaussian models with different means and standard deviations
for different models. The conditional probability of a particular output s(t) given the model state r(t)
can be expressed by the following equation:

M
P(S=s|R=r,M) = Z wm(r)¢(3vﬂ7n(r)aa72n(r)) (1)
m=0

where ¢(s, pm(r), 02, (r)) is the mth Gaussian kernel function, p,,(r) and 2 (r) are the mean and variance

vector of the mth Gaussian kernel function, respectively, and w,,(r) are the weights of the Gaussian
kernel functions. Training of the MDN model aims to maximize the log likelihood of the conditional
probability P(s|r, M) as follows:
N
P= argmaleogP(s”|r”,M) (2)

n=1

where P is the maximum value of probability function P(s|r, M), N is total number of training samples.
Once the training is done, we can obtain all the probability coefficients w,,, tn,, and o, given some
model state r(t).

2.4 Krauss Traffic Flow Model

In this paper, we use the well-known Krauss traffic flow model [16] to calculate the velocity of a vehicle
based on the velocities and inter-vehicular distances of nearby vehicles. The Krauss traffic flow model
takes the previous velocities, accelerations, and locations of a group of nearby vehicles as inputs and
produces their current velocities and locations as outputs. The velocity and acceleration or deceleration
of a vehicle based on each time period 7 (e.g., 0.1 second) are jv = % and da = %, respectively, where [
is its current location. We use t to denote the discrete time t = n7, n =0, 1,2, .... Based on the model,

the velocity of a vehicle at the next time ¢ + 1 can be described as follows:
Vi1 = MIN(Upmazp, Vt41,Vs,t) (3)
and the position of a vehicle at time ¢ + 1 can be explained as follows:
lev1 =g +vea7 (4)

where v is the vehicle velocity at time step ¢; I; is the vehicle co-ordinate; v, is the calculated velocity
considering inter-vehicular distance; v,,q, is the maximum free flow velocity; v, ; is the minimum safety
inter-vehicular velocity. Equation (3) shows that at each time stamp, a vehicle’s velocity v;11 depends on
the free flow velocity vpqz, synchronized inter-vehicular velocity v.41, safety vehicular velocity vs +.

In the following, we explain how to calculate 0,41 and vs; in Equation (3). Velocity 9411, is calculated
based synchronized velocities of two neighbor vehicles (i.e., a vehicle and its the preceding vehicle) as
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follows:
- Up,t} dt < D,
Vi1 = P (5)
v +ayTidy > Dy

where d; = l,+ — l; — d, is the inter-vehicular distance between the two neighbor vehicles, [, + is the
position of preceding vehicle, d,, is the vehicle length, and p represents the preceding vehicle, D; is the
synchronized inter-vehicular distance between these two neighbor vehicles, and it can be expressed as
follows:

Dt = D(Utavp,t)a (6)
D(u,w) = |ktu + a  pu(u — w)] (7)

where D(u,w) represents the inter-vehicular distance of two vehicles when their velocities are u and w,
respectively, k > 1 and ¢ > 0 are constants.
The safe inter-vehicular velocity v, in Equation (3) is calculated as follows:

safe —a dt) (8)

V¢ = min(v; ", vy — at + —

where vy is the anticipated velocity of a vehicle based on its preceding vehicle p as follows:

d
gy = min(u, vy, %) 9)
vi*e = |psafe(d, )| is the maximum safe inter-vehicle velocity of the Krauss model at time ¢ [16] where
v*%7¢() calculates the maximum safe inter-vehicle velocity based on the preceding vehicle’s velocity Up.t
and its inter-vehicular distance from preceding vehicle at time ¢ denoted by dy, ;. .
Overall, Equations (3)-(5) describe the velocity adaptation effect in a synchronized traffic flow (within

the inter-vehicular distance range ds ¢ < d; < Dy, where d, is a safe inter-vehicular distance).

2.5 Alert Types and Misbehavior Scenarios

The alerts can be either observed or self-generated by the alert senders. As an example, a CAV might
observe certain road features or hazard conditions (that influence vehicle driving) and generate an alert
for other CAVs. Also, a CAV can generate an alert itself when it is decelerating rapidly or changing
lane. There are three major groups of alerts presented based on the V2V communication systems: safety,
convenience, and commercial purposes [5]. In this paper, we consider a list of five representative major
alert types and misbehavior scenarios (indicated in [22]) as follows.

2.5.1 Emergency Electronic Brake Light (EEBL). The Emergency Electronic Brake Light (EEBL) notification
enhances the safety of vehicles. It aims to avoid rear-end collisions when a preceding vehicle driving on
the road suddenly applies brake, especially in dense driving situations.

Here, an attacker CAV i raises a false EEBL alert to notify its following CAVs that it is going to apply
brake at current time ¢. This is a passive attack and it may cause damage (e.g., the following vehicles
have rear-end collisions). As shown in Fig. 4, if CAV i really applies brake, its position should be at the
location marked by red dotted squares denoted by z’. To avoid others from detecting its false alert, CAV
i raises the alert and sends its false location (z;,y;) and velocity v; inside the BSM. A smarter CAV i
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Fig. 6. False Change of Lane (Col) alert. Fig. 7. False Emergency Vehicle Approaching (EVA) alert.

also sends a fake sending time stamp #' to prevent others from detecting the false alert by the message
sending and transmission time [22]. Then, its following CAVs j and k would believe the received location
information is correct [22] and the CAV ¢ has applied brake already. The current positions of CAV i, CAV
J, and CAV k are (z;,v;), (x5, y;), and (zg, yx), respectively where (z;, ;) < (zir,yir) < (zj,y;) < (zj,v;)
as shown in Fig. 4. CAV j would think it has to be stopped within di = (y/(zi’ — ;) + (yi' — y;)> + 1)
and CAV k would think it has to stopped within d = (\/(zi’ — 2;)% + (yi’ — y;)? + J2) where 01 and o
are distances CAV i and CAV j would cover before making full stops, respectively. Here, if the difference
between distances d; and ds is less than the distance between CAV j and CAV k, then CAVs j and k
would have a rear-end collision together.

2.5.2  Road Hazard Notification (RHN). Road Hazard Notification (RHN) includes hazardous traffic condition
notification (e.g., tractor, horse-drawn buggy), traffic accident notification (e.g., post crash notification)
and road feature/damage notification (e.g., potholes, a pedestrian or bicyclist on a narrow roadway, the
presence of animals on or near roadway, fallen trees or other objects, slippery pavement due to ice or
mud). A preceding CAV sends an RHN alert to its following CAVs, who are not able to observe the
conditions and would take a detour if necessary.

Here, the attacker CAV i raises a false RHN alert along with its BSM to give false information to
its following CAVs about the incoming road hazard at current time ¢. This is a passive attack without
causing any physical damage but it may cause all the following CAVs to take alternative long paths.
Suppose CAV i reports its current position as (x;,y;) and generates a false RHC alert about a false
congestion d; meters ahead of CAV i. Also, CAV i reports that it has already stopped at current time ¢
as shown in Fig. 5. CAVs j and k are far away from CAV i but inside the communication range of CAV i.
2.5.3 Change of Lane (Col). Change of Lane (CoL) alert enhances the safety of vehicles in a dense driving
environment. It aims to avoid fatal collisions which can occur if a vehicle changes its current lane suddenly
on a roadway.

Here, an attacker CAV i driving in one lane raises a false CoL alert (along with its BSM) so that it will
be ahead of its following CAV j in another lane. This is an active attack where CAV i tries to gain the
space in another lane and move ahead of CAV j in another lane. More specifically, CAV ¢ at time ¢ with
velocity v; sends a false CoL alert to other CAVs that it is going to change lane and its current position
is (z;/,ys) instead of its real position (x;,y;) as shown in Fig. 6. Because the short distance between
CAV i and CAV k prevents CAV i from changing lane, the false reported location makes it appear that
the inter-vehicle distance between CAV 4 and CAV k is large enough for the lane changing immediately.
After receiving the alert, other nearby CAVs in another lane (e.g., CAV j) would try to give CAV ¢ more
space so that the safety inter-vehicle distanced is maintained where (x;,y;) < (@i, yir) < (xj,¥;).

2.5.4 Emergency Vehicle Approaching (EVA). Emergency Vehicle Approaching (EVA) alert notifies the
preceding CAVs that there is an emergency vehicle approaching. After receiving the alert, the preceding
CAVs would try to create space to let the emergency vehicle pass smoothly and quickly.

In this scenario, an attacker CAV i raises a false EVA alert to its preceding CAV j so that it can move
ahead of CAV j. This is an active attack since CAV ¢ tries to move ahead of its preceding CAV j. More
specifically, CAV i reports to its preceding CAV j about its false current stopping location (z;/,y;/) and
false emergency vehicle location (z.,y.) at current time ¢ as shown in Fig. 7.
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2.5.5 Blind Spot Warning (BSW). CAV i sends out a Blind Spot Warning (BSW) alert to notify its preceding
CAV j in a neighboring lane that it is in the blind spot of CAV j and CAV j should not change lane
until its blind spot is clear. This alert aims to avoid collision between two CAVs during lane changing,
especially in the snowy or foggy weather.

Suppose CAV j tries to change lane at current time ¢ and CAV 4 sends false BSW alert with its velocity
v; and false location (x;/,y;/) (that is the blind spot of CAV j) instead of its current location (x;,z;) as
shown in Fig. 8. Here, CAV i can easily estimate the blind spot location of CAV j based on CAV j’s
BSMs. After receiving the alert, CAV j stops changing lane immediately and meanwhile attacker CAV 1
can move forward. This is an active attack since attacker CAV i tries to prevent other CAVs from being
in front of it so it can move forward fast.

3 SYSTEM DESIGN
3.1 Overview of the Misbehavior Detection System (MDS)

In this paper, we propose a Misbehavior Detection System (MDS) to enable a CAV to validate its received
alert from another CAV. As shown in Fig. 9, for a given alert type, MDS uses the driving states of an
alert sender and its nearby CAVs to validate the alert. It mainly validates the location and driving states
of an alert sender and its nearby CAVs, and their subsequent actions. The CoL alert needs to be handled
specifically since it has different features from other alerts. First, MDS uses the previous driving states of
an alert sender (retrieved from its BSMs) to predict its current driving state (Section 3.2). Second, MDS
estimates the movements of all CAVs surrounding the alert sender. Traffic flow in an inter-section mostly
depends on the interactions between nearby vehicles (Section 3.2.2). Third, based on the nature of the
alerts, MDS needs to check a few actions of an alert sender and its nearby CAVs to validate the received
alert (Section 3.3). We present the details of these step in the following.

3.2 Driving State Prediction

3.2.1 Machine Learning Based Driving State Prediction. Recall that the driving state of a CAV is represented
by [v(t),a(t),b(t),0(t)]. MDS predicts the current driving state (s(t) = [v(t), a(t), b(t), 0(¢)]) of an alert
sender based on its previous driving states (r(t) = [r(t — 1),r(t — 2),...,r7(t — T)]) obtained from the
received BSMs of the alert sender. Using MDN, we aim to give a representation of the conditional
probability P(s = S|r = R). Using r(t) as input feature, we can predict the current state s(¢) as output
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feature of the MDN model (as described in Section 2.3). The MDN model utilizes a set of mixture models
to provide the conditional probability distribution of P(s = S|r = X).

A mixture model uses a neural network to extract the structural features of the input states. Instead
of using the Convolutional Neural Network, we use an RNN as the neural network because RNN is able
to extract various periodic features (i.e., various input patterns and cycles) from a time series of previous
driving states. An RNN takes into account multiple previous states as inputs rather than just single state
([r(t=1),r(t —2),...,7(t = T)]) and the output of the RNN is the current state ([s(t)]). Different CAVs
driving styles (i.e., applied acceleration, brake pressure, and steering wheel movements) are different and
the RNN is able to find the periodicity of and non-linear relationships of these given driving states [18].

The correlation between simultaneous correlated behaviors (including acceleration, brake status, and
steering angle) for a CAV should keep similar in driving. To measure the correlation, we calculate the
joint probability distribution of acceleration, brake status, and steering angle from the predicted driving
state s:

fa,b,e(atabtaet) = Fa(at)Fb(bt)FG(at) (10)

F,(at), Fp(be), and Fy(0;) are the cumulative distribution functions which can be calculated from the
predicted mean and variance as given by MDN model.

3.2.2  Traffic Flow Consideration. In the above, we predict the driving state of a CAV only based on its
previous driving states. However, the prediction is not accurate enough without the consideration of its
nearby CAVs’ driving states. Thus, as shown in Fig. 10, to more accurately predict the location, velocity,
and acceleration of a CAV, MDS uses the Krauss traffic flow (Section 2.4) to additionally considers the
velocities and inter-vehicular distances of its nearby CAVs.

As explained in Section 2.4, for the velocity estimation, the Krauss traffic flow model considers several
factors including speed limit, free flow velocity of the road section, safe inter-vehicular velocity and
distance, and synchronized traffic flow based on the nearby CAVs. However, it is not sufficiently accurate
as it does not consider velocity deviation [19]. MDS further improves the Krauss traffic flow model
by taking into account the historical velocity deviation (which is calculated using the MDN model as
described in Section 3.2) as follows. Then, based on Equation (3), the velocity of an alert sender CAV
can be described with the consideration of velocity deviation e; of that CAV as follows:

Vi1 = min(vmazz 6t+1 + E¢T, Us,t) (11)
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Here, we consider the velocity deviation e; in Equation (11) which simulates the acceleration or
deceleration rate based on the CAV movements as follows:

—adt; Uy < vy
gt = Cl(St, Vg > U (12)
703 U = vy

where a is acceleration calculated from previous driving states using Equation (1). 7o is the randomly
chosen value from (-1,1). Thus, each CAV i periodically calculates the velocities of all nearby CAVs based
on the Equation (11) with the help of current velocity deviation &;.

3.3 Validations of Different Alerts

The MDS running in an alert receiver checks the truthfulness of a received alert by checking several
conditions together. Given an alert type, it checks certain conditions correspondingly. In this paper, we
identified several major checking conditions and more conditions can be added. Below, we first present
the checking conditions and then explain how MDS checks the truthfulness of each type of alerts.

3.3.1 Driving State Validation. An alert receiver validates the reported driving state of the alert sender
CAV at time ¢ based on its previous states (Fig. 10) using MDN model and traffic flow model.

First, the alert receiver calculates the expected velocity of an alert sender CAV at time t based on its
previous velocity and its nearby CAVs’ velocities at time (¢ — 1) using Equation (11), which uses the
estimated velocity, velocity deviation and acceleration from MDN. Then, MDS calculates the difference
between the predicted velocity and reported velocity and if the difference is greater than a certain
threshold, there is a mismatch and the reported velocity is not correct. Second, we check the correlation
of the reported values of acceleration, brake, and steering angle values with respects to (w.r.t.) their
predicted values using their joint probability distribution calculated by Equation (10). If the value is
less than a threshold, we can say that the reported acceleration, brake status, and steering angle are
not correct. In some alert scenarios (i.e., Col and BSW), an alert sender’s previous historical driving
states must be consistent with its current driving state. In these scenarios, MDS applies the paired t-test,
which is a statistical hypothesis test [10], to compare current time window (e.g., 1 second) with the most
recent time window of received data to check if these consecutive two time windows are from similar
distribution. A t-test proves the null hypothesis that the difference between two time windows of received
data measured on the same statistical unit (e.g., mean) has a mean value of zero. The t-test for the
received acceleration data can be evaluated as follows:

7— _ dt - /f«at,l
a )
+ aa,tfl

ni n2

(13)

gast

where 7, is magnitude of the t-test for currently received acceleration data, a; is the mean of the currently
received acceleration data, 114, , is the mean of acceleration collected previously, s, : is the standard
deviation of currently received sample acceleration, o7 ; ; is the standard deviation of previously received
acceleration data, n; and ns are the total number of times of received acceleration data from current
and previous time windows, respectively. The magnitude of t-test 7, should be greater than a certain
threshold if two time windows of received acceleration data come from the same distribution which means
current acceleration is similar to the previous acceleration. Thus, MDS validates the similarity of currently
received acceleration data with the most recent historical acceleration data to validate the received alert.
Using the same way, MDS can calculate 7T, 7y, and 7Ts in order to validate velocity, brake status, and
steering angle, respectively.
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3.3.2  Location Validation. Next, a CAV validates the currently reported location based on the previous
location information of the alert sender. In most cases, the reported location of an alert sender at time ¢
is always consistent with its location at time (¢t — 1). To validate the reported position, MDS predicts
the location of an alert sender CAV ¢ at time ¢ ((x;+,¥:,+)) based on its previous location (@;+—1,Yit—1),
velocity v; +—1, steering angle 6; ;1 at time (¢t — 1) as follows:

Tit = Tip—10t + V5 4—1 €080, 11 (14)
Yit = Yi,t—10t + v 180 0; ;1 (15)

In some alert scenarios (e.g., EEBL), an alert sender CAV ¢ does not necessarily follow its previously
reported velocity v;+—1. In this case, MDS calculates velocity v; ;1 using current velocity v;; and
acceleration a;; (i.e., vy = v,_10t + a;). Then, MDS predicts location (z; 4, y; +) using the above equations.
MDS compares the predicted location (x; ¢, ;) with the received location (7 ;,y; ;). If the two locations
are close (i.e., less than the GPS positioning error), MDS concludes the reported location (z; ;,y; ,) is
valid.

3.3.3  Nearby Vehicles’ State Validation. In the congested roadway, the velocity of an alert sender CAV i
is mostly affected by the velocity of its preceding CAV j. Thus, an alert receiver needs to check the
consistency of CAV i’s current velocity and location w.r.t. the current velocity and location of its preceding
CAV or its following CAV. Suppose there are two CAVs driving in a single lane where CAV 1 follows
CAV j. Based on the velocity of CAV j, CAV i’s velocity is adjusted over time. We can describe the
velocity of CAV i at time time ¢, v;; from Equation (11) as follows:

Vg1 + T F€ie5di—1 > Di_1,054-1 < Umag
Vit = § Vjt—1+ Eits di—1 < D¢y (16)
Umaz + €it; otherwise

where d;_1 is the space between CAV ¢ and CAV j at time (¢t —1), D;_1 is the synchronized inter-vehicular
distance, v, —1 is the velocity of CAV j at time (¢ — 1), and ¢; is the velocity deviation of CAV 1. It
means that the velocity of CAV i at time t approximately is equal to the velocity of its preceding CAV j
at time (¢ — 1) when their inter-vehicular distance is less than the synchronized inter-vehicular distance.
This relationship can be checked to find if one of the CAVs gives false current velocity.

MDS applies the same approach for checking the velocity relationship between an alert sender with its
preceding CAV and with its following CAV. Suppose three CAVs j, i, and k are driving one after another
in a single lane; CAV k follows CAV ¢ that follows CAV j. Let us consider the velocity of CAV j at time
t — 2 as follows:

Vjt—2 = Z + Ej¢—2 (17)

where 2 < Upqq 18 constant and €; ;o is the velocity deviation of CAV j at time t — 2 (as in Equation
(12)). Then, based on the second case in Equation (16), if the inter-vehicle distances are less than the
synchronized distance D, the velocities of CAVs ¢ and k at time ¢t — 1 and ¢, respectively, can be described
as follows:

Vig—1 = (2+€j4-2) + €11 (18)
Okt = (2 +Ej 2+ Eit—1) + Ekt (19)

€it—1, and e, can be calculated based on Equation (12). v;;—2, v;;—1 and vy, are reported velocities
from CAVs j, i, and k, respectively. From each equation, we can calculate the z value. We can compare
two z values, and if they are different, one of the vehicles reported false velocity. This requires two
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consecutive messages. Assume no more than one of the three vehicles reported false velocity, then we can
compare the three z values, and the CAV for the different z value is identified as the malicious vehicle.

Next, we check the reported locations of an alert sender CAV w.r.t. its nearby CAVs’ locations using
Equations (14) and (15). If there is a conflict between reported locations of one alert sender AV and
its neighbor AV, MDS can conclude that at least one of the reported locations from these CAVs is not
correct. The conflict here means an alert sender’s location is after its following vehicle or is before its
preceding vehicle, which is impossible. In the EVA alert scenario, since the alert sender’s following CAVs
slow down or stop earlier than the alert sender, an alert receiver can further check their relative locations
to validate the alert. Let’s consider the previous case where three CAVs j, ¢ and k drive in a single lane.
If the velocity of CAV 4 is v;;—; at time (¢ — 1), and it is slowing down in constant rate dv;, then we can
describe its covered distance as follows:

dt > dtfh (20)
di = ((vig—1 + 0vig) — (k-1 + OVe)) 6t + dy—q (21)

where d;_1 is the inter-vehicular distance between CAV i and CAV k and dv; ;1 is the unit velocity
change at time (¢ — 1). It means that the distance covered by CAV ¢ at time ¢ is less than the distance
covered by CAV k at time ¢ due to the alert scenario.

3.3.4 Subsequent Action Validation. Additionally, an alert receiver needs to check the subsequent actions of
an alert sender ¢ and its nearby CAVs for a subsequent time period after receiving an alert at time t.
Thus, MDS checks the subsequent velocities and locations of an alert sender i and its nearby CAVs for a
short period of time based on the received few messages for a few time slots.

Here, MDS checks two types of the subsequent actions of an alert sender CAV i: increasing or decreasing
velocity to adjust its velocity based on its preceding CAV (i.e., acceleration or deceleration) and making
a complete stop. For both of the actions, we can check the consistency between the reported locations
and velocities of the alert sender CAV and its preceding CAV and following CAV. Specifically, we use
the same method introduced above that uses Equations (17), (18), and (19). Here, we need to check
subsequent actions, i.e., calculate v;, v; ty1, and vy 140 at time ¢, t + 1, and ¢ + 2, respectively for the
alert validation. This validation method is also effective when the velocities of these CAVs are decreasing
or increasing simultaneously.

In addition to velocity, we can also check the distance. If CAV i follows CAV j, then their inter-vehicular
distance d¢41 at time ¢ 4+ 1 should follow:

R (22)
If the inter-vehicular distance d+1 is not equal to the difference of reported locations from CAV i and
CAV j, we can tell that one of two CAVs’ reported information is not accurate. The number of messages
needed to identify a malicious CAV is the same as the velocity validation in the above.
3.3.5 Lane Changing Validation. The CoL alert has special features compared with other types of alerts
and needs to be validated specifically. To validate a CoL alert for an alert sender CAV i, an alert receiver
needs to check if there is enough inter-vehicular distance in the target lane, and also if CAV 4’s current
velocity is suitable to change lane based on the velocity of its nearby vehicles. We can derive the distance
and velocity requirements of a lane changing event as follows:

Distance requirements. Before changing the current lane, CAV i needs to check the inter-vehicular
distance between two neighbor CAVs in the target lane. The safety inter-vehicular distance condition for
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a lane changing event of CAV i at current time ¢ is as follows:

d} > min(v; 17, D(vi ¢, 07 ,)) (23)

df, > min(v],7, D], vi1)) (24)

where df’t is the inter-vehicular distance between an alert sender i and its preceding CAV in the target
lane at time ¢. Similarly, d{, ; is the inter-vehicular distance between an alert sender ¢ and its following

CAV in the target lane, where v; ; is the velocity of CAV ¢ at a time ¢ and ’UZ ; is the velocity of following
CAV of in the target lane at time t. D(v; s, v},)) can be calculated using Equation (6).

Equation (23) means that the inter-vehicular distance between alert sender i and its preceding CAV in
the target lane at time ¢ should be greater than the minimum of the distance covered by CAV 4 and their
synchronized inter-vehicular distance at time ¢t. Equation (24) means that the inter-vehicular distance
between CAV i and its following CAV in the target lane at time ¢ should be greater than the minimum
of the distance covered by the following CAV and their synchronized inter-vehicular distance at time
t. Therefore, MDS checks these two conditions to validate the lane changing event. However, if at least
one of the above conditions is not satisfied then, the synchronized inter-vehicle distance of two neighbor
vehicles is not large enough to change lane. Then, in order to make sure if the distance is enough for lane
changing MDS further checks the following condition:

@, —1,) > @], —vP)ot +d,] (25)

k) k) T

where ¥, and l{ . are the positions of preceding CAV and following CAV of the CAV i in the target lane
at time i, respectively. Equation (25) means that the intermediate distance between the preceding and
following CAVs of CAV i in the target lane should be greater than the summation of the distance covered
by the preceding and following CAVs of the CAV 7 in the target lane and the length of the CAV.

Velocity requirements. The velocity requirements of an alert sender ¢ for moving from one lane to
another lane at time ¢ are as follows:

’Uf,t < Upt, (26)
Vit < Upg (27)

where vﬁ ; is the velocity of the preceding vehicle in the target lane and vy ¢ is the velocity of the preceding
vehicle at time ¢. Equations (26) and (27) state that the velocity of CAV ¢’s preceding CAV should be greater
than or equal to the velocity of the CAV ¢ and it should also be greater or equal to the velocity of the preced-
ing CAV in the target lane, respectively. Otherwise, the lane changing action would reduce the traffic flow in
the target lane. Therefore, MDS checks the above velocity requirements to validate the lane changing event.

3.3.6 Alert Validation. Table 1 summarizes the characteristics of different alerts for validation. The MDS
running in an alert receiver checks the truthfulness of a received alert from alert CAV i. First, MDS
conducts location validation and velocity validation in nearby vehicles’ state validation since all types of
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Table 1. Characteristics of different alerts.

Alert sender’s CAVs whose state CAVs whosie
current states are o subsequent actions Alert
Alerts .. changes are similar to .. . .
similar to the are similar to the receiver /validator
. the alert sender
previous states alert sender
Emergency Electric . . .
Brake Light (EEBL) No Preceding CAV Preceding CAV Following CAV
Road Hazard No Preceding and Preceding and Following CAV
Notification (RHC) following CAVs following CAVs (far away)
Change of Lane Yes Preceding and Following CAV(’s Following CAV (in
(CoL) following CAVs velocity increasing) another lane)
Emergency Vehicle . . .
Approaching (EVA) No Following CAV Following CAV Preceding CAV
Blind Spot Warning Preceding and . Preceding CAV
(BSW) Yes following CAVs Following CAV (in another lane)

alerts need these validations. Then, MDS considers other conditions to validate the received alert based

on

its characteristics.

ALGORITHM 1: Pseudocode for Alert verification method.

© XN A WN

NN NN NN R =R e e e e
O R WNHRO© IO WA WNRO

Input: Driving state of a CAV i and its nearby CAVs, and the received alert from CAV i
Output: Received alert is valid or not (Truthfulness)

C1 < CAV ¢’s reported location validation (Equ. (14), (15))

Ca < CAV i’s the nearby CAVSs’ state validation (based on Equ. (16))

if Alert is EEBL then

C3 < subsequent action validation of the preceding CAV of CAV ¢ (Equ. (16), (22))
Truthfulness + C1&C2&C3

end

else if Alert is RHC then

C3 <+ subsequent action validation of the preceding and following CAVs of CAV ¢ (Equ. (16),(22))
Truthfulness + C1&C2&Cs

end

else if Alert is CoL then

C3 < subsequent action validation of the preceding and following CAVs of CAV ¢ (Equ. (16),(22))
Cy <+ driving state of CAV 1 validation (Equ. (10), (11), (13))
C5 < lane changing of CAV ¢ validation (Equ. (23), (25),(26),(27))
Truthfulness + C1&C2&C3&C1&C
end
else if Alert is EVA then
C3 < subsequent action validation of the following CAV of CAV ¢ (Equ. (21),(22))
Truthfulness + C1&C2&C3
end
else if Alert is BSW then

C'3 < subsequent action validation of the following CAVs of CAV i (Equ. (16),(22))
Cy < driving state of CAV 1 validation (Equ. (10), (11), (13))
Truthfulness + C1&C2&C3&Cy

end

return Truth fulness

Algorithm 1 presents the pseudocode to validate different received alerts. Initially, it validates the

reported location of a CAV and its nearby CAVS’ states (Steps 1-2). Then, different alerts are validated
based on their requirements (as shown in Table 1).
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(1) If the received alert is EEBL, then it is validated using the location validation, nearby vehicles’ state
validation, and subsequent action validation (Steps 3-5). In an EEBL alert, only the following CAVs
of the alert sender are affected and they should conduct alert validation and take action accordingly.
In EEBL alert, the velocities of the preceding CAV of the alert sender and itself should be similar
for that next several time stamps, the subsequent actions of the alert sender and its preceding CAV
should be similar (e.g., decreasing velocity drastically).

(2) If the received alert is RHC, then it is validated using location validation, nearby vehicles’ state
validation, and subsequent action validation (Steps 6-8). In an RHC alert, only the following CAVs
far away from the alert sender (that cannot see its surroundings) are affected and they should
conduct alert validation and take action accordingly. Before and after the RHC alert, the locations
and driving states of the alert sender and its nearby preceding and following CAVs should be similar
(e.g., having similar velocities). Thus, the received RHC alert can be validated if the driving state of
a CAV is consistent with its nearby CAVs’ driving states.

(3) If the received alert is CoL, then the driving state validation, location validation, nearby vehicles’
state validation, and subsequent action validation are conducted (Steps 9-13). In a CoL alert, only
the following CAV of the alert sender in the target lane take is affected and it should conduct alert
validation and take action accordingly. During lane changing, there should be enough space between
the preceding CAV and following CAV in the target lane and the velocity of preceding CAV in
the target lane should be greater or the same as the velocity of the alert sender. Thus, if these
conditions are not satisfied, the received CoL alert is considered not valid. In addition, we can check
the subsequent actions of the alert sender and its following CAV in the previous lane, which should
start accelerating to merge the recently generated gap.

(4) If the received alert is EVA, it is validated using the location validation, nearby vehicles’ state
validation, and subsequent action validation (Steps 14-16). Here, only the preceding CAVs of the
alert sender are affected and they should conduct alert validation and take action accordingly. Here,
it needs to check the locations and subsequent actions of the alert sender and its following CAVs to
validate the alert.

(5) If the received alert is BSW, it is validated using driving state validation, location validation, nearby
vehicles’ state validation, and subsequent action validation (Steps 17-20). In a BSW alert, only the
preceding CAV in another lane is affected and it should conduct alert validation and take action
accordingly. After the alert is validated, the preceding CAV in another lane stops lane changing
immediately. Here, the velocity of the preceding and following CAVs of the alert sender should be
similar.

We can summarize the above steps to the following. For an EEBL alert, MDS conducts the subsequent
action validation for the preceding CAV of alert sender ¢. For an RHC alert, MDS conducts the subsequent
action validation for the preceding CAV and following CAV of alert sender i. For a BSW alert, MDS
conducts the subsequent action validation for the preceding CAV and following CAV of alert sender i, the
driving state validation of alert sender i. Compared to BSW, a CoL alert needs additional lane changing
validation of alert sender i. For an EVA alert, MDS conducts the location validation in nearby vehicles’
state validation and the subsequent action validation for the following CAV of alert sender 1.

4 PERFORMANCE EVALUATION

In this section, we present the evaluations of MDS. First, we discuss the real-world CAN bus driving
data used in the experiments. Then, we present the performance evaluations in three different aspects:
driving state prediction, traffic flow considered driving state prediction, and misbehavior prediction.
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Fig. 11. Accuracy of MDN.
4.1 Driving Data

We built a customized device using the micro-controller (Arduino Duo board and M2 Macchina board)
to collect a vehicle’s real-time driving data through the CAN bus inside the vehicle at every 0.1 second.
We mainly used a Honda Civic 2012 LX vehicle to collect the driving data. The customized device using
the M2 Macchina board is able to collect driving data in real time and store the data inside a storage
drive. We asked 29 volunteers to drive along four different routes and collected driving data in real time.
Each volunteer drove the vehicle around 50 to 60 minutes in a city area where speed limits vary from
25mph to 55mph. The traffic data were collected at different times of the day and, as a result, it contains
peak and off-peak traffic conditions (e.g., current traffic flow is less than and equal to the speed limit).
Thus, the road condition includes both less and moderate traffic congestion. For each trip, there are
different driving maneuvers in terms of speed, deceleration/complete stop, lane changes, and changes of
speed limits. For instance, there are 7-11 different lane changing driving maneuvers in total. We also
collected data during one snowy afternoon where the traffic congestion was moderate. From the CAN
bus, we collected velocity, steering wheel angle, steering wheel momentum, heading direction, statues of
turn signal indicators, brake pedal status, gas pedal status, and engine rotation status.

4.2 Driving State Prediction

Here, we used the real driving data to evaluate the MDN model to predict the driving state of vehicles.
Inside the MDN model, we used a Long Short Term Memory (LSTM) network as an RNN network
(with three hidden layers, three 128-fully connected layers, and one softmax activation function as an
output layer for prediction). We set the number of mixtures to 20. We used a variant of LSTM, instead
of Gated Recurrent Unit (GRU). We found that LSTM performs better than GRU for our experiments.
We tried a different number of hidden layers (3, 6, and 10) and a different number of (128, 256, and
512) fully connected components inside LSTM. From our experiments, we finally chose three 128-fully
connected hidden layers inside LSTM. We used the Adam optimizer inside LSTM to optimize the MDN
network. We used 1000 epochs at each time to find the convergence of the optimizer. We used a shared
GPU server consisting of a Nvidia Tesla K20c GPU with 128GB RAM and 500GB storage. We used
the Python programming language in this scenario. We used Edward [1], Keras [2], and TensorFlow [3]
API frameworks to implement the MDN model. Edward is a Python library for probabilistic modeling;
Keras is a high-level neural networks framework, written in Python and capable of running on top of
TensorFlow; TensorFlow is a foundation Python library that can be used to create deep learning models
directly or by using wrapper libraries. In general, we used the time window from (¢ — 10) to (¢ — 30) to
predict the driving state at ¢. Based on the performance of the prediction model, we finally adjusted the
time window as (¢ — 10).

Mean Average Percentage Error (MAPE) represents the prediction accuracy as a percentage (MAPE =

n [vi =51
i=1 v,

—+—, where ¥; is the it" estimated velocity, v; means the i*" actual velocity, and n is the number
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of velocity values. Fig. 11 shows the accuracy of the MDN model in terms of velocity, acceleration, applied
brake, and steering angle. More specifically, Fig. 11a shows the overall velocity prediction accuracy of
MDN model for real driving data. We can that than the highest MAPE is around 12%. Next, Fig. 11b
shows the MAPE of acceleration predictions for driving data of the 29 persons. We can see that the
MDN model causes more acceleration prediction error than in velocity prediction as the range of range
of acceleration is lower than the range of velocities. Similarly, Fig. 11c and Fig. 11d shows the MAPEs
of brake and steering angle, respectively. From the attack detection accuracy (presented later), we can
say that the prediction accuracy of the MDN model is acceptable. The MDN model performs better for
velocity, acceleration, and brake status predictions.

4.3 Traffic Flow Considered Driving State Prediction

Recall that we improved the existing Krauss traffic flow model by additionally considering velocity
deviations of different vehicles. This experimental study aims to see the effectiveness of our improvement.
We used SUMO traffic simulator [15] to simulate the scenario where there are multiple vehicles driving
on a single road section. First, we set the number of vehicles and distributed their initial locations. We
assumed that the initial velocities of vehicles are equal to the speed limit and use the initial velocities as
inputs to Equation (6) to calculate synchronized inter-vehicle distance (D;). Then, we randomly choose a
value in [0, D;] as the inter-vehicular distance for each pair of vehicles.

Based on the speed limit and inter-vehicle distance as inputs, SUMO calculates the velocities of all
vehicles using its own traffic flow model and simulates vehicle movement. We use these velocities of
vehicles as the ground truth. Next, we implemented the Krauss traffic flow model inside SUMO (as shown
in Figure 10) with and without the consideration of velocity deviation. Krauss traffic flow model also
takes initial velocity and inter-vehicle distance as inputs where initial velocity is taken from the trace
to use the trace-driven velocity deviations and inter-vehicle distance is calculated as described above.
Each simulated vehicle is randomly mapped to a vehicle in the 29 users in the real dataset. Thus, we
calculated the velocity deviation for each vehicle using its current and previous 10 seconds’ velocities as
in Equation (12) to simulate the velocity deviation of the real users. We used the TraCI Python interface
inside SUMO to implement the traffic low. As shown in Figure 10, we calculated the velocities of all
vehicles with and without the consideration of velocity deviation, respectively, at every 0.1 second. In
this way, each vehicle behaves autonomously and moves with respect to the inter-vehicle distance (Dy),
current velocity, and acceleration. We changed the speed limit three times (i.e., 35 mph, 45 mph, and 55
mph) to simulate different driving scenarios. To simulate different traffic flow, we also varied the number
of vehicles from 10 to 50 with an increasing 10 at each step.

Fig. 12 shows the velocity prediction error of different numbers of vehicles with/without the consideration
of velocity deviations. We can see that comparing to the prediction errors from the Krauss traffic flow
model without the consideration of velocity deviation, the Krauss traffic flow model with the consideration
of velocity deviation from the MDN model generates lower prediction errors. This result verifies the
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effectiveness of our proposed method to improve the Krauss traffic flow model. We can also see that when
the number of vehicles changes, the prediction errors increase compared with the ground truth as more
vehicles cause more positioning error. Also, we can see that when the speed limit increases, the prediction
errors increase as it causes higher positioning error.

4.4 Misbehavior Detection

We now evaluate the proposed MDS in misbehavior detection. We used SUMO traffic simulation with
50 vehicles driving in a two-lane 2500-meter long roadway. We fixed the number of attacker vehicles as
15 out of the 50 vehicles. We distributed all vehicles such that each attacker vehicle is in between two
non-attacker vehicles so that there are enough non-attacker vehicles to validate the received alert. we
considered three different speed limits (i.e., 35 mph, 45 mph, and 55 mph) separately to simulate different
traffic flows. Based on our collected real driving dataset for 29 users, we used the methods in Figure 10 to
generate each vehicle’s velocity over driving time in testing. Each simulated vehicle is randomly mapped
to a vehicle in the 29 users. We again used TraCI Python interface inside SUMO to change the velocity
of each vehicle in testing. Here, We considered a fixed transmission range of 1000 meters for each vehicle.
We simulated the real alert scenario and false alert scenario at alternating 10 seconds for the five different
attack scenarios one by one (i.e., EEBL, RHC, CoL, EVA, and BSW). The real alerts are generated by
all the vehicles while the false alerts were generated by all the attacker vehicles.

We compared the performances of the proposed MDS with two existing methods in the following.

e The Data-centric Misbehavior Detection Scheme (DMDS) [22]. Tt uses the received message sending
time and its estimated message transmission time to estimate the location of the alert sender and
compares it with its reported location to check the truthfulness of the alert. Thus, DMDS is suitable
for critical scenarios which require quick response time. In DMDS; the alert sender could insert false
message sending time to make the calculated location the same as the reported fake location. Also,
DMDS cannot estimate location accurately when the change of vehicle velocity (or traffic flow) is
significant. In our implementation of DMDS, the alert sender inserts the false message sending time
at every five false alert. Assume that there are 8 vehicles between the alert sender and the alert
receiver. When generating the false message sending time, to make it believable, the alert sender
makes sure that there are still 8 vehicles between the alert sender and the alert receiver.

e The Host Based Intrusion Detection in VANETs (HBIDV) [28]. An alert receiver only uses the traffic
flow model introduced in Section 2.4 to estimate the alert sender’s current location based on its
previous location at the time of the reported event. The alert receiver calculates the traffic flow
rate of a region centered by the location of the reported event as an input of the traffic flow model.
However, the traffic flow rate, without the consideration of velocity deviation of the alert sender, is
only able to predict the approximate location of the alert sender (i.e., within a certain road section).
Also, HBIDV cannot detect the subtle changes of driving state of an alert sender to validate the
alert, so it is not suitable for critical scenarios which require a quick response.

To evaluate the three methods, we measured the precision and recall metrics. Precision represents the
fraction of truly attacker vehicles identified among all attacker vehicles identified. Recall means the
fraction of truly attacker vehicles identified over the total number of attacker vehicles.

Figures 13, 14, and 15 show the precision and recall of the three different methods when the number of
vehicles is set to 50 and the speed limit is set to 35mph, 45 mph, and 55 mph, respectively. Overall, the
performance of the three different methods are as follows: MDS>DMDS>HBIDV. MDS performs better
than the other two methods. As discussed in Algorithm 1 in Section 3.3, MDS considers previous driving
states and locations of the alert sender with overall traffic flow to check the consistency of reported
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driving state. In addition, it considers the subsequent actions of the alert sender and its nearby CAVs to
validate the alert. In DMDS and HBIDV, only location is used to validate the received alert. Further,
HBIDV only estimates rough location, and though DMDS can detect subtle location change, the alert
sender could insert false message sending time to make the calculated location the same as the reported
fake location. In addition, DMDS cannot conduct accurate location estimation when there is a change of
vehicle velocity or traffic flow rate. As a result, the precision and recall of MDS are higher than DMDS
and HBIDV, and those of DMDS are higher than HBIDV.

DMDS performs better than HBIDV in the EEBL, CoL, and BSW alert scenarios, while performs
worse than HBIDV in the RHN and EVA alert scenarios. In the former scenarios, traffic flow rate does not
significantly change and a CAV’s velocity keeps similar, while in the latter scenarios, the traffic flow rate
significantly changes and a CAV’s velocity changes greatly. DMDS assumes that a CAV’s velocity keeps
the same, and HBIDV can take into account the traffic flow rate change by using the traffic flow model
for rough vehicle location estimation (but cannot detect subtle location changes). As a result, DMDS can
more accurately predict vehicle location than HBIDV in the former scenarios, but less accurately predict
vehicle locations than HBIDV in the latter scenarios.

We also see that the performance of MDS slightly decreases, and the performance of DMDS and HBIDV
decrease when the speed limit increases. Higher speed limit causes higher positioning error due to GPS
positioning error, which affects the accuracy in location estimation. Since MDS considers other factors
such as driving states, subsequent behaviors, and nearby vehicles’ driving states, it is not significantly
influenced by the velocity increase.

We also performed the experiments again by changing the number of vehicles for three comparative
methods. Fig. 16 show the precision and recall of three different methods when the number of vehicles
was set to 30 and 40, respectively and the speed limit is 55 mph. Here, “Proposed-30” means that the
number of vehicles is set to 30 in the MDS, “DMDS-30” means the number of vehicles is set to 30 in the
existing DMDS system, “HBIDV-30” means the number of vehicles is set to 30 in the existing HBIDV
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system, and so on. We can see that the performances of all methods follow: MDS>DMDS>HBIDV. Due
to the same reasons described above, the proposed MDS system outperforms other methods as it can
accurately detect the false alert in different scenarios. DMDS performs better than HBIDV in EEBL,
CoL, and BSW alert scenarios while performs worse than HBIDV in the RHN and EVA alert scenarios
due to the same reasons explained before.

5 RELATED WORK

Misbehavior detection. There are several methods proposed for misbehavior detection in vehicular
ad-hoc networks [6, 8, 9, 12, 20-22, 28]. In one set of works [8, 12, 20], the misbehavior detection methods
mostly use the currently reported location along with the cooperation between different vehicles to
evaluate the consistency between previously received BSMs and currently received BSMs. In another
group of works [21, 22], the location of the sender vehicle is estimated using the message sending time
in the received message and message transmission time and then, the reported location is compared
with the estimated location. The work in [21] additionally considers the velocity difference of two nearby
vehicles. If the velocity difference is negligible, then the received alert is true. If not, then one of the two
vehicles is malicious. Some of the other existing misbehavior detection methods [6, 9, 28] use different
traffic flow models to estimate the current location of the alert sender from its previous location and then
validate the alert scenario. These works consider that the received alert is valid if the estimated location
and received location are within a certain region (i.e., a road section). However, these methods can only
estimate a vehicle’s location approximately and they cannot be applied to critical scenarios that require
to estimate location accurately and to check the driving state of an alert sender vehicle as they do not
consider the velocity deviation with the driving state of the alert sender vehicle. In addition, the change
of locations in some scenarios are subtle and these methods cannot validate the alert in these scenarios.
In this paper, we propose a misbehavior detection system to accurately predict an alert sender’s current
driving state (including location) based on its previous driving states, its subsequent actions, and overall
traffic flow to identify the false information from the malicious vehicles.

Driving state predictions. There is a large set of existing works [19, 25, 26] that predict the driving
state using the model predictive control techniques. Miyajima et al. [19] identified different driving states
(e.g., car-following and pedal operation patterns) based on a GMM using the relationship between the
inter-vehicular distance and velocity. Lefevre et al. [17] designed a longitudinal predictive controller of an
autonomous vehicle to mimic the car following behaviors and they considered the possible accelerations
from a human driver in the same situations. The authors applied a set of comfort and safety constraints
in the controller before applying the human acceleration. Wang et al. [25] presented an automatic car
following behavior to avoid the possible collisions and to activate automatic brake based on the data
collected for the desired throttle pressure and brake pressure. Xu et al. [26], a driving style-oriented driver
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modeling is presented to control vehicle velocity using a neural network-based controller. To tackle the
divergence and local mutability of real-world vehicle data, the neural network is designed and trained to
mimic human behaviors on applying gas or brake pedals. Some other works [4, 11] use smartphone sensors
(i.e., accelerometer, gyroscope, and magnetometer) to obtain location, speed, acceleration, deceleration,
and steering angle to analyze the different driving maneuvers (e.g., speeding up/slowing down). In our
work, we predict different driving states using an MDN model incorporating RNN which is able to consider
the periodicity of driving states in different traffic scenarios for high prediction accuracy.

6 CONCLUSION

Previously proposed false information detection methods for V2V communication only estimate the alert
sender’s location and are not effective in critical scenarios that require to take actions in real time. In this
paper, we presented the data-driven MDS for the CAV systems, which considers both location and driving
states of an alert sender and its nearby vehicles to effectively detect false alerts in such critical scenarios.
First, MDS predicts the driving state of an alert sender based on a GMM-based MDN model. Inside the
MDN model, MDN uses RNN as a deep learning network to consider the previous driving states to predict
the current driving state. Second, MDS incorporates velocity deviation prediction of an alert sender from
MDN network into the existing Krauss traffic flow model. In this way, it calculates the velocity of an
alert sender based the inter-vehicular distances and velocities of its nearby CAVs. Finally, MDS considers
driving states and locations of an alert sender and its nearby CAVs together to validate the received alerts
from CAVs. In addition, to reduce the false positive rate, MDS also considers the subsequent actions
of an alert sender and its nearby CAVs for a short period of time (e.g., 0.3 seconds). To validate MDS,
we performed extensive simulation studies based on a real driving dataset collected from 29 participants
and the SUMO traffic simulator. The comparative studies with the two other existing methods show that
MDS has higher detection accuracy rate (i.e., higher precision and recall). In the future, we will consider
the personalized driving behaviors with the overall traffic flow to validate different alerts.
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