CS 414: Operating Systems
Fall 2007
Assignment #1: Getting Familiar with the CS414 Lab and WRK (v2.1 — minor update on Exercise #2)
Due Thursday Sept 13, 11am
Value: 5% of your total grade for CS414

The purpose of this assignment is to gain experience using, compiling, and modifying one of the two operating
systems that we will use for the CS414 programming assignments: the Windows Research Kernel (we will also
use Linux in a manner similar to the approach described in this assignment). We will be doing the majority of the
programming assignments for CS414 on the source code for one of these two operating systems, so it is very
important that you get up to speed quickly. This assignment is designed to ease you into kernel development -- the
assignments will get more challenging as we progress through the semester.

You must do this assignment by yourself. There are 9 questions.

The overall development cycle of projects involving the Windows Research Kernel is as follows. The
development machine will be a Windows XP machine -- you are free to use your own if it is able to handle the
resource requirements (a commodity desktop/laptop with at least 6GB disk available) or you can use machines in
Olsson Hall 002a (Note: NOT “002”; 002a is all the way in the corner. You will need to see Brenda Perkins in the
Computer Science Main office to get a key to this room.) You will edit and compile your code (essentially, your
new kernel) and then run it on a virtual machine (running Windows Server 2003 Enterprise Edition). The virtual
machine will run on the Windows XP machine.

You should have (or will shortly) receive email with your 002a password. When you log into the 002a machines,
make sure that you are going into the CSLAB domain (on the login prompt, expand the “Options” to confirm this

— change it if it says “(...) this computer”).

Exercise #1: Exploring the Windows Research Kernel source

1. The virtual machine technology we will be using is Microsoft Virtual PC 2007
(http://www.microsoft.com/windows/products/winfamily/virtualpc/default.mspx)

a. [machine in 002a] it should already be installed. You can confirm this by Start - Programs ->
Microsoft Virtual PC . If not, please contact me.

b. [your own machine] download and install it from a web page off of the link above (it is free).

c. Atthis point, we do not need to run Virtual PC 2007 (yet).

2. [machine in 002a] Authenticate to “Home Directory Login”, which should be on the screen upon logging in.
The default drive letter of J is fine.

3. Download the Windows Research Kernel from the class home page (https://toolkit.itc.virginia.edu/cgi-
local/tk/UVa_SEAS 2007 _Fall_C S414-1), in the “Materials/WRK” section. Note that you will need to
authenticate to toolkit to see these materials.

a. Read “LICENSE.txt” — make sure that you understand and adhere to it!!! Please see me if you have
any questions on this license.

b. Briefly scan “README.txt” — Although it might not make any sense right now, you should
remember that it exists (and you can go back later and look at it)

c. Download and unzip “WRK-v1_2.zip™:

i. [machine in 002a] Download this onto C:\localdata, and then unzip it (right click = “extract
all”). This will create a folder on the desktop called “WRK-v1_2”. Open this folder, move
“WRK-v1.2” into c:\localdata, and then delete the “WRK v1_2” folder (make sure you’re
deleting an empty folder) and the zip file. Then, copy the “WRK-v1.2” folder into your top-
level ITC Home Directory ( “J:” — this might take 4 minutes or so). Note: these 002a




machines are essentially wiped clean when you log out, so we will store the WRK source
code permanently in Home Directory, copy it to the c:\localdata when we want to change it
(because it’s SO much faster if it’s on the desktop) and copy it back into Home Directory just
before we log off).

ii. [your own machine] Unzip this into C:\localdata (make this folder if necessary) and follow
the steps immediately above to eliminate this extra level of folders. (Also, you might want to
copy this into ITC’s Home Directory, by the same logic mention above, allowing you to use
either your own machine or the machines in 002a). Note that this will not work if you try to
put it into your “My Documents” folder.

4. Next, install Cygwin
a. [machine in 002a] it should already be installed (an icon on the desktop). If not, please contact me.
b. [your own machine] download and install it from http://www.cygwin.com . Click on the “Install
Cygwin now” icon. It is sufficient at this time to install the default configuration.
5. Install GNU Emacs (note that is if certainly possible to use other editors, but my instructions below are for
emacs):
a. [machine in 002a] it should already be installed (Start - Programs = Gnu Emacs). If not, please
contact me.
b. [your own machine] Install it from the “Materials” section of the ITC CS414 Web page. Click on
“emacs-21_2.msi” and hit “Run” on the file download.

Questions for this exercise:

Q-1.  Are you allowed to make a commercial product out of WRK? Why or Why not?

Q-2.  Geta BASH shell from cygwin by clicking the desktop icon. Now go to the main directory of the
Windows Research Kernel source code by doing a cd /cygdrive/c/localdata/WRK-v1.2/ How
many files or directories are there? (Run the command find | wc 1 1).

Q-3. How many C files are there? (Run the command find . -name *.c | wc il )

Q-4. How many lines of source code are there in the kernel? First, execute cd base/ntos/ke and then run
the command cat *.[ch] | grep -c "." Note that if you’re curious you can see the number of
lines on per-file basis by typing grep -c "." *_[ch]

Q-5.  How much disk space does the distribution take? (du is /cygdrive/c/localdata/WRK-
v1.2) What are the units of this measurement? (man du) Give the number of megabytes this
distribution takes.

Exercise #2: Compiling the Windows Research Kernel

1. Do the following in a Windows Command Prompt (Start = Programs - Accessories = Command Prompt)
(Not a cygwin/BASH prompt)

Type: set arch=x86

Set the path by typing: path C:\localdata\WRK-v1.2\tools\x86 ;%path%

Change the directory: cd C:\localdata\WRK-v1.2\base\ntos

Build the kernel by typing: nmake x86= (NOT E: d o 1sbefore tbaking atquestion #Q-6,
below!) If this step fails for any reason (such as not being able to find a particular dll), email me ASAP and
we can fix it.

V2 Minor update: if step 5 is failing (e.g., “cannot find XCOPY”), try typing path C:\localdata\WRK-
v1.2\tools\x86;C:\Windows\system32 and then re-trying step 5.

akrwn

Question for this exercise:

Q-6. How long did it take to compile your kernel the first time? If you run the same command a
second time (step #5, above), how long does it take? (It is sufficient in this case to “eye-ball” it —
‘seconds’ resolution is fine).




Exercise #3: Running Windows Server 2003 inside Virtual PC 2007

1. Get a copy of the Windows Server 2003 Virtual machine to use:
a. [machine in 002a] Copy “CS414 Hard Disk.vhd” from C:\CS414 to C:\localdata\virtualmachines
b. [your own machine] Bring a blank DVD to 002a and use either Devlab02, Devlab03, or Devlab03 to
run Nero (Start = Programs - Nero 7 demo -> data = Nero Express) to create a “Data DVD” (clear
the check box of “Allow files to be added later””) — drag and drop C:\CS414\CS414 Hard Disk.vhd
onto the Nero console and hit “Burn” (this should take about 8 minutes). Then, on your own machine,
copy this file to c:\localdata\virtualmachines\ (you will need to create this folder in C:\localdata)

2. Start Virtual PC 2007 (Start = All Programs = Microsoft Virtual PC). This will start the “New Virtual
Machine Wizard” (ignore the warning about not being able to find a virtual machine):

a. “Create a virtual machine”

b. When it asks you for the Virtual Machine name and location, name it “CS414 VM”, and change the
location to be C:\localdata\virtualmachines\

c. Operating System: Windows Server 2003

d. Use the recommended RAM

e. Use an existing virtual hard drive: C:\localdata\virtualmachines\CS414 Hard Disk.vhd (do not click
the “enable undo disks”)

3. On the “Virtual PC Console”, “Start” your new virtual machine.

4. Log onto the virtual machine by hitting ctrl-alt-del: Note to get ctrl-alt-del for the virtual machine (as opposed
to the physical machine), use the option from the “Action” pull-down menu. The user name is
“Administrator”, and the password has been given to you in class. Upon logging in, Windows will ask for a
reason for the “prior crash” — select anything and hit “okay”.

5. Hit “Settings” on the Virtual PC Console for the CS414 VM. (Ignore the “Some settings for this virtual
machine...” warning). On the “Network Adapters”, change “Adapter 1” to be “Shared Networking (NAT)”.

6. Test that you have networking in the Virtual Machine by firing up Internet Explorer in the VM and typing in
http://cnn.com (Add this URL when prompted). If this doesn’t work on your own machine, just continue with
the assignment.

Note: When the mouse is “trapped” in the Virtual Machine window, you can get it out by holding down the Right
“Alt” button and dragging the mouse out of the window.

If you are using the machines in 002a, every time you login, you will need to repeat these steps 1-6 above,
because every time you log off and/or reboot the 002a machine, the virtual machine will be erased from the
physical machine. Note that this is necessary to give the next student a “clean slate”, and as long as you copy your
Windows Research Kernel from c:\localdata\ to your ITC’s Home Directory every time right before you log off,
you can recreate your virtual machine environment pretty easily.

Exercise#4:Moni t or the invocation of AQuerySystemlnf

In this more challenging portion of the project you will modify the WRK kernel to print out some debugging
information to keep track of the number of times “QuerySystemInformation” is invoked (sometimes the kernel is
“instrumented” this way for performance purposes — for example, if we find that this function is invoked A LOT,
then it’s a reasonable candidate for performance optimization, right?)

1. Follow the instructions at http://support.microsoft.com/kb/871171/ to attach the kernel debugger to your
Virtual Machine (Note: use the instructions for “Virtual PC 2004”). Here are some clarifications:
a. Start your Virtual Machine if it’s not already running and log on as Administrator.
b. In Step 1 of the http://support.microsoft.com/kb/871171/ instructions, make sure that you’re editing
c:\Boot.ini inside the virtual machine, not the physical machine! (You can edit this with Notepad in


http://cnn.com/

@

the Virtual Machine — Note that Notepad will not immediately show you that C:\Boot.ini exists, but
you can edit it if you type “C:\Boot.ini” directly into the “File Name” dialogue).
Choosing COM2 is fine, so your modified Boot.ini should have a line that looks identical to the one
at the end of part 3 of Step 1. Highlight this line in IE on the physical machine, hit Ctrl-Insert to save
it, go to Notepad in the virtual machine at the end of Boot.ini and hit Shift-Insert and then Return.
Save this file and then halt (“Turn Off”) your virtual machine.
As per step 2, get the kernel debugger: (which we will use to attach to the kernel and see these
debugging messages).

i. [machine in 002a] it should already be installed (Start > Programs -> Debugging Tools for

Windows). If not, please contact me.

ii. [your own machine] download and install it from
http://www.microsoft.com/whdc/devtools/debugging/default.mspx . Use the 32-bit version
dated July 18, 2006 (version 6.6.7.5)

Do Step 3 (using COM2).

. Start a command prompt on the physical machine and type: cd c:\program

files\debugging tools for windows\ ,and execute windbg.exe ik
com:port=\\.\pipe\com2,pipe,resets=0, reconnect (if asked to “Save information
workspace?” hit “No” and “Don’t ask again”).

Restart your Virtual Machine via the “Start” menu on the Virtual Machine (Note: “OK” does not
become active until you select a reason from the pull-down list), and make sure to manually select
your kernel when prompted in the booting procedure in the Virtual Machine (the one that says
“|debugger enabled]”)

During the booting activity, you should see a few lines of text on your “windbg” window (probably
beginning with “Connected to Windows Server 2003 3790 x86 compatible target, ptr64 FALSE”). If
not, then re-try, making sure that you selected the debugging kernel to be booted. If this still does not
work, see me or the TA.

Once this works, go onto the next step without shutting down your Virtual Machine or your
windbg.exe window.

2. Now we will modify the kernel, install it on the Virtual Machine, boot it, and see the output on the debugging
window. We’ll start by modifying and recompiling our kernel on the physical machine:

a.

b.

C.

e.

Run a file editor (the following assumes Emacs) and hit ctrl-x ctrl-f and specify: C:/localdata/WRK-
v1.2/base/ntos/ex/sysinfo.c

On the “Options” menu, select “Syntax Highlighting”

Get to line 1721 by hitting Ctrl-u 1 7 2 0 down-arrow. Insert the following line here: static int
NumTimesCalled = 0;

Shortly after this (immediately before the line “Status = STATUS SUCCESS”), add the following
line:

DbgPrint( “MAH %d: Entering NTQuerySystemlInformation!!\n”,++NumTimesCalled );
Note: Replace “MAH” with your initials.

Save the file via ctrl-x ctrl-s, kill emacs (ctrl-x ctrl-c) and recompile the kernel as above (Exercise #2)

3. Drag-and-drop your new kernel onto the Virtual Machine’s Administrator’s “My Documents” folder (the new
kernel will be on the physical machine in C:\localdata \WRK-v1.2\base\ntos\BUILD\EXE, with the name
wrkx86.exe). Once you have moved it to the Virtual Machine, rename the file “wrk pal.exe”. In addition,
copy this file on the Virtual Machine to C:\WINDOWS\system32\

4. As per the instructions in the README of the Windows Research Kernel (available on the ITC CS414 Class
Web page “Materials”), we now configure the Virtual Machine to make booting your kernel an option. The
following procedure should work for you — if not, please contact me or the TAs:



a. Copy the physical machine’s C:\localdata\WRK-v1.2\WS03SP1HALS\x86\halacpim\halacpim.dll to
the Virtual Machine’s Administrator’s “My Documents” folder

b. On the Virtual Machine, copy this HAL file to C:\WINDOWS\system32

c. Now add a single line to the c:\Boot.ini file on the Virtual Machine, enabling the selection of your

new kernel (do this by copying the last line in boot.ini and modifying it — do not cut-and-paste from
the PDF)

multi (0)disk(0)rdisk(O)partition(1)\WINDOWS=0CS414 PA10
/kernel=wrk_pal.exe /hal=halacpim.dll /noexecute=optout /fastdetect/DEBUG
/DEBUGPORT=COM2/BAUDRATE=115200

5. After saving the new Boot.ini on the Virtual Machine, reboot the Virtual Machine via Start - Shutdown ->
Restart (make sure you give Windows a reason for the reboot). Select your new boot option (“CS414 PA1”)

and watch the output on the debugging window. If everything is working, you should start seeing something
like:

MAMH 82: Entering NTQuerySystemInformation!!!
MAH 83: Entering NTQuerySystemInformation!!!
MAMH 84: Entering NTQuerySystemInformation!!!

If you’re not seeing this, then go back through the instructions to see if you’ve missed something. Note that if
your new kernel does not boot, then you can most likely reboot into a “safe’ kernel, such as the kernel from
the previous steps that has debugging turned on. If this is still not working for you after reviewing these
instructions, see me or the TA for help.

Questions for this exercise:

Q-7.  What is the purpose of this function (“NTQuerySystemInformation”)? Who might invoke this routine?

Q-8.  How many times is this function invoked up until right before the Windows login banner appears, right
after the Virtual Machine has fully booted?

Q-9.  Show a small section of the output of the invocation of your debugging statement. To do this, first select
the Debugging window and then hit Alt-PrtSc (“print screen”). This will put a copy of the window into the
edit buffer, which you can then get at (say in Microsoft Office) via Edit > paste.

What to hand in AND email

You must both hand-in your solutions to these questions at the beginning of class on Thursday Sept 13 AND
email an electronic copy of your solutions to cs414@cs.virginia.edu by 11:00am on Thursday Sept 13. Make sure
that both documents clearly contain your name.
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