Outline

eLast time (Thurs night / Friday afternoon)
Finish up HW concerns (Chapt 2)
Chapter 3: OS structures
*This time
More Chapter 3: OS structures
*Next time
Processes / Threads (chapt 4/5)
Assignment #1 due at beginning of class
Assignment #2 out (Due Tues Sept 25 — 12 days) — new sys call

Before we start

*Questions on Assignment #1?

Remember! Copy WRK-1.2 back and forth to Home Directory (VM is
wiped every time)

“tab” completes on BASH and command prompt (mostly)
What are the following?
cygwin
cd, find, wc, man, grep, cat, du
Environment variables: path, pwd
You generally do not want to “Save state” when you shutdown the
VM

Please email your homework to cs414@cs.virginia.edu, not to me
*From last time:
ISR, ISR Table,

ISR generally “saves context”, services interrupt, and “restores
_context”

Protected Instructions

« To protect the system (hardware and other users) fr ~ om
errorful or malicious users and processes, some
instructions are restricted to use only by the OS
*Users cannot:
address I/O directly
use instructions that manipulate data within hard devices (e.g., MMU)
set the mode bit that determines user or kernel mode
halt the machine
*User mode vs. kernel mode ( or system mode or
supervisor mode or privileged mode or monitor mode)

System Calls

«interface between processes and OS
Sometimes: a small wrapper around a single protected CPU instruction

Sometimes: a fairly sophisticated routine in the OS that probably (although not
required to) uses one or more protected CPU instructions)

srequired to execute privileged instructions
«system call itself not privileged
«OS controls access _ of privileged instructions

API User | Kemel
(e.g., WIN32, H

| Service X
POSIX, etc.)  foo() trap handler routine
intmain () { Set up params ; g
intx =5; / Set up sys call #
intz=foo(5); L | |NT2Eh (Win x86)

return routine

Cemoreconen ] L]

Application Library (e.g., |
programmer standard C), comes | Generally Mostly high-level
writes with compiler or OS  } Assembler language (e.g., C)

Example of System Calls

«System call sequence to copy the contents of one fi le to
another file

source file } } i file
Example System Call Sequence
Acquire input file name
Write prompt to screen
Accept input
Acquire output file name
Write prompt to screen

Accept input
Open the input file
if file doesn't exist, abort
Create output file
if file exists, abort
Loop
Read from input file
Write to output file
Until read fails
Close output file
Write completion message to screen
Terminate normally

System Call Implementation

*The caller need know nothing about how the system ¢ all
is implemented
Just needs to obey API and understand what OS will do as a result
call
Most details of OS interface hidden from programmer by API

Managed by run-time support library (set of functions built into libraries
included with compiler)

Example: printf() invokes write()




System Call Parameter Passing

«Often, more information is required than simply ide ntity of
desired system call
Exact type and amount of information vary according to OS and call
*Three general methods used to pass parameterstoth e
oS
Simplest: pass the parameters in registers
In some cases, may be more parameters than registers
Parameters stored in a block, or table, in memory, and address of
block passed as a parameter in a register
This approach taken by Linux and Solaris
Parameters placed, or pushed, onto the stack by the program and
popped off the stack by the operating system
Block and stack methods do not limit the number or length of
parameters being passed

Parameter Passing via Table

Types of System Calls

*Process control

*File management
*Device management
eInformation maintenance
«Communications

DEMO

«http://metasploit.com/users/opcode/syscalls.html
*Performance monitor
*Qslice

Red is “system” and blue is “user space”

What do you predict we'll see?
50 processes, all eating some CPU? How much of each’s activity will be
red?
An mp3player — how much will be red and how much blue?
|IE — how much red and how much blue?

Kernel-Mode vs User-Mode

_ QuickSlice (gslice.exe)

# QuickSlice [LIO[X]| - Fastest way to find CPU hogs
PID Image Name % Process CPU Usage +Red=Kernel, Blue=User mode
U | BEEPEI=D «Double-click on a process to
2 |system 3
14 |smss.exe see a per-thread display for
15 |cmmosene that process
| saruicas o «Sum of threads’ bars for a
2b |Isass.exe process represents all of the

pol i process's time, not all CPU
50 [1opsves.exe time

52 |snmp.exe
5o [tmpisru exe
63 |nddeagrt.exe

&9 |prrpmao # QSlice - ‘explorer_exe" [_ O]
74 |rasman.exe Processld P agedP ool MonF agedP ool

7d |explorer exe 7D 00004D1E 000010E0

88 |instinfo.exe

Ge |systray.exe TID Time /CS % of Process CPU - Total: 14%

of |gslice axe u 75 [pODOOODO0 /0
ad |mspaintexe &§d 000000000 /O
83 000000000 F0
ce O00DEL2S0 18

Screen snapshot from:
Resource Kit | QuckSlice




