Before we start

+Class web page looks better
More updates soon (incl. paper list)
Office hours: TBD

+Changing the instructions to be clearer re: synopse s
Do not just cut-and-paste from abstract

Write something that shows that you actually read the paper (E.g., most
surprising thing about the paper; key strengths/weaknesses)

*Also bring a printout of your synopsis to class to hand-in

*Reading papers: form expectations and hypotheses ri ght after reading
abstract but BEFORE reading the paper

What do | expect this paper to contain?

Next time

*D. R. Engler, M. F. Kaashoek: “Exterminate All Opera ting
System Abstractions”

*D. R. Engler, M. F. Kaashoek, J. O'Toole, Jr.

“Exokernel: an operating system architecture for
application-level resource management”

*Question to address in the write-up:

What are the similarities and differences in philosophy of Exokernel
vs. Nucleus?

Recap: What is an Operating System?

*Manages hardware resources
Hides the gory details and provides a convenient API
Storage, networking, display, keyboard, mouse, printer
Multiplexes shared resources
Time and space multiplexing
*Provides isolation and protection
Applications cannot clobber each other or their resources
*Provides abstractions

*Multiple conflicting goals: government vs. juggler

Protected Instructions

* To protect the system (hardware and other users) fr ~ om
errorful or malicious users and processes, some
instructions are restricted to use only by the OS
*Users cannot:
address I/O directly
use instructions that manipulate data within hard devices (e.g., MMU)
set the mode bit that determines user or kernel mode
halt the machine
*User mode vs. kernel mode ( or system mode or
supervisor mode or privileged mode or monitor mode)

System Calls

sinterface between processes and OS
Sometimes: a small wrapper around a single protected CPU instruction

Sometimes: a fairly sophisticated routine in the OS that probably (although not
required to) uses one or more protected CPU instructions)

srequired to execute privileged instructions
«system call itself not privileged
+OS controls access _ of privileged instructions

API User | Kernel
(e.g., WIN32, :

i Service X
POSIX, eftc)  foo() : trap handler rol‘jlline
int main () {

Set up params g
intx=5; / Set upps';s call# |7 determine call type

intz=foo(S),_| | |NT 2Eh (Win x86)

return routine l:’

Application Library (e.g.,
programmer standard C), comes | Generally Mostly high-level
writes with compiler or OS } Assembler language (e.g., C)




Types of System Calls

1/0O Devices

*Process control

File management
*Device management
eInformation maintenance
Communications

*Are system calls type-checked?

« Each I/O device has a particular

Application Software device controller _ to connect it to

the computer's address and data
High-level I/O Interface line

*OS hides details _ of different
device interfaces behind a
common interface

device «Devices:
controller

block-oriented vs. character-oriented

storage vs. communication

*SW device drivers observes
status, corrects for minor
problems, etc.

*Device controller has registers __ to
read/write (huffers , too!)

e.g., SCsI

Device Drivers

«Device Driver: software in OS that directly interacts with a dev  ice
«Device driver can set many parameters _ and check many status indicators _ on the
controller
«Devices and CPU can execute in physical _ concurrency (as opposed to logical
concurrency)
After device is started on behalf of a process, eit her:
process can busy-wait until device is completed, or
process can repeatedly sleep, then check, then sleep, etc. (polling
processor can be interrupted by device when done (device interrupts)

write(...)
l system bus
‘ printer driver ‘ | disk driver |
| \ |
| terminal controller | | printer controller ‘ | disk controller |
Hydra

Hydra
*Key philosophy: “one should build a collection of fa cilities
of ‘universal applicability’ and ‘absolute reliabil ity’ — a set of
mechanisms from which an arbitrary set of OS facili ties and
policies can be conveniently, flexibly, efficiently , and reliably
constructed.”
More Hydra

*Specific “considerations™
Multiprocessor env
Separation of mech and policy
Integration of design with implementation methodology
Rejection of strict hierarchical layering (“... there is no reason to believe that
the same hierarchical structure should exist for control as for resource
allocation, or as for protection, etc.”)
Protection (“it is essential for protection to exist in a uniform manner through
the system and not to be applied only to specific entities (e.g., files)”)
Reliability

*Three key aspects
Generalized notion of resource
Definition of an execution domain
Protection mechanism which allows or prevents access to resources in a
domain
*Three object types
Procedure: static entity
LNS (local name space): record of the execution environment of a
procedure when that procedure is called
Process: smallest schedulable unit (or stack of LNSs)
«Capability: reference to an object together with a collection
of “access rights” to that object




More Hydra

*Kernel: objects, operations on objects, and protect ion

*User environment: collection of resources (objects) of
various types and procedures which operate on them

*Example: “natural” implementation of the bibliography
system

Some questions

*Does Hydra have a notion of a system call?

*Did Hydra ever work?
“[W]e are more concerned with philosophy than with implementation”
*Do systems today use capabilities? Why or why not?

Alternative to Hydra (at the time)?

Key point: Comparison in design

philosophies
Modular: OS is divided Kernel -based: OS Kernel-based: separation
into well-defined implements policy and of policy and mechanism
functional layers kernel implements

mechanism (via collection
of primitives)

“extend” with new OSs “in
an orderly manner”




