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Abstract. While much of the Grid security community has feed on develop-
ing new authorization systems, the real challesggten integrating legacy au-
thorization systems with Grid software. The exigtauthorization system might
not understand Grid authentication, might not stal&rid-level usage, might
not be able to understand the operations thaeapgested to be authorized, and
might require an inordinate amount of "glue code'rttegrate the native lan-
guage of the legacy authorization system with thied oftware. In this paper,
we discuss several challenges and the resultingessful mechanisms for inte-
grating the Globus Toolkit and WSRF.NET with AzManrole-based authori-
zation system that ships with Windows Server 2008. leverage the OGSA
GGF Authorization Interface and our own SAML implemtation so that the
enterprise can retain their existing AzMan mechanighile resulting in new,
scalable mechanisms for Grid authorization.

1 Introduction

Constructing a Grid requires the integration ofoéeptially large number of new and
existing software mechanisms and policies intoliabke, collaborative infrastructure.
One of the biggest challenges in this integrat®adcurity, particularly authorization:
after verifying that the person is whom they sagythre (authentication), is the person
allowed to perform the requested action? While @&l community has created a
number of excellent authorization systems suchAS 1], VOMS [2], PERMIS [3],
and AKENTI [4], these systems are generally assutmdxtinstalledat or around the
same time as the Grid software such as the Glolmagkit [5] or WSRF.NET [6].
However, in many cases it is unrealistic to asstimé the adoption of Grid technol-
ogy means the abandonment of authorization meaharagready in place. Hence the
real challenge is often to integratéegacyauthorization system with Grid software.
The legacy authorization system might be closedy tio an existing authentication
system and might not be able to understand neweatitiation assertions/tokens. It
might be designed to work with a relatively few rhenof users/objects and might not
scale to the size of the Grid being consideredhdges it does not understand the re-
quested actions and therefore cannot represennakd decisions about the proposed
actions, such as "launch remote job" or "readeaviih GridFTP". It is not clear how




difficult it would be to get the Grid software tmplement the protocol of the legacy
authorization system.

This paper describes the integration challengestoagh, and lessons learned as
we attempted to integrate the role-based acce$st@RBAC) system that is shipped
with Microsoft Windows Server 2003 (Authorizationalager, or "AzMan" [7]) with
the Globus Toolkit v4 and WSRF.NET as part of thaviarsity of Virginia Campus
Grid [8]. A key to our solution is that this papeports one of the first implementa-
tions of the GGF OGSA Authorization Interface [@ur integration not only allows
an enterprise to continue using its AzMan instatatas it installs Grid technology,
we have found that the Grid management is furthbiaeced over the state of the art
in improved support for dynamically modifying auttzation policies, maintaining a
consistent view of site-wide policies, and redudimg cost of policy management.

2 Legacy Authorization System: Overview of AzMan and ADAM

In this section, we describe AzMan, the legacy auration system in our case study.
AzMan (Section 2.1) is a general-purpose, role-tbemathorization architecture on
Windows platforms. Section 2.2 describes ADAM,ghtiveight Windows service for

directory-enabled applications, which we use in lsim@&tion with AzMan.

2.1 AzMan

In traditional access control mechanisms based aregs Control Lists (ACL), users
are directly mapped to resource permissions usiligt af authorized users for each
target resource. In many situations, ACL-basedesystdo not scale well, in that if a
new user "Fred" is introduced into the systempfthe objects which he should have
access to must have their ACLs changed. Role-Basedss Control (RBAC) [10]
adds arole layer between users and permissions. For exampseinee that before
Fred comes along, resources have been designddwocartain operations according
to well-defined roles such as "salesperson". TheceoFred is hired, rather than
changing the ACLs on all resources Fred needs sadoese just needs to be recog-
nized as having the "salesperson" role. Since usarsypically be categorized into a
number of different roles, RBAC tends to be a nmsmalable and flexible approach.
Conceptually, the primary purpose of AzMan is toyde a "yes" or "no" answer
when asked at run-time (via a Microsoft COM APlaiparticular authenticated iden-
tity is allowed to perform a particular action. Aaklalso provides a graphical inter-
face and a separate API for entering and configudentities, roles, permissions, etc.
AzMan allows for the definition of any number ofcass control policies, the central
concepts of which arBolesandPermissionsSubjects are assigned Roles, and Roles
are granted or denied Permissions for certain td&®#kes can actually be assigned to
either individual subjects or groups of securitinpipals. Such grouping can even be
computed at run-time based on an Active DirectfipAP) lookup. In addition to
dynamic groups, policies themselves can also haggnamic element. In particular,
they can referencBizRuleswhich are scripts that get executed when particRir



missions are requested, so that run-time informdti@ "time of day" can be used to
make an authorization decision.

Typically, AzMan authorization policies are groupiatb named policy sets based
on the application to which they apply. Note, hoamr\that access rights are not di-
rectly associated with specific target resourcasafa ACL would be for a file in the
filesystem). In fact, policies are completely reseuindependent; AzZMan requires
authorization decision requests to identify only flubject, intended task and the name
of policy set. When an application that uses AzNs&aimitialized, it loads the authori-
zation policy information from a policy store. Azklgrovides support for storage of
authorization policies locally in XML files on th&zMan server, or remotely in Ac-
tive Directory (or ADAM, next section).

2.2 ActiveDirectory Application Mode (ADAM)

Active Directory Application Mode (ADAM) is a reliaely new capability in Active
Directory that addresses certain deployment saesar directory-enabled applica-
tions [11]. In contrast to Active Directory, ADAMaa be used for storing information
that is not globally interesting. One example usagean authorization decision-
making context involves storing the names of peficthat apply to a particular re-
source on a per-resource basis. ADAM is also vaddutdy those situations in which a
particular application must store personalizatiatador users who are authenticated
by Active Directory. Storing this personalizatioratd in Active Directory would
sometimes require schema changes to the useriglédssive Directory; ADAM can
be used as an alternative.

3 Leveraging AzMan and ADAM for Grid Authorization

The challenge then, is to use our legacy authdoizalystem (AzMan and ADAM) for

Grid authorization, thereby providing minimal digtion to the enterprise when at-
tempting to deploy a Grid. In our architecture,otgse information is distributed
among a collection of ADAM servers based on theusse's DNS name. This allows
the owner/administrator of the resources in eathdamain to configure his or her
ADAM server independently, including the authoriaat policy that should be ap-
plied, thereby providing the domain autonomy tlsato vital to the Grid. The ADAM

servers are organized hierarchically: queries fmagent ADAM server will be for-

warded through to the appropriate child sub-domain.

Policy management is divided into two parts: RBA@liqy management and re-
source-to-policy mapping. RBAC policy managementudes defining roles and role
permissions while resource-to-policy mapping ineshdefining which RBAC policies
apply to a resource or resource group (the latémgothe responsibility of resource
owners). Out of the box, AzMan only supports assigmoles to subjects identified by
Windows security tokens, which each have a unigeeuy Identifier (SID) [7]. In
multi-organization Grids, however, X.509 Distinguésl Names (DNs) are usually
used to identify subjects. So for AzMan to workhw@rid identities, we setup a map-



ping between X.509 DNs and unique custom-defindasSS8ince this mapping could
be used by several authorization servers, we mad¢oESID lookups possible via a
Web service interface. This subject-mapping Webiseruses a flat XML file to store
the mappings, which is fine for relatively smallnmoers of subjects; a more sophisti-
cated storage mechanism (like a relational databaX®1L database) could easily be
substituted. With this subject mapping service lace, roles in AzMan can easily be
assigned to custom SIDs as desired. All domainkinva Virtual Organization (VO)
share AzMan policy set names and the policy dédimét they contain so that consis-
tent authorization decisions can be made acrosg@he

A typical authorization workflow is as follows (ségégure 1). A client sends a
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Figure 1. Authorization Workflow using AzMan and ADAM.

signed request message to a Web service (stepidh difers authorization decisions
to an authorization callout library. The SAML caltdibrary contacts a SAML Au-
thorization Web service (2), sending it the clisnDN, the URL of the target ser-
vicelresource, and the name of the requested operdthe SAML Authz Web ser-
vice is relatively generic and relies on the AzMdandler library (3) to provide the
glue code that understands how to query AzMan fid 8uthorization decisions. The
first action the AzMan Handler takes is to retriérgm the Subject Mapping Service,
the SID that corresponds to the subject DN (4 N&Xxt, the distributed hierarchy of



ADAM servers will be queried (6) to determine whiRBAC policy set (7) applies to
the requested resource. At this point, the AzMagirenwill be invoked to make an
authorization decision based on the subject’'s $tB,returned policy set name and
the desired operation (or task). The AzMan engiile take care of retrieving the
indicated set of policies from its policy store 88, identifying the roles assigned to a
subject SID and checking the permissions assignéabse roles. AzMan'’s authoriza-
tion decision (10) is then relayed back through $#L Authz Web service to the
original Web service (11) which proceeds to exetiedesired operation (if author-
ized) and return the results to the client (12).

A key component of our approach is the OGSA Auttadion Interface [9]. SAML
[12] is used as a format for requesting and exprgssuthorization assertions to a
SAML Authorization Web service. A standard XML mage format for SAML re-
quests, assertions and responses is provided. Sdd¥lhes a request/response proto-
col in which the request contains {subject, reseuction and supporting creden-
tials} and the response contains either authodragissertions about the subject with
respect to the resource or a yes/no decision. Whilgrinciple, the Web service could
use authorization assertions to make its own aizition decision, we have found
that Web services typically can’t or don't wantrt@ke such decisions. In addition,
returning a yes/no answer allows the Web serviceeowo be separate from the entity
that sets access control policy.

A Java-based SAML Callout library is distributedpast of the latest version of the
Globus Toolkit as one option for enforcing accesstiol in Grid Services. We pro-
vide a similar (and interoperable) callout librdoy Web services on the .NET plat-
form. The SAML Authz Web service shown in Figuresl .NET Web service that is
relatively generic with regard to how it actuallyakes its authorization decisions. It
can be configured (via a configuration file, or e\ run-time) to use one or more
authorization handler libraries. In this paper veetonsidered AzMan as our legacy
authorization system, but any other authorizatigstesn could also be substituted into
our architecture with appropriate authorizationdian glue code. Since the SAML
Authz Web service is interoperable with both .NETd @ava and callout libraries,
AzMan (or another authorization system) can be tgedake authorization decisions
for Web services running on just about any platfofimus we accommodate the het-
erogeneity that is present in many organizatiomsranlti-organization Grids.

4 Evaluation

We now assess our architecture and implementasialescribed in Section 3.



System Scalability: Cost of Administering Authorization Policies. Modifying
authorization policy in this system requires twepst updating the RBAC policies in
the policy store, and updating the mapping of thad&ies to specific resources. In
our system, authorization policy modification igxpensive. The RBAC policies can
be updated through AzMan’s COM interface or the reoft Management Console
(MMC), a graphical management interface. In ordeupdate the policy that applies
to a specific resource, the resource provider othamized user changes the
resource/application mapping stored in distributddAM servers. The worst case
cost of policy modification (that affects every ysevery role and every resource) in
our infrastructure is U+P+R, where U is the numbkeusers, P is the number of
permissions and R is the number resources, in fBe Mhe vast majority of policy
changes, however, only require modifications along of these three dimensions.

Resource Scalability: Cost of Handling Dynamic Grids. In large Grid environ-
ments, many resources are not static, but insteadge dynamically. In our system,
resource groups and policies that govern thosepgrame maintained separately (in
ADAM and AzMan, respectively). Resource owners/adstiators can freely update
information about resources in particular domaind aub-domains by changing the
information stored in distributed, hierarchical ADIA servers. The resource-
independent policies in the AzMan policy store vl unaffected by these resource
changes with resource-to-policy mappings inspeetedun-time. In contrast to this
architecture, other authorization systems sucheasiB [3], Akenti [4], and CAS [1]
all store policies that contain resource informatibrectly. In these systems, there is
no upper bound on how many policies will be affdorhen a resource changes (for
example, has its trust domain revoked).

Member ship Scalability: Cost of Dynamic User M embership. Resources are not
the only dynamic element in large-scale Grids, sis#grange as well. Consequently,
our RBAC policies stored in AzMan do not mentiornssdirectly. Instead, our strat-
egy is to define globally unique identifiers (SIDkat map to X.509 DNs. RBAC
policies are specified in terms of roles assigme8IDs. Changes to the set of users in
a organization only requires a change to the sulpd-to-SID mapping table.
Changes in role assignments are similarly localiaed the policy definitions them-
selves are not affected by them. Some other aattosn infrastructures store User
Attribute Certificates or directly embed membershiformation into authorization
policies, yielding a less scalable approach.

Resour ce Provider and VO Independence. Our authorization infrastructure sepa-
rates the responsibility for mapping roles to pesians from the responsibility for
applying policies to resources. This allows reseupcoviders independent control
over which policies apply to their resources wkillowing VO administrators to de-
fine policies that (potentially) apply to all resoes in the VO. This separation allows
resource providers to react quickly (and separptelychange policies for their re-
sources in the event of security breaches or ottadicious activity taking place in the
VO. Similarly, it allows VO administrators to effiaeely remove resources from the



VO (by removing permissions from roles) if thoseaerces are deemed to be acting
inappropriately.

Trust Management. There are three aspects of trust that are reldwvaany deploy-
ment of our system: trust of users, trust of th@ises involved in authorization, and
trust of the authorization policies. Trust of usesfers to the mechanism by which the
system can trust the user and authenticate thésudentity. In our UVA Campus
Grid, the UVA CA acts as an ldentity Authority thedirvices are configured to trust.
Any service must therefore verify that the usegdtificate is signed by the UVA CA,
to establish trust. Trust of the authorizatiorverss refers to the mechanism by which
the distributed ADAM servers (each of which liesardifferent administrative do-
main) can trust the Authorization Service. In th# AJCampus Grid, the (SAML)
Authorization Web service impersonates a user atcdmouaccess distributed ADAM
servers. This user account is set beforehand iAD¥®M servers and is granted the
“read” privilege so that the Authorization Serviadl be able to read policy names
applied to particular resources. The Subject Map@arvice must also be trusted by
the Authorization Service with X.509 signed messabetween these two services
assumed. Trust of authorization policies referfida the Authorization Service can
trust the policies that come from the AzMan servicethe UVA Campus Grid, the
Authorization Service is simply configured to trtise AzMan service (and hence the
policies it provides). An improvement on this woldd to have each policy provider
sign the policies, allowing different Authorizati®ervices to determine if different
policies come from sources they trust.

Consistent View and Flexibility of the AuthZ Policy. In our infrastructure, the au-
thorization decision point dynamically retrieve® thame of policies that apply to a
resource from that resource’s ADAM server. Memlméra Virtual Organization (VO)
will have a globally consistent view of the namealigy sets and their constituent
policy definitions since the AzMan policy storedscessible across the VO. In some
authorization infrastructures, policies are eittlefined locally or signed policy cer-
tificates (in Akenti [4]) are specified for a tatgesource so that authorization deci-
sions must be made locally. Without a consisteobgl view of policies, it becomes
more difficult to make certain kinds of policy clyas, for example check and modify
some local policies from previously denying accesallowing a certain user access
to the target resource. Also, there is also noajee users who possesses VO-wide
administrator roles can be authorized for accesssacmultiple administrative do-
mains.

5 Summary

In this paper, we presented both grid authorizatémuirements and a new authoriza-
tion infrastructure based on AzMan, authorizatioachmnisms included with Win-
dows Server 2003. Our integration not only allowseaterprise to continue using its
AzMan installation as it deploys Grid technologwyt bve have found that Grid au-



thorization management is further enhanced ovestidie of the art through improved
support for dynamically modifying authorization i¢s, maintaining a consistent
view of VO policies, and reducing the cost of pplimanagement. Future work will
focus on analyzing the scalability and reliabilgégues the hierarchical and distributed
ADAM servers introduce as well as better understapthe performance overhead of
our authorization architecture.
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