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Abstract a customer canceling his subscription should not be able to process
information beyond the time of cancellation.

Proposals for multicast security that have been published so far By consequence, the purpose of this paper will be to discuss

are complex, often require trust in network components or are in-
efficient. In this paper we propose a series of novel approaches for
achieving scalable security in IP multicast, providing privacy and
authentication on a group-wide basis. They can be employed to ef-

key management schemes which guarantee that at each instance
in time only actual group members will be in possession of the
cryptographic keys needed to participate. A naive solution would
be to create a new session key whenever someone joins or leaves

ficiently secure multi-party applications where members of highly
dynamic groups of arbitrary size may participate.

Supporting dynamic groupsimpliesthat newly joining members
must not be able to understand past group communications, and
that leaving members may not follow future communications. Key
changes are required for all group members when a leave or join
occurs, which poses a problemif groups are large. The algorithms
presented here require no trust in third parties, support either cen-
tralized or fully distributed management of keying material, and
have low complexity (O(log V) or less). This grants scalability
even for large groups.

the group, and to securely distribute the key to all members of the
group, using unicast security mechanisms. However, such a so-
lution would not scale, as it requires that the new session key be
encrypted individually for each participant.

In this paper we propose a suite of novel approaches for achiev-
ing efficient security in multicast, enabling applications requiring
secure multi-party communications even in highly dynamic groups
of arbitrary size. Our approaches allow all group members to estab-
lish a mutually shared secret, which can be used to provide group-
wide privacy, message authenticity, or any other property relying
on a shared secret. Even transitions from one key management
approach to another in a running system are possible. All ap-

Keywords: Secure multicasting, tree-based key distribution, Proaches can offer perfect forward secrecy [Dif90], require only a

multicast key distribution schemes, distributed key management Small amount of calculations and storage from the participants, and
avoid investing trust into third party components such as routers or

re-broadcasters. Depending on the choosen approach, after a setup
phase, unidirectional communication is sufficient to manage group

) . . . . . membership, and no inter-participant communication may be re-
With IP multicasting being offered in the Internet, multi-party ap- quired. Ourptechniques arepnot IirF:]ited to IP multicast — t%ey are

pIic_ations are fast becoming an important cla_ss of distribute(_j appli- also applicable to satellite broadcasts or connection-oriented mul-
cations, as is demonst_rated with the pqpul_arlty pf the experimental ticast services as found in ATM[ATM95].

MBane m_ultlcast service and th_e a_ppllcatl_ons It supports. Today, The paper is organized as follows: Section 2 presents re-
the most important class of applications using a multicast ransport ¢ q work, Section 3 will discuss the schemes and their relation,
service are collaborative multimedia applications, such as vic or vat Section 4 evaluates the results and discusses impacts of security at-

[MBQ4]._ Many more dist_ibuted applications may be implemented tacks. Section 5 concludes the paper and explores further work.
in an efficient way by taking advantage of multicast services. As an

example, take those whose primary task is to distribute information
to a set of receivers; stock data distribution and audio or video dis-2 Related Work
tribution services clearly belong to this class, as could Usenetnews = . ) ) o o
postings. Existing protocols for secure multicasting are limited to distribute
Like many unicast applications, most of the multi-party appli- Session keys in static and/or small groups. )
cations listed above will only be successful if privacy and authen-  For dealing with the group key distribution in a large group with
ticity of participants can be provided effiently. To this end, crypto- frequent membership changes, some good explorations have been
graphic mechanisms are deployed. Consider, for example, a stockdone:
data distribution service, which distributes its information to a large
number of customers around the globe. Itis obvious that only those
people who have subscribed to the service should be able to receive
this information. If a new customer subscribes, he should be able to
receive stock data immediately, but not to understand information
which was released before the time of his subscription. Conversely,

1 Introduction

Spanning Tree [BD96] proposes the distribution of the key along

a spanning tree generated between the members. It relies on
trust in all members to forward the data without modification
and does not handle group membership changes securely and
efficiently.

Cliques The approach proposed in [STW97] is to improve the

0
Work started at ETH capability of a system to distribute session keys in dynamic



groups, but the solution does not scale well to large groups, 3.1.1 Components
since the group manager has to perfrom O(n) exponentiations
for each group membership change and messages get pro-

L DataR : I R
hibitively large. ata Related : Control Related

. . . Admission Control
lolus In lolus[Mit97], a large group is decomposed into a number [Smder
of subgroups, thus reducing the number of members affected Group Manager
by a key change due to membership changes. It relies on “re- : N

Data
Multicast
Group

lay nodes” performing admission control and packet rekey-
ing. This not only requires full trust into these relays, but also
increases the transmission delay, and does not handle relay :
failures gracefully. Channel

Multicast Data Connection
Multicast Control Connection
One-Shot Control Connection
(Unicast)

Multiple Instances

2

Multicast Trees Very recently we came across two schemes for
multicast key distribution that are remarkably similar to our
own tree-based approach. One is by D. Wallner, E. Harder,
and R. Agee, from the National Security Agency, currently Figure 1. Secure multicasting components in a single sender, mul-
only available as an expired Internet draft. The other scheme, tiple recipients scenario
by C. Wong, M. Gouda, and S. Lam, from the University of

Texas, is scheduled to appear in SIGCOMM'98. Figure 1 shows the basic architecture for the simplest scenario,

For a more complete list of related works, see [CWSP98]. Is- forming th_e passof the Qescrlptlons A smglesender_ and any num-
sues to be improved to reach our goal are scalability, reduction of Pe" Of participants (multiple sender and other scenarios will be ex-
computational complexity and reduction of trust in dedicated nodes plained l:_)el C.’W): I_:undamenta_l and common _fun_ctlons are explained
(e.g. network components), and the necessity for group members t ere, whileindividual extensionsand modlflcatlon§W|II be pursueq
interoperate for the generation of a group-wide secret. We will now ater. Generally, the components can be separated Into two groups:
propose a new set of protocols, demonstrating the ability to suc- (1) A group of datarelated components, covering components very

cessfully handle these issues in large and highly dynamic groups. S|'mll_ar to tho_se of current Insecure multicast or br(_)a{;icast commu-
nication architecture. It consists of the sender, recipients, and one

or more Data Multicast Groups. (2) A group of control (or key
management) related components, which includes all components

) involved in the key agreement and key exchange process.
In the solutions presented here, changes to the group’s member-

ship are possible with minimal involvement of dedicated nodes and Sender The application prepares data as it would for non-secure

3 Secure Multicasting

group members, limiting number and size of messages and com- transmission, then encrypts (and, using a MAC, possibly au-
puting resources needed. The approaches cope with several prop-  thenticates) the packets using the current Traffic Encryption
erties inherent to multicast and broadcast environments: An unre- Key (TEK), received from the Group Manager.
liable (and in the case of IP also unordered) transmission channel,Recipient Receives the data from the Data Multicast Group and
and the transmissions may be one-way, with no or only a minimal decryptsit according to the TEK given by thelocal Key Man-
return channel, to reflect the nature of broadcast environments — ager. Later steps in the application data processing will not
likely users of secure multicasting. While third party entities such notice any differences resulting from the encryption or au-
as routers or intermediate systems are entrusted with forwarding thentication of data
secured data, they are not allowed to gain access to actual keyingPata Multicast Group Any multicast, broadcast, or anycast
material or plain-text payload. channel delivering the secured packets from the sender(s) at
As seen earlier, it is important to have a system which — even least to the intended receivers. It will be used to transport the
with large groups and frequent joins or leaves — neither is sus- bulk of the application’s data.
ceptible to implosion nor enables users to understand what wasGroup Manager Receives, admits, and processes join and leave
transmitted at times they were not part of the group, either be- requests from participants and sends out the messages to have
fore they joined or after they left or were expulsed. Additionally, Key Managers perform the necessary key changes.

any third party recording ongoing transmission and later capturing Admission Control Is queried by the Group Manager to find out
the secrets held by a participant must not be able to understand its ~ Who isto be admitted. This function can also be delegated to

recordings. This is known as “perfect forward secrecy” [Dif90]. To ahuman, e.g. achairperson. )

completely acteve this, the unicast connectioatso need to be set ~ Key Manager Receives and decodes the rekeying requests from

up using ephemeral secrets. the Group Manager, passing the resulting TEK to the Re-
This section is organized as follows: First, the general architec- ceiver.

ture is discussed, followed by the detailed descriptions of the three Setup Channel Join requests from new members are usually re-
key management approaches (Centralized Tree, Centralized Flat,  ceived through this unicast connection, or via another out-of-

and Distributed Flat), explaining the properties they make avail- band mechanism. This channel is only needed to bootstrap a
able to large, dynamic groups. The presented schemes cover awide  join request and to perform authentication between the new
range of applications and security needs: From very tight control participant and the Group Manager. A single setup compo-
in the centralized approach to extreme tolerance to system and net-  nent might lead to implosion problems, it is thus proposed
work failures in the completely distributed scheme. to replicate the setup component on multiple machines, and

have them establish a permanent connection to the central-
31 Architecture ized access control component. In the distributed approach

(presented below) setup implosion is not an issue.
First, the common components are identified and explained, thenKey Control Group Any multicast or broadcast channel deliver-
their interactions during all the operations are shown. ing the packets from the Group Manager to at least the in-



tended receivers. Traffic consists of new keying material
which needs to be distributed to the participants Key Man-
agers. Transmissions over this channel have to be received by
every participant, which can be achieved by (1) implement-
ing components of any reliable multicast mechanism (such as
those discussed in [FIM+95, PSBT95, PTK94]), aswas done
in our experimental realisation of the system, or (2) perform-
ing retransmits on aregular basis with alimited history of key
changes, resulting in a soft state approach. If for any reason
a receiver should be unable to receive a packet in reasonable
time, the fallback solution is to contact the Group Manager

again.

Admission Control
Group Manager
V
Data

Multicast
Group

Session
Setup
Participant

Figure 2: Group collaboration scenario

Often, there is more than one sender, and senders and receivers
cannot be distinguished. Also, any receiver is free to send data
encrypted or authenticated using the current TEK, and in a group
collaboration environment every member of the group holds both
roles at the same time, resulting in a situation as shown in Figure 2.
This is a transformation of Figure 1 where sender and recipient
were integrated, and the Group Manager has been isolated. All
of the schemes also work in that scenario, and the distributed key
management scheme even is very well suited for it. If senders and
receivers are treated equally, they will be referred to using the term
participant.

Should a unique, unmistakable, and unfakeable identification
of the sender be required, as opposed to the identification as an
admitted group member, it is necessary for the sender to asym-
metrically authenticate each data packet. For many applications,
immediate recognition of outsiders injecting traffic is crucial, but
it is acceptable to detect sender impersonation by already admitted
group memberswithin a certain pre-defined time limit after the fact
has occured. For these applications, it is possible to have the mes-
sages authenticated symmetrically (usingaMAC) and amortize the
costly asymmetric operation over several packets. To achieve this,
the sender retains MAC values of all packets sent. In regular time
intervals, it distributes the collected list of MAC values together
with a single asymmetric signature over these MACs to the recipi-
ents. Thus, the authenticity of al the data packets sent out can be
verified by the recipients with a single asymmetric operation, even
if they did not get all of the original packets'.

This procedure also can be used by the group manager to
uniquely authenticate the source of keying material to the group
members.

3.1.2 Basic Operationson the Group

To transmit the Traffic Encryption Key (TEK) secretly, anumber of
Key Encryption Keys (KEKs) are used to encrypt the control traffic
containing the TEK. To distinguish the keys, each key consists of

1This is discussed in more detail in Chapter 5 of [Car98], with application to
WaveVideo[ DFP97].

areference tuple containing a unique 1D, aversion, arevision, and
the keying materia proper. The key to be used to decrypt amessage
(or part of it) is always referred to by an (ID, version, revision)
tuple. The usage of independent version and revision fields allows
zero-message joining and is explained below in the leave and join
descriptions, respectively.

The abovementioned components and keys will be involved in
different activities:

Group Creation The Group Manager is configured with group
and access control information. Additionally, the group pa-
rameters are published using a directory service.

Single Join The new participant’s Key Manager sends its request
to the Group Manager, which checks whether this participant
isalowedtojoin. If yes, the Group Manager assignsaunique
ID to him, and selects a series of KEKs which will be trans-
mitted to the newcomer. The selection of KEKs will be dis-
cussed separately for each key management scheme.

The Group Manager now increases the revision of al keys
(TEK and KEKSs) to be transmitted to the participant by pass-
ing the keying material through a one-way function (eg. a
cryptographically secure hash), then sends the keys out to the
new participant. It also informs the sender(s) to update their
revision and TEK. The other participants will notice the re-
vision change from the key reference tuple in ordinary data
packets, and aso pass their TEK through the one-way func-
tion. Since the function is not reversible, the newcomer has
no way to determine the key that was used beforehand.

Single Leave There are three ways to leave a group, namely
“Silent Leave”, “Voluntary Leave’ and “Forced Leave’. Only
the third kind is of interest here as the first two do not require
any action from the group manager. If the Admission Control
feelsaneed to forcibly exclude a participant, aleave message
is to be sent out. Also, participants may ask the Admission
Control to exclude amember. It is up to the admission policy
how to deal with such requests.

To exclude amember, all keysknown to it need to be replaced
with entirely new keying material. To make all remaining
participants aware of this change, the key’s version number is
increased. The Group Manager sends out a message with new
keying material which can be decrypted by all the remaining
participants Key Managers, but not the member which just
left.

Multiple Join, Multiple L eave, Group Merge, Group Split
These functions have a number of dependencies on the
chosen scheme, and enhance usability of the presented
archtectures. Due to space constraints, see [CWSP98] for a
description.

Group Destruction The Group Manager notifies all remaining
participants of the destruction, closes all network connec-
tions, destroys all keying material and frees al memory. As
soon as al parties have thrown away their keying material,
perfect forward secrecy covering al traffic against third party
opponents is guaranteed.

3.2 Centralized, Tree-Based Key Management

Tightest control over the individual participants can be achieved
by this centralized approach, which is thus suitable for applications
with high security demands. It isvery easy to implement and main-
tain, and poses very little load on the network and the receivers. All
keying material is managed centrally by the Group Manager, where
all joining participants have to register. To store the keying mate-



rial, any tree of arbitrary degree’ can be used. The participants
are represented by leaves therein. For simplicity of the explana-
tion assume that the tree is a fully balanced, complete binary tree.
The example in Figure 3 depicts such atree with amaximum of 16
group members, and a depth of 4.

Traffic
Encryption
Key

Key
Encryption
Keys

Figure 3: Binary hierarchy of keys. Labels in hexadecimal define
the range of participants knowing this key.

During a setup phase, which includes admission control, each
participant establishes a shared secret with the Group Manager.
This shared secret is known only by the Group Manager and the
individual participant, and is used as the lowest level Key Encryp-
tion Key (KEK). The Group Manager storesit in the leaf node as-
sociated with this participant, and uses it whenever a truly private
communication with this participant is required — such as during
the join operation. Its revision is increased after each use to in-
sure perfect forward secrecy. The nodes in the binary tree held by
the Group Manager contain further KEKs, used to achieve efficient
communication of new keying material when the membership of
the group changes. These nodes do not represent actual systems or
intermediate entities, but only hold keys for a hierarchy of virtual
sub-groups of different sizes.

Each participant holds a different subset of keys from the tree,
more specifically those keys that are in the path from the partici-
pants leaf to the root node, which is used as the Traffic Encryption
Key (TEK). These intermediate Key Encryption Keys are used if
a message should only be understood by a part of the group, e.g.
a message encrypted with KEK 47 is understood by participants
4...7. This enables the transmission of new keysto only a lim-
ited set of Receivers, thereby disabling others to decrypt specific
messages.

Each encrypted payload and key change message includes a
reference to its key's version and revision number, such that key
changes and out-of-order delivery can be implicitly detected by the
Receivers. Version changes are always escorted by a separate mes-
sage from the Group Manager, where the new key is provided in a
secure manner. Revision changes can be resolved locally.

Join  On ajoin operation, the participant’'s Key Manager unicasts
its request to the Group Manger, which checks with Admission
Control and assigns an 1D (say 4), where the participant’s individ-
ual key isstored (usually the ephemeral unicast session key already
employed for the join request). The participant ID is chosen such
that it identifies the traversal of the tree, leading to a unique leaf,
and thus determining the IDs of the keys known to the receiver. As
an alternative to the explicit assignment of IDs, it is possible to use
the participant’s address (e.g. the IP address and port humber, or
afunction thereof) of participants as IDs. The Group Manager in-
creasestherevision of all the keys along the path from the new |eaf
to theroot (Key Encryption Keys45, 47, 07 and the Traffic Encryp-
tion Key 0F), puts them through the one-way function and sends

2The degree of each node can possibly be different, and only the Group Manager
needs to be aware of each node's degree.

the new revision of the keysto the joining participant, together with
their associated version and revision numbers. At the sametime, al
sendersare informed of the revision changein apreferrably reliable
manner, so they start using the new TEK. The receivers will know
about this change when the first data packet indicating the use of
theincreased revision arrives. This creates|esstraffic and can make
the revision change more reliable.

Leave To perform a leave operation, the Group Manager sends
out a message with new keying material which can only be de-
crypted by all the Key Managers of the remaining participants. Ad-
ditionally, it frees the slot utilized by the leaving participant, mak-
ing it available for reuse at the next join.

Assume C is leaving. This means that the keys it knew (Key
Encryption Keys CD, CF, 8F, and the Traffic Encryption Key
0F) need to be viewed as compromised and have to be changed
in such a way that C cannot acquire the new keys. This is done
efficiently by following the tree from the leaf node corresponding
to the leaving participant to the TEK stored in the root node, and
encrypting the new node keys with all appropriate underlying node
or leaf keys. For our example, the tree in Figure 3 shows that the
new Key Encryption Key CD.,.., (replacement for C'D) needs to
be received by D, CF,,c., by participants D, E and F', 8 F,c., by
8...B,D...F, and the new Traffic Encryption Key 0F},.., by
every participant except C. Instead of encrypting the new keysin-
dividually for each of the intended participants, we take advantage
of the existing hierarchy:

e CD,.. isencrypted for D, the only recipient in need of it.

o CF,., issenttwice, each copy encrypted with one of itstwo
children keys, the existing EF and thenew C D,,c.,, SO it can
be decrypted by the intended recipients D . .. F'.

® 8F,., is sSimilarly encrypted for those knowing 8B or

CFrew.
e 0F,.. isfinaly encrypted for those holding key 07 or key
8Fnew-
This resultsin the following message being sent out:
ED(CDnew)
EEF (CFnew) EC’Dnew (CFnew)
ESB (8Fnew) EC’Fnew (SFnew)
Ey7;(0Fcw) Esp,..,(0Fcw)

Along the path to the leaving node’s leaf, all new keys except
the bottom two rows will be encrypted for their two children. The
new key in the leaver’s parent node will be encrypted once. This
results in 2W — 1 keys being sent out, where W represents the
depth of the hierarchy and also the length of the ID. Thus, even
for a huge group with 4 billion participants (W = 32) and 128 hit
keys, asingle message of around 1200 bytes’ multicast to everyone
in the group establishes the new secrets. Processing this multicast
message will require at most W decryption operations from the
participants, with an average of less than 2 decryptions.

Multiple Leaves Intuitively, this can be extended to multiple
leaves. The simplest and most obviousisthe exclusion of asubtree,
but it can be generalized to any arbitrary group of nodes. Using a
single message for multiple leaves takes advantage of path over-
laps, so several keyswill only need to be created and sent out once
per message instead of once per leave operation. This can be used
to efficiently coalesce multiple leave (and join) operations into a

single message.

30ne Traffic Encryption Key with key id, version, and revision (each 32 bit long)
encrypted for two groups, W — 1 Key Encryption Keys with 31 bit version and 1 bit
revision encrypted for two sub-groups and one leaf Key Encryption Key, encrypted for
asingle node. One bit revision is enough for KEKs, since only the KEKs issued by
the last leave operation must be protected from future joining participants.




Colluding participants can be reliably excluded by either se-
quential exclusions of them, or by grouping them together into a
multiple leave operation.

Multiple Joins Similarly, if severa joins happen in short suc-
cession, the revision of the TEK and the KEK s shared between the
newcomers only need to beincreased once, if newcomers can be al-
lowed to decipher a small amount of data sent out before they were
admitted (usually only afraction of a second). If frequent joins are
to be expected, the architecture may be changed such that the acu-
tal senders are responsible for revision increases of the used TEK.
They may increase the revision in regular, short intervals (such as
half a second), thus creating a limited window for newcomers to
read past traffic, but at the same time removing the need for the
Group Manager to reliably keep in contact with the senders. If
leaves and joins happen interleaved, they can both be grouped indi-
vidually.

Group Merge, Group Split To merge two independent groups,
their two trees can be joined by adding a new root node, which
becomes the new TEK for the joint group. The former TEKS be-
come the KEKs for the second level. By undoing this operation,
the merged group can be split at alater point in time. To split min-
gled subgroups, each of the new Group Managers performsa Group
L eave operation on the foreign members.

3.3 Centralized Flat Key Management (C”)

Instead of organizing the bits of the ID in ahierarchical, tree-based
fashion and distributing the keys accordingly, they can aso be as-
signed in aflat fashion (Figure 4). This hasthe advantage of greatly
reducing database requirements, and obviates the sender from the
need of keeping information about all participants. It is now possi-
ble to exclude participants without knowing whether they were in
the group in the first place.

TEK
ID Bit#0 KEK 0.0 KEK 0.1
ID Bit#1 KEK 1.0 KEK 1.1
ID Bit#2 KEK 2.0 KEK 2.1
ID Bit#3 KEK 3.0 KEK 3.1

BitsValue=0 Bit'sVaue=1

Figure 4: Flat |D assignment

The data structure held by the Group Manager isasimpletable,
with 2W + 1 entries. One entry holds the current TEK, the other
2W dots hold Key Encryption Keys. W represents the amount
of bits in the participant ID, which normally will be equal to its
transport layer or network address. For each bit in the network
address, two keysare available. Each participant knows W of those
keys, depending on the value of the single bitsin its address. All
keys have associated version and revision numbers as in the tree
scenario above.

The table contains 2W KEKS, two keys for each bitb € W,
corresponding to the two values v € {0, 1} that bit can take. The
key associated with bit b having value v isreferred to as Kb.v (“Bit
Keys’). Whilethekeysin the table could be used to generate atree-
like keying structure (e.g. by starting with the key associated with
the highest-order address bit, and combining thiswith the key of the
next level and so on, to create the shared secrets of ever diminuish-
ing subtrees), they can also be used independently of each other.

The results are very similar to the Tree-Based Control from
Section 3.2, but the key space is much smaller: For an ID length

of W hits, only 2W + 1 keys (including TEK) are needed, inde-
pendent of the actual humber of participants. The number of par-
ticipants is limited to 2", so a value of 32 is considered a good
choice. To alow for the separation of participants residing on the
same machine the ID space can be extended to 48 bits, thus includ-
ing port number information. For 1Pv6 and calculated IDs, a value
of 128 should be chosen to avoid collisions. This still keeps the
number of keys and the size of change messages small. Besides
reducing the storage and communication needed, this approach has
the advantage that nobody needs to keep track of who is currently a
member, yet the Group Manager is till able to expel an unwanted
participant.

Join  To join, a participant contacts the Group Manager, where
it is assigned a unique 1D and receives the keys corresponding to
the ID’s bit/value pairs, after previous revision increment. The ID
may also be derived form the network address. As an example, a
newcomer with (binary) 1D 0010 would receive the TEK and the
Key Encryption Keys K3.0, K2.0, K1.1, and K0.0 over the secure
setup channel, after their revision was increased.

Leave All keys known to the leaving participant (the TEK and
W KEKS) are to be considered invalid. They need to be replaced
in away intractable to the leaver, but easily computable for al re-
maining participants. The Group Manager sends out a multicast
message consisting of two parts: Firstly, it containsanew TEK en-
crypted for each of the valid KEK s so that every participant with at
least asingle bit of difference with the leaver'sID can calculate the
new TEK. Secondly, it contains a new replacement KEK encrypted
with both the old KEK and the new TEK for each of the invalid
KEKS, so that every participant remaining in the group can update
the KEKs it previously had, but does not gain any further knowl-
edge about the keys the other participants have. An example for
the message generated when the participant with (binary) 1D 0110
leavesis shown in Figure 5.

E(KEK 0.0pq,) Exex 02(TEK) |D Bit #0
Exex 1.0(TEK) E(KEK 1.1.q,) ID Bit#1
Exex 20(TEK) E(KEK 21.,) ID Bit#2
E(KEK 3.0,¢,) Exex 31(TEK) ID Bit#3
Bit'sVaue=0 Bit'sVaue=1

The new KEKs are encrypted using a function of the old KEK and new TEK

Figure 5: Centralized Flat: Message to exclude participant 0110

Expelling Multiple Colluding Participants Note that — unlike
in the Centralized Tree approach — expelling colluding partici-
pants can not easily be done in the flat approach. Here, they can
share their key tables, and thus cover a subgroup defined by the
KEKsthey do not have in common. Every participant sharing each
of his individual KEKs with at least one of the colluding parties
is indistinguishable from them in terms of keying material that he
holds. Most other approaches known to us are unable to exclude
colluding participants — short of re-creating the whole group with-
out them. With the Centralized Flat approach, excluding colluding
participants is possible by overspecifying the range, i.e. consider-
ing all keys held by the colluding participants to be tainted. This
will usually exclude a certain amount of valid participants as well,
and they will have to re-register with the group manager.

The minimal number of colluding users needed until they can
only be expelled by group re-creation (“resistant”) is not limited to
two, but can be increased to any arbitrary number. For simplicity,



the scheme has been described in terms of bits, but can be general-
ized to symbols with any number of values V', e.g. by combining
several hitsinto one symbol. For the same size ID, thiswill reduce
the number of symbols W and thus the number of keys each partic-
ipant will hold. At the same time, this will increase the number of
keys a colluding group needs to hold to V' per symbol, requiring at
least V' conspirators with carefully chosen IDs to become resistant.

Increasing V' has the drawback that more storage is heeded at
the Group Manager (the Participants are not affected). So at group
creation time, V' should be selected according to the expected con-
spiracy risk and the cost of re-creating the group or re-joining par-
ticipants which were accidentally excluded by overspecifying the
range.

3.4 Distributed Flat Key Management (D")

The main concerns with centralized approaches is the danger of
implosion and the existence of a single point of failure. It isthus
attractive to search for a distributed solution for the key manage-
ment problem. This solution was found in completely distributing
the key database of the Centralized Flat approach, such that all par-
ticipants are created equal and nobody has complete knowledge. As
in the Centralized Flat approach above, each participant only holds
keys matching its ID, and the collaboration of multiple participants
is required to propagate changes to the whole group. Thereis no
dedicated Group Manager, instead, every participant may perform
admission control operations.

Since there isno Group Manager knowing about the IDsin use,
the IDs need to be generated uniquely in a distributed way. Ap-
parent solutions would be to use the participant’s network address
directly or to apply acollision-free hash function.

This scheme is the most resilient to network or node failures
because of itsinherent self-healing capability, but is aso more vul-
nerable to inside attacks than the others. It offers the same security
to break-in attacks as the schemes discussed above; thanks to its
higher resilience to failures, it can be considered stronger against
active attacks.

First Participant The first participant in the group will find that
no heartbeat exists and start to create its own keys (the TEK and W
of the 2W KEKS), the ones it would have received from the Group
Manager in the Centralized Flat scheme. Then it starts a heartbeat
announcing itself and the fact that it is Key Holder for the keys it
just generated.

Join  All further joins will see the heartbeat and select a previ-
ous participant (from the sender address of packets, the list of key
creators from the heartbeat, or expanding multicast rings) who is
willing to admit them.* This introducer will send the newcomer
the keys the two of them share (the TEK and the applicable KEKSs,
all with increased revision). KEKs which are needed by the new-
comer and do not aready exist, are created as in the initial oper-
ation. Since the ID can be calculated from the network address,
it is easy to select participants having the remaining keys (the in-
troducer, having more knowledge about the group, can assist the
newcomer).®

Leave The leave operation works analogous to the description
in Section 3.3, with the participant taking care of someone's leave
(“excluder”) becoming Key Holder of this new version, announcing

4of course, the newcomer has to make sure that the introducer is trustworthy, i.e.
both sides perform access control

5These additional key contributors can perform a simplified access control proce-
dureif the newcomer includes aMAC with the TEK

the new key and who has |eft (to update the other participants Ad-
mission Control). Since the excluder will not know all keys whose
version needs to beincreased, the current Key Holder of these Keys
will perform the version increase; it works as a “key relay”. Par-
ticipants wishing to leave also can initiate this operation through a
key relay (without supplying the new keying material, which they
are not supposed to know).

The other operations such as multiple joins and leaves and
group merges can be performed analogous to the description in
Section 3.3 when making use of the relays, since no participant is
supposed to know more than its share of keys.

Above description on Distributed Flat Key Management limits
itself to the utmost necessities. For a treatment of additional de-
tails and necessary considerations, the reader is kindly referred to
[CWSPIg]®.

3.5 Transtions

As we have seen, the three schemes are closely related. It is thus
worth exploring the possiblities to change between the schemes at
run-time. The possible transitions are show in Figure 6.

Distributed
Flat

1 No security gain for old participants: Colluding old participants still
cannot be expelled, participants joining after the transition can.
2 Previous Group Manager still knows all keys and cannot be expelled.

Lossless!

Centralized Centralized
Tree

Large Message

Figure 6: Transitions between the three schemes

The transitions between the two flat schemes are simple, be-
cause they use the same data structure. Towards the centralized flat
approach, the transition happens by appointing a new Group Man-
ager and giving him all the keys, in the other direction it can be
done even after the Group Manager ceases to exist, and can thus
also be viewed as a backup solution or to create a basis to elect a
new Group Manager. Its only requirement is that each participant
must be able to perform access control functions, or needs to trust
another participant in doing this.

This transition pair is most attractive because a heterogeneous
approach combining the advantages of both schemes can easily be
created: Centralized Flat is used whenever possible to simplify the
participants’ operation, except when the Group Manager gets over-
loaded or becomes dysfunctional.

The transition between the two centralized schemes is more
complex, as it involves changes in the key structure. A hierar-
chy can be generated from the flat table in the way described in
Section 3.3's Multiple Leave. Keys derived from this hierarchy are
then used to popul ate the tree data structure held by the Group Man-
ager.
Thetransition from Centralized Treeto Centralized Flat ismore
difficult, and depends on the internal design of the keying material
generator in the Group Manager. If thekeying material isgenerated
such that perfect forward secrecy of the system is assured, a transi-
tion basically involves the notification of each participant, carrying
his new keying material. Buf if alimited amount of perfect forward

5This also includes an efficient, almost message-free protocol to obtain consensus
on contradicting key change requests.



secrecy is sufficient, another generation process can be utilized in-
stead. Here, the Group Manager holds 2W generating secrets, one
for each branching on each level of the tree. A short multicast
message from the Group Manager to the participants is then suffi-
cient to reveal the generating secrets to those entitled to undestand
them, and leads to the table data structure. Finding a solution to
this which retains perfect forward secrecy is under investigation.

4 Evaluation

The three presented schemes behave differently in terms of offered
functionality, achieved performance, and how they deal with secu-
rity threats. These properties will now be explored.

4.1 Offered Functionality

Table 1 compares the properties for each scheme. Most properties
are self-explanatory, the others are described here:

Multipleleaves Multiple leaves are more difficult in the ap-
proaches using flat datastructures. Having multiple invali-
dated fields causes the table to become sparse, thus the nor-
mal mechanisms can not be used. Forcing out collaborating
entitiesis difficult.

Easily recoverable If the group manager or other group members
suddenly disappear, the flat approaches can recover from this
situation by either electing a new group manager in the cen-
tralized approach, or shifting key holders in the distributed
approach. This does not involve the cooperation of the whole
group, but only a few participants. Thus failure recovery or
self-healing can be achieved.

Assigned | Ds While the centralized flat approach can work with
assigned IDs, it may be unwanted to remember the assign-
ment of IDs, and thus the use of 1Ds defined by the network
(or afunction thereof) may be preferred.

Exclusion of colluding participants This is possible in the Flat
schemes, but will also exclude anumber of valid participants,
which will need to join again.

4.2 Useability

While the centralized approaches are better suited for broadcast-
ing and high-security applications, the distributed approach fits
more into dynamic conferencing without a dedicated session chair.
While memory requirements for the group manager are signifi-
cantly higher in the tree scenario (see memory consumption be-
low), thisallows for an additional level of control, and may thus be
necessary anyway, and worth its cost in certain applications.

The multitude of available features, such as perfect forward se-
crecy, self-healing, no need for participants to cooperate or return
channels to the manager, the possibility to make a transition form
one scheme to the other, migrate control and no required trust in
third parties allow these approaches to fulfill many different basic
needs. They compare favorably to existing approaches in terms
of simplicity, reliability, computational requirements and achieved
Ssecurity.

4.3 Achieved Performance

Ressource usageisacritical pointin all applicationsthat offer cryp-
tographic functions. Relevant costs (both for the group manager
and the participants) are:

e CPU consumption
e Memory consumption

Property [Tree [C* [ D" ]
Allows establishment of group-wise | yes | yes | yes
key to achieve privacy and/or authentic-

ity

Perfect forward secrecy yes | yes | yes
Dynamic join and leave can behandled | yes | yes | yes
Trust in third parties required no no no

Designed for one central controllingen- | yes | yes | no
tity
Controlling entity must know all partic- | yes | no no
ipants

Multiple leaves yes | diff | diff
Exclusion of colluding participants yes | diff | diff
Joining and separation of groups easy | yes | yes
Setup implosion is an issue yes | yes | no

Return channel required during opera- | no no yes
tion

Assigned IDs or Network IDs both | both | net
Single point of failure yes |yes | no

Easily recoverable no yes | yes
Small database no yes | yes

Involvement of multiple parties for | no no yes
leaveljoin

Table 1: Properties of different schemes (diff=difficult)

e Communication bandwith
e Typical end-to-end operation delay

The tree-based part of the system has been implemented. In
view of the simplicity of the presented architecture, a sound assess-
ment of the involved costs can be made. The upper bounds given
as concrete values are so far confirmed by our implementation, and
are appropriate for a Sun “Ultra 1" workstation. Due to the ever
recurring space constraints of this publication, exact numbers and
costs of operations as related to the presented approaches can be
found in [CWSP98].

Memory consumption is very different in the tree vs. flat sce-
narios. For the tree, the group manager needs to hold all N par-
ticipants, and an additional N — 1 KEK nodes. This corresponds
to a storage of about 40 bytes per tree node or leaf, in an uncom-
pressed tree, or two times this figure for each prospective partici-
pant. The tree can be sparsely populated and compressed. It can
also be grown at run-time, so the group manager need not commit
to a certain size in the beginning. In the tree scenario, memory
reguirements for each participant amount to W times 40 bytes, or
lessthan 10kB even for IPv6 IDs. In the flat scenarios, the memory
reguirement for each participant and the Group Manager is small.
Some additional information may need storage, such as key owner-
ship, but total cost is below 20kB in all cases. This makes the ap-
proach usable on platformswith comparatively reduced ressources,
such as embedded systems.

On the communication side, join operations in centralized sce-
narios induce no additiona traffic, and participants are notified of
key revision changes implicitly, by the reception of messages en-
crypted with a higher revision number. A leave operation causes
a message of typically 2W « 40 bytes to be sent, or about 1-2
kB. This message may need to be retransmitted in one of the re-
liable multicast implemenations, increasing the pariticpants delay
until he receives the updated keying materia. In the distributed
scenario, multiple exchanges are required, resulting into 2W mul-
ticast messages in the worst case. This may also involve a few
unicast messages to cover gaps between unrelated subgroups.



44 Co-operation

This approach builds a complete framework, but it doesn’'t stand
alone. It worksnicely on top of (unicast) security architectures such
as the one mandatory for IP version 6 [Atk95]. We are working on
an integration into SKIP [CLA196], which is available in source
for anumber of platforms.

Our schemes also work atop any reliable multicast protocol
(e.g. [FIMT95, PSBT95, PTK94]). It can also work without any,
but this will increase the load on the Group Manager. It also can
take advantage of the proposed Integrated Services architecture for
the Internet and the associated resource reservation protocol, RSVP
[BCS93] to limit the work that has to be done by the reliable mul-
ticast protocol and thus reduce latencies.

Our schemes do not rely on specific cryptographic algorithms
and protocol, but can use any of anumber of them providing abasic
functionality. So even if one of them should have to be considered
weak or even broken, these components are easy to change and this
framework will continue to work.

5 Conclusionsand Further Work

In this paper we presented a complete framework for secure mul-
ticasting. The core of the framework consists of three approaches
which have different properties, but rely on the same basic philos-
ophy. All our approaches organize the space of keysthat will even-
tually to be assigned to group members in a unique way, without
actually generating the keys as before they are needed. Only when
new group keys need to be established, they are generated and dis-
tributed to only the members of the group affected by achange. Our
organization of the key space assures that al operations on groups
may be executed with acomplexity of O(logN) or less, where N is
the size of the group, and the complexity ismeasured in the sizeand
number of messages exchanged, and the number of cryptographic
operations to be performed by any of the participants.

Our three approaches differ in some important aspects. Among
others, they offer the system designer a choice between

e centralized or distributed key management,

e Nno or some trust in other participants,

e varying degrees of load on the participants, and

e tight control of the group or failsafe distributed operation.

As discussed in the introductory section, various authors have
published work on secure multicasting schemes. Some of the prop-
erties as presented in Table 1 are also offered by their approaches,
but we are not aware of any scheme that has all these properties
while maintaining the efficiency of ours.

Some considerations deserve further studies. Although a pre-
liminary implementation is available and working, we still lack ex-
periments with large and distributed groups; to this end, the inte-
gration of our experimental software into currently available plat-
forms is planned, such as SKIP [CLAT96] and ISAKMP/Oakley
[Orm97]. The possibility of a hot switching between the ap-
proaches presented as discussed in Section 3.5 is a recent discov-
ery, and needs to be considered in detail. Specifically, an effi-
cient translation algorithm between the tree (Section 3.2) and the
flat data structure (Section 3.3) needs to be found and analyzed.
Furthermore, we anticipate that batching of leave operations may
be made more efficient with optimal grouping of the participants
leaving within some time interval.
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