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Abstract

As embedded processors become more powerful, demand
Jfor quantity and complexity of real-time embedded function
increases. This increase in function is in direct opposition
to system dependability requirements, since dependability
is harder to achieve in larger or more complex applica-
tions. While tradeoffs must be made in designing systems to
achieve both these ends, system architectures have the
potential to ameliorate the problem. In this paper, we advo-
cate the use of survivability as a mechanism for maintain-
ing dependability while attaining the functionality desired
by users and discuss research directions needed to realize
its benefits.

1. Introduction

The more computing power that embedded processors
provide, the more functionality application designers
desire to include in real-time embedded systems. This
functionality, while offering many possibilities in terms of
convenience and safety, can quickly become much more
complex than that which humans are able to comprehend.
Lack of comprehension introduces opportunities for error,
and in systems that must be dependable, such as those
described as safety-critical, those errors could easily have
unacceptable consequences. Furthermore, the resources
required to ensure dependability of conceptually simple but
extensive functionality might be more than a customer is
willing to provide. This sort of tradeoff suggests that func-
tionality/dependability co-design will become an issue of
increasing importance.

Limiting the functionality included on a processor is an
infeasible option. Not only does it seem a poor choice eco-
nomically, in practice it is likely to be ignored. Introducing
additional complex safety checks can add its own risks due
to an increasing incomprehensibility of the overall design
[8]. We therefore need technologies that enable designers
to include functionality without compromising the critical
dependability properties of the system.

Sha has proposed the use of simplicity in dealing with
complexity [10], and has shown how this works in control
systems. In this paper we introduce the notion of applying
survivability to embedded real-time systems, extending
Sha’s concept to the more general framework of arbitrary
embedded systems while combining it with principles from
the field of critical networked information systems. The
goal in designing a survivable embedded system is to
develop the system in such a way that it provides crucial
functionality during operation even if it is not able to pro-
vide non-crucial functionality. By doing so, different
dependability requirements can be associated with differ-
ent functional elements, and, provided the system is
designed appropriately, crucial system properties, such as
safety, can be maintained even if desirable though non-cru-
cial functionality cannot.

In practice many safety-critical systems are built this
way, although with an ad hoc approach. We propose a gen-
eral, comprehensive approach based on a rigorous defini-
tion of survivability. This approach permits a tradeoff
between the degree to which functionality is maintained
and the cost of system development. Within an application,
it also provides a feasible route to the ultradependable
implementation of crucial services without demanding the
ultradependable implementation of the entire application, a
goal that is often technically infeasible using more tradi-
tional methods.

The remainder of this paper is organized as follows.
Section 2 discusses why survivability is a good strategy for
addressing the functionality/dependability co-design issue.
Section 3 gives background on survivability from other
disciplines and defines it for embedded real-time systems.
Section 4 gives a brief example of what this might mean in
terms of avionics system regulations. Sections 5 and 6 enu-
merate future research directions needed to realize the
potential of this strategy, and Section 7 concludes the work.

2. Why Survivability?

In order to understand why survivability might be help-
ful in the context of dependable systems, we first explain



what we mean by dependability. Avizienis, Laprie, and
Randell have defined dependability as a collection of six
properties [2], and this definition has become a de facto
standard as well as a de jure standard in progress through
IFIP Working Group 10.4 [4]. The six properties are:

+ availability: readiness for correct service,

+ reliability: continuity of correct service,

+ safety: absence of catastrophic consequences on the

user(s) and the environment,

+ confidentiality: absence of unauthorized disclosure of

information,

+ integrity: absence of improper system state alter-

ations;

* maintainability: ability to undergo repairs and

modifications [2].

These properties are in some sense orthogonal to the
function specified for the system. For instance, availability
is the probability that the system will be able to provide
service at time t, i.e., that its functional and real-time
requirements are met with a certain probability at the time
when it is called. Similarly, meeting reliability, safety,
integrity, and confidentiality requirements might be contin-
gent on the system’s meeting real-time requirements.
Maintainability is chiefly an offline characteristic—and
should not be required to be performed in real time even if
it is online—and so it will not be addressed here.

Many techniques have been developed to support the
engineering of dependable systems. In a broad sense, these
techniques fall into three primary areas: fault avoidance,
fault elimination, and fault tolerance. Combined with anal-
ysis techniques such as fault-tree analysis, event-tree anal-
ysis, and failure-modes-and-effects analysis, these
approaches to dealing with faults permit useful dependabil-
ity predictions to be made about specific designs. How-
ever, none of these techniques effectively address the
dependability problems arising from the growing complex-
ity of embedded software. For example, showing that an
entire modern avionics system designed for a commercial
air transport meets the FAA’s mandated safety goal (see
below) is, in general, beyond the present state of the art.

In many cases, much of the functionality included in a
system is not directed primarily at system safety. For
example, the autopilot system on a commercial air trans-
port could contribute to an accident, but while it is a signif-
icant part of the safety case for the aircraft, cessation of its
function is unlikely to have catastrophic consequences.
This suggests that such a system does not need to be
ultradependable as much as it needs to be fail-stop [9].
Provided the autopilot either works correctly or stops and
alerts the pilot, the aircraft is unlikely to come to harm
because of it. The complete avionics system for the aircraft
needs to be able to operate without the autopilot (and other
similar subsystems) so that safety is not compromised even

though an emergency landing might be required if the auto-
pilot fails. Such a strategy also reflects the practice of safe
programming as advocated by Anderson and Witty [1]. In
an informal sense, such an avionics system is survivable
rather than ultradependable.

The notion of survivability has been discussed exten-
sively in the area of networked information systems, and
numerous informal definitions of the term have appeared.
Knight, Strunk, and Sullivan have presented a more rigor-
ous definition based on the idea that a survivable system is
one that complies with its survivability specification, a
structure that defines the dependability requirements that
must be met for different sets of system functionality [4].
We claim that this rigorous definition can be applied in a
straightforward manner to the domain of real-time embed-
ded systems with significant benefits, including the provi-
sion of a precise framework for functionality/dependability
co-design.

Defining survivability in terms of a specification offers
significant advantages in systems engineering, in compre-
hensibility of the necessary dependability properties of a
system, and in demonstration of those dependability prop-
erties. In terms of systems engineering, the specification
permits domain experts to define precisely what function-
ality is crucial to system dependability and what sorts of
timing guarantees must hold on that functionality before
the software is designed. This enables system designers to
make appropriate tradeoffs. Specifications allow experts to
see software at a high level of abstraction, aiding them in
understanding what the system as a whole is required to
accomplish. The specification can require overall depend-
ability properties of the system as well, defining fault con-
ditions under which those properties must hold. Some
formal systems offer considerable benefits through design
verification of such dependability properties. Finally, being
able to provide crucial functionality in the presence of cer-
tain classes of faults means that those faults do not have to
be tolerated by the entire system, and demonstrating that
only a part of the system tolerates those faults is not only
less expensive but also a much more tractable problem.

3. Survivability In Embedded Systems

3.1 Survivability in Critical Information Systems

Survivability is an established research discipline in the
realm of critical information systems. The general idea of
survivability is that a system will “survive” (i.e., continue
some operation), even in the event of damage. The opera-
tion it maintains may not be its complete functionality, or it
may have reduced dependability properties. It will be some
useful functionality that provides value to the users of the



system, including possibly the prevention of catastrophic
results due to the system’s failure.

Like many terms used in technologies that have not yet
matured, however, survivability is not defined with the
rigor we need in order to use the concept in reference to
specific systems. It has roots in other disciplines that begin
to indicate what it should mean in our field; for instance,
the telecommunications industry defines survivability as:

Survivability: A property of a system, subsystem,
equipment, process, or procedure that provides a
defined degree of assurance that the named
entity will continue to function during and after
a natural or man-made disturbance; e.g., nuclear
burst. Note: For a given application, survivabil-
ity must be qualified by specifying the range of
conditions over which the entity will survive,
the minimum acceptable level or [sic] post-dis-
turbance functionality, and the maximum
acceptable outage duration [9].

The network survivability community has attempted to
come up with a more directly applicable description,
resulting in definitions such as Ellison’s:

Survivability: The ability of a network computing
system to provide essential services in the pres-
ence of attacks and failures, and recover full ser-
vices in a timely manner [4].

The sundry definitions of survivability vary consider-
ably in their details, but they share certain essential charac-
teristics. One of these is the concept of service that is
essential to the system. Another is the idea of damage that
can occur, and responding to that damage by reducing
delivered function.

Definitions such as these are inadequate because they do
not give system developers criteria for determining
whether a system is survivable. One cannot determine
whether a system is survivable if one is unsure exactly
what survivability means. Also, knowing exactly what sur-
vivability means in general does not ensure that a straight-
forward implementation of survivability exists for a
particular system. A precise definition is necessary in order
to make survivability a meaningful system property.

Knight et al. give a definition based on specification: “A
system is survivable if it complies with its survivability
specification” [4]. They draw on the properties mentioned
above and present a specification structure that tells devel-
opers what survivability means in an exact and testable
way. When followed, this structure will cause them to doc-
ument what it means for their system to be survivable. It is
this perspective we take when defining survivability in
embedded systems.

3.2 Requirements of a Survivability Specification

Embedded real-time software has certain similarities to
and differences from large networked systems. It has a cer-
tain level of intellectual manageability stemming from its
less distributed nature. However, it still rarely possesses
the qualities of what could be considered a stand-alone
application. Embedded systems generally receive input
from and send output to other devices; this is the purpose
for which such systems are built. These devices can fail
just as network nodes can, and such failures must be con-
sidered in order to build software that is safe.

Adding to the problem is the inherent functional com-
plexity of many embedded systems. Networked survivable
systems are designed to deal with the failure of software on
individual nodes; but, when dealing with embedded sys-
tems, that software may be in the logical central node.
Input and output devices generally are not designed to
compensate for failure of the embedded software, and so
the software must be designed to survive internal failures.

Furthermore, safety-critical embedded systems are
likely to have hard real-time requirements, their depend-
ability requirements are likely to be much tighter than
those for networked information systems, and the allow-
ance for duplication much smaller. If one ATM fails, a
banking customer can use another; if it takes longer than
expected on occasion, this is merely irritating. Only large
numbers of such failures can cause significant problems.
The smaller scale of embedded systems aids in their analy-
sis, but it makes them more tightly coupled and thus neces-
sitates deeper rigorous analysis.

Finally, many embedded systems require some minimal
level of function to ensure safety. For example, software
controlling aircraft flight cannot simply terminate in mid-
air; there must be some basic level of operation that it is
guaranteed to maintain. Networked systems are likely to
see a more gradual degradation, with the boundary
between effectiveness and ineffectiveness being blurred.

Functionality/dependability co-design decisions, then,
must make some compromise between the functionality a
user desires to see in a system and the minimal functional-
ity a system must maintain to be considered dependable.
We are proposing essentially a framework where the
former is the primary function and the latter the backup.
This is an incomplete view, however, for three reasons:

o User expectation. The user is likely to expect some
minimum probability that the full function is provided.
Operating exclusively in backup mode is almost certain
to be unacceptable.

* Multiple functionalities. Usually, there will be more
than two major classes of function. If the system must
degrade its services, some services are likely to be more
valuable than others even if they are not essential for



dependable operation, and the system should continue to
provide those services if possible.

* Value as a function of state. What is essential for
dependable function usually depends on prevailing con-
ditions. In other words, the functionality that is deter-
mined to be crucial by domain experts will usually
depend upon operating circumstances. As an example,
consider an automatic landing system. It could halt and
simply alert pilots of its failure if it were not in use (i.e.,
in standby mode), but if it were controlling an aircraft it
would have to ensure that pilots had time to gain control
of the situation before halting.

These concepts are used extensively in industrial software

development, but the survivability framework puts them on

a rigorous footing. This enables them to be analyzed to

determine whether they do in fact satisfy the user’s needs.

3.3 Defining Survivability

The criteria above are vague, and using them informally
will not enable developers to determine whether a system
meets them. We therefore must define what we mean by a
survivability specification in some rigorous but general
way so that, when a specification is built using the frame-
work, it can be analyzed to determine whether it possesses
all the necessary information. The form of survivability
specification we will use for embedded systems has six ele-
ments:

S: the set of functional specifications of the system. This
set includes the preferred specification defining full func-
tionality. It also includes alternative specifications repre-
senting forms of service that are acceptable under certain
adverse circumstances (such as failure of one or more sys-
tem components). Each member of S is a full specification,
including dependability requirements such as availability
and reliability for that specification.

E: the set of characteristics of the operating environ-
ment that are not direct inputs to the system, but affect
which form of service (member of .S) will provide the most
value to the user. For example, when developing an aircraft
automatic landing system, whether the aircraft has reached
decision height (the height below which it is committed to
land) might be a member of E. Above decision height it
might be safer for the system to pull the plane up before
relinquishing control, while below decision height it would
leave the aircraft on the course to land. Each characteristic
in E will have a range or set of possible values, in this case
above decision height or below decision height. These val-
ues also must be listed.

D: the set of assignments of value to members of E that
the system might encounter. This is essentially the set of all
modes (i.e., collection of states) the environment can be in
at any particular time. Each element of D is some predicate

on the environment. D will not necessarily be equal to the
set of combinations of all values of elements in E; for
example, if stage of flight were also a member of E, then
{below decision height, enroute} could not be a member of
D because it is an unreachable state of the environment.

V: matrix of relative values each specification provides
to the user. Each value will be affected both by the func-
tionality contained in the specification and the environ-
mental conditions for which that specification is
appropriate. For example, the primary specification might
have value 5 under all members of D, the alternative of
pulling up value 2 when above decision height and 0 below
decision height, and the alternative of continuing on cur-
rent course value 2 when below decision height and 0
above decision height. Quantifying these values is impossi-
ble, but using relative values (as is done in economic utility
theory) gives the ordering a developer needs to implement
the system.

T: the valid transitions from one functional specification
to another. Each member of T represents a transition from
one specification to another. It includes the specification
from which the transition originates (source specification),
the specification in which the transition ends (target speci-
fication), and a member of D defining the environmental
conditions under which that transition may occur (the tran-
sition guard). The guard enables a specifier to define which
transitions are valid under certain circumstances, and the
developer can then use V to decide which target specifica-
tion is most valuable under those conditions.

P: the set of probabilities on combinations of specifica-
tions. Each member P will be a set of specifications
mapped to a probability. The set of specifications is the
specifications that provide approximately the same level of
functionality, under different environmental conditions.
The probability is the probability of a failure occurring in
the system when the system is in compliance with one of
those specifications (or the single specification, if there is
only one in the set for that probability). The probabilities
serve to provide a lower-bound guarantee of system opera-
tion.

4. An Avionics Example

As an example of how survivability can be applied to
embedded real-time systems, we show how it might be
used with the current dependability requirements for U.S.
commercial avionics systems put forth by the US Federal
Aviation Administration (FAA). The FAA categorizes air-
craft functionality into three major levels of criticality
according to the potential severity of its failure
conditions [6]:
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Figure 1. Function and dependability in a survivability specification

Minor: Failure conditions which would not signif-
icantly reduce airplane safety, and which
involve crew actions that are well within their
capabilities...

Major: Failure conditions which would reduce the
capability of the airplane or the ability of the
crew to cope with adverse operating conditions
to the extent that there would be, for example,
(i) A significant reduction in safety margins or
functional capabilities, a significant increase in
crew workload or in conditions impairing crew
efficiency, or some discomfort to occupants; or
(i) In more severe cases, a large reduction in
safety margins or functional capabilities, higher
workload or physical distress such that the crew
could not be relied on to perform its tasks accu-
rately or completely, or adverse effects on occu-
pants.

Catastrophic: Failure conditions which would
prevent continued safe flight and landing.

Failure conditions must have probabilities of not occur-
ring proportional to the potential consequences of their
occurrence. “(1) Minor failure conditions may be probable.
(2) Major failure conditions must be improbable. (3) Cata-
strophic ~ failure conditions must be extremely
improbable” [6]. “Probable” is defined as “anticipated to
occur one or more times during the entire operational life
of each airplane”; “improbable” as “not anticipated to
occur during the entire operational life of a single random
airplane”; and “extremely improbable” as “so unlikely that
[the failure condition is] not anticipated to occur during the
entire operational life of all airplanes of one type” [6].
Quantifying these definitions leads to probabilities that can
be extremely small. “Extremely improbable”, for example,

corresponds to a failure rate of 107 per hour of operation.
In our automatic landing system example, we will
assume four functional specifications, as shown in

Figure 1. The first, primary, specification (Sy) will have all
of the functionality the user desires for the system. The
consequences of any failures will be minor because, if they
have the potential to be more severe, the system can transi-
tion to one of the other three specifications. Therefore, any
failure in the primary specification may be “probable”.

The first alternative specification (S;) will have much of
the functionality desired by the user, but some desirable yet
unnecessary functionality removed. For example, the sys-
tem might have to follow the step-down altitude clearances
for the runway to descend at the proper rate rather than
using the glideslope. All failures in this specification must
be “improbable”; its functionality is important enough that
frequent interruptions could have adverse consequences.
However, none of it need be “extremely improbable”
because any failures with potentially catastrophic conse-
quences will cause a transition to a different alternative
specification (S, or S3).

S, and S; are the specifications that have very high
dependability requirements. We will let S, be the specifica-

tion requiring the aircraft to pull up and alert the pilot on
system failure and S5 be the specification requiring that the
system continue on its current course when alerting the
pilot if the system fails. They contain the minimum func-
tionality necessary to maintain safe operation of the sys-
tem. Any non-masked failure of either of these
specifications—such as failure to alert the pilot that the
system has malfunctioned and the pilot is now in control—
must be “extremely improbable”, as they are designed to
include only the system functionality whose failure could
have catastrophic consequences.

A major factor that the FAA guidelines for flight sys-
tems does not address is changes in what system depend-
ability requirements might be based on environmental
circumstances. Whether the system transitions to S, or Sz
on a failure of S depends on whether the aircraft is above

or below decision height at the time of the transition. The



new probability requirement, then, would be that a failure
of S, above decision height is “extremely improbable”, and
a failure of S5 below decision height is “extremely improb-
able”. In some cases the environmental conditions might
change, and a transition between specifications appropriate
to different conditions must occur in order to keep the sys-
tem operating with the optimal functionality.

Finally, it is possible that the system could recover from
a failure that forced it to transition to a lower level of func-
tionality. For instance, the aircraft might operate under
specification S; while the glideslope transmitter is reset to
recover from a transitory error, then transition back to
specification Sj. A specification structure for a survivable
system should provide for this as well.

In considering this example, it is important to note the
difference between this discussion and the normal
approach that is taken by regulating agencies such as the
FAA. The example illustrates the use of survivability and
the association of different dependability requirements
with different functionalities within the survivability speci-
fication. This contrasts with the current situation in which
the entire system would be assigned a certification level by
the FAA even though much of the functionality would not
require that level of dependability.

5. Research Challenges in Functionality/
Dependability Co-design

The notion of functionality/dependability co-design is
complex yet potentially very fruitful. There are numerous
remaining issues that need to be resolved before the con-
cept as manifested in the notion of survivability applied to
embedded systems can be used routinely. In this section,
we present some of the research issues.

* Defining confidence for different software dependability
levels. Current software practice defines measurements
for determining confidence in software, but these mea-
surements tend to be based on intuition and can vary
widely across application domains and regulatory agen-
cies. The research community has argued that engineers
cannot be confident that current software will function
at ultradependable levels. The aim of functionality/
dependability co-design of software is to make this a
tractable problem. Powerful but potentially expensive
mathematical analysis such as model checking and puta-
tive theorem proving can be applied to critical parts of a
system while leaving most of a company’s standard
development processes intact. Testing might be able to
show statistically that certain functionality meets its less
stringent dependability requirements. Determining
whether ultradependable functionality meets its require-
ments still is not, however, a statistical problem [3]. The

computing research community is now presented with
the challenge of deciding what metrics or processes give
us confidence that software conforming to them indeed
achieves stated dependability goals. This includes deter-
mining what sorts of analysis apart from testing can
show in a defensible way that real-time constraints are
met.

» Validation of survivability specifications. Potentially,
the most valuable benefit from building survivable spec-
ifications is a significant reduction in complexity for the
most dependable portions of a software system. This
reduced complexity can facilitate inspection and valida-
tion of the system. It can also help application domain
experts determine what properties are required in order
to ensure the system is dependable in the common sense,
i.e., that its users can depend on its performance. The
composite survivability structure, however, is more
complex than any individual specification. Inspection
and other validation methods are needed to ensure
experts’ understanding of the overall function of the sys-
tem.

* Analysis of transitions between specifications. The
powerful advantages gained through applying surviv-
ability require that certain properties of transitions
between specifications be guaranteed. The specifier
must be able to show that the system is able to transition
to an alternative specification without violating the sys-
tem’s overall dependability requirements if he is to
claim that the alternative specification can stand in for
the primary specification in terms of dependability anal-
ysis. A major part of this is determining what the real-
time requirements on the transitions themselves must be,
and how they relate to the individual specifications
under which the system will operate.

* Determining criteria for violation of dependability
requirements. In typical dependable systems, violation
of dependability requirements is strictly disallowed and
so determining when a violation occurs is unnecessary.
Because survivability permits some leeway in this
aspect, decidable criteria for these properties must be
defined. Availability and reliability, for example, are
defined probabilistically, but their probabilities are
defined over some period of time that in the current
framework is unbounded. In practice, real-time require-
ments impose a bound whose interaction with other
requirements must be assessed in order to determine
when dependability properties are violated.

» Establishing composite system properties. A surviv-
able system is broken into separate survivability specifi-
cations with separate probabilities, but these
specifications come together to form the overall system
specification. It is the properties of this overall specifi-
cation in which the user is interested for purposes of



determining delivered value. For example, proving that
a failure of the automatic landing system to alert pilots
when it malfunctions is extremely improbable does not
show that the autopilot will function as desired while
enroute. It is these properties that must be studied to
optimize decisions in functionality/dependability co-
design.

6. Research Challenges in Hardware/
Software Co-design of Survivable Systems

Survivability as a system concept has impact beyond
functionality/dependability co-design. It is quite possible
for it to be exploited to assist in the process of hardware/
software co-design because it provides a much more flexi-
ble software architecture than is found in current non-sur-
vivable designs. Also, effective hardware/software co-
design can magnify the benefits of survivable systems. We
discuss in this section several challenges in the area of
hardware/software co-design as it relates to survivability.

* Distribution of survivable software over available hard-
ware. Faults in the software in a survivable system can
originate in damage to its underlying hardware, and
reconfiguration can be initiated by hardware failure. We
have presented a specification framework aimed at aid-
ing functionality/dependability co-design of the soft-
ware portion of the system. Further research is needed in
areas such as determining where critical pieces of func-
tion should reside; choosing how best to overlay the
software on available hardware, including analyzing
what sort of capability the hardware has in terms of car-
rying out software function in real time; and determin-
ing what sort of code replication is most efficient in
terms of space and time requirements.

* Analysis of tradeoffs between hardware cost and soft-
ware function in survivability levels. Survivability can
be employed to avoid certain hardware-based solutions
to dependability issues. Since convenient but noncritical
functionality does not have to be dependable, a simpler
but more fragile hardware implementation of it could be
built. This would reduce development cost of the sys-
tem, but at the expense of user convenience or satisfac-
tion. Deciding what function belongs in each
specification, which then dictates the dependability level
at which that function must be implemented (including
what sort of timing characteristics must be guaranteed of
it), is an area that holds great potential for economic
research in system development.

* Refining software’s role in system risk analyses.
Attempting a more rigorous definition of what confi-
dence means for software at certain dependability levels
implies that a new definition of what confidence in a

system means is also needed. For instance, if testing is
to give a certain amount of confidence in software, one
might question what hardware configuration is neces-
sary to carry out that testing. Alternatively, if certain
classes of software function are claimed to benefit from
design diversity, hardware might play a practical role in
this by providing options such as writing different ver-
sions of software for different hardware platforms.
Finally, software might be implemented on hardware in
such a way that the hardware prevents certain interac-
tions between components. How to construct a risk anal-
ysis of the overall hardware/software system and what
design decisions might facilitate that analysis are further
promising future research areas.

* Implementation feasibility. Software specification lan-
guages can express functions not implementable in any
programming language, and dependability levels can be
required that are impossible to achieve with finite hard-
ware. For example, it is possible to specify an oracle to
the halting problem that has an availability of 1 and
returns a result within some specified time bound. The
question of whether a feasible implementation of a spec-
ification exists must be answered for any system, but
survivable systems can encompass a broader range of
functionality and dependability requirements since they
allow the tradeoff to be made in a gradual manner.
Research in efficient iteration between specification and
design stages of hardware and software development
could greatly increase the efficiency of processes for
building survivable systems.

7. Conclusion

As embedded real-time systems become larger and more
complex, issues in functionality/dependability co-design
will become increasingly important. Addressing these
issues becomes much easier with the observation that much
of the desired functionality is not essential for dependable
system operation. Separating safety-critical function and
designing it for ultradependability while implementing the
residual function in a less dependable way is a promising
solution. This strategy is currently employed in the domain
of networked information systems under the name surviv-
ability. We have discussed several definitions of survivabil-
ity, outlined a rigorous definition as applied to embedded
real-time systems, and presented future directions for the
research community to explore in realizing its benefits.
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