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Abstract. Critical infrastructures provide services upon which society depends heavily; these
applications are themselves dependent on distributed information systems for all aspects of their
operation and so survivability of the information systemsis an important issue. Fault tolerance is
a key mechanism by which survivability can be achieved in these information systems. We out-
line a specification-based approach to fault tolerance, called RAPTOR, that enables systematic
structuring of fault tolerance specifications and an implementation partially synthesized from the
formal specification. The RAPTOR approach consists of three specifications describing the fault-
tolerant system, the errors to be detected, and the actionsto take to recover from those errors. Sys-
tem specification utilizes an object-oriented database to store the descriptions associated with
these large, complex systems, while the error detection and error recovery specifications are
defined using the formal specification notation Z. We aso describe a novel implementation archi-
tecture and explore our solution through the use of two case study applications.

Keywords
Critical infrastructures, distributed information systems, survivability, fault tolerance.



FAULT TOLERANT DISTRIBUTED INFORMATION SYSTEMS

1. Introduction

We present an approach to the specification and implementation of fault tolerance in distributed
information systems. The approach is based on the use of an enhanced system architecture
together with software that is synthesized from a formal specification. The resulting system is
designed to deal with awide variety of fault types and thereby provide a means to improve the
dependability of these systems.

By a distributed information system, we mean one that operates on a distributed target and
that requires the correct operation of more than one node to provide useful service. Thus, a set of
interconnected routers that implement an e-mail system for a set of clients is a distributed infor-
mation system by our definition, but a set of interconnected workstations that merely share
peripheralsis not.

Many distributed information systems operate on very large networks, often with many thou-
sands of nodes. Frequently the services these systems provide are critical to their users, and this
criticality leads to requirements for very high levels of system dependability [18]. To improve
dependability, designers can employ traditional techniques such as N-modular redundancy at the
component level in processing, communications, data storage, power supplies, and so on. These
techniques cope well with awide variety of faults, and they can be extended to include replication
of complete network nodes if appropriate. However, the expense of complete node replication is
often prohibitive.

In this research, we are not concerned with faults that affect a single hardware or software
component or even a complete network node. We refer to such faults as local, and, athough they
are important, we assume that all local faults are dealt with by redundant components that mask
their effects. For systems for which dependability is important and for which local faults are

expected to occur at an unacceptable rate, the effects of local faults are usually masked.
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We are concerned with the need to tolerate faults that affect significant fractions of a network,
faults that we refer to as non-local. Coordinated security attacks are examples of non-local faults.
They generally involve attacks on several nodesin a network in a coordinated manner so as either
to cause more damage or to gain more illegal access than would be possible with an attack on a
single node. Determination that such an attack is underway (using information such as intrusion
detection alarms or other anomalies from individual nodes) requires integrated anaysis of the
state of many elements of the network over perhaps a protracted period of time. Once detected,
the treatment of such attacks involves immediate software invocation of additional protection
mechanisms such as closing connections and/or files over a wide area together with longer term
measures such as changing cryptography keys, user passwords, and so on.

Non-local faults are much more difficult to deal with than local faults. Masking non-local
faults requires an unacceptable level of redundancy; the complete replicas of large numbers of
nodes could be included in the design of amodern network but the cost would be prohibitive. Our
approach to dealing with non-local faultsis to use a system architecture, referred to as a surviv-
ability architecture or an information survivability control system[27], in which the network state
ismonitored, the state is analyzed so that errors can be detected, and network changes are effected
to recover from the errors for a prescribed set of faults. These network changes will usually
involve changes to the supplied services including reducing some, ceasing others, and perhaps
initiating services that are not normally available (such as basic emergency services). Monitoring
and change are carried out by sensing and actuating software that resides on network elements of
interest. Analysis is performed by servers that are not part of the application network, and com-
munication between the monitored nodes and the servers is by independent communications
channels. Survivability architectures are discussed elsewhere [27] and illustrated in Figure 1.

In this paper, we present an approach to the specification and implementation of survivability

architectures using a formal specification of the errors of interest and the associated error recov-
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Figure 1. Survivability Architecture

ery procedures that are required. We also present an approach to implementation in which the
software that implements the survivability architecture is synthesized. This approach is taken
because, in the networks of interest, conventional implementation approaches would be too slow
and far too prone to error. In section 2, we discuss the characteristics of distributed information
systems and the unique characteristics of their faults. In section 3, the goas and our solution
approach are presented, and in section 4 the results of preliminary assessment are summarized.

Related work isreviewed in section 5 and in section 6, we present our conclusions.

2. Critical Distributed Infor mation Systems

The distributed information systems that motivate our research arise in the context of the nation’s
critical infrastructures. Transportation, telecommunications, power distribution and financial ser-
vices are examples, and such services have become vital to the normal activities of society. Simi-
larly, systems such as the Globa Command and Control System (GCCS) are vita to the nation’s
defense operations.

In most cases, all or most of the service provided by an infrastructure application can be lost

quickly if certain faults arise in its information system. Since societal dependence on critical
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infrastructures is considerable, substantial concern about the dependability of the underlying
information systems has been expressed, particularly their security [22, 24].

Critical information systems are typically networks with very large numbers of heterogeneous
nodes that are distributed over wide geographic areas [16]. It is usually the case that these systems
employ commodity hardware, and that they are based on COTS and legacy software. The net-
works are often private, and implement point-to-point connectivity (unlike the full connectivity of
the Internet) because that is al that is required by the associated applications. Within this struc-
ture, there are different numbers of the different types of node, and the different types of node
provide different functionality. Some nodes provide functionality that isfar morecritical than oth-
ersleading to a situation where the vulnerabilities of the information system tend to be associated
with the more critical nodes.

An important architectural characteristic of many critical information systems is that provi-
sion of service to the end user frequently involves several nodes operating in sequence with each
supplying only part of the overall functiondity. Thiscomposition of function can be seen easily in
the processing of checks in the nation’s financial payment system where the transfer of funds
from one account to another involves user-specific actions at local banks, transaction routing by
regional banks, bulk fundstransfer by central banks, and complex signaling and coordination that
assures fiscal integri t y[28].

A significant complication that has to be kept in mind is that critical infrastructures are inter-
dependent. The power system and the telecommunications network, for example, are critical
infrastructures, and they are connected directly to ailmost all the other critical infrastructures and
to each other. The result of this interdependence is that faults in one critical infrastructure can
have serious and immediate impact in another.

In critical information systems, there are a number of non-local faults with which we have to

be concerned—extensive loss of hardware, faillure of an application program, power failures,
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security attacks, operator errors, and so forth. These relatively simple faults are only a small part

of the problem. In practice, fault toleranceis made more complex by the following issues:

e Fault Sequences
It is necessary to deal with fault sequences, i.e., new faults arising before repairs from earlier

faults have been completed. This implies that responses to faults will have to be determined

by the overal network state at the time that the fault arises.

e Fault Hierarchies
Each non-local fault that arises must be dealt with appropriatdy. However, once the effects of

a fault are detected, the situation might deteriorate leading to the subsequent diagnosis of a
more serious fault requiring more extensive error recovery. This leads to the notion of a fault
hierarchy. In general, a hierarchy of faults has to be considered both in terms of detection and

recovery.

* Interdependent Network Faults
Given the interdependent nature of critical networks, the effects of faults in one network that

impact a second network must be taken into account in developing approaches to tolerating

faults.

3. Fault Tolerant System Solution Approach
Tolerating a fault requires that the effects of the fault be detected, i.e., error detection, and that the

effects of the fault be dealt with, i.e., error recovery [18]. Both of these aspects of fault tolerance
are provided, in part, by a monitor/analyze/respond architecture. The specific approaches that are
used depend on the particular faults of interest. In this section, we present the issues in error
detection and error recovery, and our approach to dealing with them (known as RAPTOR).

The size of critical information systems, the variety and sophistication of the services they

provide, and the complexity of the reconfiguration requirements mean that an approach to fault
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tolerance that depends upon traditional software development techniques is infeasible in all but
the smplest cases. The likelihood is that future systems will involve at least tens of thousands of
nodes, have to tolerate dozens, perhaps hundreds, of different types of fault, and have to support
applications that provide very elaborate user services. Developing software for amonitor/analyze/
respond architecture to implement fault tolerance for such a system using conventional, human-
intensive methods is quite impractical, and so the basis of our implementation is direct software
synthesis from formal specifications. This approach aso provides an opportunity for analysis of
the specification and it facilitates rapid change of the fault-tolerance mechanism in the event that
new faults have to be detected or different error recovery approaches are required. This is very
likely with security attacks, i.e., deliberate faults.

The overall approach to the implementation of a survivability architecture is shown in
Figure 2. The fault-tolerance specification shown on the left of the figureisa set of items, each in
a formal language, that describes the network, the requisite error detection and recovery. The
translator shown is actually a combination of itemsthat check the specification and synthesize the
various elements of the implementation. The structure shown on the right of the figure is the
resulting system architecture in which the application network is supplemented with sensing and
actuating software, and a separate facility performsanalysis.

The fault-tolerance specification isin three parts. System Specification, Error Detection Spec-
ification, and Error Recovery Specification. The System Specification defines the system at mul-
tiple abstraction levels, grouping nodes according to common characteristics and enabling
reference and manipulation of large numbers of nodes at the same time. The Error Detection
Specification describes error states for nodes and collection of nodes. Findly, the Error Recovery
Specification defines responses to each fault in terms of high-level abstractions of actions pro-

vided by the application. In this section, we examine each of these in turn.
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Figure 2. Overall approach

3.1 System Specification
In order to specify the expected effects of a fault (and thereby detect it) and the reconfiguration

activities needed in response to a fault (and thereby recover fromit), complete details of the con-
figuration of the system must be known, and the parts of the system to be reconfigured must be
outlined. In essence what is needed is access to the state of the network.

In the RAPTOR system, we use an object-oriented datab ase] 23] to hold this essential network
state information. C++ is used as the database definition language, and the particular database
system used in our implementation provides a preprocessor and compiler to generate its own data-
base schemas and database from the C++ class definition. The C++ class hierarchy used for sys-
tem specification enables multiple levels of abstraction to be described easily using containment.
This hierarchy is precisely what is required to permit the description of compound system objects
such asacritica server combination composed of multiple related elements.

Multiple abstraction hierarchies can be specified thereby allowing system objects such as
individual nodes to belong to different compound objects based on general characteristics. For
example, in a financial system, one abstraction hierarchy might correspond to bank ownership

and administrative control, where branch banks are owned by their commercial money-center
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banks, and then all the money-center banks are owned by the Federa Reserve Bank. Another
abstraction hierarchy, however, would represent the distribution of electric power, where power

companies contain references to all the banks that they serve.

3.2 Error Detection
Describing the network state resulting from a non-local fault requires various abstraction mecha-

nisms because of the complexity that arises with many different network elements (nodes, links,
software components, etc.). For example, it might be necessary to refer to a set of nodes that have
common characteristics such as experiencing the same execution-time event (power failure, soft-
ware failure, security alarm, etc.), being within the same geographic region, having similar soft-
ware configurations, and so on. Such sets usualy do not need to distinguish specific nodes,
merely nodes of a specific type with specific characteristics. Sets of individual nodes might be
grouped according to various characteristics, and these sets of nodes manipulated to describe
states of interest. Similarly, data on sets of individual nodes can be referenced at higher levels of
abstraction, such as a system or global level. We use a set-based notation for state description
within a specification because of these considerations.

The actual detection of errorsis carried out by a state machine since an error (more precisely
an erroneous state) correspondsto a network system state of interest. As the effects of afault man-
ifest themselves, the state changes. The changes become input to the state machine in the form of
events, and the state machine signals an error if it enters a state designated as erroneous. The var-
ious states of interest are described using predicates on the sets mentioned above. The general
form of a specification of an erroneous state, therefore, isa collection of set definitions that iden-
tify the network objects of concern and predicates using those sets to describe the various states
for which either action needs to be taken or which could lead to states for which action needs to be
taken.

In an operating network, events occurring at the level of individual nodes are recognized by a
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finite-state machine at what amounts to the lowest level of the system. Thisis adequate, for exam-
ple, for afault like awide-area power failure. Dealing with such afault might require no action if
the number of affected nodesis below some threshold. Above that threshold might require certain
critical network nodes to respond by limiting their activities. As node power failures are reported
so apredefined set, nodes without_power, is modified, and onceits cardinality passes the thresh-
old, the recognizer movesto an error state.

The notion of afault hierarchy requires that more complex fault circumstances be recognized.
A set of nodeslosing power in the West is one fault, a set losing power in the East is a second, but
both occurring in close tempora proximity might have to be defined as a separate, third fault of
much more significance because it might indicate a coordinated terrorist attack. Thisideais dealt
with by a hierarchy of finite-state machines. Compound events can be passed up (and down) the
hierarchy, so that a collection of local events can be recognized at the regional level as aregional
event, regional events could be passed up further to recognize national events, and so on. As an
example, a widespread coordinated security attack might be defined to be an attack within some
short period of time on several collections of nodes each within a separate administrative domain.
Detection of such a situation requires that individual nodes recognize the circumstances of an
attack, groups of nodes collect events from multiple low-level nodes to recognize a wide-area
problem, and the variety of wide-area problems aong with their simultaneity recognized as a
coordinated attack.

Figure 3 shows this notion of hierarchical finite state machines together with our treatment of
interdependent networks. Events from one network survivability mechanism can be transmitted to
other survivability mechanisms in the form of compound events thereby permitting a proactive
response in a network that has not itself sustained any damage.

RAPTOR uses a subset of the formal specification notation Z to describe the finite-state

machines for error detection. As a state-based specification language, Z enables finite-state

Page 9



Critical Network B

A
i

Critical Network A

System-level FSM

Regional FSM

Events

A

Local FSM

Figure 3. Hierarchy of finite-state machines.

machines to be defined formally and in avery straightforward manner. RAPTOR includes atrans-
lator that synthesizes a C++ implementation from a specification written in the Z subset. Genera-
tion of executable code for finite-state machines is also straightforward. A Z state description
schema is defined for each finite-state machine, including any invariants and state variables from
the system specification. Events for finite-state machines at each level of the abstraction hierarchy
(e.g., node, region, system) are declared as messages, and schemas for each event are defined to

specify that event’s effect on the state.

3.3Error Recovery
Error recovery for a fault whose effects cannot be masked requires that the network application

itself be reconfigured. The goal of reconfiguration is to effect changes such as terminating, modi-
fying, or moving certain running application elements, and starting new applications. In a banking
application, for example, it might be necessary to terminate low priority services such as on-line
customer enquiry, modify some services such as limiting electronic funds transfers to corporate
customers, and start emergency services such as providing crucial operational data to the Federal

Reserve Bank.

Unless provision for reconfiguration is made in the design of the application, reconfiguration
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will be adhoc at best and impossible at worst [15]. The provision for reconfiguration in the appli-

cation design hasto be quite extensive in practice for three reasons:

* Thenumber of fault typesislikely to be large and each might require different actionsfollow-

ing error detection.

e It might be necessary to complete reconfiguration in bounded time so as to ensure that the

replacement service is available in atimely manner.
* Reconfiguration itself must not introduce new security vulnerabilities.

Just what is required to permit application reconfiguration depends, in large measure, on the
design of the application itself. Provision must be made in the application design to permit the ser-
vice termination, initiation, and modification that is required by the specified fault-tolerant behav-
ior. The RAPTOR Error Recovery Specification defines at a high level the activities for each fault
in the Error Detection Specification. Because faults correspond to transitions in the finite-state
machines, error recovery actions are defined for each transition into an erroneous state.

The application must be constructed so asto provide for the error recovery actionsrequired in
response to the prescribed faults. The application architecture that RAPTOR assumes is a collec-
tion of interacting node programs each of which consists of a set of cooperating sequential pro-
cesses. The individual processes must include provision for a set of crucial actions that might be
required during error recovery together with an interface that permits the actions to be invoked.
This set of mandatory crucial actions includes, for example, “stop” which, if it is invoked,
requires a process to reach a quiescent state in bounded time.

The Error Recovery Specification refers to these various actions as a set of messages that can
be sent to application nodes. To specify error recovery, the Error Recovery Specification defines
high-level sequences of actions that the applicationisto undertake for each set of recovery activi-

tiesin response to faults.
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The actions provided by the application are declared in the System Specification for each
node and set of nodes in the abstraction hierarchy. The errors, of course, are defined in the Error
Detection Specification and correspond to transitions in the finite-state machines. Thus, the three
specification notations are integrated and fully specify the necessary aspects of fault tolerance.

Application-related action sequences are defined for appropriate state transitions, but the
actions have to be tailored to both the final (erroneous) state of the transition and the initial state.
This is the way in which sequential faults, i.e., a bad situation that gets worse, are handled. For
example, awide-area power failure hasto be handled very differently if it occursin abenign state
than if it occurs following a previous traumatic loss of computing equipment perhaps associated

with aterrorist attack.

4. Preliminary Evaluation

If the approach we have described is of any value, then it has to tolerate non-local faultsin sys-
tems with the characteristics discussed in section 2. In order to evaluate our approach, at least in
part, we undertook two case studies. One involved a hypothetical financial payments system and
the second involved a version of the nation’s electric power grid.

For the purposes of exploring the specifications and testing the synthesized implementations,
we used simulation models since, in general, it isimpossible to test on typica critical information
systems. The RAPTOR modeling system provides facilities to: (1) smulate tens of thousands of
nodes of any number of types and with arbitrary functionality for each node type; (2) describe and
effect arbitrary network architectures and topologies; (3) associate prescribed vulnerabilities with

any nodesin the model; and (4) inject failures at nodes according to parameterized scripts.

4.1 Scenario Descriptions
The first case study that we used was a hypothetical financial payments network. The functional-

ity of this example is a vastly simplified version of the United States financial payments system,
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Figure 4. Hypothetical payments network.

where value transfer is effected by the routing of funds throughout the banking network. The sys-
tem architecture (shown in Figure 4) consists of a three-level hierarchy. The model contains a
Federal Reserve Bank node with two synchronized (hot spare) backup nodes, 100 commercial
money-center banks, and 9900 branch banks with roughly 100 branch banks for each money-cen-
ter bank. The branch banks provide customer service accessto all financial services. Money-cen-
ter banks are the service centers for commercial operations, and they host customer accounts,
route payment requests between their branches and batch payment requests destined for other
commercia banks. The most important nodes in the system by a considerable degree belong to
the Federal Reserve Bank since it actually transfers funds between retail commercial banks. A
distributed control system was added that has appropriate connections to the application network
allowing the necessary monitoring, analysis, and response.

We defined a set of local faults at each node and level of the abstraction hierarchy. For each
bank node, local faults included: intrusion detection alarm triggered, database failure, power fail-
ure, and total site failure. More importantly, our evaluation was based on a set of non-local faults

that were defined using combinations of local faults. The non-local faultsthat were defined were:

» coordinated security attacks in which intrusion detection alarms were triggered on different
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combinations of nodes within certain time periods,

« cascading software failures in which a software failure at one node leads to failure at con-

nected nodes and their connected nodes and so on, and
* regional power failures.

A set of application responses were defined for each of the prescribed faults. In practice, a
systems engineer in the application domain would determine appropriate responses to each fault
of concern; for purposes of our experimentation we defined what we considered reasonable
responses to prove the feasibility of some response.

The electric power system model was based on the power grid information systems, i.e., the
information systems associated with power generation and distribution in the United States elec-
tric power grid [29]. The model consists of the Eastern, Western, and the ERCOT Interconnec-
tions, ten control regions, 143 control areas, 429 power companies, 1,287 generating stations, and
2,574 substations. In the model, each control areais responsible for three power companies, and
each power company manages three generating facilities and six major substations. The substa-
tionsin the model signify demand for power, while the generators represent power supply.

The low-level faults designed for the power system were intrusion detection alarm, database
failure, and full node failure. Complex, non-local faults for this model included coordinated secu-
rity attacks, the loss of significant generating power in a power company or control area, and the
failure of key control area or control region nodes. Responses were defined for each fault of con-
cern, including increased generation to compensate for power loss, local balancing functions, and
backup processing capacity.

Given this application model, acontrol system to monitor these information system nodes was
constructed. The hierarchical control system corresponds roughly to the administrative and regu-

latory hierarchiesin place in the electric power grid. In fact, two overlapping control system hier-
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archieswere modelled: one for general information system monitoring and the other for intrusion
and security monitoring. The first, corresponding to the administrative hierarchy, consisted of
finite-state machines at each power compary, control area, and control region. The second, corre-
sponding to the NERC hierarchy for system security issues, consisted of finite-state machines at

each control area, control region, and the National Infrastructure Protection Center (NIPC).

4.2 Banking System Specification and I mplementation
For the banking system model, the System Specification defined each bank node type using a

class in the database schema. The Error Detection Specification contained three Z state schemas
to model the three levels of the banking hierarchy together with a set of operation schemas to
specify the transitions of the finite-state machines on occurrence of faults. For the branch bank
(local level) state schema, there were 19 operation schemas; for the money-center bank (regional

level) state schema, there were 27 operation schemas; and for the Federal Reserve (system level)
state schema, there were 23 operation schemas. The Error Recovery Specification consisted of a
set of message definitions: the branch bank required 8 messages to specify alternate service
modes; the money-center bank required 10 messages, and the Federal Reserve bank required 10
messages.

The Z specifications were trandated into C++ by the RAPTOR trangator. This software cre-
ated the analysis component of the system, and the monitoring and response supplements that
were needed for the individual nodes. This software was integrated into the C++ code synthesized
for the database system to produce a complete implementation that was executed using the model -
ing system.

4.3 Results of the Case Studies

The results of three example experiments in which non-local faults were injected into our two
models are shown in Figures 5, 6, and 7. Thefirst two are for the financial system model and the
third isfor the power grid model. The data shown isfor illustration and isfor asingle simulation.

Page 15



250

2

@

T 200

()]

c

2

@ 150

o

e

o

= 100

S

2

) 50

c

8

'_
0 rro oo 1.~ oo ... r—. . — o oo oo o — o+ 1 — 1 1.1 .o . — 1 ‘1 ‘1. ‘1 ‘1 ‘1 ‘1 ‘T T+ ‘1 T ‘©T ‘T T T T T T T
P S T P P P P T T PSS SOOI S &S
> '\?’Q '\3’06 'LD‘QQ S I S
SEESEEVAREEEN AN SN SN NN

Time

—o— No failures —3— No recovery —— RAPTOR recovery

Figure 5. Loss of 25% of the money-center banks.

Results of more extensive experimentation including average datais available e sewhe re[9].

In Figure 5, the injected fault was a sudden loss of 25% of the mid-level money-center banks
as might occur with a common-mode software failure or the corruption of databases because of
common erroneous transactions. The recovery specified in this caseisto require that a designated
branch bank take over as a backup. That bank then has to terminate all local services and start
software to implement money-center bank service at a reduced level. With no recovery total sys-
tem transaction rates are vastly reduced. With reconfiguration, the impact is considerably less.

The fault in Figure 6 is corruption of the databases at the primary Federal Reserve processing
center. The recovery that is effected is for each commercia bank to merely queue al its transac-
tions during the outage. These transactions are then processed when the fault is corrected. In the
figure it can be seen that processing drops to ailmost zero during the fault and rises above the

steady state after the fault is corrected to accommodate the queued transactions.
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Figure 6. Federal Reserve Bank database failure)

The results of the third experiment are shown in Figure 7. In this case, 5% of the system’s gen-
erating capacity islost and this followed sometime later by the loss of a further 5%. The recovery
mechanism that was employed in this experiment was to raise the power generated by remaining
equipment within each operating region to the highest possible level and supply what is available
just to the region producing it.

The primary result that we have obtained from these case studiesis to demonstrate feasibility
of the specification approach, the architecture, and software synthesis. For two domains, we have
modeled realistic information systems each with very large numbers of nodes, representative
topologies, and feasible error recovery requirements. Error detection and recovery requirements
were defined completely using the RAPTOR notations (including Z) and all of the necessary
operational software synthesized. Significant non-local faults were injected into the models and

the resulting systems shown to perform much more effectively than the unmodified versions.
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Figure 7. Five percent then ten percent generator failures.

5. Related Work

System-level approaches to fault tolerance are described by Birman [5] and Jalote [14]. Cristian
provides a survey of the issuesinvolved in providing fault-tolerant distributed system §7], and an
instantiation of Cristian’s fault tolerance concepts was used in the Advanced Automation System
(AAYS) [8]. Similar work by Birman et al. on group communication systems manages the redun-
dancy in groups of processes in order to mask processor failures[4]. While these efforts and
others[3, 26] are significant in their own right, they do not address non-local faults, and they tend
not to address systems as large and complex as critical informations systems.

Marzullo and Alvis are concerned with replication strategies for large-scal e distributed appli-
cations with dynamic (unpredictable) communication properties and a requirement to withstand

security attacks [1]. Other work by Melliar-Smith and Moser attempts to provide transparent fault
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tolerance to users in the Eternal system, middle ware that operates in a CORBA environment,
below a CORBA ORB but on top of their Totem group communication syst em[21].

CONIC, a language and distributed support system, was developed to support dynamic
configuration [17]. Darwin is a configuration language that separates program structure from
algorithmic behavior [20]. Darwin utilizes a component- or object-based approach to system
structure in which components encapsul ate behavior behind a well-defined interface. Darwin isa
declarative binding language that enables distributed programs to be constructed from hierarchi-
cally-structured specifications of component instances and their interconnections [19].

Purtilo and Hofmeister studied the types of reconfiguration possible within applications and
the requirements for supporting reconfiguration [13]. They integrated additional reconfiguration
primitives into the Polylith Software Bus [25], leveraging off of Polylith’'s interfacing and mes-

sage-passing facilitiesin order to ensure state consistency during reconfiguration[12].

6. Conclusions

Fault tolerance in critical information systems is essential because the services that such systems
provide are crucial. In attempting to deal with faults in such systems, it becomes clear immedi-
ately that the complexity of the fault-tolerance mechanism itself could be a serious liability for the
system. The number of system states and the number of possible faults are such that the creation
of afault-tolerant system using typical hand-crafted development isinfeasible.

We have devel oped a specification-based approach that deals with the problem by reducing it
to the creation of aformal specification from which an implementation is synthesized. The com-
plexity of the specification itself is reduced significantly by using a variety of abstractions. We
note that the implementation issues which arise in the approach that we have described are very
significant but are not addressed in this paper.

The overall approach permits fault tolerance to be introduced into networks in a mangeable

way. The detailed utility of the approach is presently under investigation as are the mechanics of
Page 19



implementation.
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