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Abstract. The role of computers in aviation is extensive and growing. Many
crucial systems, both on board and on the ground, rely for their correct operation
on sophisticated computer systems. This dependence is increasing as more and
more functionality is implemented using computers and as entirely new systems
are developed. Several new concepts are being developed specifically to address
current safety issues in aviation such as runway incursions. This paper
summarizes some of the system issues and the resulting challenges to the safety
and software engineering research communities.

1 Introduction

The operation of modern commercial air transports depends on digital systems for a
number of services. Some of these services, e.g., autopilots, operate on board, and oth-
ers, e.g., current air-traffic management systems, operate on the ground. In many
cases, the systems interact with each other via data links of one form or another, e.g.,
ground system interrogation of on-board transponders, and aircraft broadcast of posi-
tion and other status information [1]. This dependence on digital systems includes gen-
eral aviation aircraft in a significant way also.

In most cases, digital systems in aviation are safety-critical. Some systems, such
as a primary flight-control system [2], are essential for normal aircraft operation. Oth-
ers, such as some displays and communications systems, are important but only crucial
under specific circumstances or at specific times.

Any complex digital system will be software intensive, and so the correct opera-
tion of many aviation systems relies upon the correct operation of the associated soft-
ware. The stated requirement for the reliability of a flight-crucial system on a
commercial air transport is 1071 failures per hour where a failure could lead to loss of
the aircraft [2, 3]. This is a system requirement, not a software requirement, and so it is
not the case that software must meet this goal—software must exceed it because hard-
ware components of the system will not be perfect.

The development of digital aviation systems present many complex technical
challenges because the dependability requirements are so high. Some of the difficulties
encountered are summarized in this paper. In the next section, aviation systems are
reviewed from the perspectives of enhanced functionality and enhanced safety, and the
characteristics of such systems are discussed. In section 3, some of the challenges that
arise in software engineering are presented.



2 Aviation Systems

2.1 Enhanced Functionality

The trend of reduced digital hardware costs and the coincident reduction in hardware
size and power consumption has led to an increasing use of digital systems in aviation.
In some cases, digital implementations have replaced older analog-based designs. In
other cases, entirely new concepts become possible thanks to digital systems. An
example of the former is autopilots. Autopilots used to be based on analog electronics
but now are almost entirely digital. The basic ideas behind the operation of an autopi-
lot have remained the same through this transition, but modern digital autopilots are
characterized by greater functionality and flexibility. Examples of entirely new con-
cepts are modern full-authority, digital engine controllers (FADECs) and envelope pro-
tection systems. FADECs manage large aircraft engines and monitor their performance
with sophistication that would be essentially impossible in anything but a digital
implementation. Similarly, comprehensive envelope protection is only possible using a
digital implementation.

Functionality enhancement is taking place in both on-board and ground-based
systems. Flight deck automation is very extensive, and this has lead to the use of the
term “glass cockpit” since most information displays are now computer displays [4, 5].
Ground based automation is extensive and growing. Much of the development that is
taking place is designed to support Free Flight [6] and the Wide Area Augmentation
System (WAAS) [7], a GPS-based precision guidance system for aircraft navigation
and landing. Both Free Flight and WAAS depend heavily on computing and digital
communications.

It is difficult to obtain accurate estimates of the number of processing units, the
precise communications architecture, and the amount of software in an aviation system
for many reasons. It is sometimes not clear what constitutes “a processor”, for exam-
ple, because so much specialized electronics is involved. Similarly, software is some-
times in read-only memories and called “firmware” rather than software. In addition,
digital systems are often used for non-safety-related functions and so are not of inter-
est. Finally, many of the details of digital systems in aviation applications are consid-
ered proprietary and are not made available.

Although some details are not available, it is clear that there are many safety-criti-
cal digital systems in present aviation applications. It is also clear that these systems
are extremely complex in many cases. Both aircraft on-board systems and ground-
based systems are often sophisticated computer networks, and these systems also inter-
act. In some cases, such as WAAS, the architecture is a wide-area network with very
high dependability and real-time performance requirements. Given the continuing
technological trends, it is to be expected that there will be many more such systems in
the future.

2.2 Enhanced Safety

The stimulus for developing new and enhanced digital systems is evolving. While the
change from analog to digital implementation of major systems will no doubt con-
tinue, there are major programs underway to develop techniques that will address
safety issues explicitly [8].



Three of the major concerns in aviation safety are: (1) accidents caused by Con-
trolled Flight Into Terrain (CFIT); (2) collisions during ground operations, take off, or
landing; and (3) mechanical degradation or failure. CFIT occurs when a perfectly
seviceable aircraft under control of its pilots impacts the ground, usually because the
crew was distracted. CFIT was involved in 37% of 76 approach and landing accidents
or serious incidents from 1984-97[9, 10, 11], and CFIT incidents continue to
occur [12]. The prevention of collisions on the ground is a major goal of the Federal
Aviation Administration [13].

During the decade of the 1990°s, 16 separate accident categories (including
“unknown”) were identified in the world-wide commercial jet fleet [14]. The category
that was responsible for the most fatalities (2,111) was CFIT. An analysis of these cat-
egories by Miller has suggested that nine of the categories (responsible for 79% of the
accidents) might be addressable by automation [15]. Thus, there is a very strong incen-
tive to develop new technologies to address safety explicitly, and this, together with
the rapidly rising volume of commercial air traffic, is the motivation for the various
aviation safety programs [8].

These new programs are expected to yield entirely new systems that will enhance
the safe operation of aircraft. The Aircraft Condition Analysis and Management Sys-
tem (ACAMS), for example, is designed to diagnose and predict faults in various air-
craft subsystems so as to assess the flight integrity and airworthiness of those aircraft
subsystems [16]. The ACAMS system operates with on-board components that diag-
nose problems and ground-based components that inform maintenance and other per-
sonnel.

Another important new direction in aviation safety is in structural health monitor-
ing. The concept is to develop systems that will perform detailed observation of air-
craft structures in real time during operation. They are expected to provide major
benefits by warning of structural problems such as cracks while they are of insignifi-
cant size. The approach being followed is to develop sensors that can be installed in
critical components of the airframe and to use computers to acquire and analyze the
data returned by the sensors. For an example of such a system, see the work of Munns
etal [17].

A significant innovation in ground-based systems is automatic alerts of potential
runway incursions. In modern airports, the level of ground traffic is so high that vari-
ous forms of traffic entering runways being used for flight operations are difficult to
prevent. The worst accident in aviation history, with 583 fatalities, occurred in Tener-
ife, Canary Islands in March 1977, and was the result of a runway incursion. Research
is underway to develop systems that will warn pilots of possible incursions so that col-
lisions can be avoided [18].

2.3 Characteristics of Enhanced System

Inevitably, new aviation systems, whether for enhanced functionality or enhanced

safety, will be complex—even more so than current systems. Considerable hardware

will be required for the computation, storage and communication that will be required,

and extensive hardware replication will be present to address dependability goals.
Replication will, in most cases, have to go beyond simple duplication or triplica-



tion because the reliability requirements cannot be met with these architectures. Repli-
cation will obviously extend also into power and sensor subsystems.

The functional complexity of the systems being designed is such that they will
certainly be software intensive. But functionality is not the only requirement that will
be addressed by software. Among other things, it will be necessary to develop exten-
sive amounts of software to manage redundant components, to undertake error detec-
tion in subsystems such as sensors and communications, and to carry out routine health
monitoring and logging.

The inevitable conclusion of a brief study of the expected system structures is that
very large amounts of ultra-dependable software will be at the heart of future aviation
systems. It is impossible to estimate the total volume of software that might be
expected in a future commercial transport, but it is certain that the number of lines will
be measured in hundreds of millions. Not all of that software will be flight crucial, but
much of it will be.

3 Software Challenges

The development of software for future aviation applications will require that many
technical challenges be addressed. Most of these challenges derive from the required
dependability goal and approaches that might be used to meet it. An important aspect
of the goal is assurance that the goal is met.

In this section six of the most prominent challenges are reviewed. These six chal-
lenges are:

*  Requirements Specification

Erroneous specification is a major source of defects and subsequent failures of
safety-critical systems. Many failures occur in systems using software that is per-
fect, it is just not the software that is needed because the specification is defective.

Vast amounts of research has been conducted in specification technology but errors
in specifications continue to occur. It is clear that the formal languages which have
been developed offer tremendous advantages, yet they are rarely used even for the
development of safety-critical software.

»  Verification

Verification is a complex process. Testing remains the dominant approach to verifi-
cation, but testing is able to provide assurance only in the very simplest of systems.
It has been shown that it is impossible to assess ultra-high dependability using test-
ing in a manner reminiscent of statistical sampling, a process known as life
testing [19, 20]. The only viable alternative is to use formal verification, and case
studies in the use of formal verification have been quite successful. However, pres-
ently formal verification has many limitations, such as floating-point arithmetic
and concurrent systems, that preclude its comprehensive and routine use in avia-
tion systems. In addition, formal verification is usually applied to a relatively high-
level representation of the program, such as a high-level programming language.
Thus it depends upon a comprehensive formal semantic definition of the represen-
tation and an independent verification of the process that translates the high-level
representation to the final binary form.



Application Scale

Building the number of ultra-dependable systems that will be required in future
aviation systems will not be possible with present levels of productivity. The cost
of development of a flight-crucial software system is extremely high because large
amounts of human effort is employed. Far better synthesis and analysis tools and
techniques are required that provide the ability to develop safety-critical software
having the requisite dependability with far less effort.

Commercial Off The Shelf Components

The use of commercial-off-the-shelf (COTS) components as a means of reducing
costs is attractive in all software systems. COTS components are used routinely in
many application domains, and the result is a wide variety of inexpensive compo-
nents with impressive functionality including operating systems, compilers, graph-
ics systems and network services. In aviation systems, COTS components could be
used in a variety of ways but for the issue of dependability.

If an aviation system is to meet the required dependability goals, it is necessary to
base any dependability argument on extensive knowledge of everything used in
building the system. This knowledge must include knowledge of the system itself
as well as all components in the environment that are used to produce the final
binary form of the software.

COTS components, no matter what their source, are built for a mass market. As
such they are not built to meet the requirements of ultra-dependable applications,
they are built to meet the requirements of the mass market. Making the situation
worse is that COTS components are sold in binary form only. The source code and
details of the development process used in creating a COTS component are rarely
available. Even if they are available, they usually reflect a development process
that does not have the rigor necessary for ultra-dependable applications.

If COTS components are to be useful in safety-critical aviation applications, it will
be necessary to develop techniques to permit complete assurance that defects in the
COTS components cannot affect safety.

Development Cost And Schedule Management

Managing the development of major software systems and estimating the cost of
that development have always been difficult, but they appear to be especially diffi-
cult for aviation systems. Development of the WAAS system, for example, was
originally estimated to cost $892.4M but the current program cost estimate is
$2,900M. The original deployment schedule for WAAS was expected to begin in
1998 and finish in 2001. The current deployment schedule is to start in 2003 and no
date for completion has been projected. WAAS is not an isolated example [21].
The need to develop many systems of the complexity of WAAS indicates that suc-
cess will depend on vastly improved cost estimation and project management.

System Security

Many future aviation systems will be faced with the possibility of external threats.
Unless a system is entirely self contained, any external digital interface represents
an opportunity for an adversary to attack the system. It is not necessary for an
adversary to have physical access. Of necessity many systems will communicate



by radio, and digital radio links present significant opportunities for unauthorized
access.

Present critical networks are notoriously lacking in security. This problem must be
dealt with for aviation systems. Even something as simple as a denial-of-service
attack effected by swamping data links or by jamming radio links could have seri-
ous consequences if the target was a component of the air-traffic network. Far
worse is the prospect of intelligent tampering with the network so as to disrupt ser-
vice. Dealing with tampering requires effective authentication. Again, this is not a
solved problem, and must be dealt with if aviation systems are to be trustworthy.

4 Summary

The application of computers in aviation systems is increasing, and the range of appli-
cations being developed is increasing. If the requisite productivity and dependability
goals for these systems are to be met, significant new technology will be required.

Further details can be found about many aspects of aviation in general and safety
in particular from many sources including the Federal Aviation Administration [22],
the National Transportation Safety Board [23], NASA’s Aviation Safety program [8],
NASA’s Aviation Safety Reporting System [24], Honeywell International, Inc. [25],
and Rockwell Collins, Inc. [26].
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