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1 Introduction

A significantimpedimento the developmentf large-scalesurvivablesystemss theinability to accu-
rately monitor thesesystemsn real-time. Traditionalmethodsof monitoringrely on systemlogging
andtextual messagingo relayinformationfrom the systemto theadministratorsWhile this worksfor
small systemsconsistingof at mostof a few dozennodes,its inherentlyserialhumaninterfacedoes
not andcannotscaleto nationalor global proportions.To overcomethis impedimentwe mustcreate
visualizationandsonificationtechniqueghatwill allow usto easilymonitorour survivablesystemsn
orderto quickly detectandrespondo malfunctionsor attacks Herewe mustremembethatsurvivabil-
ity is not synorymouswith reliability or availability, andthatary stepswe cantake to decreassystem
degradationareimportant[4].

The primary steptowardsadequatesecurity andthereforesurvivability, is preventionby properly
configuringall devicesandimplementinga robust network securityarchitecture.However, eventhe
bestlaid planscan be foiled, whetherby advancedor unseentechniquesa known buffer overflow
software flaw, or commonscript kiddie tools. In mary systemsattaclersareonly noticedafter they
have alreadybreachedlefensesand possiblycausedsignificantdamage.If a systemis methodically
and consistentlymonitored,an administratorcan recognizeattacksasthey occurandtake actionto
defendagainsthem.

Someof the problemswith preventionoutlinedin Mukherjeeet al. include the impossibility of
building anabsolutelysecuresystemusingcurrentsoftwaredevelopmentechniquesndtechnologies,
the impracticality of of discardingcurrentopensystemgsuchasthe Internet)in favor of new secure
systemsthe hindranceof overly cautiouspreventionmechanisms$o ausers productvity, thefallibility
of cryptographidechniquesndmethodsandthepossibility of aktuseby legitimateuserd8]. Forthese
and otherreasonswe mustnot only fortify our defensego prevent securitybreecheshut we must
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actively monitor hosts,network devices, and network traffic to detect,visualize,analyze,and defeat
maliciousactwity.

2 Intrusion Detection

Intrusiondetectionsystem(IDS) researctwasa hot researchopic in the late 1980sandearly 1990s.
Most projectsfocusedon eitherbuilding rule-basedxpert systemgo detectknown systemattacksor
onstatisticaknomalydetectiornto detectdeviationsfrom normalsystemactiity. Mostof thesesystems
workedwell atdetectingknown attacksin acleanroomenvironment.However, becausattacksn the
wild are so sophisticatedand evolve very rapidly, little useful progressinto deployable systemswas
made. Currentresearchs mainly focusedon the applicationof datamining techniquesand mobile
agenttechnologiego the problem.

The challengeof intrusion detectionis not increasingsensitvity to intrusions,but decreasinghe
numberof falsepositives. Accordingto Axelsson,‘the falsealarmrateis the limiting factorfor the
performanceof anintrusion detectionsystem”[1]. Axelssonarguesthat effectivenessof an IDS is
constrainedy the base-ratdallacy. The basicpremisebehindthisis thatfor large datasetsevenvery
low falsealarmratescreatea large numberof falsepositives. This indicatesthatthe primary problem
we shouldbeaddresseth intrusiondetectionis notsimply discoveringary possibleintrusion,but only
discoveringintrusions. A possiblesolutionto the problemlies in the applicationof visualizationand
sonificationtechniquego the aggreationof distributedintrusiondetectiondata. Many IDSsrely on
oneor two network sensorgo determinef an attackis occurring. Insteadof this, we combinedata
from mary sensoranddisplaythis datasuchthata humanviewer canderive realmeaningfrom it and
quickly comprehendry intrusionactuvity in the network.

3 Visualization

Humansareinherentlyvisualbeingswith overhalfthebrainbeingdedicatedo visualinformationpro-
cessing?2]. Visualizationcanbe definedas“a way of makingpicturesfrom datathatengagerocesses
effectively” [2]. To createavisualizationis notmerelyto form prettypictures but to “maptheinforma-
tion into a physicalspacethatwill representelationshipscontainedn the informationfaithfully and
efficiently” [3]. The bandwidthof the humanvisual systemis greaterthanary othersenseallowing
humango seeandunderstandhugeamountsf complex dataquickly andaccurately A demonstration
of thisis the ability of a personto glanceinto a cronvd of peopleandrecognizea friendly face. With
visualinformationprocessinggatais notonly processetby thebrainfasterbut fundamentallyichanges
our processingstratgy. Insteadof usingconsciousmechanismgi.e. | readsomething/ translateit
into amentalmodel,| understandhe mentalmodel),visualprocessingisegpreconsciougechanisms.
Thesemechanismare “hardwired, highly parallelprocesseshat handlethe initial stagesf analysis
of the retinal patterns”[2]. Visualizationmoveshumandatainput from aninherentlyserialprocess,
suchas readingtext, to the fundamentallyparallel processof visual perceptiontherebyincreasing
informationuptale andunderstanding.
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Computemgraphicdeganin thelate 1960sandwasprimarily concernedvith scientificvisualization.
Theuseof computergo seeexistingreality andcreatenew realitieswasafundamentashiftin informa-
tion processingPreviously, computersvereusedsimply asa corvenientmechanismno store,process,
andtextually displaydata,but the adventof computergraphicsallowed oneto transformthis datainto
amoreunderstandablandintrinsically communicatre form of information. The old adag€e‘a picture
is worth a thousandwvords” is quite true, sincemassve volumesof raw datacanbe transformednto
imageshatrevealmeaningfulaspect®f theinformation.

While mary peopleassociate@isualizationonly with opticaltransmissiontheprimaryobjectveis to
transferdatainto a mentalvisualization.So, we include sonificationasa possibleaid to visualization.
Lodha, Josephand Renteriafind that “bi-modal visual and sounddatamappingstogetherprovided
more accurateunderstandingf datadisplays”[6]. Sonification,or mappingof datato non-speech
sound,canuseparametersf pitch, volume,timbre, duration,frequeng, amplitude,andrhythm|[5, 7]
in asoundclip.

4 Prototype System

To explore the possibilitiesof suchsystemswe are developing a prototypethat incorporatesnovel
visualizationandsonificationtechniquegor IDS data. The generakequirementgor this systemare:

e Flexible - caneasilyand quickly be adaptedo new attacksand nev monitoring methodsand
software. Existing monitoring programsshould not require modificationto be usedwith the
system.

e Scalable- canbe usedon an arbitrarily large or small numberof hosts. For practicalpurposes
(mainly dueto limitationsin displaytechnology)we setanarbitrarytargetat 10,000hosts.

e Useful- the systemwill analyzeandfilter informationsuchthata personor persondooking at
thedisplaycaneasilyview it in nearreal-timeandunderstan@ventsoccurringin the network.

Themostpracticalwayto fulfill theserequirementss to designthesystemn amodularfashionsuch
thatit canbeeasilyextendedandconfigured.Thus,thevisualizationmoduleis independenof thedata
sourceandthereis awell definedcommunicatiormechanismThis allows usto gatherdatafrom mary
differenttypesof monitorsandaddnew monitorswhenthey arecreated.In the long run, the system
will work generallyin thefollowing way:

e Various monitoring programssuch as portsentry snort, Tripwire, EMERALD, scanlogd,and
NFR monitor the ports, web sener logs, systemlogs, and network traffic to provide system
actiity.

e An Agenttakesdatafrom thesetools andsearchesor informationcorrespondindo a broadly-
definedrule set. The datais securelysentto subscribecentities, known as Aggregatorsand
Watchers.
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e An Aggregatorrecevesthe Agent’s dataandinsertsit into a databaseWatcheramay thensub-
scribeto receve datafrom Aggregators.

e A Watchercansubscribdo multiple Aggregatorsor Collectors.It takesreceveddataandcreates
a visualization/sonificatiomf this data. If the amountof datais too greatfor a singlemachine
to processa distributedsystemcanbe used.Novel displaymechanismsnay alsobe employed,
including multi-monitor displays,touch-basedhteraction,displaywalls, and polyphonicsound
arenas.

5 Summary

By combiningvisualization,sonification,and intrusion detection,we can createlarge-scalesystem
interfaceghatwill allow usto moreeasilymonitorthesesystemsn real-timefor maliciousor dysfunc-
tional behaior. Throughusefulgraphicalmonitoring,we canmorequickly reactto undesirablevents
andthereforeincreasdhe survivability of thesesystems.
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