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1. Introduction

This document provides a plan for conducting research in response to the Night Vision Laboratory’s Statement of Work provided in Appendix A. The effort is focused on responding to the Army’s need to support soldiers as they carry out their missions in places like Iraq by providing them with an information system that  enables them to be more effective peacekeepers. The possible sources of information that could be made available to soldiers range from human inputs, to sophisticated sensor inputs (e.g., images from satellite-based sensors), to inputs from disposable sensors (e.g., low performance miniature passive IR and seismic detectors). A critical issue in designing information systems for soldiers is the need to develop approaches that selectively send the most needed information in a timely and usable fashion. Of course the needs vary with the particular situation being faced by soldiers. Responding to this need is exacerbated by the fact that the situations that are being faced by soldiers involve improvising adversaries, so that the doctrine for information needs is not static. In addition, constraints are numerous, including communications system capacity, presentation capabilities on hand held devices, and the need to protect the security of information. This raises questions of how do information sources know: 1) what the current information needs are for each soldier, 2) what specific information that they collect should be sent to each soldier so as to best support soldiers’ needs and account for constraints of the sort presented above, and 3) how to account for communications delays that will be encountered when information is transmitted.  The research will explore new systems concepts for managing information distribution. These concepts will build on an information networking technology called HyperCast, developed at UVA under the leadership of Jorg Liebeherr. HyperCast offers a starting point for addressing the complex problems of information management by providing a set of protocols that support the dynamic establishment of communities of information users and providers that are enabled to set up ad hoc networks to share information. The HyperCast protocols facilitate setting up new integrations between sensors and soldiers as the actual situation demands. The critical questions for this research effort are:
1. Can the software for executing the HyperCast protocols be embedded into the tactical electronic devices (radios, sensors, PDA’s) that will be used by soldiers and perform adequately in such highly constrained systems?

2. Can system concepts and corresponding information system design concepts based on the application of HyperCast be developed that allow sensors to be “smart communicating sensors”; i.e., effectively provide soldiers with what information they need, when they need it, and with a minimum of superfluous information. 
In response to these questions the research efforts will include designing, developing, evaluating and demonstrating prototypes of subsystems that could become part of a larger information system that addresses the goals of information management discussed above. The completeness of the prototype designs will vary depending on the importance of the design details to the particular research questions being addressed. For example, the technology issues associated with embedding HyperCast software into highly constrained electronic systems would require a relatively complete implementation. On the other hand, exploring how soldiers might inform a set of sensors about their immediate information needs could be addressed conceptually, with a limited prototype to demonstrate the general feasibility of the concept being considered. Evaluation of the system concepts for applying HyperCast will involve a mixture of low-scale live demonstrations including selected scenarios developed in collaboration with the Army Night Vision Laboratory, and higher-scale simulations that help evaluate the concepts if they were applied to meet the full scale military need. The demonstrations will include sensors, radios, computers of varying size, and humans in order to assure that the systems concepts have addressed a number of the realities of military operations. On the other hand, the technical simulations will address specifications that would be required in order to make the system concepts viable in full-scale application. Appendix B provides an initial set of demonstration scenarios and equipment that the Night Vision Laboratory has suggested for inclusion in the first year’s research effort.
The following sections describe the Army/HyperCast research plan for the next twelve month period. The material is divided as follows: Section 2 deals with the portion of the research effort that will focus on the design and implementation of HyperCast protocols. Section 3 will deal with the part of the research effort that will deal with the development of “smart communicating sensors”. Section 4 will discuss the deliverables for the effort.
2. HyperCast Research on Protocol Design and Development  
One set of tasks is concerned with extending the capabilities of HyperCast overlay networks to the provided sensor network platforms, by porting the HyperCast software to the embedded ad-hoc radios (Crossbow MICAz) and gateways (Crossbow Stargate). We believe that the available hardware (XScale 400 Mhz, 64 MB RAM) and systems software (Linux) is appropriate to run a full version of HyperCast. Due to hardware limitations and non-standard systems software (TinyOS), we believe that at most a subset of HyperCast (and its information management capabilities) can be developed for the TinyOS platform. The portion of HyperCast that can be executed on the MICAz is unknown and will become evident after we gain hands-on experience. 

To reduce the risks resulting from the limited capabilities of the MICAz, we will initially port the HyperCast software to the Stargate platform, and let the Stargate platform terminate the HyperCast overlay network. In the application scenarios, communication to and between sensors uses the available mesh routing protocol of the sensor radios. We will develop software for the Stargate platform that bridges sensors and participants of the HyperCast overlay network. At the end of this phase, it will be feasible to demonstrate all of the available application scenarios. 

To address the variable hardware and software constraints of the sensor radios, we will develop and test different packages of the HyperCast software, where each package implements a subset of the HyperCast specification. This allows us to trade-off functionality for hardware availability. At one end of the spectrum is the complete HyperCast software, which can be configured for different mesh topologies and which has the complete application programming interface of HyperCast. On the other end of the spectrum is a much reduced implementation that executes only a simplified mesh protocol and a simplified or no application programming interface. We will measure and evaluate the minimum computing and communications requirements for the developed packages and make recommendations for the various hardware platforms used in this project. Specifically, we will determine how much of the HyperCast protocol specification can be run on  the MICAz platform. Due to the severe hardware constraints and the required effort to rewrite HyperCast in the NestC programming language, this activity involves technical challenges. We will consider the following three modes of running HyperCast on the MICAz: (1) Run a HyperCast protocol over the available mesh protocol; (2) Develop a HyperCast overlay protocol that replaces the existing mesh protocol; (3) Modify the existing mesh protocol so that it can be integrated (wrapped) as a HyperCast overlay protocol. The first option is easiest to achieve but incurs the highest communications overhead (of both HyperCast and the mesh protocol). The other two options require more effort, but make better use of the available link bandwidth. 

Another set of tasks involves enhancements to the HyperCast overlay protocols that account for power and bandwidth constraints associated with heterogeneous communication system components. We will add a measurement component to the HyperCast overlay socket which can take into consideration results from passive measurements (signal strength, battery level) and active measurements (sending probe packets) to estimate the availability of resources. We will devise  modified overlay protocols that can take these measurements into consideration when constructing an overlay network. The difficulty in designing such a protocol is the tuning of protocol parameters such that the protocol quickly detects and adapts to changes of the physical environment and movement of network nodes, yet without incurring oscillating behavior that prevents the overlay protocol from stabilizing within a reasonable period of time. Another difficulty is the provisioning of redundancy in the overlay topology such that a moderate change in the physical environment does not result in an abrupt interruption of communications.

In addition to making the HyperCast overlay protocols aware of available resources, we will extend HyperCast so that the construction of the overlay network topology is sensitive to the importance of transmitted information. The Systems Concepts research described in Section 3 will pursue the issue of how to prioritize information. This effort will allow the communications network to respond to the prioritization. The resulting HyperCast implementation will be a software system that integrates information management and resource management. Here, the overlay topology is created so that high-priority data is more likely to be delivered than non-prioritized data. This can be accomplished in a single overlay network via service differentiation on the data path, where high-priority data can preempt the transmission of low-priority data. Alternatively, one can provide multiple overlay topologies, one for each priority level, and can give the overlay topology responsible for high-priority data a preferred access to available network capacity. 

3. Systems Concepts Research for Information Management 
As suggested in Section 1, Smart Communicating Sensors must account for users’ current needs for their information, the relative importance of their information to support individual user’s situation awareness as it pertains to their current mission and the status of the communications networks that will transport their information. By integrating these three aspects of information management, algorithms can be developed to enable networks of sensors to be more effective in managing how they support user needs. In addition, the information management function must support users: 1) to easily get connected to the information sources that are pertinent to their current mission, 2) to access historic information related to their current mission, and 3) by enabling new integrations of information that can effectively deal with new strategies of an improvising adversary. Many factors can help to reduce the sending of unnecessary information to users. These include geographical considerations (e.g., too far away to matter), time considerations (e.g., too long ago to matter), quality (e.g., too many false alarms that can prove to be disruptive). Using HyperCast, we have already demonstrated how: 1) users can be automatically connected to relevant information sources as their mission requires, 2) can be automatically connected and disconnected from information sources based on distance from the sensors’ geographical area for information collection,  and 3) can be invited to join or leave a group of information sharers (sensors and people) as the situation requires (including using digital certificates or other means of authentication to be authorized for access to information). However, we have only skimmed the surface of elements that could be included in an information distribution system that is sensitive to the many factors discussed above.  In addition we have not developed an integrated approach for information management that accounts for human factors, desirable distributed computing configurations, adaptability of information configurations, security management, etc. The systems research will include:

1) Overall System Description and Design Concept - Develop a system description for a HyperCast-based information management system including describing system functions, concept of operational use, and high-level technical architecture. The fidelity of this system description will be suitable to guide the integration of the various aspects of information management discussed above that relate to the objectives of Smart Communicating Sensors and the component technology efforts described in item 2 below. 
2) Technology demonstrations - Develop HyperCast-based technology demonstrations that address the specific aspects of Smart Communicating Sensors. The selection of the specific functions for Smart Communicating Sensors to focus technology demonstrations on will be done as familiarity is gained with the Army provided hardware and software components, and the level of effort required to accomplish the demonstration is better understood. While individual technology demonstrations will focus on specific features of information management with Smart Communicating Sensors, an integration of features will also be accomplished according to the system design concepts developed in the system description effort. In any event, the technology demonstrations will encompass the set provided in Appendix B, and will include additional scenarios as opportunity permits. In particular, part of demonstrating the Appendix B scenarios includes a demonstration of peer-to-peer Authentication and Authorization features to support providing users with the access to the information that they need while sustaining a suitable degree of security. The on-going UVa research that has focused on this problem will be matured to permit a technology demonstration of this capability. The desired solution for securing the peer-to-peer networking capability must be designed to require minimum administrative overhead and must also be able to adapt to evolving information access requirements with a dynamic user base.  Due to the ad hoc nature of these systems, the security solution must also be as decentralized as possible in order to minimize the amount of infrastructure required.  

The on-going UVa research project, called DASAP, for Dynamic Ad-Hoc Security Architecture for Peer-to-Peer, attempts to meet these goals through the distribution of all security services and the use of a trust model based on peer agreement.  DASAP employs a distributed authentication scheme using a threshold signature algorithm, which allows use of existing public-key infrastructure investments.  In addition, a multi-peer agreement process is utilized for authorization decisions, and distributed auditing is used to create a centralized final log for post-event analysis.  The peers administer the model by making both authentication and access control decisions.

The DASAP design is complete, but has not been fully verified.  Implementation of the model is in progress, and will be completed under this effort.  As part of this project, demonstrations will be created to explore secured human interaction in the smart communicating sensor networks.  Early demonstrations will show the security protocols involved in the model, with future demonstrations working towards a human interface for security and information management. 
   3)
Systems Analysis – Analytical and simulation efforts will provide evaluations of the scalability of the technology concepts being explored. In particular, the advantages of Smart Communicating Sensors will be analyzed in order to help gain an understanding of the relative importance of various features that could be implemented in an actual system. The selection of simulation and analysis tools will correspond to the particular needs for evaluating the advantages and scalability of a HyperCast-based system for Smart Communicating Sensors. There are a number of long-term systems concept issues that we plan to address as the work progresses. Specifically, we plan to develop new theory and algorithms associated with (1) the distributed assessment of information requirements among peers within a smart communicating sensor network and (2) the distributed and dynamic allocation of sensor/network resources within and across peer groups.

a) Distributed Assessment of Information Requirements – Smart communicating sensor technology is intended to provide the capability of disseminating the right information to the right people at the right time in highly dynamic tactical situations. Since information requirements vary according to the exigencies of the situation, it can be difficult to predict what sensor output should be communicated to various peer groups participating an operation. Sending all sensor information to all peer groups is neither technically feasible (due to limitations of the hardware) nor desirable (since individuals can easily be overwhelmed with irrelevant information, not to mention security concerns). Thus, it is important to develop systems concepts (theory and algorithms) that provide a means of assessing the value of information as perceived by a distributed set of peers within a smart communicating sensor network. The term “value of information” has a fairly precise meaning within the framework of decision theory, generally referring to the extra utility that is associated with measurements or pieces of information that help to reduce the uncertainty about the decision situation. From a decision-theoretic point of view, value of information is intimately tied to an individual decision-maker’s personal utility associated various outcomes. In dynamic situations involving multiple decision makers, such as in urban operations, the formal notion of value of information has to be re-examined. In the course of this project we plan to (i) propose a set of metrics that allow us to characterize the information needs of a large number of distinct decision-makers based on geographical, role-based, and temporal aspects of peer groups, (ii) develop distributed algorithms for assessing and communicating measured values of these metrics, and (iii) evaluate these metrics and algorithms within a representative simulation model designed to imitate the interaction of peer groups in the context of urban operations. 

b) Distributed and Dynamic Allocation of Sensor/Network Resources – Information sharing in future smart communicating sensor networks will certainly involve difficult tradeoffs that must be resolved in real time. For example, the goal of communicating critical information to actors in the field (and reserving resources to do so) is at odds with the goal of disseminating the same information broadly for situational awareness. As this project progresses, we will have to evaluate and revise a system-level architecture for information management services, and we plan to begin by addressing the following two fundamental tradeoffs.  (Tradeoff 1) Fidelity versus Timeliness – Latency in sensor networks is largely a function of the fidelity of the information being transmitted. For example, images can be transmitted to various users (or peer groups) with varying levels of compression, and the compression level, in turn, will have a large effect on how long it takes to receive a complete picture. Also, data refresh rates can be varied depending on timeliness of delivery. Many engineering issues have to be addressed along these lines: What information should be communicated (i.e. at what compression level, at what refresh rate)? What information should be transmitted next? What additional resources should be deployed (such as UAVs and UGVs) to help? (Tradeoff 2) Proactive versus Reactive Distribution and Storage – Thinking of a smart communicating sensor network as a content delivery network, it is clear that standard techniques for content distribution in the Internet do not apply in our context. The main reason for this is that the demand for information gathered by smart communicating sensors will be very transient and difficult to predict, and, as a result, any system architecture that is purely reactive (where information is communicated and stored only when it is needed) is likely to be too cumbersome for high tempo urban warfare operations. In other words, it is not enough to cache popular information (as in the Internet, responding in only to historical trends), our system architecture must proactively distribute and store information according to anticipated information needs. Along these lines, we plan to address the following questions in our initial research: How can mission planning help the system anticipate information requirements? To what extent is it possible to anticipate information requirements purely from recent sensor measurements and communication activities? Our approach to resolving Tradeoffs 1 and 2 will ultimately have to be integrated into a prototype technological solution, and for this we will be dependent on HyperCast protocols for providing the underlying capability to transmit and store information on various overlay networks and for monitoring network status.

4. Deliverables

This section describes an approach for creating deliverables to provide to the Night Vision Laboratory that accounts for the start-up period that is part of the first year’s effort. The objective of the plan is to provide complete visibility so that a fruitful interaction can exist between the Night Vision Laboratory and UVa, leading to better ideas, more meaningful demonstrations and increased likelihood of technology transitions to actual application. Deliverables will come in two forms: 1) annual written research progress reports that provide the results for each of the efforts described above, and 2) quarterly technology demonstrations and research progress briefings related to the research areas described above. In addition, should specific documentation of UVa work be required to allow external parties to participate in the effort or to transfer results to other efforts, the UVa team will support these requirements on a best effort basis. UVa will schedule the quarterly meetings with the Night Vision Laboratory to both discuss research progress and to present technology demonstrations. Copies of the briefing materials used to support the quarterly meetings will serve as documentation for quarterly progress. The initial meeting will be used to discuss this research plan and will be scheduled after UVa has received and evaluated sufficient hardware from the Night Vision Laboratory provided list of materials in Appendix C to determine where additional needs or limitations might exist in carrying out the planned research.
Appendix A – Night Vision Laboratory Statement of Work

BACKGROUND:  The proposed research and development work regarding networking and security solutions to support the use and integration of information derived from sensor networks. The SOW is focused on technology that permits flexibility and improvising on the distribution and use of information. The SOW builds upon ongoing research on ad-hoc peer-to-peer networking technologies at the University of Virginia, along with current sensor development efforts at the Army Night Vision Laboratory via EOIR.

WORK ANAYLSIS: This effort is focused on building support for networking military sensors by employing new ad hoc network management capabilities built on top of existing commercial technologies. The principle applications of interest are urban warfare, and security and stability operations (SASO), with initial uses focused on supporting users at the lowest levels in the Army’s force structure.  By utilizing a mixture of commercial technology, advanced ad hoc networking technologies, and military network and security technology, flexibility to access and use sensor information can be greatly improved for environments where the Army must adjust in a timely manner to flexible, improvising adversaries.  Due to limitations in the flexibility and adaptability of currently available commercial networking and security technology for ad-hoc environments, however, new technology is required to support applications related to ad-hoc integration of information provided by networks of sensors.  This additional support is in the form of advanced distributed network management protocols, security, and fusion techniques which can be built on top of existing commercial technology to provide a flexible secure solution for creation and maintenance of ad-hoc sensor networks. HyperCast, is a distributed ad hoc network management technology consisting of a suite of network management protocols and corresponding software.

Based on the current state of HyperCast and the DASAP security model, the effort will include the following components to advance the creation of a secure ad-hoc sensor network:

· Initially start development of a networking approach that accounts for power and bandwidth constraints associated with heterogeneous sensors and communication system components.

· Develop theory and incorporate advanced networking features including security and multi-network to sensors and communication nodes. 

· Develop advanced network management and fusion techniques for information integration that exploit the current state of the network and its current membership.

· Develop methods for integration of inter and intra sensor field communication networks including current military networking infrastructures.

· Develop an evaluation facility for evaluation and demonstration of sensor networks.

· Integrate sensors and communications systems provided by the Army Night Vision Laboratory and EOIR into the demonstration environment.

· Facilitate industry input and integration for utilization of other related technologies that are concurrently being developed.

· Provide operational prototypes that can be evaluated by EOIR for use in Army experiments or exercises.

  
 PERIOD OF PERFORMANCE:  May 2004 – May 2006

Appendix B – Night Vision Laboratory Technology Demonstrations

Disposable Sensors Scenario



1.
Description:  Two monitored zones will be setup in two buildings, one per building.  The monitored zones will use PIR sensors and cameras to detect personnel entering or leaving the zone and take images of them.  This information will be sent to different users with different levels of detail and latency depending on the user’s mission.


1.1.
Roving patrols.  Located in or near the protected zones, these users only receive information from a zone when they are within a specified “action” distance of the zone.  When entering within the action distance they receive a situation update, i.e., a summary of the alarm activity occurring in the zone over the past X hours.  While within the action distance of the zone, they receive all sensor messages from the zone immediately as they occur.  They can also request images taken by the imaging sensors within the zone.  They can also communicate to the base station to request summaries from any zone even if they are not within the action distance of that zone.


1.2.
Intel Analyst.  Located at the base station, this user receives summary updates from all the zones at regular intervals.  The updates will summarize alarm activity, images taken, sensor status and the activity of the roving patrols (entering and exiting action distance) since the last summary update.



2.
Equipment: 


2.1.
PIR Sensor.  The PIR sensors will be commercial off-the-shelf, interior sensors with a Crossbow ad-hoc network radio (“mote”) to communicate to the gateway.  Sensor will transmit an alert message whenever the PIR sensor alarms.  The sensor will also send status messages at regular intervals.


2.2.
Camera Sensor.  The camera sensor will have an off-the-shelf USB camera connected to a Crossbow Stargate single board computer with a Crossbow ad-hoc network radio (“mote”) to communicate to the gateway.  The Stargate will be used for extracting still images from the camera’s video output and storing them.  It will also format the images into messages and send them to the gateway.  The sensor will also send status messages at regular intervals.


2.3.
Gateway.  The gateway will be based on the Stargate single board computer with a mote radio to communicate with the sensors in its zone and an 802.11 radio to communicate outside of the zone.  The gateway will log sensor alarms it receives.  It will also request the appropriate camera to take an image when it receives a PIR alarm.  Upon receiving a request from a user, it will then request the image from the camera and then pass that image on to a user only .


2.4.
Handheld Display.  The Roving Patrols will use a PDA as a hand-held display to display sensor alarms and images.  It will communicate with gateways and the Base Station via 802.11 radios.


2.5.
Base Station.  The base station will be a desktop or laptop computer used by the Intel Analyst to display zone summary info.  It will communicate with gateways and Roving Patrols via 802.11 radios.



3.
Work Breakdown: 


3.1.
PIR Sensor.  NVESD will provide all the sensor hardware.  UVA will be responsible for writing software to run on the Crossbow mote that will scan the output of the sensor and send a message depending when an alarm occurs.  UVA will also be responsible for porting the Hypercast and DICE software, as necessary, to run on the mote.


3.2.
Gateway.  NVESD will provide all the gateway hardware.  UVA will be responsible for writing software to run on the gateway to transfer messages between the attached 802.11 radio and Crossbow mote, generating any messages from the gateway itself and for capturing an image from the attached USB camera.  UVA will also be responsible for porting the Hypercast and DICE software, as necessary, to run on the mote.


3.3.
Handheld Display.  UVA will provide the handheld display units (PDAs) with 802.11 radios.  UVA will be responsible for writing the software for the PDA that will provide the command and control functions as described above (para 1 and 2).  UVA will also be responsible for porting the Hypercast and DICE software, as necessary, to run on the hand-held display.

3.4. Base Station.  UVA will provide the base station computer with its 802.11 radio.  UVA will be responsible for writing the software for the base station that will provide the command and control functions as described above (para 1 and 2).  UVA will also be responsible for porting the Hypercast and DICE software, as necessary, to run on the base station.

Man-in-the-Loop Area Denial Scenario



1.
Description:  Four monitored zones will be setup outdoors as two pairs, each pair consisting of an Early Warning zone and an Area Denial zone.  All zones will use a combination passive infra-red, seismic, and magnetic sensor to detect personnel and vehicles traversing the zones and distinguish between them.  The Area Denial zones will additionally have cameras to take images of the zone when its sensors detect a target.  The Area Denial zones will be disabled (not reporting sensor alarms or imagery) until a sensor alert is received from its corresponding Early Warning zone.


1.1.
Early Warning Zones.  These will consist of two combination sensors and a gateway.

1.2.
Area Denial Zones.  These will consist of two combination sensors and a gateway with an attached camera.


1.3.
Overwatch User.  Located near the Area Denial zones, this user receives sensor alerts, imagery status, and information from the Area Denial zones.


1.4.
Intel Analyst.  Located at the base station, this user receives sensor alerts from all the zones and status information from the Early Warning zones.


2.
Equipment: 


2.1.
Combination Sensor.  This sensor will consist of a combination of three Qual-tron EMIDS sensor transducers, Passive IR (PIR), Seismic, and Magnetic, connected to a Crossbow ad-hoc network radio (“mote”) via a simple combination logic circuit.  The logic circuit will generate an alarm input to the mote when both the PIR and Seismic transducers are triggered.  The Magnetic sensor will be a separate input to the mote that indicates whether the target is a person (no magnetic signal) or a vehicle (magnetic signal).


2.2.
Gateway.  The gateway will be based on the Stargate single board computer with a mote radio to communicate with the sensors in its zone and a NovaRoam radio to communicate outside of the zone.  The gateways used in the area denial zones will have a USB camera connected to the gateway.

2.3.
Overwatch Display.  The Overwatch User will use a laptop to display sensor alarms and images.  It will communicate with gateways and the Base Station via a NovaRoam radio.


2.4.
Base Station.  The base station will be a desktop or laptop computer used by the Intel Analyst to maintain and display the zones’ status.  It will communicate with gateways and Overwatch User via a NovaRoam radio.



3.
Work Breakdown: 


3.1.
Combination Sensor.  NVESD will provide all the sensor hardware.  UVA will be responsible for writing software to run on the Crossbow mote that will scan the outputs of the combination logic and send a message depending on these outputs.  UVA will also be responsible for porting the Hypercast and DICE software, as necessary, to run on the mote.


3.2.
Gateway.  NVESD will provide all the gateway hardware.  UVA will be responsible for writing software to run on the gateway to transfer messages between the attached NovaRoam radio and Crossbow mote, generating any messages from the gateway itself and for capturing an image from the attached USB camera.  UVA will also be responsible for porting the Hypercast and DICE software, as necessary, to run on the mote.


3.3.
Overwatch Display.  NVESD will supply the NovaRoam radios and interconnect cable to the hand-held display.  UVA will provide the laptop computer.  UVA will be responsible for writing the software for the PDA that will provide the command and control functions as described above (para 1 and 2).  UVA will also be responsible for porting the Hypercast and DICE software, as necessary, to run on the hand-held display.


3.4.
Base Station.  NVESD will supply the NovaRoam radio and its power and interconnect cable to the Base Station.  UVA will provide the base station computer.  UVA will be responsible for writing the software for the base station that will provide the command and control functions as described above (para 1 and 2).  UVA will also be responsible for porting the Hypercast and DICE software, as necessary, to run on the base station.


Appendix C – List of Materials

The Table below provides the initial list of materials that will be provided by the Night Vision laboratory for carrying out technology demonstrations. An initial UVa review of this list shows it to be inadequate for supporting the ad hoc peer-to-peer distribution of information portion of the desired demos. Such demos would require longer range mesh radios that can be HyperCast enabled. This has been communicated to the Laboratory and it is anticipated that a resolution to this issue will be mutually agreed to once UVa defines the needed additional equipment.
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No Description Mfgr Model Part No DS MITL Tot

1 Passive IR Sensor W/5' Cable Qual-Tron PIRH 13D0723 8 8

2 Magnetic Sensor W/5' Cable (Normal) Qual-Tron MAGH 13D0456 8 8

3 Seismic Sensor W/5' Cable Qual-Tron MSSH 13D0163-1 8 8

5 4-pin female connector, bulkhead Qual-Tron 27 27

6 Ad-hoc radio Crossbow MICAz MPR2400CA 12 12 24

8 RENE Sensor Board Crossbow MTS101CA 12 12 24

10 Basic Stargate Developer's Kit Crossbow SP-KIT400 6 2 8

11 Indoor PIR sensor 8 8

12 USB camera 6 2 8

13 NovaRoam Radios Nova Eng NovaRoam 6 6

14 NovaRoam Radio Antennas omnidirectional Nova Eng 1 1

15 NovaRoam Radio Antennas whip Nova Eng 5 5

16 NovaRoam Car Power cable Nova Eng 6 6

17 802.11 PC Card Radios 2 2

Qty
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Materials List

		

		Item										Qty

		No		Description		Mfgr		Model		Part No		DS		MITL		Tot

		1		Passive IR Sensor W/5' Cable		Qual-Tron		PIRH		13D0723				8		8

		2		Magnetic Sensor W/5' Cable (Normal)		Qual-Tron		MAGH		13D0456				8		8

		3		Seismic Sensor W/5' Cable		Qual-Tron		MSSH		13D0163-1				8		8

		5		4-pin female connector, bulkhead		Qual-Tron								27		27

		6		Ad-hoc radio		Crossbow		MICAz		MPR2400CA		12		12		24

		8		RENE Sensor Board		Crossbow				MTS101CA		12		12		24

		10		Basic Stargate Developer's Kit		Crossbow				SP-KIT400		6		2		8

		11		Indoor PIR sensor								8				8

		12		USB camera								6		2		8

		13		NovaRoam Radios		Nova Eng		NovaRoam						6		6

		14		NovaRoam Radio Antennas omnidirectional		Nova Eng								1		1

		15		NovaRoam Radio Antennas whip		Nova Eng								5		5

		16		NovaRoam Car Power cable		Nova Eng								6		6

		17		802.11 PC Card Radios								2				2
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