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Win32_Application()
{
STEP 1: OpenAlgorithmProvider() /I Opens required algorithm provider
STEP 2: GetorSetAlgorithmProperties()  // Get or set properties for open algorithm
STEP 3: CreateorimportKey() /I Create or import key for open algorithm
STEP 4: PerformCryptoOperation() /I Perform cryptographic operation
STEP 5: CloseAlgorithmProvider() /I Close open algorithm provider
}
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Algorithm_Provider_DLL()

{
STEP 1: FillCipherFunctionTable()
STEP 2: GetCipherinterface()
STEP 3: ImplementCipherFunctionl1()
STEP 4: ImplementCipherFunction2()

STEP 5: ImplementCipherFunctionN()
STEP 6: ImplementHelperFunctionl1()

STEP 7: ImplementHelperFunctionK()

# )&&

HSHH%S  + T IS
"SH () *%H & # 6/-% #
. !
5 I E'%
cC =+ DB,
A 5 B, 3 A
B 4

E#$& 4 7

HSH H%$ x 7 -
57 74) -
* *

CE |E#&" 'DB 5 5+
C +D C#DB, 3

B 4

HH #%$ 71 -
774 - * "

4 7
T % A * * * 5

574) * ,
5 74
* * * +
* )&& 5

/I Fills cipher functions [1..N] in cipher table
/I Registers cipher table with router

/I Implementation of cipher function 1

/I Implementation of cipher function 2

/I Implementation of cipher function N
I/ Optional helper function 1

/I Optional helper function K
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B Microsoft® Windows Vista™ Ultimate 86 Debug Build Envirenment
PSS C:sHewCryptsApplication? vchuild Appl.veproj_

* 5 * )&&:

B Microsoft® Windows Vista™ Ultimate %86 Debug Build Environment
PS C:sHewCryptsLibrary vchuild MeuwCrupt.weproj_
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@4%6 * - 6* + 4 x4
*5 5 * )&&4
' * +, * o4 * + 4
+
o Regety o =leEs
File Edit View Favorites Help
E Lo ~ « 1 Microsoft Software Key Storage Provider = || Mame Type Data -
{10 Microsoft SSL Protocol Provider B gﬂlmage REG. 57 newcryptdl |:| .

[ U

‘- 1 NEWCRYPT: Symmetric Stream Cipher Provider ' —

(|4

m | 3

ComputerHKEY_LOCAL_MACHINE\SYSTEM\ Control5etD01\ Contral\ Cryptography\Providers\MEWCRYPT: Symmetric Stream Cipher Providert UM

> 4 1 4
5 , X )&& 5 JW + WX+ /K4 +
* , 9 * -
W+ W
* * )&& * 6+ 4
! * +, +, # +
a#f Registry Editor
File Edit View Favorites Help
Lo Py DESX “ || Mame Type Data
L RCZ 7 _ﬂﬂ (Default) REG_SZ {value not =et}
L. :}E‘; ~ || 2% Flags REG_DWORD 600000000 (0
P e TR E!’]vaiders REG_MULTI_SZ MEWCRYPT: Symmetric Stream Cipher Provider
‘ | m | » 4 | 1 | 3

ComputertHKEY_LOCAL_MACHIME\SYSTEM\ Control5etd01 Contrel\ Cryptegraphy! Configuration’ Local\ Default\ 00000001\ TAS

? #$ 4 7




S , * % * )&& 5 +4

* + * 4
* * * (
B Administrator Microsoft Windows Vista 186 DEBUG Build Environment = O | x

C:sMNewCryptsApplication>Appl
MewCrypt vl.B, CHNG bazed Trivial Addition and Subtraction Stream Cipher

[Syntax]

Appl —-reg Register "MewCrupt'" to CHG crypto—-router

Appl —unreqg UIn—register "NewCrypt' from CHG crypto—router
Appl —enum Enumerate registered algorithm providers

Appl —-enc <{infile} {outfilel Encipher using “"MewCrypt'

Appl —dec {infilel {outfilel Decipher using “"MewCrypt'

C:wMNewCrypt~Application>Appl —enum
MEWCRYPT : enumerated registered algorithm providers.

Microzoft Primitive Provider

Hicrosoft Smart Card Key Storage Provider
Microsoft Software Key Storage Provider
Microsoft 55L Protocol Provider

Registered Algorithm Provider [A]
Registered Algorithm Provider [11
Registered Algorithm Provider [21]
Registered Algorithm Provider [31]

C:sNewCryptsApplication>Appl —reg
MEWCRYPT : registered "MewCrypt' to CHG crypto—router.

C:sHewCryptsApplication>*Appl —enum
MEWCRYPT : enumerated registered algorithm providers.

Microzoft Primitive Provider

MHicrosoft Smart Card Key Storage Provider
Microszoft Software Hey Storage Provider
Microzoft S8L Protocol Providew

MEWCRYPT: Symmetric Stream Cipher Provider

Registered Algorithm Provider [A]
Registered Algorithm Provider [11
Registered Algorithm Provider [21]
Registered Algorithm Provider [31]
Registered Algorithm Provider [41]

C:sNewCryptsApplicationX_
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