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ABSTRACT

Viruses, Trojan horses and other malicious code
have become increasingly prevalent in commodity
applications. Malicious code attacks such as code in-
jection exploit new and unknown vulnerabilities to
reduce the overall availability of the applications and
affect user productivity. These attacks insert a payload
into the running application, mutating its runtime code,
altering its runtime execution behavior, and potentially
causing system-wide spread of the malicious code. In
order to safeguard against mal-content and prevent
mutation, routine inspection of the application runtime
code is required. To mitigate such attacks, we propose
a modified kernel-mode attestation technique that
enables the end-user to verify the “genuineness” of the
application runtime code. Our proposed kernel-mode
attester verifies the code at runtime, augments static
analyzers, and requires no modification to the source
code of the application. Finally, our proposed method
can be implemented economically with low in-memory
space (~30 Kbytes).

Categories and Subject Descriptors

D.4.6 [Operating Systems]: Security and Protection —
Invasive Software

General Terms
Design, Security

Keywords
Attestation, Code injection, Kernel

1. INTRODUCTION

Commodity applications are increasingly getting
bigger and complex, and potentially have vast amount
of “fallible” code embedded within them. Moreover,
certain facilities provided by the underlying operating
system can also be misused. These shortcomings ma-
nifest as vulnerabilities that are exploited by malicious
code e.g. Viruses, and Trojan horses to mutate the run-
time code, disrupt the execution, and reduce the avail-
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ability of the application to the end-user. Code injec-
tion is a class of malicious attacks that inserts a payl-
oad' in an application at runtime. The “tainted”
application then acts as a host to malicious code and
helps in spreading the mal-content. Some of the most
common implications of code injection attacks include
remote command execution, process hijack, and appli-
cation disruption. To guard against such threats, it is
important that routine inspection of the application
runtime code is performed. Our contributions towards
this end are as follows:

* We classify code injection attacks based on 2 payl-
oad types and 2 delivery methods. We focus on code
injection attacks based on the “ptrace()” system call
and the dynamically linkable and relocatable (or DLR)
objects in Linux operating system. Furthermore, we
discuss arbitrary and self-modifying payload types,
which can be used by the above payload delivery me-
thods to mount code injection attacks. Also, we enu-
merate the implications of such attacks.

* We provide detail design of the kernel-mode attester
that detects the mutation of application runtime code
and enables the end-user to take appropriate actions.
Our attester does not require any modification to the
application source code and complements the static
analyzers to mitigate the code injection attacks.

* We evaluate the proposed technique by measuring
time and amount of address space traversal required to
perform trustworthy attestation. Our proposed method
is implemented using (~1200) lines of code and occu-
pies (~30Kbytes) in memory.

"' In this paper, we use “payload” to define the malicious part of the
Virus, Trojan horse etc. and separate it from their propagation me-
thods. Thus, every instance of malicious code can be seen as a carri-
er, whose purpose is to deliver a payload to an exploitable host
application. By this definition, the purpose of payload is to further
perpetuate the carrier and payload cycle via a host application.



This paper is organized as follows. In section 2, we
present a motivating example that shows the use of
operating system facilities to mount code injection
attacks. We classify code injection attacks based on
payload types and delivery methods in section 3. In
section 4, we present the design of kernel-mode attes-
ter and its related modules. We evaluate the proposed
technique in section 5, while section 6 highlights its
limitation. We relate the proposed technique to other
approaches in section 7, present directions of future
work in section 8 and conclude in section 9.

2. MOTIVATING EXAMPLE

In this section we present an insight on the applica-
tion code vulnerability due to the use of facilities pro-
vided by the underlying operating system. Although
applications may themselves have vulnerable code, we
show that by using a chosen set of operating system
facilities, a malicious code can exploit almost any tar-
get application. Figure 1 depicts 2 examples of the
code injection using the Windows and Linux operating
system facilities. In Windows operating system, the
following process and thread manipulation APIs are
provided:

* OpenProcess(): This API enables a process to open
an existing local process object.

* VirtualAllocEx(): This API allocates a specified
amount of memory within the virtual address space of
a given process. Initialized memory is set to zero.

* WriteProcessMemory(): This API enables a process
to write data to a specified memory area in a given
process. The memory area should be accessible for the
operation to succeed.

* CreateRemoteThread(): This API enables a process
to create a thread and run in the virtual address space
of a given process.

These APIs enable writing code that can take ad-
vantage of multiple processors or cores in the hard-
ware e.g. a weather forecasting application can have
one parent process per processor dedicated for predict-
ing weather at a site. Each such process then spawns
remote threads and interacts with other processes to
generate correlations between weather at various sites.
We note that there can be numerous instances where
the above APIs can be applied to good effect.

In figure 1(a), the same set of APIs can be used to
create a malicious code that can inject a dynamic link
library (or DLL) into a victim process. As the DLL
becomes part of the address space of the victim
process, it can overwrite portions of code segment,
invoke process-specific functionality, and more to mu-
tate runtime code and cause disruption in normal ex-
ecution behavior. A similar but restricted set of APIs
and facilities that are provided in Linux operating sys-
tem are given below:

 ptrace(): This API enables a parent process to ob-
serve and control the execution of a given process. It
also allows the parent process to examine the core im-
age and registers of the given process.

* /proc/<pid>/maps: This entry point in virtual file-
system enables a process to know the memory-map of
a given process having process-id “pid”.

* ELF header: The header of this executable file for-
mat maintains a log containing details of type of file,
architecture, section for text, data, bss segments, and
more. Linux uses this format for binary objects.

()

00 void InjectDLL(DWORD ProcID, String Lib)

01 {

02 // STEP 1: open the process with full-access

03 hP = OpenProcess(FULL_ACCESS, FALSE, ProcID);

04

05 // STEP 2: allocate memory in target process to hold DLL

06 hM = VirtualAllocEx(hP, NULL, Lib.size(), CMT, RW);

07

08 // STEP 3: write the DLL into allocated memory in STEP 2

09 WriteProcessMemory(hP, hM, Lib.c_str(), Lib.size(), &NmWrite);
10

11 // STEP4: create a remote thread, use LdLib() and wait for finish
12 hT = CreateRemoteThread(hP, NULL, 0, LdLib, hM, 0, NULL);
13 WaitForSingleObject(hT, MAXWAIT) != WAIT TIMEOUT;
14

15}

(b)

00 void InjectPayload(pid _t ProcID, char *Payload)

01 {

02 // STEPI: attach to a process

03 Status = ptrace(PTRACE_ATTACH, ProcID, NULL, NULL);

04

05  // STEP2: get registers and set EIP

06  Status = ptrace(PTRACE_GETREGS, ProcID, NULL, &RegData);
07 RegData.eip = (long) InjectPayloadAddr;

08

09  // STEP 3: set registers of the attached process

10 Status = ptrace(PTRACE_SETREGS, ProcID, NULL, &RegData);
11

12 // STEP 4: Inject code and detach from the process

13 Status = ptrace(PTRACE_POKETEXT, ProcID, Addr, Payload);
14 Status = ptrace(PTRACE_DETACH, ProcID, NULL, NULL);

15}

Figure 1: Code injection attack code based on the operating system facilities — (a) on Windows, and (b) on Linux



* Shared objects: This facility enables the aggregation
of multiple compiled objects as a single object that can
be shared across multiple applications. These objects
can be dynamically loaded, linked and used based on
the “dlopen()” and “dlsym()” APIs.

These APIs and facilities aid in debugging of a
process at runtime, allow the operating system to de-
fine and execute a binary object, facilitate construction
of large software systems based on shared libraries and
more. In figure 1(b), these APIs and facilities are used
to perform a code injection attack. It is now evident
that the newer sets of malicious codes not only attack
the application-specific vulnerability but also abuse the
operating system provided facilities to cause potential-
ly wide-spread disruption. In order to understand the
problem to present a reasonable solution, we first
study the code injection attacks in the context of Linux
operating system and present its implications.

3. CODE INJECTION ATTACKS

A code injection attack can be segregated into 3
views based on before the attack, during the attack and
after the attack stages. Each of the 3 attack stages pro-
vides a unique view of the memory of the victim
process.

3.1 Stages of Attack

The victim process loads into the memory and
starts its normal course of execution, wherein instruc-
tion-pointer (or EIP) points to the current instruction
being executed. Figure 2(a) depicts before the attack
stage, where the victim process has just entered its
“main()” function and is about to make a call to
“puts()” function. At this execution-point a malicious
process attaches itself to the victim process and creates
a backup of next 8 bytes of victim process instructions.

It also determines the free space in the victim process
memory space and injects a payload in that space. Fur-
thermore, it saves the current value of EIP. Conse-
quently, it re-positions the EIP to the location in the
memory space, where the payload is stored and re-
sumes the execution. Figure 2(b) depicts during the
attack stage, where a malicious process has written a
payload consisting of the “write()” system call in the
free memory space of the victim process. Thereafter,
this payload gets executed in the normal course of ex-
ecution, before returning control to the malicious
process. At this point, the malicious process restores
the backup of saved 8 bytes of the victim process in-
structions and its EIP. From this point on, the victim
process resumes its normal execution, without know-
ing that it “abetted” in a malicious activity. Figure 2(c)
depicts after the attack stage, where the process ex-
ecutes normally.

It is conceivable that the malicious process notes
every library call made the victim process and writes it
to a file or a socket. This variant of the code injection
attack leaks sensitive information about the victim
process to the un-intended entities within the local
system or a remote site. A malicious process can em-
ploy combination of techniques such as using the
“ptrace()” system call to attach to the victim process,
getting its memory space information from the
“/proc/<pid>/maps”, infecting its “ELF header” so
that the payload can stay on the persistent storage me-
dia, and injecting “shared objects” dynamically into its
memory space. Note that given these methods, differ-
ent type and scale of payloads can be injected by the
malicious process.

In this paper, we focus on 2 types of payload con-
sisting of the arbitrary and the self-modifying code.
We have chosen the arbitrary code as it covers the en-
tire class of the payloads. The choice of self-modifying
code is based on the prevalent malicious code of this

type.

(2)

©

mov $0x4, Y%eax

4—— EIP mov $0x4, Yeax

mov $0xa, %eebx

mov $0xa, %ebx

int $0x80

EIP Re-position

int $0x80

ret

sub $0x8, Y%esp [ &—— EIP

Victim Process Memory

sub $0x8, %esp

sub $0x8, %esp

movl $0x54a29b, (%esp)

movl $0x54a29b, (%esp)

movl $0x54a29b, (%esp)

call 0xb3e056

call 0xb3e056

call 0xb3e056

Figure 2: Code injection attack stages — (a) before the attack, (b) during the attack, and (c) after the attack

<4—— EIP



3.2 Payload Type

A malicious code expands its sphere of influence
via its payload. A basic payload enables the malicious
code to copy itself and spread, while a more sophisti-
cated payload can cause specific actions such as file
deletions, BIOS reset and more. It is a non-trivial task
to design rule-based system that can intercept current
and new payload types. We handle this problem by
introducing a classification mechanism that segregates
the payload into 2 types.

3.2.1 Payload Type I: Arbitrary Code

An arbitrary code as payload type handles all the
combinations of the payload contents. It can be seen a
sequence of bytes and has a definite size. Formally, we
define the arbitrary code as below:

VP, <B1,B2, B3B‘p‘> (1)

Where, P is a payload, By is byte at location I, and
(s, * ... +) is an arbitrary code. Note that for an arbitrary
code of size |P| bytes, there are {|P|!} payloads. Also, if
the size of arbitrary code is not constrained then there
are 2" - 1 arbitrary codes of various sizes up to |P|
bytes. Payload types such polymorphic code, encrypt-
ing code and more can be seen as a permutation or
translation of an arbitrary code. Hence, by definition
they are in the closed set of arbitrary codes.

3.2.2 Payload Type II: Self Modifying Code

A self-modifying code as payload type handles a
special case of arbitrary code, wherein the code can
modify itself. It can be seen as a payload that executes
and then rewrites itself with another payload and con-
tinues the execution. Formally, we define the self-
modifying code as below:

VP, 1, J; ( Py, Py & Py, repeaty ) ...

Where, P is a payload, I and J are instances of
payload, {X < Y} is the rewrite of the payload X by
payload Y, and (-, *, *) is a K-self-modifying code. The
definition allows potentially infinite rewrite opera-
tions. Note that the case of 1 rewrite is handled in this
definition. This payload is distinguished from the other
types of payload, due to its dominant prevalence in
current state-of-the-art malicious code. Payload types
such as metamorphic code can be seen as a variant of
self~-modifying code.

We have classified the payload into 2 types and
now focus on the payload delivery methods.

3.3 Payload Delivery Method

A malicious code uses the payload delivery method
to attach a payload to a victim process. To do so, the
method must have access to the payload and the loca-
tion of the delivery. We discuss 2 payload delivery
methods that can deliver the arbitrary and self-
modifying code to a victim process.

3.3.1 Payload Delivery Method I: ptrace() Call

Using the “ptrace()” system call  the malicious
code can get and set values in the registers, deliver a
payload and resume the execution of the victim
process. Furthermore, it enables creating and control-
ling of the child processes within the malicious code.
In figure 3, the general prototype of the “ptrace()”
system call is presented:

00 long ptrace(

01 enum ptrace_request req,
02 pid_t pid,

03 void *addr,

04 void *data

05 );

Figure 3: API prototype for “ptrace()” system call

Where, “req” determines the action to be per-
formed, the code is injected to the process with
process-id “pid”, “addr” is the read or write location of
the code, and “data” is the value to be read or written
at that location. EIP re-positioning can be done expli-
citly via this method.

3.3.2 Payload Delivery Mechanism II: DLR Objects

On 32-bit architecture, DLR objects are 32-bit ELF
LSB relocatable object files . By using the DLR ob-
jects with the “gdb” debugger, the malicious code can
determine victim process binary-specific symbols and
use them within the payload. This enables the mali-
cious code to alter the victim process execution beha-
vior. Figure 4 depicts construction of DLR objects:

00 gee —Wall —c Codelnjection.c —o Codelnjectio.o

Figure 4: “gcc” flag required to generate DLR object

“odb” is used to load the DLR objects in the memo-
ry space of the victim process . When the victim
process invokes the “tainted” symbol, the payload de-
livered via DLR object gets executed.

We now present the design of modified kernel-
mode attester and its related modules as a technique
for the mitigation of such attacks.



4. KERNEL ATTESTATION

In the previous sections, we have highlighted the
payload types and methods that a malicious code can
use to mount code injection attacks. We now present
detail design of the proposed approach for mitigating
such attacks.

4.1 Attack Assumptions and Design Principles

In order to consider scope and setting of the mali-
cious code and the code injection attacks, we make the
following assumptions:

* Code injection attacks are limited to user-space and
kernel is not compromised with such attacks.

* Processor, memory controller and system memory is
not controlled by malicious code.

* Malicious code may inherit root privileges for short
time-bursts.

The proposed approach based on kernel attestation
must obey the following design principles:

* Simple design based on the pluggable interface.
* Small source and in-memory code size.

» Reasonably “good” coverage for code attestation
guarantees.

Our assumptions for malicious code act as “hid-
den” design principles. Given these assumptions of the
malicious code and the design principles for the pro-
posed approach, we now focus on the design of the
kernel-mode attester.

4.2 Design of Kernel-Mode Attester

In figure 5, the kernel-mode attester contains 3 sub-
systems, each having a specific operation to perform
during the course of attestation. The description of
these sub-systems is given below:

4.2.1 Sub-system I: Attester Kernel Module

The role of attester kernel module is to perform the
attestation on a given process. This module is written
as a kernel module that enables or disables the attester
on the basis of insertion or deletion of the module into
kernel. To perform the attestation on a given process,
the attester generates an ensemble of random addresses
as below:
VA,I, <A1,A2,A3A1> (3)

Where, A is the address, I is instance, and (-, * ... *)
is the address ensemble. Using a fixed size ensemble
of randomly generated addresses, the attester reads the
contents of above addresses in the virtual memory area
of the given process. The reads from the contents from
above addresses are given as ensemble below:

VC, AL (CL,C:.C..CH) .4

Where, C is content of address A having an in-
stance I, and (-, -+ ... -) is the content ensemble. The
attester provides the above content ensemble to a hash
module to generate a snapshot. These snapshots are
saved in a list. Formally, we define a snapshot and the
snapshot list as below:

VH, S, C, A, I; H(C.,,C3,CP..CL) =S,
(S1,S5 Ss ... S1) .. (5

—> List Head Pointer

[ >

[«

——p List Tail Pointer
H »

Hash Module

; v Fask List
SHA-1 | | CRC-32 | > Attester
g ¢ Snapshot List A

Kernel-space

User-space >

/proc/attest/config

/proc/attest/logger

User-space

Process

Config Shell

Proc-FS interface

Message Logger

Figure 5: Kernel-Mode Attester interaction with different sub-systems and Linux Kernel



Where, H is a hash function, S is a snapshot, [ is a
snapshot instance, and (-, - ... *) is the snapshot list.
The attester accesses the task list within the kernel to
get the “task_struct” structure of the given process. It
uses this structure to access the virtual memory area of
the given process. The virtual memory area for any
given process can be accessed using “‘mm_struct’
structure within the “task_struct” structure. Each vir-
tual memory area as defined by the “mm_struct” struc-
ture has a start and an end marker. Also, access to each
virtual memory area is carefully controlled by a set of
flags. These flags may designate a virtual memory area
as “read”, “write”, “execute”, and “shared”. The vir-
tual memory area of the text segment of a process has
an “exec” flag.

If the malicious code needs to perform EIP-
reposition after the code injection, then the target vir-
tual memory area needs to have “exec” flag. Hence, by
only attesting address ensembles within an “exec” vir-
tual memory area, the attester can prevent EIP-
reposition implication of the code injection attacks.
The attester in the present design is fully configurable
via a user-space configuration shell and reports activi-
ties through a message logger.

4.2.2 Sub-system II: Configuration Shell

A user can configure the kernel-mode attester via a
user-space configuration shell. The configuration shell
is an interactive console-mode shell such as “bash”-
shell and provides 10 commands to interact, configure
and manage the kernel mode attester. The commands
and their description are listed below:

* pid: This command enables the user to specify the
process-id of the process to be attested.

* ssc: This command provides a means to the user to
specify the snapshot count. This count controls the
length of snapshot list or the instance I in equation (5)
within the kernel-mode attester.

 ssp: This command provides the user a variable to
control snapshot period. This period controls the fre-
quency of snapshot per unit time by the kernel-mode
attester.

* hash: This command enables the user to specify the
choice of hash function.

* clb: This command provides the user a mechanism to
clear that buffer.

* get: This command enables the user to read the cur-
rent active configuration of the kernel-mode attester.

* set: This command provides a mechanism to the user
to set the configuration stored in local buffer of the
configuration shell into the kernel-mode attester.

e list: This command enables the user to list all the
supported commands of the configuration shell.

* swb: This command provides a mechanism to the
user to see the local buffer of the configuration shell.

* quit: This command enables the user to quit the con-
figuration shell.

The configuration shell interacts with the kernel-
mode attester via the “/proc/attest/config” read/write
interface.

4.2.3 Sub-system IlI: Message Logger

The kernel-mode attester reports events that occur
during the attestation operation via a user-space mes-
sage logger. Each event reported by the kernel-mode
attester during the attestation operation can be formally
defined as below:
VT, M, I, (T,M, 1) ... (6)

Where, T is the timestamp, M is the message, and I
is instance of the message. The logger retrieves the

events through the read-only “/proc/attest/config” in-
terface and shows the messages on the user-console.

4.3 Choice of Hash Function

The choice of hash function is an important design

and implementation criterion. If the chosen hash func-
tion is not collision-resistant, then a malicious code
can generate payloads that can be enable indistinguish-
able hash outputs.
Alternatively, if the size of each hash is large then it
impacts the size of snapshot list. Also, the time re-
quired to perform hash affects the time required to
perform the attestation operation. Moreover, the use of
different hash functions for performing snapshot tra-
deoffs collision resistance and hash output size in at-
testation operation.

In the current design of the kernel-mode attester,
we have chosen 2 hash functions, which enable us to
tradeofT collision resistance, and output size of a given
hash function. We use “SHA-1” (or Secure Hash Algo-
rithm) and “CRC-32” (or Cyclic Redundancy Check)
as the hash functions. Each of these hash functions
have a specific property that acts as a guiding reason
for their selection. We describe the properties of these
hash functions as follows:



Hash Function Choice
Properties “SHA-1” “CRC-32”
CR (Msgs/Collision) 263 NCR
Output Size (Bits) 160 32
Throughput (Gbps) ~2 ~10

* CR — Collision Resistance, NCR — Not Collision Resistant

Table 1: Comparison of “SHA-1” and “CRC-32”

It is evident from the aforementioned table that
“SHA-1” hash function provides greater collision resis-
tance in exchange to output size and throughput, while
“CRC-32” provides almost minimal collision resis-
tance but retains space efficiency and throughput as its
advantages. It should be noted here that the choice of
providing only 2 hash functions reflects current scope
of the implementation and does not restrict any future
revisions.

We now focus on the evaluation of the proposed at-
testation technique.

5. EVALUATION

Evaluation of the proposed attestation technique
enables us to measure its various aspects such as
source and in-memory code size, stress-testing of the
applications against code inject attacks, and address
coverage required for “good” attestation guarantees.

5.1 System Configuration
We have performed the experiments to evaluate the

proposed attestation technique on 1 computer having
the following configuration:

Hardware Software
CPU* 1500.033 MHz Compiler | GCC
Hard Disk 120 GB 4.3.2
RAM 1 GB
V-RAM 64 MB Debugger | GDB
Cache 256 KB 6.8-29
Flags TSC
Serial Port 2 os- Kernel
Parallel Port 1 2.6.27.21-
Floppy 3.51n, 1.44 MB 170

* A= AMD Athlon XP 2400+, " = Fedora Core 10

Table 2: System configuration of experimental setup

While generating code for configuration shell and
message logger, we have used “gcc” with “-0” flag
(with other flags turned off). For generating code for
synthetic code injection module, we have used “gcc”
with flags as depicted in figure 4. For generating code
kernel-mode attester, we have used standard module
build procedure.

5.2 Methodology

We have adopted a consistent set of rules and me-
thods across all the experiments to reduce errors based
on the methodology. For measuring time, we have
used “rdtsc()” instruction with less than 1pus of resolu-
tion and 0.0413 ps of overhead. Also, to reduce the
time-measurement complexity related to “rdtsc()” in-
struction, we have used 1-core machine. We normalize
intra-experiment variations by taking average of 1000
iterations across all experiments. Figure 6 depicts our
execution time measurement approach:

00 for (i=0; i <ITER _COUNT,; it++)
01 {

02 // start timer

03 Begin = Timer Begin();

05 // operation to be measured
06 Operation();

08 //end timer
09 End = Timer_End();

11 // Aggregate elapsed time
12 TimerBuffer[i] = End — Begin;
13}

Figure 6: Approach for execution-time measurement

We use “TimerBuffer” to compute average of 1000
iterations after the measurement is complete. This me-
thod is repeated across all the experiments.

5.3 Experiments and Results

In order to determine the efficacy of the proposed
attestation technique, we have measured it across 5
experiments that are chosen carefully to highlight key
strengths and weaknesses of the proposed technique.
The experiments are described below:

5.3.1 Experiment I: Source and In-memory Code Size

The goal of this experiment is to adhere to one of
the design principles of having small source and in-
memory code size.

Code Size Sub-system

Type Kernel Configuration | Message

Mode Shell Logger
Attester

Source Code 623 521 62
(LOC)
In-memory 14,160 10,458 5,703
(Bytes)

* LOC = Lines of Code

Table 3: Source code and In-memory code size



It is evident from the above table that kernel-mode
attester, configuration shell, and message logger are in-
memory space efficient (~30 Kbytes) and consists an
aggregate of (~1200) lines of code. We have taken
care to exclude any architecture-specific routines or
instructions except “rdtsc()” to enable ease-of-porting
to different versions of Linux like operating systems.

5.3.2 Experiment II: Synthetic Code Injection

In this experiment, we measure the rate of code in-
jection by synthetically injecting code into 5 text-mode
applications. This experiment is required to understand
the impact of code injection rate on application break-
down. We injected code with payload size up to 64
Kbytes and monitored the target application execution
progress. MC and NC-FTP crashed at 64 Kbytes payl-
oad size due segmentation fault. Figure 7 shows the
rate of code injection across 5 applications.
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Figure 7: Code injection rate for 5 applications

It is evident from the above illustration that code in-
jection rate remains independent of the application
type. Also, certain applications such as MC and NC-
FTP are susceptible to 64 Kbytes payload size. Fur-
thermore by injecting code at the above mentioned
rate, we can test if an application can withstand such
attacks. This enables us to stress test the applications
against the size of attack payloads.

6. CONCLUSION

Malicious code attacks such as code injection ex-
ploit new and unknown vulnerabilities to reduce the
overall availability of the applications and affect user
productivity. To mitigate such attacks, we have pro-
posed a modified kernel-mode attestation technique to
detect mutations in the application runtime code. Our
proposed kernel-mode attester verifies the code at run-
time and can be implemented economically with low
in-memory space (~30 Kbytes).
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