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ÎMost security systems use cryptography

ÍToo many use proprietary ciphers

ÍMany are weak, but secret

ÎWe find cipher implementations from silicon

ÍCheap approach, no crypto knowledge required

ÍWe want to enable you to do the same 
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ÎRadio Frequency IDentification

ÎTiny computer chips

ÎPassively Powered



We reverse-engineered the Mifare 
crypto and evaluated its security





ÎChemically extract chips:

ÍAcetone

ÍFuming nitric acid

ÎShortcut: buy blank chips!


