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Hardware Obfuscation



Motivation

ptography

2rs

ations from silicon
bto knowledge required

VEAVE 2 you to do the same

"No more weak ciphers. No more paranoia.”
Sean O'Neil



Motivating example: RFID






OUme@IE«Ct (Starbug, Henryk Pl16tz, me)

We reverse-engineered the Mifare
crypto and evaluated its security




Reverse-Engineering



ObtailnI ‘i‘nlg Chips
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Chemically extract chips:
* Acetone
* Fuming nitric acid

Shortcut: buy blank chips!
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Manually with sand paper

+ “On your kitchen table”
-Starbug



aging Chip

+ Each image ~100x100 pm

+ Align different layers
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Logic Cells

Chip consists of small cells that perform simple
logic functions
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Standard Cell
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Next: Finding the function
of each cell type.









The Silicon Zoo

www.siliconzoo.org

<- back to the Silicon Zoo Home

Collection of logic cells e
Free to everyone for study, ——
comparison, and reverse- | R O l.,.'.‘
engineering of silicon chips s em | B N

Z00 wants to grow—send
your chip images!




Logic Gates Interconnect

Connections across all layers

-

Traced 1500 (!) connections manually
Tedious, time consuming
Error-prone (but errors easily spottable)
Tracing completely automated by now



Tracing Connections



mem  Metal wire

Intra-layer via
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ing of logic cells
but not automated tolls

not impossible

* Huge effort, huge rewards?
+ Self-destructive chips?

* May protect secret keys, not secret algorithms
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Result: Miftare Classic’s Crypto



Mutual authentication
protocol

Key stream
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48-bit stream cipher
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48-bit LFSR
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Mifare Classic Weaknesses

Ti ' ade Offs

Key Probing

Algebraic Attacks Weak Filter Function
4,8-Bit Stream Cipher

Number
Generator

Brute Force Replay Attacks

(due to small key) (due to predictable
random numbers)



ible

roprietary crypto
against automated circuit

+ Obscu ity only in the short-run
* Lack of peer-review hurts later



Karsten Nohl Talk to me about your
nohl@virginia.edu reverse-engineering ideas!



