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The secret cipher that secures Mifare Classic RFID tags used in access control systems, subway
tickets, and various other securiglated applications has recently beercidised [1]. Since the
security of the Mifare cards partly relies on the secrecy of this algorithm, we concluded that the
cards are too weak for all securitylated applications since the algorithm can be found with
modest effort. A report for the Dutch ygrnment that assesses the impact of our findings on a
nationwide ticketing system in the Netherlands was released on Febrdafg2]29he report
confirms our findings, but asserts that systems will likely be secure for another two years since
the attackis still costly. In the report, the attack is estimated to require $9,000 worth of hardware
to break secrets keys in a matter of hours. We argue that this is a groestovete and present

an attack that recovers secret keys within minutes on a tygesktop PQr within seconds on

an FPGA Our attack exploits statistical weaknesses of the cipher.

The Cryptel cipher consists of Bnear feedback shift register (LFSR) and a filter function, 4,

as shown inFigure 1. During the initialization, the secret 4& key is loaded into the shift
register and the string (ID x&t,) is shifted into the state, where ID is the identifier of thye and

Ry is a random number chosen by the tagisRalso sent to the reader as a first challenge in a
challengeresponse protocol in which tag and reader prove knowledge of the secret key. Since in
our attack, the attacker only needs to communicate thiéhreader, the challenge can freely be
chosen and does not need to be random.

In each clock cycle, the filter functipf(-), computes one bit of key stream from 20 LFSR bits.
The function is composed from 6 instantiations of 3 smaller functions asteldpn Figure 2.
These functions are statistically biased: if one input bit id behstant, then the output is 010 (or
O0dbmore than 50% of the tim@o compute this bias fom function withn inputs, we test its
output distrilution for all combinations ofi-1 of theinputs while keepinghe remaininginput
constant. For some of the inputs, the biases are as significant as 10/1énibi5f8 for f and f.

This statistical weakness enables our attack.
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the first bit of key stream sent bac
by the reader. In these challenge
we hold constant the four inputs ¢ f)
one of the fp functions while

changingsome ofthe other bits in
each challenge. To genera

+

different challenges in which th 48-bit LFSR
chosen bits are constant w R

compute the impact that changes b

other bits have on the LFSFH RNG ID

feedback, which is trivial given

knowledge of the LFSR structurc ) , o
Figure 1. Crypto-1 stream cipher and initialization values.
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Figure 2. Structure of the Cryptd filter function.

and computationally cheap. The key stream bits we receive from ttlerrage biased towards
either @Oor AObecausefis statistically biased, which lets us recover the output bit of jhe f
block under consideration. Knowing the output bit of thebfock we can therest for the inputs

to theblock. This process iepeated for a number &€y bits until sufficiently many are known

for a bruteforce attack on the remaining unknown bits to become cheap. The number of
challenges needed to recover key bits with high probability varies for different bits, but generally
does not exceed a few dozens.

Using our technique, up to 32 key bits can be recovered, but some of the bits require significantly
more challenges than others. We found paldidy strong biases in 1@f the 32 bits that we can
recover from the first bit of the key streams. After learning these 12 bits, all keys in the remaining
36-bit key space can be tried within 30 seconds on a single FPGA or within minutes on a typical
PC.

Our attack assumes that we can recover the first bit of the key stream. This bit is combined with a
random bit that is generated on the reader. We have shown previously that the random numbers
are known to an attacker since they are generated deteraaltys{3]. The attacker needs
knowledge of a single key that can, for example, be found using afbrogeattack on the entire

key space. Once one key is known, an attacker can learn enough about a given reader to predict
the random numbers it will gerete, so any number of keys can be recovered using our statistical
attack.

Our specific attack can be mitigated by using true random numbers on the reader. This does not
fix the underlying weaknesses of the cipher, however, and more elaborate atthaksemje.

Instead of starting an aranace around the security of a fundamentally flawed cipher, systems
should upgrade to more secure cards that use publicly scrutinized cryptography.
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