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Abstract

The Legion system defines a software architecture designed to support
metacomputing, the use of large collections of heterogeneous computing resources
distributed across local- and wide-area networks as a single, seamless virtual machine.
Metasystems software must be extensible because no single system can meet all of the
diverse, often conflicting, requirements of the entire present and future user community,
nor can a system constructed today take best advantage of unanticipated future hardware
advances. Metasystems software must also support complete site autonomy, as resource
owners will not turn control of their resources (hosts, databases, devices, etc.) over to a
dictatorial system. Legion is a metasystem designed to meet the challenges of managing
and exploiting wide-area systems. The Legion virtual machine provides secure shared
object and shared name spaces, application adjustable fault-tolerance, improved
response time, and greater throughput. Legion tackles problems not solved by existing
workstation-based parallel processing tools, such as fault-tolerance, wide-area parallel
processing, interoperability, heterogeneity, security, efficient scheduling, and
comprehensive resource management. This paper describes the Legion run-time
architecture, focussing in particular on the critical issues of extensibility and site
autonomy.
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1. Introduction

Recent technical advances and increasingly widespread deployment of local- arateaidegh-speed
networks provide new opportunities for applications developers. Just to name a few, improved network
capabilities enable increasingly sophisticated collaboration tools, improved data and resource sharing,
both within and across organizations, and larger scale parallel and distributed applications that may run on
geographically dispersed machines. The challenge facing the computer science community is to provide
software abstractions that can combine the diverse resources available into a single usable entity. We call
this metasystemsoftware—software above the physical resources and below end-user applications.
Without metasystems software, the task of constructing applications that exploit the full potential of these
new networks will be difficult or impossible.

We believe that, above all else, metasystem software must be extensible and must support site
autonomy. It must be extensible because no single system implementatiorataall of the diverse, often
conflicting, requirements of the entire present and future user community, nor can a system constructed
today best take advantage of unanticipated future hardware advances. Metasystem software therefore must
provide users, applications developers, and resource owners with the ability to reshape the software
infrastructure as needed in a consistent, orderly manner. Site autonomy must be supported because resource
owners will not turn their resources (hosts, databases, devices) over to a metasystem without being able to
enforce their own policies. Metasystems must instead allow resource owners to fully control their resources
(e.g., to determine who can use their resources, how and when they can be used, how much it will cost, etc.).

Legion, developed at the University of Virginia, is a metasystem designed to meet the challenges of
managing and exploiting wideea systems. The hardware base for Legion consists of workstations, vector
supercomputers, and parallel supercomputers connected by a variety of networks. The system is designed
support the illusion of a single virtual machine, providing users and applications developers with secure
shared object and shared name spaces. Legion tackles a wide range of distributed systems problems,
including application-adjustable fault-tolerance, wide-area parallel processing, intedigerabi
heterogeneity, security, efficient scheduling, and comprehensive resource management. No other existing
parallel processing tool supports such a broad range of services.

Legion includes a run-time system, several high level programming languages with corresponding
Legion-aware compilers, and Legion-targeted versions of popular packages like PVM and MPI. Thus,
Legion allows users to write programs in several different high-level languages, while the run-time system
transparently creates, schedules, and utilizes distributed objects to execute the programs. To support the
diverse policies and priorities of users, developers, and resource providers, Legion defines the mechanisms

for system-level services such as object creation, naming, and migration but does not mandate the
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implementation of these services or policies for their use.

The primary purpose of this paper is to describe the Legion interobject run-time architecture.
Unfortunately we cannot cover all of the important issues in one paper. Many of the most important issues
not discussed here are covered in other publications, including the security model [35], scheduling [22],
fault-tolerance [30], and the intra-object run-time library architecture [34]. Section 2 discusses our high-level
objectives, design constraints, and philosophy and explains the motivation for the Legion object model and
architecture. Section 3 defines key Legion concepts used throughout the remainder of the paper. Section 4
introduces the core Legion system elements at a high level and demonstrates how they work together
through a simple narrative example. Section 5 presents the interface and functionality of the core system
objects in detail, how they combine to implement basic services, and some examples of how programmers
may augment or replace different parts of our implementation. We conclude with related work (Section 6)
and a summary (Section 7).

2. Legion Objectives, Constraints and Philosophy

2.1 Objectives

Realizing our vision of a widarea metastem is not a trivial matter. We have distilled ten design

objectives that are essential to the success of the project. Each is discussed briefly below.

» Site autonomy Legion will be composed of resources owned by many organizations, which properly
insist on retaining control over their resources. For each resource the owner must be able to limit or
deny use by particular users, specify when it can be used, etc. An important aspect of autonomy is
implementation selection. Sites must be able to choose or re-write the implementation of each Legion
component to best suit their needs. For example, a site may trust the security mechanisms of one
particular implementation over those of another.

» Extensible core Legion must be flexible enough to suit the wide variety of current user demands and
capable of evolving to meet unanticipated future needs. Therefore, we feel that mechanism and policy
must berealized via replaceable and extensible components, including and especially those of our
core system components. This modatilitates development of improved implementations that
provide value-added services or site-specific policies, while enabling Legion to adapt over time to a
changing hardware and user environment.

» Scalable architecture Because Legion’s goal is to construct metasystems with millions of hosts and
objects, it must have a scalable software architecture. That is, the system must be fully distributed
with no centralized structures or servers.

» Easy-to-use, seamless computational environmentegion must mask the complexity of its

hardware environment and simplify the communication and synchronization involved in parallel
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processing. Machine boundaries, for example, should be invisible to users.

High-performance via parallelism: We believe that metasystems must support high-performance
parallel applications with large degrees of parallelismrdfoee, Lgjion must keep overhead low and
support a wide variety of parallel processing models, including arbitrary combinations of task and
data parallelism.

Single, persistent object spaceThe lack of a single name space for accessing data and resources is
one of the most significant obstacles to watea disibuted and parallel processing. The current
multitude of disjoint name spaces greatly impedes developing applications that span sites. All Legion
objects must be able to transparently access (subject to security constraints) any other Legion object
without regard to location or replication.

Security for users and resource ownersAttempting to patch security on as an afterthought (as
some systems are attempting today) is a fundamentally flawed approach. We believe that security
must be built firmly into the foundation of a metacomputing system. We also believe that no single
security policy is perfect for all users. Therefore, we must provide mechanisms that allow users and
resource owners to select policies that fit their security and performance needs and meet their local
administrative requirements.

Management/exploitation of resource heterogeneityLegion must support interoperability between
heterogeneous hardware and software platforms. It should also exploit heterogeneity when possible
by matching applications to the best suited resources (e.g., vector codes).

Multiple language support and interoperability: Legion must be able to support the integration and
interoperability of application components written in a variety of source languages. We feel that
interoperability also dictates that we support legacy codes and work with emerging standards such as
CORBA [31] and DCE [26], wherever possible.

Fault-tolerance: In a large-scale metasystem, resource failures (hosts, communication links, disks,
etc.) will be commonplace. Therefore, the Legion system itself must deal with failures, through
system object fault-tolerance and dynamic system reconfiguration, as well as provide mechanisms to

support a wide range of user application fauletahce needs.

Though we focus primarily on technical issues in this paper, we recognize that there are also important

political, sociological, and economic challenges in developing a metasystem, such as developing a

scheme to encourage the participation of resmuich sites while discouraging freigling by others.

2.2 Constraints

The objectives listed above are framed byesalpractical onstraints that restrict our design.

Cannot change host operating system®rganizations will not permit their machines to be used if
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their operating systems must be replaced. Our experience with Mentat [15] indicates, though, that
building a metasystem on top of host operating systems is a viable approach.
» Cannot change network interface Just as we must accommodate existingraiing systems, we
assume that we cannot change the network resources or the protocols in use.
» Cannot require Legion to run in privileged mode To protect their objects and resourcesgibe
users and sites will require Legion software to run with the lowest possible privileges.
2.3 Philosophy
Our overall objective is to design a metasystem that will be suitable to as many users and for as many
purposes as possible. One thing is clear: a rigid system design—one in which policies are limited, trade-
off decisions are pre-selected, or all semantics are pre-determined and hard-coded—uwill not achieve this
goal. Indeed, if we were to dictate a single system-wide solution to almost any of the ten technical
objectives, we would preclude large classes of potential users and usefofiehy we dgigned Legion to
allow users and programmers the greatest flexibility in their applications’ semantics, resisting the
temptation to dictate solutions to many system functions. Users are able, whenever possible, to select both
thekind and thdevelof functionality, and to make their own trade-offs between function and cost.

This philosophy is manifested in the system architecture. The Legion object model specifies the
functionality but not the impimentation of the system's core obgethe core system thedore consists of
extensible, replaceable components. Legion provides default implementations of the core objects, although
users are not obligated to use them. Instead, we encourage users to select or construct object
implementations that meet their specific needs.

3. Legion Object Model and Key Legion Concepts

Legion is an object-oriented system comprising independent, logically address space disjoint objects,
which communicate with one another via method invocation. The fact that Legion is object-oriented does

not preclude the use of non-object-oriented languages or non-object-oriented implementations of objects.
In fact, Legion supports objects written in traditional procedural languages such as C and Fortran in

addition to object-oriented languages such as C++, Java, and the Mentat Programming Language (MPL)
[15].1

Method calls are non-blocking and may be accepted in any order by the called object. Each method
has a signature that describes its parameters and return values (if any). The complete set of signatures for an
object describes that object's interface, which is determined by its class. Legion class interfaces are described

in an Interface Description Language (IDL), two of which are currently supported—the CORBA IDL and

1. MPL [15] is a parallel dialect of C++ in which classes may be denoted as Mentat classes, whose instances are
address-space disjoint, and whose member functions may be executed in parallel (see also Section 3.3).
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MPL.

Each Legion object belongs to a class and each class is itself a Legion object. All objects export a
common set of object-mandatory member functions (such asdeactivate() and
getinterface() ) that are necessary to implement the core Legion services. Class objects export an
additional set otlass-mandatgr member functions that enable them to manage their instances (such as
createlnstance() anddeletelnstance() )-

Much of the Legion object model’'s power comes from the role of Legion classes; much of what is
usually considered system-level responsibility is delegated to user-level class objects. For instance, Legion
classes are responsible for creating and locating their instances and for selecting appropriate security and
object placement policies. The core Legion objects provide mechanisms that allow user-level classes to
implement their chosen policies and algorithms. The philosophy of encapsulatiam-$sat| policy in
extensible, replaceable class objects, supported by the set of primitive operations exported by the Legion
core objects (described in detail in Section 5), effectively eliminates the danger of imposing inappropriate
policy decisions and opens up a much wider range of possibilities for the application developer.

3.1 Naming and Binding

Legion objects are identified through a three-level namingatiby, depicted in Figure 1. At the highest

level, objects are identified by user-defined text strings cat@dext namesThese user-levelontext

names are mapped by a directory service callmutext spaceo unique location-independent system-

level names calletlegion object identifiergLOIDs). For direct object-to-object communication, LOIDs

must be bound to low-levebject addresse@A) that are meangful within the context of the transport
protocol used for communication. The process by which LOIDs are mapped to object addresses is called

the Legionbinding procesgsee Figure 1).

FIGURE 1. The three-level Legion naming hierarchy.comext

Context names are convenient user-defined textual

identifiers. These map to Legion object identifiers  NamMe Context\ LOID Binding \OA
(LOIDs): system-wide unique, location-transparent Space Process

LOIDs: Every Legion object is assigned a unigue and immutable LOID upon creation. The LOID

identifies an object to various services (e.g. method invocation). The basic LOID data structure consists of
a sequence of variable length binary string fields. Four of these fields are reserved by the system. The first
three play a key role in the LOID-to-object address binding mechanism: Field Oderttzen identifier

used in the dynamic connection of separate Legion systems; Field 1dgskeidentifier a bit string
uniguely identifying the object’s class within its domain; Field 2 isnatance numbethat distinguishes

the object from other instances of its class. LOIDs with an instance number field of length zero are

Page 5



defined to refer to class objects. Field 3 is reserved for security purposes. Specifically, this field contains a
public key for encrypted communication with the named object. The format of the LOID is left
unspecified beyond these four reserved fields. New LOID types can be constructed to contain additional

security information, location hints, and other information in the additional available fields.

Object Addressed:egion uses standard network protocols and communication facilities of host operating

systems to support interobject communication. To perform such communication Legion converts
location-independent LOIDs into location-dependent communication system-level OAs through the
Legion binding process. An OA consists of a listobiect address elemenéd anaddress semantic

field, which describes how to use the list. An OA element contains two parts, a&@fH@ss typdield
indicating the type of address contained in the OA and the address itself, whose size and format depend
on the type. The address semantic field is intended to express various forms of multicast and replicated
communication. Our current implementation defines one OA type, consisting of a single OA element
containing a 32-bit IP address, 16-bit port number, and 32-bit unique id (to distinguish between multiple

sessions that reuse a single IP/port pair). This OA is used by our UDP-based data delivery layer [16].

Bindings: Associations between LOIDs and OAs are caléadings and are implemented as three-
tuples. A binding consists of a LOID, an OA, and a field that specifies the time at which the binding
becomes invalid (including never). Bindings are first-class entities that can be passed around the system

and cached within objects.

Object Statesin a typical Legion system the number of objects may be orders of magnitude larger than

the number of processors. Since it is unreasonable to require an active process for every object in the

system? Legion objects are persistent and alternate between two steties,or inert. When active, an
object runs as a process (controlled by a Legiost object Section 5.2) and can be communicated with
via its OA. When inert, an object exists only in persistent storage (controlled by a lvegibrobject,
Section 5.3), is described by abject persistence representation (OPR)d is located using abject
persistence address (ORAThroughout their lifetime, objects can be moved between active and inert
states.

Each Legion object is associated with its own OPR in which persistent state is stored. Each Legion
object implements an interngve State() method that is called to store the object’s state into its OPR
(prior to becoming inert). Similarly, each object defines an integstiore State() method, which is

called immediately after reactivation to recover state from the OPR. The OPA of an inert object is analogous

2. Our current implementation maps each active object to its own process. However, the Legion model does
require one process per object, so future implementations may multiplex objects to processes.
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to the OA of an active object and is used to gain direct access to an OPR. Typically, an OPA is a file name
or a set of file names, meaningful only to the colitglLegion vault object and to the associated object.

3.2 Attributes

Legion attributesprovide a general mechanism to allow objects to describe themselves to the rest of the
system. An attribute is amtuple containing @ag and a list ofvalues the tag is a character string, and the
values contain data that varies by tag. Attributes are stored as part of the state of the object they describe,
and can be dynamically retrieved or modified via object-mandatory functions. In general, programmers
can define an arbitrary set of attribute tags for their objects, althmrtdintypes of objects are expected

to support certain standard sets of attributes. For example, host objects are expected to maintain attributes
describing the architecture, configuration, and state of the machine(s) they represent.

3.3 Legion Programming

At its lowest level, Legion defines a message format for interobject communication and a set of services
and protocols for managing, naming, and manipulating objects. Because Legion is essentially a
specification, many implementation strategies are possible for its basic services. We have employed our
own implementation strategy for Legiasreaing the Legion Run-Time Library (LRTL) [34] and a set of

core object implementations. Therefore, one way to develop Legion programs is to use the LRTL routines
directly.

However, programming with a fairly low-level library like the LRTL can be tedious and error-
prone. A much better application development model is to use a suitable higher-level language or library
interface that is layered on the LRTL services. To support this notion, we have developed LRTL-targeting
versions of several existing programming environments including the Mentat Programming Language
(MPL) [15], PVM [13], MPI [19, 27], and CORBA [31]. We have also developed a specialized
programming interface to support Fortran programmers cadigibn Basic Fortran Suppo(BFS) [10].

4. An lllustrative Example

So far, we have described the Legion object model and some key features, such as naming and
persistence, but we have not yet discussed the design of the fundamental object creation and binding
processes. In Legion, these services are supported by a cooperating set of core objects. However, before
delving into a detailed examination of the inkeds and degins of each core system object, we feel it is

useful to present a simple example that illustrates at a high level the roles and interrelationships of these
objects. In this section we describe how Legion implements a simplified RPC-style interaction between
two Legion objectsCaller andCalleg and introduce the basic functionality of the Legion core objects.
Section 5 describes these objects in much more detail and discusses alternative policies and

implementations thadre posible under the architecture and object model.
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FIGURE 2. Potential steps in the Legion
binding and class-of mechanisms—Caller must
bind the LOID of Callee to an OA for low-level
communication. Caller may already have a
cached binding for Callee (a), or may need to
consult a binding agent (b). The binding agent
may have a cached binding for Callee (c), or
may need to consult Callee’s class,
CalleeClassfor the binding (d). In order to
communicate with CalleeClass, the binding
agent needs a binding for CalleeClass. If the
binding agent does not have CalleeClass’s
binding, it may need to consult CalleeClass’s
metaclass (e). If the binding agent does not
know the binding for this metaclass, the process
repeats itself. The recursion is guaranteed to
terminate at the root of the binding tree,
LegionClass (f). Eventually, the binding agent
returns Callee’s binding (g) and Caller can sen @ Siding Cachs
messages directly to Callee (h).

LegionClass

@ Binding Cachd
—1r—

Caller's
Binding Agent

p/ CalleeMetaclass
(Callee’s metaclas

(e

CalleeClass
(Callee’s class)

Suppose that a Legion object, Caller, wishes to invoke member furfati@() on another
Legion object, Callee. In order to communicate with Callee, Caller must confirm that Callee exists and is
active, and must resolve Callee’'s OA. All of this is acclishpd within theframework of the Legion
binding process, described in the following sections.

4.1 Legion Binding Mechanism

In order to carry out the message passing associated with the desired method invocation, Caller must bind
Callee’s LOID to Callee’s current OA. This process is called the Legion binding mechanism, and is
depicted in Figure 2.

If Caller and Callee have communicated prior to the current method invocation, Caller may already
have a binding for Callee stored in its lod@hding cache(maintained within Caller's address space)
(Figure 2a). Binding caches allow objects to take advantage of the temporal locality often ohsmssd
method invocations. An object’s binding cache is automatically maintained by the binding process. If Caller
has a cached binding for Callee, the binding process is finished (we discuss the problem of detecting stale
bindings and obtaining current OAs in Section 4.4). If a cache miss occurs, Caller conthatdiriig
agent—a core object that implements a shared binding cache for its clients (Figure 2b). If the binding agent
does not have the requested binding, it can consult an alternate external source. It can forward the request to
another binding agent (e.g., binding agents can be organized hierarchically to foutti-level cache
structure). As a final option, it can consult Callee’s class, CalleeClass, since class objects are responsible for
knowing the current binding of all of their instances (Figure 2d). Determining an object’s class is called the
class-of mechanisigBection 4.2).

Once the binding agent obtains CalleeClass’'s LOID, it can request Callee’'s binding from

Page 8



CalleeClass. However, the binding agent must first execute the binding mechanism to determine
CalleeClass’s OA. This request might in turn require executing the class-of mechanism to find CalleeClass'’s
class, CalleeMetaclass. There can be an arbitrarily long chain of metaclasses, in which case the binding
process is repeated recursively. Since the class-of hierarchy is rooted at LegionClass, the mechanism is
guaranteed to terminate.

4.2 Class-Of Mechanism

If the binding mechanism needs to consult an object’s class, it must determine that class’'s LOID. The
class-of mechanism maps an object’s LOID to its class’s LOID. As with bindings, objects and binding
agents maintaiolass-of cachesontaining the results of recent class-oéi@tions. In the event of a class-

of cache miss the class-of mechanism is performed through a binding agent. As with bindings, binding
agents provide a shared caching mechanism for class-of results. If the class-of result is not cached locally
or in the binding agent, the class-of caller (in our running example, Callee’s binding agent) must consult
the comprehensive and logically-global Legidass map The class map is maintained by LegionClass,
which is located at a well-known OA. In practice, LegionClass is distributed over multiple processes,
providing a distributed, replicated class map. It is worth noting that the class map is a “write once, read
many” database; the Legion object model does not allow the class of an object to change. Therefore,
replicating the class map does not incur the overhead of maintaining cache coherence.

4.3 Stale Bindings

Bindings can become stale as the objects to whichreéfey deativate or migrate. For example, if Caller

has a binding for Callee, Caller may find that this binding is stale (e.g., by repeated failed attempts to
communicate), in which case Caller invokes tleebinding mechanismThe re-binding mechanism
mirrors the regular binding mechanism, but it uses the stale OA to ensure that the same binding is not
returned. Caller begins by checking its binding cache for Callee’s LOID: if the only binding in the cache

is the one containing the stale OA, that binding is removed from the cache, and the binding agent is
consulted. The stale OA is passed as a parameter to the binding agent, indicating that Caller was unable to
use that binding. As in the binding process, CalleeClass may be consulted as the final authority for
locating its instances.

4.4 Object Activation

So far we have based odiscussion of the binding process on the fundamental assumption that classes
could always return a valid OA for their instances. However, inert okgeetocated at an OPA, not an

OA. For example, if Callee were inert when Caller invokgaic() |, all bindings cached in Caller and in

any binding agents in the system would be stale. The binding process would result in a call to CalleeClass

to obtain a new binding for Callee. When asked for Callee’s binding, CalleeClass emplajgetite
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activation mechanisrto activate Callee (Figure 3) before returning Callee’s new OA.

FIGURE 3. The Legion object activaton = r---------»

mechanism—CalleeClass wishes to activate External . Other |
Callee. First, CalleeClass must decide on scheduler  information
which host and vault to place Callee. To do . _providers
this, CalleeClass may consult an external (@

scheduler (a). After a placement decision is

made, CalleeClass must determine the OPA
for Callee by consulting Callee’s vault (b).
Finally, to activate Callee, CalleeClass sg
an activation request to the desired host
specifying the object LOID, implementation
to use, and OPA. To created a process for

Callee, the host must obtain the ! @
implementation for Callee. To do this, the /
host uses a shared implementation cache Callees Host

object (d). After downloading the
Implementatio
Object

implementation, the host starts a process for
The object activation mechanism comprises several steps. Before activating Callee, CalleeClass

Implementatio
Cache

Callee and returns the binding to
CalleeClass.

selects a host on which to execute Callee. All class objects have complete freedom in selecting hosts for its
instances, each class potentially using a different selection strategy. A conservative class may place all of its
instances on its own host, while another class may use an external scheduling agent that employs a more
elaborate and flexible placement policy. A scheduling agent may implement any specialized placement
algorithm appropriate for the class, such as one appropriate for a 2D finite difference algorithm used in an
ocean model, or one designed to meet a particular organization's security requirements. Whatever the policy,
scheduling agents typically interact with other information providers (objects that dynamically gather
information about the state of hosts and the rest of the system). For misesgetaarpovich [22] about

the Legion scheduling model and Berman [4] about application specific scheduling agents.

Once a target host is selected, the class must ensure that the instance can access its OPR from that
host. A Legion object requires direct access to its OPR, which resides on a physical storage device managed
by a vault object. The target host selected for an instance must have access to the storage device containing
the instance’s OPR. If the storage devices managed by a vault are accessible from a given hostjsve call
host and vaultompatible During activation, if a class selects a host that is not compatible with the current
vault containing the instance’s OPR, the class must migrate the OPR to a compatible vault. Once a
compatible host/vault pair is chosen, the class invokes the host osfErt©bject() method. The
startObject() call may fail for many reasons, e.g. because the host object refuses the activation
request for policy, performance or security reasons, or because the underlying machine is temporarily down.
If the startObject() invocation fails, the class object must make another placement selection.

ThestartObject() method requires the instance’s LOID and OPA, as well as the appropriate

implementation objedtOID for the instance as parameters (implementation objects are Legion objects that
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store executable code for other objects—see Section 5.4). To service the activation request the host object
must first obtain a local copy of the executable stored in the specified implementation object. A simple host
object might download the executable for evetgrtObject() invocation, but doing so wastes both
communication and storage resources. Thus, groups of host objects typically shaplementation cache

a Legion object that downloads and locally caches object executables. To use an implementation cache, the
host object sends the desired implementation object’'s LOID to the cache object. The cache object returns the
name of a local file containing the executable. In servicing such requests, the cache may download the
executable, if necessary, or return a cached local copy.

Once the implementation is locally available, the host object executes it according to the
implementation type and the host characteristics. If the implementation is native code and the host is a Unix
variety of host, then the host execute®ek() /exec() ; if the implementation is Java bytecode, the
host executes it within a Java Virtual Machine; if the host represents a workstation farm managed by a
gueueing system such as Condor [25] or LoadLeveler [21], the host starts the object through the batch
system’s interface. During activation, the host passes the object its LOID and OPA. The object then sends its
OA to its class object, which marks the instance as active, records its OA, and can once again return fresh
bindings for the instance.

The binding and activation processes can be time consuming. However, in practice, aggressive
caching of bindings and executables avoids much of the cost and the benefits of thisacesgmy:
flexibility, transparent binary migration, one-step system-wide replacement for object executables, object-
local policy autonomy, licensing and proxies, user-definable scheduling policies, user-definable persistent
storage, etc. The following sections describe how users can realize these and other features by using and
customizing core object implementations.

5. Core Object Types

5.1 Classes and Metaclasses

Every Legion object is defined and managed by its class object. Class @b@etanagersand policy
makersandhave system-like responsibility for creating new instances, activating and deactivating them,
and providing bindings for clients. Legion encourages users to define and build their own class objects.
These two features—class object management of their instances and the ability for applications
programmers to construct new classes—provide flexibility in determining how an application behaves

and further support the Legion philosophy of enabling flexibility in the kind and level of functionality.
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Legion classes must implement all of the class-mandatory interface (Figufehds. interface

includescreatelnstance() , which creates a new instance of the class and returns the new LOID;
createMultipleInstances() , which creates several instances of the class at once; and
activatelnstance() , Which migrates an existing instance to a new location or re-starts an instance

that has become inert. Each of these three functions actually has several versions, allowing the caller to tailor
the creation and placement processes. For example, the caller can indicate the host object on which the
instance(s) should be placed, or specify the characteristics of acceptable hosts (processor speeds,
architectures, etc.). Theddimplementation() andremovelmplementation() functions

configure which implementations the class object will use for its instances (these functions are typically used
by Legion-targeted compilers). ThgetBinding() functions support binding as described in
Section 4.1. There are several other functions (not shown in Figure 4) that allow clients to retrieve
information about the location and characteristics of the class’s instances, such as the instances’ interface,
their current host, their current state (active or inert), etc.

Class objects are in an ideal position to exploit the special characteristics of their instances. This
does not mean that all programmers must build a class object for each Legion class that they build. On the
contrary, we expect that a vast majority of programmers will be served adequately by exittinasses
Metaclass objectare class objects whose instances are themselves class objects. Just as a normal class
object maintains implementation objects for its instances, so too does a metaclass object. A metaclass
object’'s implementation objects areilbto export the classandatory interface and to exhibit a particular
class functionality behind that interface. To use one, a programmer simplgresieInstance()
on the appropriate metaclass object, and configures the resulting class object with implementation objects for
the application in question. The new class object then supports the creation, migréitratipcand

location of these application objects in the manner defined by its metaclass object.

class ClassObject {
LOID createlnstance(< placement info>  );
LOIDArray createMultiplelnstances(int n, <placement info> );
int activatelnstance(LOID instance, < placement info> );
int deletelnstance(LOID instance);
int deactivatelnstance(LOID instance);
int addimplementation(LOID implementation_object);
int removelmplementation(LOID implementation_object);
Binding  getBinding(LOID instance);
Binding  getBinding(Binding stale_binding);
b

FIGURE 4. A subset of the Legion class-mandatory interface

3. Note that an object can disallow any function invocation request, typically based on the identity of the caller.
This is especially relevant to the system-level functions implemented in core objects[35].
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For example, consider an application that requires a user to have a valid software license in order to
create a new obiject, e.g., a video on demand application in which a new video server object is created for
each request. To support this application, the developer could create a new metaclass object for its video
server classes, the implementation of which would add a licence check to the object creation method.

5.2 Host Objects

Legion host objects abart procesing resources in Legion. They may represent a single processor, a
multiprocessor, a Sparc, a Cray T90, or even an aggregate of multiple hosts. A host object is a machine's
representative to Legion: it is responsible for executing objects on the machine, protecting objects from
each other, reaping objects, and reporting object exceptions. A host object is also ultimately responsible
for deciding which objects can run on the machine it represents. Thus, host objects are important points of
security policy encapsulation.

Aside from implementing the host-mandatory interface (Figure 5), host object implementations can
be built to adapt to different execution environments and suit different site policies and underlying resource
management interfaces. For example, the host object impldioentar an inteactive workstation uses
different process creation mechanisms than implementations for parallel computers managed by batch

gueuing systems.

class Host {
ObjectAddress startObject(LOID object, LOID impl,
OPRAddress opa);
void deactivateObject(LOID object);
ObjectAddress getObjectAddress(LOID object);

h

FIGURE 5. Basic Legion host object interface.

Whereas host objects a uniform interface to different resource environments, they also (and more
importantly) provide a means for resource providers to enforce security and resource managjaniasnt p
within a Legion system. For example, a host object implementation can be customized to allow only a
restricted set of users access to a resource. Alternatively, host objects can restrict access based on code
characteristics (e.g. accepting only object implementations that contain proof-carrying code [29]
demonstrating certain security properties, or rejecting implementations containing certain “restricted” system
calls).

We now consider our current default host object, and two possible alternative implementations. Our
default design is very simple—it implements a non-restrictive access policy and uses the Unix process
management interface (i.éork() , exec() , kill() ) for starting and stopping objects. Although
simple to implement, this design has many flaws. It places a high cost on object activation, executing one

process per object and creating new processes on demand for each activated object. This implementation is
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severely limited in terms of security—it executes all objects under a single Unix user id, allowing objects
from different Legion users to interfere with or examine one another’s state. Below we briefly present some
ideas to address these limitations transparently using alternative host object implementations.

An implementation to address the performance problems might use threads instead of processes.
This design improves the performance of object activation, and also reduces the cost of method invocation
between objects on the same host by allowing shared address space communication. Tihisugiglertof
host object, alternate forms of object implementations need to be made available, particularly object
implementations in the form of dynamically loadable object files (as opposed to normal executable files).
This allows the host to map the needed code for objects into its address space prior to object activation (i.e.,
thread creation). This need for alternate forms of object implementations fits nicely into our established
model for managing multiple object implementations per class as needed to support heterogeneity.

The above host object design appeals to users with high-performance requirements, but it shares and
exacerbates our basic host object's security limitations. An alternate host object impglemtératasupports
better security properties can be based on the use of multiple Unix user-ids to run different users' objects.
This design (which has been implemented and is provided as a standard part of the Legion software
distribution) provides better interobject isolation, and the possibility of better attribution ofcessage to
users.

We have implemented a spectrum of host object choices that trade-off risk, system security,
performance, and application security. An important aspect of Legion site autonomy is the freedom of each
site to select the existing host object implementation that best suits their needs, extend one of the existing
implementations to suit local regeiments, or to implement a new host object starting from the abstract
interface. In selecting and configuring host objects, a site can control the use of their resources by Legion
objects.

5.3 Vault Objects

Vault objects are responsible for managing other Legion objects’ persistent representations (OPRs). Much
in the same way that hosts manage active objects’ direct access to processors, vaults manage inert objects
on persistent storage. A vault has direct access to a storage device (or devices) on which the OPRs it
manages are stored. A vault's managed storage may include a portion of a Unix file system, a set of
databases, or a hierarchisabrage management system. The vault supports the creation of OPRs for new
objects, controls access to existing OPRs, and supports the migration of OPRs from one storage device to
another.

As previously noted, class objects manage the assignment of vaults to instances: when an object is

created, its vault is chosen by the object’s class. The selected vault creates a new, empty, OPR for the object,
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and supplies the object with its OPA. Similarly, when an object migrates, its class selects a new target vault
for its OPR. These vault activitiese supported by the basic Legiorultabstact interface (Figure 6). The
createOPR() method constructs a new empty OPR, associates this OPR with the given LOID, and
returns the address of the new OPR to be used by the newly created objepet@RRAddress()

class Vault {
OPRAddress createOPR(LOID object);
OPRAddress getOPRAddress(LOID object);
LinearOPR getOPR(LOID obiject);

void giveOPR(LOID object, LinearOPR OPR);
void deleteOPR(LOID object);

void markActive(LOID object);

void marklnactive(LOID object);

FIGURE 6. The Legion vault object interface.
method is used to determine the location of the OPR associated with any of its managed objects. The
giveOPR() andgetOPR() methods transfer a linearized (i.e., transmissible) OPR to and from vaults,
respectively, facilitating object migration. TieleteOPR()  method is used to terminate a vault's
management of an OPR. FinaliparkActive() andmarkinactive() notify the vault when an
object is active or inactive. This knowledge allows the vault to store the OPRs of inactive objects in
compressed or encrypted forms.
5.4 Implementation Objects
Implementation objects encapsulate Legion object executables. The executable itself is treated much like
a Unix file (i.e. as an array diytes) so the implementation object interface naturally is similar to a Unix
file interface:read() ,write() , andsizeOf()  (Figure 7). Implementation objects are also write-
once, read-many objects—no updatee permitted after the executable is ifiifisstored. Therefore,

there is no danger of replicated executables becoming inconsistent.

class ImplementationObject {
ByteArray read(size_t startByte, size_t szToRead);
size t write(size_t startByte, ByteArray data);
size_t sizeOf();

h

FIGURE 7. The Legion implementation object interface
Implementation objects typically contain executable code for a single platform, but may in general
contain any information necessary to instantiate an object on a particular host. For example, implementations
might contain Java byte code, Perl scripts, or high-level source code that requires compilation by a host.
Like all other Legion objects, implementation objects describe themselves by maintaining a set of attributes

(Section 3.2). In their attributes implementation objects specify their execution requirements and
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class ImplementationCache {
pathName getimplementation(LOID impl);

h

FIGURE 8. The Legion implementation cache interface

characteristics which may then be exploited during the sdingdorocess. For example, an irplentation
object may record the type of executable it contains, its minimum target machine requirements, performance
characteristics of the code, etc.

Class objects maintain a complete list of (possibly very different) acceptable impltomenigects
appropriate for their instances. When the class (or its scheduling agent) selects a host and implementation for
object activation, it selects them based on the attributes of the host, the instance to be activated, and the
implementation object.

Implementation objects allow classes a large degree of flexibility in customizing the behavior of
individual instances. For example, a class might maintain impletimr#tavith diferent time/space trade-
offs and select between them depending on the currently available resources. To provide users with the
ability to select their cost/performance trade-offs, a class might maintain both a slower, low-cost
implementation and faster, higher-cost implementation. This is similar to abstract and concrete types in
Emerald [3].

5.5 Implementation Caches

Implementation caches avoid storage and communication costs by storing implementations for later reuse.
If multiple host objects share access to some common storage device they may share a single cache to
further reduce copying and storage costs. Thefade to the implementian cache object is depicted in

Figure 8—a single method is provided to return the path of a local file containing a given implementation
object’'s data. Host objects, rather than downloading implementations themselves, invoke
getimplementation() on their local implementation cache object. The cache object either finds it
already has a cached copy of the implementation or it downloads and caches a new copy. In either case,
the cache object returns the executable’s path to the host. In terms of performance, using a cached binary
results in object activation being only slightly more expensive than running a program from a local file
system.

Our implementation model makes the invalidation of cached binaries a trivial problem. Since class
objects specify the LOID of the implementation to use on each activation request, a class need only change
its list of binaries to replace the old implementation LOID with the new one. The new version will be
specified with future activation requests, and the old implementation will simply no longer be used and will

time-out and be discarded from caches.
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5.6 Binding Agents

Section 4 introduced the binding and class-of mechanisms and the role of binding agents in helping
clients map LOIDs to OAs and objects to their classes. Figure 9 shows the interface for binding agents.
The getBinding(LOID) function returns a binding for a specified LOID, and
getClassBinding(LOID) returns a binding for the class of a given LOID; both are intended to be
invoked directly by a client object that is in search of a binding. gét8inding(Binding) and
getClassBinding(Binding) methods support the rebinding mechanism, allowing a client to
pass a stale binding and request a new binding. BdEIBinding(Binding) and
removeBinding(LOID) functions allow a binding agent to act as a database of bindings under the
control of external objects. A class can usmmoveBinding(LOID) to remove an instance's
binding when that instance becomes inert or gets deleted, and cadd&inding(Binding)

upon creation, activation, or migration of an instance.

class BindingAgent {
Binding getBinding(LOID object);
Binding getBinding(Binding stale_binding);
Binding getClassBinding(LOID object);
Binding getClassBinding(Binding stale_binding);
int addBinding(Binding new_binding);
int removeBinding(LOID object);

FIGURE 9. The Legion binding agent interface

Binding agents are not, strictly speaking, necessary for the correct execution of the binding process;
clients can directly contact class objects and LegionClass's class map to obtain bindings for objects and
classes. However, in order to make the binding mechanism scalable to a very large number of objects,
binding agents are necessary to distribute the binding load and avoid hot-spots. To improve scalability,
binding agents can be configured to cooperate @ne another to serve their clients. For instance, they can
be organized hierarchically, like DNS name servers, or can emulate a software combining tree [36], thereby
sharing the responsibility for providing bindings away from classes and LegionClass.

5.7 Context Objects and Context Spaces

As described in Section 3.1, Legion objects are identified by LOIDs. A LOID contains a set of fields
including those that identify the class of the object, a class-unique instance number, and a public key.
Given this set of fields, LOIDs can grow quite large. Whereas LGliegsypically transmitted and
manipulated in binary form, a “dotted-hex” textual representation for use by human users is also
supported (Figure 10). As the figure clearly demonstrates, LOIDs are by no means convenient for human

users. To address the basic need for a convenient object naming mechanism and to provide a tool for
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organizing information we define the intace to a user-level naming service calteditext spaces

Le
LOID Class ID Instance Public

Ao ~

1.01.66000000.21000000.000001fc0cf5465691d88fbf0417ed590ce2a7ff4db9fd92ch
95471c3eaaf53e1b9b805226292bf88a6d7d50ffbb676acef0fe53433410ab064714c0fca

eff3161cd FIGURE 10. Example of a LOID

Context spaces are directed graphsaoftext objectshat name and organize information. A context
object provides an interface for managingstdf mappings between ersdefined string names and LOIDs
(Figure 11). Operations are provided to insert, remove and find user name-to-LOID mappings contained
within the context object, including a methad(fltilookup() ) to return a list of mappings that match

a specified regular expression.

class Context {

int insert(String name, LOID loid);

int remove(String name);

LOID lookup(String name);
List<String,LOID> multilookup(String regexp);

3

FIGURE 11. The Legion context object interface

In isolation, a context object may be used to provide a simple, convenient user-level naming service
for a user’s objects. However, the names inserted into a context can map to other context objects’ LOIDs,
providing a natural mechanism for constructing a directory service. Connected graphs of context objects are

a basic mechanism for organizing information in Legion, and are referred to as context spaces. Every Legion

object contains the LOID of eurrent working contexand aroot context and library routines are provided
for traversing context space to map context paths to LOIDs.

On the surface, context space appears to provide a basic directory service. However, much of the
importance of context space in Legion is derived from the factatiyakind of object can be named in
context space—contexts are not limited to listing names of other contexts and files. Therefore, context space
provides a convenient way of organizing information atamytof the objects that are available in a Legion
system.

6. Related Work
Legion is one of a number of projects developing software to support metacomputing. This section
discusses some of the current major metacomputing projects such as Globus [12] and Globe [33].

However, it is worth noting that these projects, Legion, and other metacomputing projects such as MOL

4. Note that there is no notion of a global “root” context for the system. The root is a user-definable starting point
for resolving fully qualified context paths.
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[32], Ice-T [14], and Harness [8], are all outgrowths of the significant existing work in first-generation
network parallel computing systems, such as PVM [13] and MPI [19], and in modern transparent
distributed computing systems, such as the Berkeley NOW project [1] and DCE [26].

6.1 Globus

The Globus project [12], at Argonne National Laboratory and the University of Southern California, and
Legion share a common base of target environments, technical objectives, and target end users, as well as
a number of similar design features. For example, similar to Legion’s use of context space, Globus
organizes information about resources and other entities of interest within the system in a Metacomputing
Directory Service (MDS) [11]. Both systems abstract access to processing resources: Legion via the host
object interfaceGlobus through the Globus Resource Allocation Manager (GRAM) interface [7]. Both
systems also support a range of programmirgrfates, inlding popular packages such as MPI.

Despite these similarities, the systems differ significantly in their basic architectural techniques and
design principles. Whereas Legion builds higher-level system functionality on top of a single unified object
model, the Globus implementation is based on the composition of working components into a composite
metacomputing toolkit. For example, MDS is based on an existing directory service implementation, the
Lightweight Directory Access Protocol (LDAP).

The Globus approach of adding value to existing high-performance computing services, enabling
them to interoperate and work well in a wide-area distributed environment has a number of advantages. For
example, this approach takes great advantage of code reuse, and builds on user knowledge of familiar tools
and work environments. However, this sum-of-services approach has a number of drawbacks: as the amount
of services grows in such a system, the lack of a common programming interface and model becomes a
significant burden on end users. By providing a common object programming model for all services, Legion
enhances the ability of users and tool builders to employ the many services that are needed to effectively use
a metacomputing environment: schedulers, I/O services, application components, and so on. Furthermore, by
defining a common object model for all applications and services, Legion allows a more direct combination
of services. For example, traditionally system-level agamnth as schedulers can be migrated in Legion, just
as normal application processes are—both are normal Legion objects exporting the standard object-
mandatory interface. We believe the long-term advantages of basing a metacomputing system on a cohesive,
comprehensive and extensible design outweigh the sramtd@dvantages of reusing existing parallel and
distributed computing services.

6.2 Globe
The Globe [33] project, which is being developed at Vrije Universiteit, also shares many common goals

and attributes with Legion. Both are middleware metasystems that run on top of existing host operating
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systems and networks, both support implementation flexibility, both have a single uniform object model
and architecture, both use class objects to abstract implementation details, and so on.

However, Globe's object model is different; a Globe object is passive and is assumed to be
physically distributed over potentially many resources in the system. A Legion object is active, and although
we don't preclude the possibility of it being physically distributed over multiple physical resources, we
expect that it will usually reside within a single address space. These conflicting views of objects lead to
different mechanisms for interobject communication; Globe loads part of the object (called a local object)
into the address space of the caller whereas Legion sends a message of a specified format from the caller to
the callee.

Another important difference is Legion’s core object types. Our core objects are designed to have
interfaces that provide useful abstractions that enable a wide variety of implementations. As itihthefwr
this paper, we are not aware of similar efforts in Globe. We believe that the design and development of the
core object types define the architecture of a system, lamditely determine its utility and success.

6.3 CORBA

The Common Object Request Broker Architecture (CORBA) standard developed by the Object
Management Group (OMG) [31] shares a number of elements with the Legion architecture, although it is
not intended for metacomputing. As in Legion, CORBA systems support the notion of describing the
interfaces to active, distributed objects using an IDL, and then linking the IDL to implementation code
that might be written in any of a number of supported languages. Compiled object implementations rely
on the services of an Object Request Broker (ORB), analogous to the Legion run-time system, for
perfornming remote method invocations.

Despite these similarities, the different goals of the two systems result in different features. Whereas
Legion is intended for executing high-performance, typically parallel applications, CORBA is more
commonly used for business applications, such as providing remote database access from clients. This
difference in intended usage manifests itself at all levels in the two systems—from basic object model up to
the high-level services provided. For example, where Legion provides macro-dataflow method execution
model suitable for parallel programs, CORBA provides a simpler remote-procedure call based method
execution model suited to client-server style applications.

7. Summary

Metasystems are on the horizon. They are enabled by the tremendous increase in the available network
bandwidth. Constructing metasystem software to meet the needs of a diverse user and resource owner
community will not be easy; metasystem must software be extensible to meet unanticipated needs and it
must provide complete site autonomy.

Legion meets these requirements by using replaceable system components that encapsulate both
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policy and mechanism, and by enabling classes and metaclasses with system-level functionality. The result
is a system that a user can shape to meet a particular application’s needingohtw the system is
implemented with respect to that application, while at the same time ensuring that lthegrapplication

can interact with other Legion applications via a standard set of basic protocols. At the same time, resource
owners can protect their resources and can ensure that they are used in an appropriate manner.

In June, 1996, after a year of design work, we began code development for Legion, and in
December of 1997 we released Virginia-Legion 1.0, a complete implementation including the class and
metaclass structure, host objects, vault objects, binding agents, authentication, encryption, access control,
context spaces, support for several languages, and many different tootsitee®sl Liegion is available on a
variety of platforms, ranging from workstations (e.g., Sun, SGI, IBM, DEC) and PCs (Linux over Alpha or
Intel) to supercomputers such as the IBM SP2, Cray T90, and SGI Origin 2000. More information about
Legion, including the freely available implementation is availabletpt//legion.virginia.edu.
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