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CHAPTER 3

Overlay Protocol

3.1 OVERVIEW

HyperCast builds overlay networks that have a specified topology. Currently, HyperCast can
build two types of overlay network topologies, logica hypercubes and logica Deaunay
triangulations. These protocols are described in more detail in [BEAM99] and [LIEBEOLb].

The overlay protocol of an overlay socket in HyperCast is implemented by a component
which is cdled overlay node. The overlay node component adds and maintains the
membership of an overlay socket in an overlay network.
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Figure 3.1. The overlay node component of an overlay socket.

Across different overlay protocols can vary widely, the overlay nodesfor dl overlay protocols
share the following properties.

An overlay node exchanges messages with other overlay nodes in the same overlay
network. The overlay node runs afinite state machine which performs actions when
timersexpire and when messages are received.

The overlay node communiates with a network adapter which transforms protocol
messages int datagrams. The node adapter aso maintains the timers of the overlay
protocol.

Overlay nodes digtinguish between logicd and physcia addresses. A logica address
identifies a member in the overlay network, and is derived from some logica address
space. Examples of logica addresses are a binary string or coordinates. A physica

address is a trangport layer endpoint in the network over which the overlay network
is run. In HyperCast 2.0, the underlying network is an IP network. Therefore,

physical addresses are atuple (1P address, port number).
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Each overlay node maintains a neighborhood table which contains a lig of its
neighborsin the overlay network. Each entry of a neighborhood table contains.

= Thelogicd address of the neighbor,
» The physca address of the neighbor,

= The time dapsad snce the node last received a message from the

neighbor.
Any protocol that builds an overlay network must provide mechanisms that enable nodes which
are not members of the overlay to communicate with nodes in the overlay. These mechanisms,
referred to as rendezvous mechanisms, are applied when new nodes join an overlay, and

when when the overlay network has been partitioned and must be repaired. One can think of
three rendezvous methods in an overlay network:

1. Multicast: non-members have a broadcast mechanism that is available to them (e.g. IP
Multicast). They use this to announce themselves to members of the overlay network.

2. Buddy List: non-members maintain a li of members that are likely to be in the
overlay network (a“buddy ligt”). They usethislist to contact members.

3. Server: non-members contact a well-known server that establishes communication
between members and non-members of an overlay network.

In HyperCast 2.0, the hypercube overlay network performs a rendezvous with multicast
messages, and the Delaunay triangulation performs a rendezvous with the help of a server.
All overlay protocols that are used in HyperCast must be able to perform the following
computation:
Given the logical address of some overlay node R, each overlay node with
logical address A must be able to compute the logical address of A's parent and
child nodes in an embedded tree which has R as the root.

With this ability nodes can perform unicast and multicast forwarding functions without the need
for arouting protocol.

Overlay protocols in HyperCast are soft-tate protocols. In soft-state protocols, al remote
date information is periodicaly refreshed. If the remote state information is not refreshed,
then it is invdidated. Timers are used to trigger the operations which recalculate and refresh
the sate information.

3.2 HYPERCUBE (HC) OVERLAY PROTOCOL '

In the Hypercube (HC) overlay protocol, members of the overlay are organized as the nodes
of alogicd n-dimensional hypercube.

An n-dimensional hypercubeis a graph with 2" nodes. Each node is labeled by a bit string
Kn...k;, where ki T {0, 1}. Nodes in a hypercube are connected by an edge if and only if
their bit gtrings differ in exactly one podtion. A hypercube of dimenson n = 3isshownin
Figure3.2.

The HC protocol works with incomplete hypercubes. In other words, the number of overlay
members does not need to be a power of two.

' Section 3.2 summarizes material from[BEAM99] and [LIEBE98h].
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3.2.1Theory

Each node is identified by alabd (eg. "010"), which indicates the postion of the node in the
logica hypercube. In a hypercube, each node has only log(N) neighbors, where N is the total
number of nodes. Also, thelongest path in the hypercubeislog(N).

Figure 3.2. 3-dimensiona hypercubewith nodelabels.

It is relaively easy to embed trees in a hypercube topology. Recdl that data transmisson in
the HyperCast overlays is done with trees that are embedded in the overlay network. A key
idea that leads to the agorithm of building the embedded tree is to use a Gray code for
ordering node labels of a hypercube. Another key ideaiis to add nodes to the hypercube in the
order that is given by the Gray code. As an example, consider the labels of the 3-dimensond
hypercubein Figure 3.2. If we want to add nodes to the hypercube, we need to have arule
for the order in which node labels are added. If we were to use the order of a binary

encoding, then the nodes would be added in the following sequence: 000 ® 001 ® 010 ®

011® ... ® 111. However, if we use the order that is given by a Gray code, then wewill
add node labels in the following order: 000® 001 ® 011 ® 010 ® ... ® 100. Table 3.1
shows the ordering of labels according to a binary code and according to a Gray code. Note
that consecutive node labels using a Gray code differ in exactly one bit position.

Table3.1: Comparison of a Binary code and a Gray code.
Index i| O 1|1 2] 3 4 |15 6 | 7

Binary code:  Bin(i) | 000 | 001|010 | 011| 100 | 101 | 110 | 111

Gray code 000 [ 001 011] 010( 110 | 111|101 | 100
G(i)=

Using a Gray code, we can devise a smple dgorithm which embeds a spanning tree in an
incomplete hypercube. The dgorithm, given in, implements a spanning tree in a distributed
fashion. A node labeled G(i) cdculates the labd of its parent node in the tree with the root
labeled G(r) by only using the labels G(i) and G(r) as input. The dgorithm merdly flipsasngle
bit. The trees congtructed by our adgorithm have the following properties

- Property 1. The path length between a node and aroot is given by the Hamming distance
of their labels.

. Property 2. If N=2", i.e. if the hypercube is complete, then the embedding results in a
binomid tree.
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- Property 3. In an incomplete and compact hypercube, the trees obtained by the agorithm
arecompletely contained.

In Figure 3, We show the dgorithm to cdculate the parent of node | with respect to the
embedded tree rooted at node R.

In Figure 4, we show a spanning tree that is generated by the agorithm for a root with labd
111 in an incomplete hypercube with seven nodes.

Input: Labe of the I-th node in the Gray encoding: G(i) =1 = I,...14l4,
and the label of the r-th node (¢ i) in the Gray encoding: G(r) = R=
R....RR.
Output: Labe of the parent node of node | in the embedded tree
rooted at R
Procedure Parent(l, R)
Begin
1T (G 1) <GH(R){

/I Hip theleast significant bit where | and Rdiffer.

Parent :=lnly s b y(1- ley... L1, with k =
min(li * R)

}
Else {// (G() >GR)
I Hip the most significant bit where | and Rdiffer.
Parent :=lnlnq... k(1 - W)lq... Ll withk =
max;(l; * R)
}
End

Figure 3.3. The Algorithm to build the embedded tree. G %(.) isthe inverse function of G()
which assigns anumber to abit labdl, i.e. G(G(K)) = k.

(1)
() (@) (@)
(29 ()
&

(a) Embedded in hypercube (b) Resulting tree
Figure 3.4. Embedded tree with node (111) asroot.

3.2.2Protocol Overview
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Each overlay node in the hypercube has both a physical and a logica address. The physica
address consists of the IP address of the host on which a node resides and the UDP port that
is used by the node for HyperCast unicast messages. Each node has a unique physicd
address. Thelogicd address of anode isabit string labd which uniquely indicates the position
of the node in the hypercube. Logica addressesin the HyperCast protocol are represented as
32-hit integers, with one bit reserved to designate an invalid logicd address. Therefore, the
protocol alows for hypercubes of up to 231 (gpproximately two hillion) nodes.

The task of the HC protocal is to keep the hypercube overlay network in a stable state. A
dable gateisonewhichis

Consistent: No two nodes share the same logical address.

Compact: Inamulticast group with N nodes, the nodes have bit string |abels equal
to G(0) through G(N - 1).

Connected: Every node knows the physical address of each of its neighbors in the
hypercube.

Nodes joining and leaving the hypercube and network faults can cause a hypercube to violate
one or more of the above conditions. This results in an ustable state. The task of the
HyperCast protocol is to continuoudy return the hypercube to a stable state in an efficient
manner.

The HC protocol that isimplemented in HyperCast uses |P multicast when new nodesjoin the
node. This is done in order to prevent partitions. A node that wishes to participae in the
hypercube firgt joins an IP Multicast group, referred to as the control channe. Every node
can both send and receive messages on this channd. Obvioudy, the traffic on this channd
should be kept minimél in order to comply with scalability requirements.

3.2.3 Ancestor s, HRoot

Given any node, its successor in the Gray code ordering is defined to be its ancestor. In a
stable hypercube, every node except the one with the largest logica address has one ancestor.
A node without an ancestor is a Hypercube Root (HRoot). In the HyperCast protocol, every
node keeps track of the logica address that is currently the highest in the hypercube according
to the Gray code ordering. The node that has this logical address is assumed to be the
HRoot. The address of the highest known logical address is used by a node to determine
which of its neighbors should be present in its neighborhood table. If anode determinesthat a
neighbor should be present in its neighborhood table and that neighbor is not present, then the
node is said to have an incomplete neighborhood. Each node keeps the following information
about the node with the highest logica address: the logicd address, the physicd address, the
time elagpsed dnce it last received a message from this node, and the last sequence nunber
that was received from this node.

In an ungtable hypercube, multiple nodes may consder themselves to be an HRoot. Also,
different nodes in the hypercube may have different assumptions about which node is the
HRoot. However, in a stable hypercube there is exactly one HRoot.

3.2.4 Hypercube Timers and Periodic Operations

Four time parameters are used in the Hypercube protocol. These parameters and their uses
are defined below. Their default vduesare aso listed.
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thearnen (OEfaLIL = 25): Nodes send messages to each of their neighbors in the neighborhood
table every theartbeat seconds.

timeout (J€FfaLIt = 10s): When the time elapsed since a node last received a message from a
neighbor exceeds ttimeout seconds, the neighbor's entry is sad to be dde and the
neighborhood table is said to beincomplete. A missng neighbor isreferred to as atear inthe
hypercube. The information about the HRoot also becomes stde after ttimeott.

tissing (default = 209): After the entry of one of its neighbors becomes stale, a node begins
muticasting on the control channd to contact the missng neighbor. If the missing neighbor
fals to respond for another tmissing seconds, then the node removes the entry from the
neighborhood table and proceeds under the assumption that the neighbor has failed.

tiining (defalllt = 6s): Nodes that are in the process of joining the hypercube send multicast
messages to announce their presence to the entire group. A joining node that receives a
multicast message from another joining node backs off from its attempt to join the hypercube
for a period of time tjoining, before retrying to join. This prevents a large number of joining
nodes from saturating the control channel with muiticast messages.

3.2.5Message Types

There are four message types that are used by the Hypercube protocol. All of these messages
are sent as UDP datagrams. A node transmits a message by either unicagting to one or al of
its neighbors or by multicasing on the control channd. We do not assume that the
trangmisson of these messagesisrdiadle.

Beacon Message: Beacon messages are multicast messages on the control channd. A

beacon contains the logica/physicd address pair of the sender, as well as the logical address
of the currently known HRoot. A node transmits a beacon message only if it consders itsdlf

to be the HRoot, determines that it has an incomplete neighborhood, or is in the process of

joining the hypercube.

Basad on the condtruction of the hypercube, there is always at least one Hroot. Therefore, at
least one node is able to send out beacons on the multicast channel. In a stable hypercube,
there is only one Hroot. Thus, only one node sends out beacons to the multicast channd.
Every node uses the beacon messages that are sent by HRoot or HRoots to form an estimate
of the largest logica address in the hypercube. This informetion is sufficient for the node to
determine whether it has a complete neighbarhood.

Each beacon message contains a sequence number, SegNo. This sequence number is used to
resolve conflicts if beacons are received from multiple nodes. The HRoot's sequence number
begins at zero. Whenever the HRoot sends a beacon message, the SegNo is incremented by
one. Whenever a new HRootis chosen, the sequence number is dso incremented (SegNo of
new HRoot = SegNo of current HRoot + 1). Since each node keeps track of the current
HRoot, the sequence number tracks the timeliness of the information on the HRoot. When
information a a node is incongstent, the information that is tagged with the lower sequence
number isignored.

The last group of nodes which send beacon messages are joining nodes which periodicaly
send beacons to advertise their presence to the group.

Ping Message: Every node periodically sends a ping messageto al of its neighbors thet are
liged in its neighborhood table. A ping informs the recaiver that the node is il present in the
hypercube. A pingisashort unicast message. It contains the logica and physical addresses
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of both the sender and the receiver of the message. It aso contains the logical address and
sequence number of the currently known HRoot. If a node has not received a ping from a
neighbor for an extended period of time (t;e.), then the node consders its neighborhood
incomplete and begins sending beacons as described above. If it till has not received a ping
from its neighbor after another period of time ¢, then it assumes that its neighbor has
failed and removes the neighbor fromits neighborhood list. Ping messages are al'so used as the
only mechanism to assign anew logica address to the receiver of a ping message.

Leave Message: When anode wishes to leave the hypercube, it sends aleave message to its
neighbors. When its neighbors receive this message, they will remove the node from their
neighborhood tables. Since a leave message is not rdiable, a node's neighbors may not

aways receive a leave messages when they should. In this case, the node's neighbors will

notice its absence when it fails to respond to ping messages. Thus neighbors of a node that
has left will eventudly redize that it has l€ft the neighborhood, even when they do not receive
leave messages fromit.

Kill Message A kill message is used to diminate a node from the hypercube. More
specificaly, akill message is used to diminate nodes with duplicate logical addresses. A node
which receives a kill message immediately sends aleave message to dl its neighbors and tries
to regjoin the hypercube as a new node.

3.2.6 Protocol M echanisms

The HyperCast protocol implements two mechanisms for maintaining a stable hypercube.
Recall from Subsection 4.1 that a stable hypercube satisfies the criteria of being consistent,
compact, and connected.

Duplicate Elimination (Duel): The Duplicate Elimination (Dud) mechanism erforces
consistency by ensuring that duplicate logical addresses are removed from the hypercube. If a
node detects that another node has the same logical address, it compares its own physicd

address with the physicad address of the conflicting node. If the node's physicd address is
numericaly greater than the conflicting node's physical address, the node with the greater
physica address issues a kill message to the other node. Otherwise, it sends leave messages
to dl of its neighbors and rejoins the hypercube.

Address Minimization (Admin): The Address Minimizetion (Admin) mechanism is used to
maintain compactness of the hypercube. On a conceptua leve, the Admin mechaniam has
nodes attempt to assume lower logca addresses whenever opportunities to do so arise. To
see how Admin reconditutes compactness, recdl that a hypercube which violates
compactness must have a tear in the hypercube fabric (i.e. some node has an incomplete
neighborhood table). The Admin mechanism erforces the rule that a node with a logica
address that is higher than the logicad address of the tear lowersiits logical addressesto repair
the tear.

The Admin mechanism at a node consists of an active and a passive part. The active part is
executed when a node receives a beacon message from the HRoot and redlizes thet it is
missing a neighbor which has a lower logical address than the HRoot. 1n such astuation, the
node sends a ping with the missng lower logicad address to the HRoot. The passive part is
activated when the HRoot receives a ping message with a destination logical address that is
lower than its current logical address. The HRoot setsits logica address to the vaue given in
the ping in order to fix the hypercube.
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The Admin mechanism aso governs the process of nodes joining the hypercube. Initidly, the
logicd address of a joining node is marked as invdid. The invaid address is larger than any
vaid address in the hypercube. Since a joining node sends beacons to announce its presence
to the group, other nodes are able to check to see if they can find a lower (valid) logica

address for the new node in the hypercube. If there is a node with an incomplete
neighborhood, then this node will send a ping to the new node with the address of the vacant
position. The new node assumes the (lower) address given in the ping message and occupies
the vacant address. If there is no tear in the hypercube, then the new node is placed as a
neighbor of the HRoot. More precisely, the HRoot sends a ping to the new node containing
the logical address which corresponds to the successor of the HRoot in the Gray code
ordering. Therefore, a node which joins a stable hypercube becomes the new HRoot.

The Dud and Admin mechanisms enforce, respectively, the consistency and compactness of
a hypercube. The lagt criterion for a stable hypercube, connectedness, is maintained by the
following process. Whenever a node A receives a message from a node B with alogica
address that designates it as a neighbor in the hypercube, then the logica/physica address pair
of node B is added into node A’s neighbarhood table. If a node' s neighbor does not send
pings for an extended period of time, then the node will assumes that the neighbor has
dropped out of the hypercltbe. As a reault, it will remove that neighbor's entry in its
neighborhood table. The Admin mechanism will then be usad to repar the tear in the
neighborhood table.

3.2.7 Statesand State Transitions

In the HyperCast protocol, each node in the hypercube can be in one of deven different
dates. Based on events that occur in the hypercube and HyperCast control messages that
they receive, nodes trandits between states. InFigure 3.5 we show the State trangtion diagram
of the HyperCast protocol. The states are indicated as circles. State trangitions are indicated
as arcs, which are each Ebeled with a condition that triggers it. The possble states of the
hypercube nodes are described in Table 2. With the state definitions, we can give a precise
definition of a stable hypercube. A hypercube with N nodes is steble if dl of its nodes have
unique logica addresses ranging from G(0) to G(N-1) (where G(.) indicates the Gray code
discussed in Section 3) and dl of its nodes are in the Sable state, except for the node with the
logical address G(N-1) which isin state HRoot/Stable.
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Figure 3.5. Node state transition diagram.

Table 3.2: Node state definitions.
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Outside: Not yet participating in the group.

Joining: Wishes to join the hypercube, but does not yet
have any information about the rest of the
hypercube. Its logica address is marked as
invdid.

JoiningWait: A Joining node that has received a beacon from
another Joining node within the last ;-

StartHypercube: Has determined that it is the only node in the
multicast group since it has not received any
control messages for a period of time { ..
Sarts its own stable hypercube of size one.

Stable: Knowsdl of its neighbors  physical addresses.

Inconplete Either does not know one or more of its
neighbors physica addresses, or assumes that a
neighbor has left the hypercube, because it has
not received ping replies from that neighbor for
i meout -

Repair: Has been Incomplete for a period of time t,
and begins to take actions to atempt to repair its
neighborhood.

HRoot/Stable: Stable node which aso bdieves that it has the
highest logicd address in the hypercube.

HRoot/ Incomplete node which believes that it has the

Incomplete: highest logica address in the entire hypercube.

HRoot/Repair: Repair node which believes thét it has the highest
logica address in the hypercube.

Leaving; Node that wishes to leave the hypercube.

3.2.8Protocol Event Tables

The protocal actions that are taken by the nodes in response to events are presented in table
form beow. The“® " symbol means that the node will switch to the indicated Sate.

Outgde

Table3.3: Event tablefor Outside state.

Node is not part of the hypercube

Event:

Action:

Application wants to join HyperCast group ® Joining

Table3.4: Event tablefor Joining state.
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Wants to join the hypercube

Joining Logical addressis set asinvalid

Event: Action:

Periodicaly, every t e Send beacon message to control channel
No ping received for period t, ... ® StartHypercube

Beacon received from nonJoining node

Update known HRoot information

Beacon received from Joining node

® JoiningWait

Ping received

Set own logica addressto ping' s destination
logica address

After ping received, own logica address
equals known HRoot's logica address

® HRoot/Incomplete

After ping received, own logica address does
not equal known HRoot'slogica address

® Incomplete

Table 3.5 Event tablefor JoiningWait state.

Wants to join the hypercube

JoiningWait Has received a beacon from a Joining node
Logica addressissat asinvdid

Event: Action:

No ping received for period t,, .. ® StartHypercube

Beacon received from non Joining node

Update known HRoot information

No beacon received from Joining node for
perl od tj oining

® Joining

Ring received

Set own logica addressto ping’ s detination
logicd address

After ping received, own logical address
equas known HRoot' s logica address

® HRoot/Incomplete

After ping received, own logica address does
not equal known HRoot's logica address

® Incomplete

Table3.6: Event table for StartHypercube state.

StartHypercube Start new hypercube

Event: Action:
Set own logica addressto G(0)
® HRoot

Table 3.7: Common event tablefor several states.
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Stable

Incomplete

Repair
HRoot/Stable
HRoot/Incomplete
HRoot/Repair

Event:

Action:

Periodicaly, every t e

Send ping message to dl vadid neighbors

Application triggers leave

Send leave message to dl vaid neighbors
® Leaving

Recelve message with source logica address
equal to own logical address and source
physica address less than own

Send kill to message source

Recelve message with source logica address
equd to own logica address and source
physical addressis greater than own

Send leave to dl vaid neighbors
® Leaving

Kill receved

Fing recaived

Verify that source' s physical addressis greater
than own physical address

Send leave to dl vaid neighbors

® Leaving

Update neighborhood entry for sender’s
logical address
Update known HRoot information

Beacon received

Update known HRoot information

Leave received Remove neighborhood entry for sender’s
logicd address
Table 3.8: Event tablefor Stable state.
Stable
Event: Action:
Neighborhood becomesincomplete due to ® Incomplete
lack of pings from a neighbor for period ;...
Own logica addressis grester than known ® HRoot/Stable

HRoot logical address

Table 3.9: Event tablefor Incomplete state.
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Incomplete

Event: Action:

Periodicdly, every thome Send beacon message to control channel
Neighborhood becomes complete ® Sable

Own logical addressis greater than known
HRoot logical address

® HRoot/Incomplete

Neighborhood partialy empty for timeout ® Repar

interval tsing

Neighborhood completely empty ® StartHypercube
Table 3.10: Event tablefor Repair state.

Repair

Event: Action:

Periodicaly, every t e

Send beacon message to control channel

Beacon received from HRoot or Joining node

Send ping message to beacon source
containing new logicd addresstofill tear in
neighborhood

Neighborhood becomes complete

® Sadle

Own logica addressis greater than known
HRoot logical address

® HRoot/Repair

Neighborhood completely empty

® StartHypercube

Table 3.11: Event tablefor HRoot/Stable state.
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HRoot/Stable

Event:

Action:

Periodicaly, every t e

Send beacon message to control channel
Increment sequence number

Beacon received from Joining node

Register Joining node as next higher neighbor
Increment sequence number

Update known HRoot information to be new
HRoot

Neighborhood becomes unstable due to lack
of pings from a neighbor for period t; 0.

® HRoot/Incomplete

Own logicd addressis less than known HRoot
logical address

® Sadle

Table3.12: Event table for HRoot/Incomplete state.

HRoot/Incomplete

Event:

Action:

Periodicaly, every t e

Send beacon message to control channel
Increment sequence number

Beacon received from Joining node

Regigter Joining node as next higher neighbor
Increment sequence number

Update known HRoot information to be new
HRoot

Neighborhood becomes complete ® HRoot/Stable
Own logical addressis less than known Hroot | ® Incomplete
logicdl address

Neighborhood partidly empty for timeout ® HRoot/Repair

interva tsing
Neghborhood completely empty

® StartHypercube

Table 3.13: Event table for HRoot/Repair state.
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HRoot/Repair

Event: Action:

Periodicdly, every thome Send beacon message to control channel
Increment sequence number

Beacon received from Joining node Send ping message to beacon source

containing new logica addressto fill tear in
neighborhood

Neighborhood becomes complete

® HRoot/Stable

Own logical addressisless than known Hroot
logicd address

® Repar

Neighborhood completely empty

® StartHypercube

Table3.14: Event tablefor Leaving state.

Waits for period t, . 10 ensure that
neighbors receive leave messages in response

L eaving to their pings
Proceeds to Outside if leave was initiated by
gpplication, otherwise proceeds to Joining

Event: Action:

Ring received Send leave to message source

Leave wastriggered by gpplication and ;e | ® Outside

time has dapsed

Leave was not triggered by application and ® Joning

timeout iMe has elgpsed

3.2.9 M essage Packet For mat
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Basic messages are sent using the following packet format, which is common to al messages:
1lbyte [Message Type

4 bytes | Source |P Address
4 bytes | Source Port
4 bytes | Source Logical Address

|

|

|

4bytes [DestIP Address |
4bytes |Dest Port |
|

I

|

4bytes | Dest Logical Address

4 bytes | HRoot Logical Address
4 bytes | HRoot Sequence Num

4 bytes | Data L ength

oy

Fgure 3.6. Packet format.

The Message Typefield is defined as follows:
Table 3.15: M essage types.

Message Ping | Beacon | Leave | Kill
Type:
FiedVvdue |0 1 2 3

The IP Address fidds are filled in the network address most sgnificant byte to least
sgnificant byte order. The Port, Logica Address, Sequence Number, and Data Length fields
aredsofilled in order from the most Sgnificant to the least Sgnificant byte.

Data is a variable-length field, with its length specified by the Daa Length field of the packet.
The Daafied is present for future expanson, and it is not currently used in the protocol.

3.2.10 Example

We next illugtrate the operations of the protocol in a smple example. In this example, we use
asmal number of nodes and assume that there are no packet |osses.

Figure 3.7 shows a hypercube with five nodes, which are represented as circles. We use
arrows to represent unicast messages. Circles around a node indicate a multicast message. In
Figure 3.7-a, we show a stable hypercube. Here, the HRoot, node 110, muticasts beacons
periodicdly. The beacon is received by dl nodes and keeps them informed of the logica
address of the HRoot. Therefore, the nodes know which of their neighbors should be present
in their neighborhood tables. Every node periodicaly sends ping messagesto its neighborsin
the neighborhood table (Figure 3.7-b).
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Figure 3.8. Joining node.

In Figure 3.8-a we show a node in the Joining state. The node is labeled “New” and wants
to join the hypercube. The node periodicaly sends beacon messages in order to make its
presence known to the group. The HRoot places the Joining node as its neighbor in the next
successive position in the hypercube, according to the Gray code ordering. Then, it pingsthe
new node with the new logica address (111) (Figure 3.8-b). The new node takes on the new
logica address and replies with a ping back to the aigind HRoot (Figure 3.8-c). The new
node determines from the ping packet thet it is the HRoot, sinceits own logica addressis the
highest known logicad address. It begins sending beacons as an HRoot (Figure 3.8-d). If
node 011 receives the beacon from the new HRoot, then it redizes that 111 should be its
neighbor. Thus, node 011 sends a ping message to 111 (Figure 3.8-€). Once node 111
receives the ping message, it responds with a ping itsdf (Figure 3.8-f). At thistime, dl of the
nodes in the hypercube have complete neighborhood tables and know dl their neighbors, so
the hypercube is stable.
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3.2.11 Repairing a Tear
The process of repairing defects in the hypercube control topology is shown here.
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Figure 3.9. Repairing atear.

It is possble for a node to fall unexpectedly Figure 3.9-a). Nodes that have failed are
detected when their neighbors do not receive ping messages from them for a period of time
timeout (Figure 3.9-b). Each of the failed node s neighbors then periodically sends beacons to
indicate that they have detected a missing neighbor (Figure 3.9-c). Notethat if the failed node
returns at this time, the beacons from its neighbors will be used to reestablish the logica
connections in its neighborhood teble.  After sending beacons for a period of time t,
without receiving a reply, each neighbor assumes that the failed node will not return and a
replacement is needed. The Admin mechanism then begins as one or more neighbors send a
ping to the HRoot. Thisis donein order to lower the HRoot' s logica address and fill the tear
(Figure 3.9-d).

Upon recalving the ping, the HRoot sends | eave messages to its neighbors to notify them that
the HRoot will be leaving ther neighborhoods (Figure 3.9-€). The HRoot then assumes the
new logicd address that was given to it by the failed node's neighbor. It replies to the faled
node s neighbor with a ping of its own (Figure 3.9-f). This completes the logica connection
between the two nodes, since both nodes have entries for each other in their respective
neighborhood tables and know each other’s physicad addresses. The relocated HRoot then
beacons, since it does not yet know dl of its neighbors (Figure 3.9-g). The neighboring nodes
receive each other’s beacons and respond by sending pings (Figure 3.9-h). This completes
the repair procedure and the hypercube returns to a stable state (Figure 3.9-i).

3.2.12 Evaluation and Discussion

We used the Spin protocol verification tool [HOLZ97] to ad in the development of the
HyperCast Protocol. Spin checks the logica consstency of a protocol specification by
searching for deadlocks, non-progress cycles, and any kind of violation of user-specified
asations. To verify the HyperCast design in Spin, the entire HyperCast protocol
gpecification, as wdl as a system for smulating multiple hypercube nodes was encoded using
the Process Meta Language (PROMELA). In addition to checking for deadlocks and non
progress cycles, Spin was used to ensure that every execuion path resulted in a gable
hypercube.

Due to the unavoidable state space exploson when using atool such as Spin, we were only
able to andyze hypercubes with & most six nodes. While verification cannot be used to prove
results for large hypercube szes, we assart that for the purposes of verification there is little
quadlitative difference between a hypercube of six nodes and a hypercube of severd thousand
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nodes. Itisunlikey that non-progress cycles and deadlocks will exist in large hypercubes that
do not have analogous fault modes in a six node hypercube. However, we wish to emphasize
that our verification with Soin is not equivadent to a complete forma verification of the
protocol.

The HyperCast protocol has been run on a Linux Cluster with up to 10,000 nodes
[BEAMO9|[LORINOQ1]. Overdl, the hypercube takes along time to stabilize if the number of
nodes is large. Since the HC protocol dways enforces the rule that the lowest positions of the
hypercube (according to the Gray code ordering) are occupied, the addition of nodes is
seridized. This dows down the process of adding many nodes.

The mapping of the overlay network to an underlying network has been evauaed in
[LIEBEO14].

3.3 DELAUNAY TRIANGULATIONS!

A Ddaunay triangulation is specid type of triangulation: for each circumscribing circle of a
triangle formed by three nodes, no other node of the graph isin the interior of the circle. Each
node in a Delaunay triangulation has (x,y) coordinates which depict apoint in the plane.

An advantage of the Delaunay triangulation is that it can be congtructed in adigtributed fashion
(see [LIEBEOld]). Therefore, Delaunay triangulations can be built very quickly. In a
triangulation, each node has an average of Sx neighbors. however, in the worst-case, anode
can has N- 1 neighborswhere N isthe total number of nodes.

If the (x,y) coordinates of a node in the Delaunay triangulation reflect its geographicd location,
then nodes in the overlay network are likely to be neighborsiif their geographica locations are
close. However, a Ddaunay triangulation is not aware of the layer- 3 network infrastructure.

3.3.1Delaunay Triangulation as an Overlay Network Topology

A Ddaunay triangulation for a set of vertices A B a triangulation graph with the defining
property that for each circumscribing circle of a triangle formed by three vertices in A, no
vertex of A isin the interior of the dirde.  In Figure 3.10, we show a Delaunay triangulation
and the circumscribing cirdles of some of its triangles. Delaunay tiangulations have been
studied extensively in computationa geometry and have been gpplied in many areas of science
and engineering, including communication networks.

' Section 3.2 summarizes material from [LIEBEO1b).
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Foure 3.10. A Delaunay Triangulation.
3.3.2 Delaunay Triangulation Overlay Network

In order to establish a Delaunay triangulation overlay, each gpplication (node), is associated
with avertex in the plane with given (x,y) coordinates. The coordinates are assgned via some
external mechanisms (e.g. GPS or user input) and can be sdected to reflect the geographical
locations of nodes. Two nodes have alogicd link in the overlay, i.e. are neighbors, if ther
corresponding vertices are connected by an edge in the Delaunay triangulation. The Ddaunay
triangulation has several properties that meke it attractive as an overlay topology for
application-layer multicast. Firg, it normadly has different, non overlapping routes between any
pair of vertices. The existence of such different paths can be exploited by an application-layer
overlay when nodes fail or are not responsive. Second, the number of edges a a vertex in a
Ddaunay triangulation is generdly small. Specifically, since each triangulation of n vertices has
at most 3n-3 edges, the average number of edges at each vertex islessthan Sx. Despite the
worst-case in which the number of edges a a vertex is n-1, the maximum number of edgesis
usudly smal. Third, once the topology is established, packet forwarding information is
encoded in the coordinates of a node. Thus, there is no need for a routing protocol. Findly,
the Ddlaunay triangulation can be established and maintained in a digtributed fashion. We
elaborate on the last two properties in the next subsections.

Fgure 3.11. Compass Routing. Node A has two neighbors, B and C. A computes B asthe
parent in the tree with root R, since the angle DRAB = 15° is smdler than the angle
DRAC=30°.
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Fgure 3.12. Compass Routing. Node A determines that it is the parent for node C, since the
angle DRCA is smdler than anglesDRCD and BRCB. Likewise, B and D determine that
they are not the parents of node C, since pRCA < pRCB and pRCA <pRCD.

3.3.3CompassRouting

Multicast and unicagt forwarding in the Delaunay triangulation is done dong the edges of a
gpanning tree that is embedded in the Delaunay triangulation overlay. The tree that has the
sender as its root. In the Delaunay triangulation, each node can locdly determine its child
nodes with respect to a given tree by using its own coordinates, the coordinates of its
neighbors, and the coordinates of the sender.

Local forwarding decisons a nodes are made by using compass routing [KRANA99]. The
basic building block of compass routing isthat anode A, for aroot node R, computes a node
B asits parent in thetreg, if B isthe neighbor with the smdlest angleto R. Thisisillustrated in
Figure 3.11. Compass routing is dso used for determining a multicast routing tree, where
nodes cdculate their child nodes in the multicast routing tree in a digributed fashion.
Specificaly, anode A determines that one of its neighbors C is a child node with respect to a
tree with root R. In order to determine this, A uses the following consderations. Since the
overlay topology is atriangulation, the edge AC isaborder of two triangles, say NABC and
NACD (see Figure 3.12). A determinesthat C is achild node with respect to R, if sdlecting
A leads to asmaler angle from C to R, than sdlecting B and D. If each node performsthe
above steps for determining child nodes, then the nodes compute a spanning tree with root
node R.
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Figure3.13. Localy equiangular property. The property holdsfor triangles Nabc and Nabd if
the minimum internd angle is a least as large as the minimum internd angle of triangles Nl acd
and Ncdb.

Figure 3.14. Locdly equiangular property for anode N and its neighbors in the graph. Node
N can enforce the equiangular property for al quadrilateralsthat are formed by N and its
neighbors A, B, C, D, E, and F. Here, N detects that the locally equiangular property is

violated for triangles KINBC and RINCD. Thus, the edge NC should be replaced by edge

DB-

3.3.4 Building Delaunay Triangulations with Local Properties

Delaunay triangulations can be defined in terms of a localy enforcegble property, which is
illustrated in Figure 3.13. A triangulation is said to be locally equiangular if, for every
quedrilatera that is formed by triangles Niacb and Nabd (which share a common edge, in this

case it is ab) the minimum intemd angle of triangles Niach and Nabd is at least as large as

the minimum internd angle of the triangles Niacd and Ncbd. In [SIBS77], it was shown that a
locdly equiangular triangulaion isa Delaunay triangulation.

In agraph that is atriangulaion, each node N can enforce the locally equiangular property for
al quadrilaterds that are formed by N and its neighbors. In Figure 3.14, node N can detect
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that the bcaly equiangular property is violated for triangles NNBC and NNCD. It can also

detect that the edge NC should be removed and replaced by an edge DB. Thus, N can
remove node C from itslist of neighbors.

The protocol described in the next section builds and maintains a Delaunay triangulation
overlay by enforcing the localy equiangular property for each node and its neighbors.

3.3.50verview of the DT Protocol

We next describe the network protocol which establishes and maintains a set of applications
in alogica Ddaunay triangulaion. Essentidly, the network protocol implements a distributed
incrementa agorithm for building a Delaunay triangulation.

In the following, we will refer to the protocol entities that executethe DT protocol as  nodes.
Each node has a logical address and a physical address. The logical address of a node is
represented by (x,y) coordinates in a plane, which identify the podtion of a vertex in a

Deaunay triangulaion. We set the x and y coordinates to lengths of 32 bits each. The logica

address of anode is a configuration parameter. It can be either assigned to a node or derived
from the geographical location of the IP address of anode. The physica address of anodeis
a globally unique identifier on the Internet, conssting of an IP address and a UDP port

number.

We will denote the coordinates of a node A as coord(A)=(Xa, Ya). We define an ordering of
nodes where coord(A) < coord(B), if ya <Ya, OF Ya = Yg and Xa < Xg.

3.3.6Neighborsand Neighbor Test

We say two nodes are neighbors if the edge connecting the two nodes appears in the
Deaunay Triangulation graph. Each node maintains a neighborhood table which containsits
neighbors in the Delaunay Triangulation overlay.

The protocol operations & a node mainly condsts of adding and removing neighbors in its
neighborhood table. To add or remove another node to or from its neighborhood table, a
node needs to know if that node is digible to be its neighbor in the current topology. Wenext
describe the neighbor test agorithm we developed for this purpose. This neighbor test is
mainly based on the locally equiangular property described in the previous subsections.

D @

\ ® ®
© o

6 cw

(a8 CW angle< 180 (b) CW angle >=180

Figure 3.15. CW and CCW neighbors
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Before describing this dgorithm, we firgt give the definitions of the clockwise (CW) and
counter-clockwise (CCW) neighbors of a given node, say node A, with respect to another
node, say node B, since these two concepts are very important in the neighbor test dgorithm.
A neighbor of node A is said to be CW or CCW neighbor with respect to node B, if (1) it
forms the smdlest CW or CCW angle to node B  taking node A as the pivot and (2) the
smalest CW or CCW angle is less than 180 degrees. The notions of CW and CCW
neighbors are illugtrated in Figure 15, in which we consider node M with respect to node A.

In Figure 3.15(a), node B is the clockwise neighbor of M with respect to A. While in Figure
3.15(b), since the CW angle is larger than 180 degrees, node B will not be regarded as the
clockwise neighbor. In this case, we say node M has no CW neighbor with respect to node
A. In both Figure 3.15(a) and (b), node D is the counter-clockwise neighbor of M with
respect to node A.

We now describe the neighbor test dgorithm. In the neighbor test, a testing node determines
if another (the tested) node should or should not be its neighbor. The testing node performs
the neighbor test by looking at the coordinates of its current neighbors and the tested node.
The test covers dl possible locations of the tested node, relative to the testing node and the
neighbors of the testing node.

In the following description, M denotes the testing node and A denotes the tested node.
Essentidly, the neighbor test verifies the locally equiangular property for convex
quedrilaterds from Subsection 2.3. That is, if M has CW and CCW neighbors with respect
to A, and the quadrilateral formed by M, A, and these two neighbors is convex, A passes the
neighbor test a M, if the edge MA maximizes the minimum interna angle. Otherwise, A does
not pass the neighbor test at M.

However, there are several casesto consider where the above test can not be made. In these
cases, A passes the neighbor test at M, if adding A resultsin atriangulation. The following is
acomplete set of dl feasble cases:

1 If A hasaneghbor D, suchthat M, A, and D lie on the same line, A passes the neighbor

teg, if A iscloser to M than D. Thisisillustrated in Figure
3.16().

2. If M does not have a CW or a CCW neighbor with respect to A, A passes the neighbor
test. Thisisillustrated in Figure 3.16(b). Note that this

includes the case where M hasnether a CW nor a CCW neighbor with respect to A.

3. If the quadrilatera formed by M, the CW and CCW neighbors, and A degeneratesto a
triangle (see Figure 3.16(C)) or it is concave (see
Figure 3.16(d)), A passes the neighbor test at M.
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@ no CW
neighbor @
@ e no CCW
@ neighbor

(a) There exists neighbor
D, at the same direction as (b). M has r?° CWor CCW
node A neighbor with respect to A

(c) The quadrilateral (d) A concave quadrilateral
degenerates to a triangle is formed

Figure 3.16. Neighbor test

As described above, M rejects A only in two cases. (1) There is aready a neighbor of the
testing node on the same direction as the tested node, and that neighbor is closer to the testing

node. (2) The locally equiangular property is violated in the convex quadrilatera found out.
For dl other cases, M will accept A.

We can ague the correctness of the neighbor test as follows. The neighbor tegt is a
consequence of the locdly equiangular property from [SIBSON77], which dates that a
triangulation where dl convex quadrilateras are locdly equiangular is a ddaunay triangulation.
The neighbor test enforces the property from [SIBSON 77] by enforcing two points. (1)
Whenever a convex quadrilatera isformed by M, A, and the CW and CCW neighbors, then
thelocdly equiangular property is enforced; (2) When no convex quadrilaterd can be formed
by M, A, and the CW and CCW neighbors, i.e, the localy equiangular property is not

applicable, then node A passes the neighbor test at M if adding A as a neighbor forms a
triangulaion.

Each node periodically sends neighbor messages to nodes in its neighborhood table. A
neighbor messages contains the physica and logica addresses of the sending node, as well as
thelogicad and physica addresses of its CW and CCW neighbors with respect to the receiver.

When node M receives a neighbor message which contains the addresses of A, CW,,(A),
and CW,(A), it updatesits neighborhood table as follows:
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Neighbor | CW Neighbor | CCW Neighbor

Neighborhood table at M: A ‘ E=CW, (A) ‘ F=CWy(A)

Each node that sends a neighbor message to node M and passes M's neighbor test is added
as aneighbor in M's neighborhood table. If anode in the neighborhood table fails the neighbor
tedt, it is removed from neighborhood tables. If node A kows the logicd and physca
addresses of some node X that is not a neighbor of A and if X passes the neighbor test for A,
then X becomes a candidate neighbor a A. Node A can learn about the existence of other
nodes through messages that it recaives, which are not neighbor messages, and from the CW
or CCW neighbor columns in its neighborhood table (e.g. E and F in the above table). If a
node has candidate neighbors, it will send them neighbor messages. If a candidate neighbor
responds with a neighbor message, it is elevated to the status of aneighbor. If two nodes are
neighbors of each other, then this represents alink in the triangulaion.

A neighbor can be removed from the neighborhood table for any one of the following reasons:
(2) the neighbor has sent a message indicating that it has left the overlay, (2) no message has
been received from this neighbor for an extended period of time, or (3) the neighbor has failed
aneighbor test.

3.3.7DT Serversand Leaders

Any protocol that builds an overlay network must provide mechanisms that enable nodes
which are not members of the overlay to communicate with nodes in the overlay. These
mechanisms are applied when new nodes join an overlay and when the overlay network has
been partitioned and must be repaired.

In the DT protocol, a server facilitates the addition of members to the overlay and the
partitioning of overlay networks. A reservation againgt using a well-known server is that the
server may become a performance bottleneck. However, in our experiments a single server
was sufficient to manage the workload from 10,000 new members joining the overlay in a
short period of time.  Another potentid problem with well-known serversis that they provide
likely points of faillure. We emphasize that variations of the DT protocol which use broadcast
announcements or buddy lists can be derived without changing the main characterigtics of the
DT protocol. Also, one can adapt the protocol to support multiple servers.

The server component of the DT protocol iscaled the DT server. New nodes join the overlay
network by sending requests to the DT server. The server responds with the logical and
physical addresses of some node that is dready in the overlay network. The new node then
sends a message to the node identified by the DT sarver. Thus, it has established
communication with some node in the overlay network.

The DT sarver is dso engaged in repairing partitions of the overlay network. In the DT
protocol, a node believes that it is a Leader if it does not have a neghbor with a greater
logicd address (usng the ordering given at the beginning of this section). Each Leeder
periodicaly sends messagesto the DT server. If an overlay has a partition, then more than one
node will believe that they are Leaders. If the saver recelves messages from multiple Leaders,
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then it replies with the identity of the Leader with the greatest coordinaes. If a node A
believesit is a Leader and learns about a node B with coord(A) < coord(B), then B will pass
A's neighbor test. Consequently, A will add node B as a candidate neighbor and will no longer
believe thet it isaLeader.

Each DT sarver maintains alist (cache) of the logica and physical addresses of other nodesin
the overlay. When the DT server sends the address of a node in the overlay to anodetheat is
trying to join, the address is taken from the cache. We st the default size of the cache to 100
nodes. The DT server periodicaly queries nodes in the cache to verify tha they are il
members of the overlay. If a node does not respond to a query, then it will eventudly be
removed from the cache. Also, a node is removed from the cache when the DT server has
selected this node six times as the contact node for a node that is trying to join. If anode that
is trying to join contacts the DT server and the cache is not full, then it will be added to the
cache.

3.3.8 Timers

The DT protocol is a soft-gate protocol. This means that dl remote date information is
periodicaly refreshed. If it is not refreshed, then it is invaidated. The operations that
recadculate and refresh date are triggered by timers. A node of the DT protocol uses the
following three timers.

Heartbeat Timer. The heartbest timer determines when a node sends messages to
its neighbors. The timer runs in two modes, SlowHeartbeat and FastHeartbeat. A
node is in FastHeartbeat mode when it joins the overlay and when it has candidate
neighbors. In dl other cases, the node isin SlowHeartbeat mode. The operation of the
heartbeat timer in two modes attempts to trade off the need for fast convergence of
the overlay network when the topol ogies change and low bandwidth consumptionin a
steady state. In our experiments, we set the heartbeat timer to tgowHeather = 2 SECONAS
in SlowHeartbeat mode and 10 t- g iearives = 0-25 Seconds in FastHeartbeat mode.

Neighbor Timers. Each node deletes neighborhood table entries that are not
refreshed within tyegnor SECONds. Also, a DT server invalidates its cache entries and
the information on the Leader(s) after fgmmer SeCONdS. We et the vaue of the
Timeout timer t0 tyggno— 10 Seconds.

Backoff Timer. When a node does not receive a reply from the DT server, it
refransmits its request using an exponential back-off agorithm with a Backoff timer.
Initidly, the Backoff timer is St 10 trgheames @Nd doubled after each repested
transmission. It does this until it reaches tyegnor= 10 seconds. If there are dternate DT
servers, then the node switches to an aternate DT server when tyeghoo= 10 Seconds.

The DT server usesthe following two timers:

Cache Timer. If the DT server has not received a CachePong message from a node in its
node cache, in response to CachePing message for te., Seconds, the node will be deleted
from the cache. Thereis, however, one exception. The node cache entry for the node with the
largest coordinates, the Leader, is not deleted, even if the the cache timer expires. There is
one cache timer for each node in the node cache. The default timeout value of the timer is
tee=10 seconds.
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Leader Timer. If the DT sarver has not received a message from the Leader for { qge
seconds, another node from the node cache will be sdlected as Leader. The default timeout
value of the leader timer is t e SECONAS.

3.3.9Message Types

The DT protocol has eght types of messages, which are sent as UDP datagrams. All DT
protocol messages are sent as unicast messages. We describe the contents of each message
and the operations associated with the transmission and reception of each message.

HelloNeighbor and HelloNotNeighbor M essages. These messages are used to
create and refresh neighborhood tables a nodes. Each HelloNeighbor and
HelloNotNeighbor message contains the logical and physical addresses of the sender
and the clockwise and counter-clockwise neighbors of the sender with respect to the
receiver.  Each time the Heartbest timer goes off, a node sends HelloNeighbor
messages to each of its neighbors and to one of its candidate neighbors, if there is a
candidate neighbor. If there are multiple candidate neighbors, then the message is sent to
the candidate neighbor with the closest coordinates.

HelloNotNeighbor messages are sent as immediate replies to HelloNeighbor
messages from nodes thet fail the neighbor test. The HelloNotNeighbor message serves
three purposes. Firgt, the information in the message is used by the receiver to update its
neighborhood table.  Second, the clockwise and counter-clockwise neighbors in the
HelloNotNeighbor message provide the receiver with additiona information about
neighbors in its vicinity.  Lagly, HelloNotNeighbor messages are used to resolve
Situations where two nodes have the same logica address.

Goodbye M essage. When a node leaves the overlay, it sends Goodbye messages to
the DT server and to dl of its neighbors. If a node receives a Goodbye message, then it
removes the sender of the Goodbye message from its neighborhood table. The DT server
removes the sender of a Goodbye message from its cache. A node that has sent
Goodbye messages can continue to send Goodbye mMessages in response to messages
that it receives, until the process that runs the node is terminated by the application.

Server Request and Server Reply Messages. ServerRequest and ServerReply
messages are, respectively, queries to and replies from the DT server.  ServerRequest
messages are sent by nodes that are trying to join and by Leaders. A Leader sends a
ServerRequest MeSsage eVEY lagpieathen SECONCS. ServerRequest messages are
retransmitted if no Server Reply is received, using the exponential backoff outlined above.

Each Server Request message contains the logical and physica addresses of the sender.
The ServerReply message contains the logical and physica addresses of some node in
the overlay. More specificaly, a ServerReply sent to node X contains the logica and
physica addresses of somenodeY, withX £Y.

Newly joining nodes use addresses in the ServerResponse message to find a node thet is
dready in the overlay. Leaders use the addresses in the ServerResponse message to
determine if the overlay has a partition.

NewNode Message. The NewNode message contains the logical and physica
addresses of anew node. When a new node N obtains the address of some node in the
overlay D from the DT server, then N will send a NewNode messageto D. If N passes
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the neighbor test a D, then N becomes a candidate neighbor at D, and D respondsto N
with aHelloNeighbor message.  Otherwise, D passes the NewNode message to one its
neighbors whose coordinates ae closer to those of N. Thus the NewNode messageis
routed through the overlay toward the coordinates of the new node, until the NewNode
message reaches a node where the new node passes a neighbor test.

CachePing and CachePong M essages. CachePing and CachePong messages are
used to refresh the contents of the cache at the DT server. Every tgoumeartes SECONS, the
DT sarver sends a CachePing message to each node in the cache. A node that receives a
CachePing message immediately replies with a CachePong message.

3.3.10 Shifting Coordinates

Since the logica address of anode is a configuration parameter, it is possible for two nodes to
have the same coordinates. It is dso possible for the coordinates of four nodes to lie in a
circle (created by three nodes). In the former case, the Delaunay triangulation is not defined.
In the latter case, the Delaunay triangulation overlay is not unique. Here, the DT protocol
forces one of the nodes to change its coordinates by a smal amount. This ensures that the
Deaunay triangulation of the nodes is unique.

Whenever a node receives a message from a node with the same coordinates, the receiver
shifts its coordinates by a amdl amount. The receiver dso removes dl neighbors thet fail the
neighbor test with the new coordinates. If anode A receives a message from anode B and a
node in A's neighborhood table has the same coordinates as B, then A will send a
HelloNotNeighbor message to B. Since the HelloNotNeighbor message contains A's
neighbor with B's logica address, B sends the node with the duplicate logicd address a
HelloNeighbor message. The receiver of this HelloNeighbor message notices that the
message was sent by a node with the same coordinates and changesitslogica address.

If anode A receives a HelloNeighbor or HelloNotNeighbor message from anode N such
that the sender N, the receiver A, the CW and CCW neighbors of A with respect to N,
CWy(A) and C CWy(A), contained in the message lie on a cirde, then A will shift its
coordinates before processing the message.

Each time a node receives a HelloNeighbor or HelloNotNeighbor message from a
neighbor, it checks whether or not the neighbor's logica address has changed. If the logicd
address has changed, then the node removes the neighbor's entry from its neighborhood table
and then processes the message. In most cases, the node with the shifted coordinates will be
added again as a neighbor.

3.3.11 States and State Transitions of the DT Protocol

We next discuss the states and sate trangtions of the DT protocol. The discussion
summarizes our earlier description of the protocol. The DT protocol has two different finite
state machines, one for a node and one of the DT server. A detailed description of the state
trangtionswill be presented in tabular form in this section.

3.3.11.1 Node States
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The state of a node is derived from the neighborhood table and the presence of candidate
neighbors. There are no variables that memorize the states of anodes. A node isin one of five
sates. Sopped, Leader without Neighbor, Leader with Neighbor, Not Leader, and
Leaving. Recdl that a node is a Leader if the node that has no neighbor with greater
coordinates than its own. By definition, a node with no neighbors is a Leader. The dates
Leader with Neighbor and Leade without Neighbor are digtinguished, for the following
reason. When a newly joining node starts up or when a node has no neighbors, it believes
itsdlf to be a Leader, and it generate NewNode Messages. A node with neighbors does not
send NewNode Messages. The definitions of the three Sates are givenin Table 16.

State Name State Definition
Stopped The node is nat running
Leaving The node is going to leave the group
L eader without Neighbor The node that has no neighbors
Leader With Neighbor The node that has neighbors, and no neighbor has grester
coordinates than its own
Not L eader The node has a neighbor with coordinates greater than its own

Table 3.16. Node State Definitions.

For nodes in states Leader with Neighbor and Not Leader, we define three sub-dates:
Sable With Candidate Neighbor, Stable Without Candidate Neighbor, and Not Sable.
We say anode X is stable when al nodes that appear in the CW and CCW neighbor columns
of node X’s neighborhood table aso appear in the neighbor column. We say anode M has a
candidate neighbor, say node N, if (1) N appears in the CW or CCW column of M’s
neighborhood table, or it is contained in a NewNode message received by M, and (2) N is
not in the neighbor column of M’ s neighborhood table, and (3) N passes the neighbor test at
M. The définitions

of the three sub-daesaregivenin Taple 3.17.

Sub-state Name State Definition

Stable Without Candidate | The nodeis stable and has no candidate neighbors
Neighbor

Stable With Candidate Neighbor The node is stable and has candidate neighbors

Not Stable The nodeis not gable

Table 3.17.Node Sub- gae Definitions.
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A new node starts in state Stopped. When it is in state With Neighbor Leader and Not
Leader, the node dso has a sub-sate. The trangtion diagram of states and sub-daesis

shown in Figure 17.
Application
starts @
»  without

Stopped
_/ Neighbor
Neighbor added Neighbor added
(with smaller (with larger
coordinates) coordinates)
All neighbors All neighbors
leave or leave or
timeout timeout
A new neighbor with

greater coordinates is Send

Leader with added \A Not Goodbye

Neighbor Leader
g \Aﬁer removing some neighbor,
this node has largest
S coordinates
Application
exits
Send Send
Goodbye Goodbye
m

NS

We say a node X is stable when all
nodes that appear in the CW and
CCW neighbor columns of node
X's neighborhood also appear in

Stable Without
Candidate
Neighbor

Node contained in Node the neighbor column; Otherwise
NewNode becomes node X is not stable.
passes neighbor test Node  1otstable
After handling the becomes
candidate neighbor, stable,
node remains and is without

stable candidate
neighbor

Stable With
Candidate

Neighbor not stable

Figure 3.17. State and Sub-state transition diagrams

3.3.11.2 DT Server States

The functions performed by the DT server are minimd. It is used as rendezvous point when
new nodes join the overlay network and when the overlay Newark must be repaired after a
patition. The DT server has only two states Has Leader and Without Leader . Recdll that
the DT server maintains a cache of nodes. The node with the highest logica address is
identified by the DT server as the Leader of the overlay network. If the node cache is empty,
the DT server has no information about nodes in the overlay network. Thisstateisreferred to
as Without Leader. If the node cache is not empty, the DT server can identify the Leader of

University of Virginia HyperCast 2.0



1/17/2002 Overlay Protocol 3.33

the overlay network. This date is referred to as Has Leader. The definitions of the two States
aegivenin Table 3.18.

State Name State Definition
Has L eader The node cache contains at least one node
Without L eader The node cache is empty

Table3.18: DT Server State Definitions.

The dtate trangtion diagram of the DT server isshown in Figure 3.18 The DT Server sartsin
state Without L eader. When the first joining node sends a ServerRequest messageto the DT
server, this node is added to the node cache, and the DT server will enter sateHasL eadet.

Node Cache
is not empty

Without

Has Leader Leader

Node Cache
is empty

Figure 3.18. DT Server State Transition Diagram.

3.3.12 Examples

In an overlay network that has been stable for an extended period of time, there are three
types of events (1) adl nodes send HelloNeighbor messages to their neighbors every
tsowHeatbex SECONAS; (2) the Leader exchanges ServerRequest and Server Reply messages
with the DT saver every trghenmes SECONdS, (3) the server exchanges CachePing and
CachePong messages with the nodesin its cache every tggeatses SECONAS.

In the following diagrams, we illustrate the dynamics of the DT protocol. We illugtrate the case
when anode joins and the case whena node leaves the Delaunay triangulation.
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Server

© ®

Fgure 3.19. Joining node. Node N with coordinates coord(N)=(8,4) joins the overlay
network. Notethat in (&) and (b), we have omitted some edges from the Delaunay
triangulaion for the sake of smplicity. Also, nodes X and Y are omitted in (c)-(f).
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Figure 3.20. Node N with coordinates coord(N)=(8,4) leaves the overlay network.

In FHgure 3.19 illudrate the steps of the DT protocol when a new node N with
coord(N)=(8,4) joins an overlay network. As shown in Fgure 3.19(a), N first sends a
ServerRequest to the DT server. Then, N receives a ServerReply which contains the logical
and physicd addresses of some node X with coord(X) > coord(N). Next, N sends a
NewNode message to X (Hgure 3.19(b)). X performs a neighbor test for N, which fails.
Therefore, X forwards the NewNode message to a neighbor Y, which is closer to N than X.
Assuming that N fails the neighbor tet at Y, Y forwards the NewNode message to D, which
is coser to N than Y. At node D, N passes the neighbor test. Therefore, D makes N a
candidate neighbor and sends a HelloNeighbor message to N. Thus, N has found its first
neighbor.

Since the HelloNeighbor from D in Fgure 3.19(b) contains B = CW(D) and C= CCW,
(D), nodes B and C become candidate neighbors a N. At the next timeout of the Heartbest
timer, N sends a HelloNeighbor to its neighbor D and its closest candidate neighbor B
(Figure 3.19(c)). As soon as these HelloNei ghbor messages are received at B and D, these
nodes will drop each other from their neighborhood tables. In other words, the link in the
overlay between nodes B and D will be removed.

In Figure 3.19(d), we assume that the Heartbeat timer expires at both B and D. Note that the
sequence of events in this example is different if the Heartbegt timers expire in a different
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order. The nodes send HelloNeighbor messagesto dl their neighbors. When N receivesthe
message from B, it promotes B from a candidate neighbor to a neighbor. The messages from
B to E and from D to C contain N as a CW or CCW neighbor. Hence, N becomes a
candidate neighbor at both C and E.

Assuming that the next Heartbeat timeout occurs a nodes C and E, these nodes send
HelloNeighbor messages to dl their neighbors and to their candidate neighbor N (Fgure
319 (e)). When N receives the messages from C and E, it adds these nodes as neighbors.
Now, N has a correct view of its neighborhood.

At the next Heartbeat timeout a N, shown in Fgure 3.19(f), N sends HelloNeighbor
messages to nodes B, C, D, and E. When the respective HelloNeighbor messages arrive at
C and E, these nodes promote node N from candidate neighbor to neighbor. This completes
the procedure for adding node N to the overlay network. Subsequently, each node sends
HelloNeighbor messages to its neighbors at each Heartbest timeout.

3.3.11When a Node L eaves the Overlay

In Figure 3.20 we illugrate the stepsinvolved in node N leaving the overlay. When N decides
to leave the overlay, it sends Goodbye messagesto dl of its neighbors and to the DT server
(Figure 3.20(8)). When the server receivesthe Goodbye message, it removes N from the
cache. When N's neighbors receive the Goodbye message, they remove N from their
neighborhood tables.

Although N is deleted from the neighborhood tables of nodes B, C, D, and E, these nodes
have other neighbor entries where N islisted asa CW or CCW neighbor. For example, since
N= CWg(B) and N = CCWEg(D), node N appears as CW neighbor of B and as CCW
neighbor of D in E's neighborhood table. Therefore, N is now a candidate neighbor &t al of
these nodes. Thus, these nodes will send HelloNeighbor messages to N a the Heartbeat
timeout.

Let us now assume that &l nodes send HelloNei ghbor messagesto their neighbors and their
candidate neighbor N (Figure 3.20(b)). When N receives the messages, it will respond with
Goodbye messages, as shown in Figure 20(c). The Hell oNeighbor messages that are sent
in Figure 3.20(b) contain the updated values of the CW and CCW neighbors of the nodes.
For ingtance, B's message to E ligts C (and no longer N) as the CW neighbor of B with
respect to E, so C= CWg(B). As aresult, after Figure 3.20(b), node N no longer exists as a
CW or CCW neighbor in the neighborhood tables of any node. Furthermore, nodes B, C, D,
and E, know about each other either as neighbors or as a CW or CCW neighbor of some
neighborhood table entry. When the neighbor tests are executed, C will fail the neighbor tests
at node E and vice versa

On the other hand, D passes the neighbor test at node B and B passes the test at node D.
Hence, nodes B and D add each other as candidate neighbors and send HelloNeighbor
messages to each other (Figure 3.20(d)). Once these messages are received, both B and D
have established each other as neighbors and as a result the overlay network has been

repaired.

34EVALUATION

We have evduated the performance characterigics of the DT protocol in measurement
experiments on a cluster of Linux PCs. The experiments included up to 100 PCs and overlay
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networks with up to 10,000 nodes. The measurement experiments are reported in
[LIEBED1b].

We do not have a formd proof that the protocol aways generates a Delaunay triangulation.
However, we have verified tha the network topologies that are generated by the protocol are
Ddaunay triangulations.
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Appendix A: Actions of the DT protocol

The following tables show the actions taken by the nodes in each state when events like
message arrivals, timer expirations happen. We do not have separate tables for the three sub-
dates, the description of the actions in the sub-states are included in the With Neighbor
Leader and Not L eader tables. We use the following notetions and terminology:

SarverReply(x): Indicates a ServerReply message which contains node x.
NewNode(w):  Indicates New Node message which contains node w.

> : Indicates a date trangtion.
return : Processing for this event is complete. Skip the remainder.
this: Refersto the loca node.

A.1 Trangtion Table for Node

Thefollowing are trangtions a node v.

State: Stopped
Event Action
Application starts - Leader Without Neigbhor

States: L eader with Neighbor, Leadwer without Neighbor, Not L eader

CHAPTER4 Event | A%ion

Application exits Send Goodbye to dl neighbors
Send Goodbye to server
A-> Leaving

CachePing received Reply with CachePong messacge

NewNode(w) received |F w passes neighbor test at v

[* w is a candidate neighbor */

Send HelloNeighbor to w

Set timeout value of Heartbeat Timer to Fastheartbest
ELSE

Forward message to a neighbor which is closer to w

University of Virginia HyperCast 2.0




1/17/2002

Overlay Protocol 3.39

State: L eader With Neighbor, Not L eader

Event

Action

Heartbeet Timer expires

Send HelloNeighbor to dl neighbors
IF node is not gtable

Send HelloNeighbor to closest candidate neighbor

Set timeout vaue of Heartbeat Timer to Fastheartbeat
ELSE

Sat timeout value of Heartbeat Timer to Slowheartbeat

State: L eader Without Neighbor

Evert

Action

Backoff Timer expires

IFt 3t

Backot ° Ineignoor@1d @0 alternate DT server exists

Switch to dternate DT sarver
Set t

Backoff to tFastHeartdezat
Send ServerRequest to dternate DT server
ELSE
Send ServerRequest to DT server
Se‘: tBackoff = Backoff

Start Backoff Timer

Receives ServerReply(w)

Set t Backoff

= TrasHearth eat
IF wt this
Send NewNode(this) to w.

HelloNeighbor arrives
from node w

While Coord,,;, =Coord,,
Node shift its coordinates
IF w passes neighbor test
Add w as neighbor in neighborhood table
Start Neighbor Timer for w with t

Neighbor
IF Coord, > Coord,,

- Not L eader
Else

Set tgaor

= U ragtearts eat

-> Leader with Neighbor
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State: L eader With Neighbor

Event

Action

Backoff Timer expires

IF toonor 3 thagwe aNd @n dternate DT server exists

Switch to dternate DT server

Set t tot

Backoff FastHeartéat

Send ServerRequest to dternate DT server
ELSE

Send ServerRequest to DT server

Set t =2

Start Backoff Timer

Backoff Backoff

Receives ServerReply(w)

Set t

Backoff = 1:FastHeartlaat
IF w? this
Send NewNode(this) to w.

Neighbor Timer for w
expires or  Goodbye
arivesfrom w

IF w is neighbor

Removew from neighborhood table

Set timeout value of Heartbeat Timer to Fastheartbeat
IF no neighbors in neighborhood table

- Leader without neighbors

HelloNeighbor or
HelloNotNeighbor arrives
from node w

A
IF wisaneighbor
IFw has changed its coordinates
Remove w from neighbor table
Return
Update neighborhood entry for w
Start Neighbor Timer for w
IF nodeis stable
Set Heartbeat Timer to Slowheartbegt
Else
Set Heartbeat Timer to Fastheartbest
Else /* wisnot aneighbor */
IF another neighbor v * wexistssuchtha Coord, =Coord,,

Send HelloNotNeighbor to w
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Else

While Coord,;,=Coord,,, or for any neghbor v,
Coord,,s = Coord,
Node shift its coordinates
IF w passes neighbor test
Add w as neighbor in neighborhood table
Set Neighbor Timer for w
Remove dl neighbors that fail neighbor test
While there are four nodes with coordinates on acircle
Node shiftsits coordinates

While there exigs neighbor %
withCoor d,,;s = Coord,

Node shifts its coordinates
Remove dl neighbors that fail neighbor test
Else if message is HelloNeighbor and w fails neighbor test
Send HelloNotNeighbor to w
IF there exists neighbor v with Coord, > Coord,;
Clear the Backoff Timer(if the timer was s&)
- Not L eader

State: Not L eader

Event

Action

Backoff Timer expires

IF toasor 3 taagnor a0 an dternate DT server exists

Switch to dternate DT server

Set t tot

Backoff FastHeartéat

Send ServerRequest to dternate DT server
Else

Send ServerRequest to DT server
St taaort = gackort
Start Backoff Timer

Receives ServerReply(w)

Set t

Backoff — tFastHeartdeat

IF wt this
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Send NewNode(this) to w.

Neighbor Timer for w
expires or  Goodbye
arivesfrom w

IF w is neighbor

Removew from neighborhood table

Set timeout vaue of Heartbeet Timer to Fastheartbegt
IF no neighbors in neighborhood table

- Leader without neighbors

HelloNeighbor or
HelloNotNeighbor arrives
from node w

A
IF w isaneighbor
IFw has changed its coordinates
Remove w from neighbor teble
Return
Update neighborhood entry for w
Start Neighbor Timer for w
IF nodeis stable
Set Heartbeat Timer to Slowheartbest
Else
Set Heartbeat Timer to Fastheartbest
Else /* wisnot aneighbor */
IF another neighbor v * wexistssuch that Coord, = Coord,,

Send HelloNotNeighbor to w
Else
While Coord,;,=Coord,,, or for any neighbor v,
Coord,,s = Coord,
Node shift its coordinates
IFw passes neighbor test
Addw as neighbor in neighborhood table
Set Neighbor Timer for w
Remove dl neighbors thet fail neighbor test
While there are four nodes with coordinates on acircle
Node shiftsits coordinates

While there exids neighbor v
withCoord,, = Coord,

Node shifts its coordinates
Remove dl neighbors thet fall neighbor test
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Else if message is HelloNeighbor and w fails neighbor test
Send HelloNotNeighbor to w

State: L eaving
Event Action
Application exits - Stopped
Goodbyearivesfromw | A

Do nothing.
A message (not Goodbye | Send Goodbye to w
arrivesfromw)

A.2 Trangtion Tablefor DT Server

The actions of the server in itstwo States are shown in the following two tables.

State: Without L eader

Event Action

Server receives Add node v to node cache
ServerRequest fromv Start Cache Timer for v

Set Leader:i=v

a Start Leader Timer

Send ServerReply(v) to node v
- HasLeader

State: Has L eader

Event Action
Server receives IF Leader =v or v isin node cache
ServerRequest fromv IF v has changed its coordinates

UpdateVv’s stored coordinates
ELSE IF Coord, >Coord

Leader
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Set Leader = v
Start Leader Timer
IF node cacheis full
Remove one node cache entry
Add node v to node cache
ELSE
IF node cacheis not full
Add v to node cache
Start Cache Entry Timer
IF Leader =v
Send ServerReply(v) to node v
ELSE
Selcet w from node cache with Coord,, > Coord,

Send ServerReply(w) tov
IF Leader '=w and w has been used in 6 ServerReplys
Remove w from cache

Goodbye received from v
or Cache Entry Timer for
v expires or Leader Timer
forv expires

IF v isin node cache
Remove v from node cache
IF Leader = v and cacheis not empty
Select new Leader =y, wherey isthe node in the node cache

with largest coordinates

ELSE
IF Leader = v and cacheis empty
- Without Leader
Heartbeat Timer expires | A
Send CachePing messages to every node in node cache
CachePong received Regtart Cache Entry timer for v
Fromv
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Appendix B. DT Protocol M essage For mat

All DT protocol messages have the same format with the same set of fields However, the
same fields may be interpreted differently dependent on the message type. The message
format isshown in Fgure 21.

1byte 4 bytes 14 bytes 14 bytes 14 bytes 14 bytes
(@] laylD
Type V:;Z‘[{ SRC DST ADDR1 ADDR?2

Figure 21. Message format of DT protocol

The type of the DT protocol message is indicated by a 1-byte long Type fidd.

Message Type TypeFied
HelloNeighbor
HelloNotNeighbor
Goodbye
SarverRequest
ServerReply

NewNode
CachePing
CachePong

~N| O o B~ W N | O

The OverlaylDHash is a 4-byte long hash value which is derived from the OverlayID. If the
OverlayID is composed of only ASCII characters, we apply the hash function to the byte
array of these ASCII characters. If the OverlaylD contains nont ASCII characters, we require
that the character encoding scheme is UTF-8, then we apply the hash function to the raw byte
aray of the UTF-8 encoding. The hash function, which can operate on varigble-length byte
arrays, isasfollows:.

Input:  bytearay, denoted by “A[ ]”
Output: a4-byte unsgned integer, denoted as “result”

Operators.
Opl >> Op2: “Opl” ishit-wiseright shifted “Op2”’ times,
Opl << Op2: “Opl” ishit-wiseleft shifted “Op2” times.
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Opl & Op2: bit-wise AND of “Opl” and “Op2’.
Opl N Op2: hit-wise XOR of “Opl” and “Op2”.
Procedure OverlaylDHash (byte A[])
Begin
Result :=0;
For (inti:==0;i<lengthof A[];i++){
Byte upperByte:= (byte) ( (result >>24) & OxFF);
int leftShiftvVaue := ((upperByte ™ A[i]) & 0x07) + 1;
result := ((result << leftShiftVaue) ~ ((upperByte * A[i]) & OxFF));

}

return result;

end

Table4.1 The SRC, DST, ADDRI1, and ADDR?2 fidds each contain the
logical and physical addresses of anode.

A logicd address congdts of the (x,y) coordinates of the Delaunay triangulation, where x and
y are each a4 byte unggned integer. A physica address consists of an |P address and a port
number, where the IP address is 4 bytes long and the port number is 2 byteslong. So, the
entire length of an address field with alogica and a physicd addressis 14 bytes. The exact

formetisshownin Figure22.
4 bytes 4 bytes 4 bytes 2 bytes
x-c_oordlnate of y-cpordlnate of IP address port
logical address logical address number

Figure 22. Format of alogica address/physica address.

HelloNeighbor/HelloNotNeighbor: SRC and DST contain the addresses of the
sending and receiving node. ADRRL and ADDRZ, respectively, are the address of
the CW and CCW neighbors of the sender with respect to the degtination. If the
sender has no CW or CCW neighbors, the corresponding fields are set to zero.

Goodbye: If the messageis sent to the DT server, DST is set to dl zeros. Otherwise,
DST contains the address of the receiving node. The fidds ADDR1 and ADDR2 are
set to zero.

Server Request: SRC contains the address of the sending node. The fields DST,
ADDR1, and ADDR2 are st to zero.

ServerReply: The IP address and port number portion of the SRC field are set to
the |P address and the port number of the DT server. The logica address part of field
SRC is st to zero (Note that the DT server does not have alogica address). DST is
the address of the node that sent the corresponding ServerRequest. The fied
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ADDRI has the address of a node with alarger logica address (coordinates) than the
logical address (coordinates) in the DST field. If the DT server does not know about
a node with a larger logica address, i.e, the DT server believes that the node
described in the DST field is a Leader, then the ADDRL field is set to be equd to the
DST fidd. Thefidd ADDR2 is st to zero.

NewNode: The fidds SRC and DST contain the sender and receiver, respectively,
of the message. Whenever, the NewNode message is forwarded to another node, the
fields SRC and DST are updated. ADDR1 contains the node who initidly sends the
NewNode message, i.e., the“new node’. ADDR2 is st to zero.

CachePing: The SRC contains the IP and port number of the DT server, with the
logical address part of the address set to zero. The DST field contains the address of
the receiving node. The ADDR1 and ADDR?2 fields are set to zero.

CachePong: SRC contains the address of the sending node. DST is |P address and
port number of the DT server, as contained in the CachePing message. The fields
ADDRL1 and ADDR2 are st to zero.
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