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Introduction

    Since the invention of the World Wide Web (WWW) in 1989, Internet-based electronic commerce has been transformed from a mere idea into reality. Consumers browse through catalogues, searching for best offers, order goods, and pay them electronically. Information services can be subscribed online, and many newspapers and scientific journals are even readable via the Internet. Most financial institutions have some sort of online presence, allowing their customers to access and manage their accounts, make financial transactions, trade stocks, and so forth. Electronic mails are exchanged within and between enterprises, and often already replace fax copies. Soon there is arguably no enterprise left that has no Internet presence, if only for advertisement reasons. In early 1998 more than 2 million web servers were connected to the Internet, and more than 300 million host computers. And even if actual Internet business is still marginal: the expectations are high. For instance, Anderson consulting predicts Internet business to grow from $10 billion in 1998 to $500 billion in 2002.

    Thus, doing some electronic business on the Internet is already an easy task. As is cheating and snooping. Several reasons contribute to this insecurity: The Internet does not offer much security per-se. Eavesdropping and acting under false identity is simple. Stealing data is undetectable in most cases. Popular PC operating systems offer little or no security against virus or other malicious software, which means that users cannot even trust the information displayed on their own screens. At the same time, user awareness for security risks is threateningly low.

    A report from Goldman, Sachs & Conotes that while commercial properties such as Yahoo! and eBay receive a lot of attention from investors, business to business ECommerce is on the verge of exponential growth. The report predicts that ECommerce will be worth USD1.5 trillion by 2004. However, according to a survey by Net Effect Systems, while 94 percent of online consumers use the Internet to shop, just 10 percent say they prefer to buy things online. 74 percent of consumers cited security and privacy concerns. 

    Therefore, if the security and privacy problems are addressed e-shoppers will be converted into e-buyers, and the ECommerce will be pushed a big step forward.
Non-technical Issues

1. Security Awareness

Most opinion surveys list "insecurity of financial transactions" and "loss of privacy" among the major impediments to electronic commerce, but in fact most users have only ague ideas about the threats and risks, and a very limited understanding of the technical and legal options for minimizing their risk. As a result all kinds of misperceptions exist.

    For instance, the cardholder's risk in sending his or her credit card number over the Internet is typically overestimated. At least as of this writing payments over the Internet are treated like mail-order/telephone-order transactions, which means that the cardholder is not liable at all. All risk is with the merchant.

    On the other hand, the risks in sending sensitive data in an electronic mail are typically underestimated. Probably most users of email know the mere facts: neither confidentiality nor integrity nor availability is guaranteed. But nevertheless many users do not hesitate to send all kind of very personal and sensitive data to their friends or colleagues, unprotected.

    Unfortunately, developers of electronic commerce solutions are often as security unaware and ignorant as their prospective users. For instance, still many developers demand that security must be provided by "lower layers" in a "transparent" way. But, for instance, Secure Socket Layer (SSL) in an "opaque socket integration" does not make any sense in most case. Security has to be an integral part of the architecture, design, and implementation.

2. Crypto Regulations

Several countries regulate the deployment of strong encryption technology by law. For instance, France controls the domestic use of encryption technology, in order to maintain the capability to eavesdrop on the communication of criminals. The USA prohibits the export of strong encryption products for the mass market, for the same reasons as it controls the export of munitions.

Such regulations do not discriminate between “good” and “bad” applications, and limit the security of honest citizens and companies to at least the same extent as they limit the security of terrorists and organized crime. Therefore several governments, in particular the US administration, are willing to relax their crypto regulations, provided access to the encrypted information would still be possible on demand. The idea is to introduce new “Trusted Third Parties” where secret keys must either be escrowed in advance, or can be recovered afterwards.

All these proposals are still heavily contested, for various technical and political reasons: The Trusted Third Parties would be “single points of failure” for everybody’s, i.e., new and extremely attractive targets for attacks. It is questionable whether any regulation of encryption technology can be effective in fighting organized crime: tools for strong encryption are publicly available, and steganographic techniques can perfectly conceal the fact that cryptographic techniques are applied.

Many types of commercial transactions require strong confidentiality, which cannot be satisfied in some countries, or across some borders. For instance, consider two large companies that prepare a merger. Clearly their negotiations require top confidentiality. Even the fact that they are preparing the merger, i.e., that they acre communicating intensively, will be extremely sensitive. This requires actually services for anonymous communication. Nevertheless using the appropriate cryptographic tools would be illegal in many countries.

Political regulations are not subject to scientific research. But we clearly see the need for an international agreement on a more liberal and consistent regulation of cryptography. Electronic commerce demands strong confidentiality, which can be implemented only by strong encryption schemes. 

3. Legal Issues

Surveying the open legal problems in electronic commerce is beyond the scope of this article. The two most important security-related problems are the following:

· Liability: The financial risk of a user in a specific transaction depends on his or her liability. In principle, if a user bears no liability, there is no risk.

The main issue here is fairness: The liability of a user should correspond to the security of his or her technical equipment. For instance, if it is technically trivial to forge the digital signature of a user then this party should not be held liable for his or her signatures, in general.

· Harmonization: The national laws that regulate electronic commerce over the Internet (like evidential value of digital signatures, consumer protection, copyright protection) are not harmonized, and are partially contradictory. One side result is that there is no mutual recognition between national PKIs, even where comparable laws exist.

Technical Components of eCommerce Security

There are four components involved in ECommerce Security: client software, server software, the server operating system, and the network transport. Each component has its own set of issues and challenges associated with securing them:

· Client software is becoming increasingly more security-focused, however single-user desktop operating systems historically have had no security features implemented. ECommerce software that relies on the security of the desktop operating system is easily compromised without the enforcement of strict physical controls.

· Server software is constantly under test and attack by the user community. Although there have been cases of insecurities, a system administrator keeping up with the latest patches and vendor information can provide a high degree of confidence in the security of the server itself.

· Operating systems used for hosting ECommerce servers are securable, but rarely shipped from the vendor in a default configuration that are secure. ECommerce servers must protect the database of customer information accumulating on the server as well as provide security while the server is handling a transaction. If it is easier for a thief to compromise the server to obtain credit card numbers, why bother sniffing the network for individual credit card numbers?

· Session transport between the client and server uses network protocols that may have little or no built-in security. In addition, networking protocols such as TCP/IP were not designed to have confidentiality or authentication capabilities.

Why No Unified Standard Method

The methods and models of securing ECommerce transactions are as diverse as the transactions themselves.  ECommerce transactions are performed with varying levels of security, from sending requests in the clear, to encrypted password protection, to using digital certificates. 

So why not simplify things by implementing one standard method for securing ECommerce transactions? The problem with creating one standard solution is that there are different and sometimes conflicting goals in securing a transaction. The objectives of the merchant may not be the same as those of the user or bank. The merchant, for example, requires a valid transaction, liability coverage, and payment for goods and services. The user would like to purchase a product, protect privacy (name, address, and payment information), and pay for only the products they have agreed to purchase. The institutions providing payment would like to detect and prevent fraud. Many security solutions address one or more of these security goals—but where one solution may focus on providing privacy, another may focus only on transaction validation.

In addition to the differences in security goals, vendors and governments introduce complications into selecting security standards for ECommerce. Vendors disagree on implementations and try to push their own products into standards. National governments try to limit and control use of encryption to secure ECommerce transactions. One of the benefits of ECommerce is that it allows a small company to distribute and sell products globally. But national laws and regulations can dilute the standards to the lowest common denominator. 
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Cryptography & Pretty Good Privacy (PGP)

1. The need for cryptography in electronic communications

Cryptography has been around for centuries; as long as there has been communication, there has been the need for privacy and safe, secure methods of transmission. Although many types of difficult problems can be classified as cryptography problems, what we are mostly concerned with today is the ability to keep transmissions private through the use of data encryption techniques. This has become an even greater issue due to the changing nature of communications since the information revolution. More and more people rely on electronic communications for the transmission of sensitive or personal data; e-mail, e-commerce, FTP, and HTML are all examples of technology that have already filtered into the social consciousness as primary ways for disseminating and gathering information and for exchanging goods and services. While this technological shift has made communication faster, easier, and better in many ways, it has also brought along with it a whole host of difficult problems and social policy issues.

The main problem that comes with electronic communications is the ease with which transmissions can be eavesdropped or impersonated. Paper communications obviously have security problems as well: documents can be stolen, steamed open, have forged signatures or changed contents. However, if someone is trying to catch a specific transmission (or type of communication), it is much easier when dealing with an electronic medium. It is a trivial matter for people to set up programs that systematically scan e-mail for keywords, or that sniff packets in a Telnet session for passwords, whereas randomly steaming open mass quantities of paper mail looking for a certain document is clearly infeasible. Also, since there can be (and often are) multiple copies of any given electronic transmission, it is difficult to know if someone has stolen a copy or somehow altered the original.

Secondly, there is an access control problem. Many electronic transmissions are made in a broadcast manner, as seen with cable or satellite television and wireless phones. People can install devices to intercept these transmissions, and senders usually have no way to either monitor or stop this. In order to prevent unwanted people from making free use of their services, senders must encrypt their outgoing transmissions. To their paying customers, they can give special devices to decrypt the information.

Finally, there is the problem of authentication: electronic communications are impersonal, and can be easily forged by impersonating IP addresses, changing "sender fields" in e-mail, "cloning" cellular phone numbers, and so forth. In order for people to want to - and, indeed, be able to - use electronic communication in the coming years, it is essential that these problems be resolved. Right now, advances in cryptography are the best way to address these issues. Data encryption not only provides privacy and access control by rendering communications illegible to unauthorized parties; it can provide effective authentication as well through the use of digital signatures and timestamps.

2. The primary forms of cryptography

There are two main forms of cryptography: secret-key (or symmetric) and public-key (or asymmetric). 

Secret-key cryptography

Secret-key cryptography is the more traditional form, and has been used for all kinds of communications throughout the ages. In this method, one "key" is used to both encrypt and decrypt the data. A key can be anything from a secret-decoder ring found in a cereal box to a highly complex mathematical algorithm; keys really only differ in the ease with which they can be broken by third parties. In secret-key cryptography, the sender and receiver must have the same key in order for the transmission to work correctly.

Secret-key cryptography suffers from two overwhelming problems. First, any two people that want to communicate with each other must first agree on the key to use. This makes it more difficult to send information to people that you do not already know, and large-scale communication becomes much more difficult. The second, more fundamental, problem is that of "key management", which is the system for transmission and storage of keys. In order to agree on a key, there must first be some sort of communication that occurs, and this communication itself can be eavesdropped. If some third party catches the key that is being used, then all further communications between the two parties are no longer secure and private. Also, the third party could easily impersonate communications because it is believed that no one else knows the key. This problem is exacerbated by the fact that the initial parties might have no way of knowing that the key was stolen. This key management issue causes a "repudiation problem": later on, either of the parties could repudiate messages that had been sent with secret-key encryption, claiming that the key had been stolen and that the messages were compromised or faked. Thus, there is always an inherent lack of security and trust in a purely secret-key environment.

Public-key cryptography

The key management problem inherent to secret-key cryptography needed to be addressed in order for large-scale, secure use of data encryption techniques. In 1976, Whitfield Diffie, a cryptographer and privacy advocate, and Martin Hellman, an electrical engineer, working together discovered the concept of public-key encryption. Instead of having one key shared among both users of an encrypted transmission, each user has his or her own public/private key pair. A user makes the public key open and available to anyone (by publishing it on-line or registering it with a public key server), and keeps the private key hidden away where (hopefully) no one can get at it. The private key is mathematically derived from the public key, and thus the two are linked together. In order to send someone a message, the sender encrypts the transmission with the receiver's public key. This can then only be decrypted by the receiver's private key. Thus, anyone can encrypt a message with someone else's public key, but only that person would ever be able to read it.

This method solves the problems of secret-key cryptography. Because the only key information that needs to be shared is made public, there is no worry about some third party intercepting and possessing the key. This makes the users of the encryption surer that their transmissions are secure and private. It also solves the repudiation problem, because there is no third party that could ever be blamed - each individual is responsible for safeguarding his or her own private key.

The inherent weakness of the public-key method is that the two keys are linked together mathematically. If a third party figures out the exact way that an individual's private key is derived from his or her public key, the whole security of the system will be lost. The only way around this liability (so far) has been to make the derivation so incredibly complex that a brute force attempt to crack it would take a prohibitively long amount of time. As Phil Zimmerman, author of the Pretty Good Policy (PGP) public-key encryption package says of his software: "if they [the NSA] are just having to use methods that are not too much shorter than what we know in published academic literature, then it could be from now until the next ice age before they can break it." It is easy to see that the quality of the method used to create keys is essential to the success of any public-key system.

Digital signatures

Public-key also provides a mechanism for authenticating messages that secret-key techniques do not: digital signatures. The sender of a message completes a calculation (performed by a hash function) involving the actual file structure to be transmitted, and his or her private key, and the result of this (the digital signature itself) is appended to the end of the transmission. The receiver can then perform a calculation involving the received message and the sender's public key, and if everything is valid, the sender's identity will have been verified. A benefit of this signature method is that it not only verifies the sender's identity; it also verifies that the original contents of the transmission have not been altered in anyway. Because the signature is derived from both the key and the data itself, changing the data later on will cause the receiver's verification to fail. This provides authentication that is even better than a signature on a paper document: a signature can be forged, or the contents of the document could somehow be secretly altered, but with public-key authentication, this cannot be done.

Comparison of cryptography methods

Clearly, public-key systems have the advantage in terms of security and privacy, due to a key management strategy that is inherently more secure. They are also more convenient because there is no extra step necessary to decide on a common key, and the sender does not have to communicate with the receiver prior to the actual transmission. This is an advantage when people who do not actually know each other want to communicate, and when an individual wants to disseminate information on a large scale. Furthermore, public-key systems provide an extra layer of authentication, via the digital signatures, that is missing in secret-key systems; this property of non-repudiation is essential, especially when dealing with transmissions of a critical nature.

The primary disadvantage of public-key systems is the fact that they are slower, due to the extra steps involved in the encryption/decryption process. One way around this is to use a "digital envelope", which is a combination of the best features of public- and secret-key systems. A message is encrypted with secret-key cryptography, and the encrypted message and the secret key itself are transmitted via public-key cryptography to the receiver. This allows the actual messages to be sent using the speed of secret-key cryptography, but using the public-key method to prevent the secret-key from being intercepted. The two parties could then continue to use their secret key for as long as they deemed appropriate, because they have already paid the one-time overhead cost of sending the secret key.

Because of the different natures of these two cryptography schemes, there is no one method that is always best for every given situation. Secret-key cryptography can be best taken advantage of when there is already a closed, secure environment (such as a well-protected LAN) or single-user environment (such as a user encrypting files on a non-networked PC). Public-key cryptography is usually preferable when there is an open, unsecured, multi-user environment (such as the Internet), and there is no safe, reliable way to transmit private key information.

3. What is Pretty Good Privacy (PGP) and Why is it popular

Pretty Good Privacy (PGP) was developed by Phil Zimmerman in 1991, as a response to a controversial measure in Senate Bill 266 that would have required all encryption techniques to include a back door for law enforcement. PGP is software that combined several high-quality, existing public-key encryption algorithms and protocols into one package for secure, reliable electronic mail and file transfer. PGP provides not only encryption of data, but digital signatures, data compression, and smooth compatibility with e-mail systems. It is able to run on multiple platforms, and it is freely available for download in the US. Due to the usage of RSA, IDEA, Diffie-Hellman, 3DES, and CAST algorithms, PGP falls under the export restrictions of the ITAR, and may not be legally exported.

For sending digital signatures, PGP uses an efficient algorithm that generates a hash code from the user's name and other information about the data to be transmitted. This hash code is then encrypted with the sender's private key. The receiver uses the sender's public key to decrypt the hash code. If it matches the hash code sent as the digital signature for the message, then the receiver is sure that the message has arrived securely from the stated sender. 

PGP is pretty popular now, especially in the email system, because of its advantages:

· The software is available - for personal use - for free worldwide, in versions that run on a variety of platforms, including DOS, Windows, Unix, and Macintosh. 

· PGP is based on algorithms that have survived extensive public review and are considered extremely secure (such as RSA, IDEA, MD5, and Diffie-Hellman). 

· PGP has a wide range of applicability. It can be used by corporations that want to enforce a standardized scheme for encrypting files and messages, by individuals who wish to communicate securely over the Internet and other networks, by political groups actively resisting the government in totalitarian countries, and so on.

· It was not developed by, nor is it controlled by, any governmental or standards organization. For the many people with an instinctive distrust of "the establishment" or Big Brother, this makes PGP attractive. 

4. What is PGP’s limitation

The main weakness in a public system is this: How do I know that the public key really belongs to my correspondent?

The most trivial case is the one where the correspondents have had an opportunity to meet, and they've handed over a copy of their keys on floppy disk. They can each be sure that the keys belong to the other person. Obviously, if it is possible to do this then it is surely a good method of knowing that a key may be trusted, however, it is not always practical - otherwise why use Public Key? What if the correspondents never met? This is where key signatures come in. 

If you have personally verified that a given key belongs to a given person, then it is common practice to sign that key. The signature is made with your private key - so only you can make the signature - your signature may be verified by anybody, comparing the signature with your public key.

Now suppose Alice and Bob have a mutual friend, David. David has signed both Alice's key and Bob's key, and both Alice and Bob have a verified copy of David's key. 

When Bob examines Alice's key he observes that her key was signed by David, Bob trusts that David is reliable when it comes to signing other people's keys. Therefore Bob can be fairly certain that the key belongs to Alice. 

The thing with PGP in particular is that YOU decide who is trustworthy when it comes to key signing. For instance, it could be that David signs any old key without really verifying the key (as described above) - or it could be that David's private key doesn't belong to David at all. In these cases you'd mark David's key as being "untrustworthy" and his signature would carry no weight. 

In this way, by verifying and signing keys wherever possible a "web of trust" may be built up. With trusted keys vouching for new keys. Of course, the weak point is now that person who signs a key without justification - this is why PGP is configurable to allow the user to say how much they trust a key's owner to sign other keys, how many valid signatures are required for a valid key, etc. 

Protocols for Securing ECommerce Transaction

The security of ECommerce transactions depends both on the network protocols and the payment framework used to perform the transaction.

Network Transport Security

Models such as SET, CAFÉ, DigiCash, First Virtual, and Millicent provide a secure payment method. However, the transaction still depends on the privacy and authentication of the data stream. Basic TCP/IP networking protocols do not include encryption and strong authentication. Higher level protocols such as HTTP, FTP, and Telnet do little to provide advanced security measures beyond userid and password authentication. All information sent using these protocols is unencrypted, so the data stream lacks confidentiality. 

Traditional networking protocols and applications are unable to enforce strong security measures for performing ECommerce transactions securely. This lack of security led to the design and implementation of many new security protocols that strive to reach different security goals. There are some secure transport protocols that provide confidentiality and authentication between systems and applications by using encryption. The following section describes some of the more popular secure transport protocols.
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Virtual Private Networking (VPN)
The Internet’s lack of security may leave you leery. What can you do if you just want to give company insiders and a few select business partners and customers easy and relatively secure remote access to company data via the Internet? You can set up a virtual private network. 

Virtual Private Networking technology provides the medium to use the public Internet backbone as an appropriate channel for private data communication. With encryption and encapsulation technology, a VPN essentially carves out a private passageway through the Internet. VPNs will allow remote offices, company road warriors, and even business partners or customers to use the Internet, rather than pricey private lines, to reach company networks. So the companies can save a lot of money.

You can also use VPNs to link remote LANs together or give traveling staffers, work-at-home employees, and business partners a simple way to reach past company firewalls and tap into company resources. Virtual private networks are flexible. They are point-to-multipoint connections, rather than point-to-point links. They can be set up or closed down at the network administrator's will, making them ideal for short-term projects. 

VPN has many advantages: It is much cheaper for connecting WANs than 800 numbers or dedicated T1 lines. It provides encryption and authentication services for a fairly good measure of privacy. Maintenance of the WAN-to-WAN connection is left to Internet Service Providers. It is highly flexible, and can be set up and taken down very easily.

Virtual private networks may be new, but the tunneling technology they're based on is well established. Tunneling is a way to transfer data between two similar networks over an intermediate network. Also called "encapsulation”, tunneling encloses one type of data packet into the packet of another protocol, in this case TCP/IP. VPN tunneling adds another dimension to the tunneling procedure--before encapsulation takes place, the packets are encrypted so the data is unreadable to outsiders. The encapsulated packets travel through the Internet until they reach their destination, then the packets are separated and returned to their original format. Authentication technology is employed to make sure the client has authorization to contact the server. 

http://www.masnet.net/internet/issues/vpn.html
· IPSec (Ipv6)

PSec is a framework of open standards developed by the Internet Engineering Task Force (IETF). IPSec provides security for transmission of sensitive information over unprotected networks such as the Internet. IPSec acts at the network layer, protecting and

authenticating IP packets between participating IPSec devices ("peers"), such as Cisco routers.

IPSec provides the following network security services. These services are optional. In general, local security policy will dictate the use of one or more of these services:

     Data Confidentiality---The IPSec sender can encrypt packets before transmitting them across a network.

     Data Integrity---The IPSec receiver can authenticate packets sent by the IPSec sender to ensure that the data has not been altered during transmission.

     Data Origin Authentication---The IPSec receiver can authenticate the source of the IPSec packets sent. This service is dependent upon the data integrity service.

     Anti-Replay---The IPSec receiver can detect and reject replayed packets.

With IPSec, data can be transmitted across a public network without fear of observation, modification, or spoofing. This enables applications such as Virtual Private

Networks (VPNs), including intranets, extranets, and remote user access.

IPSec security services are provided at the network layer, so you do not have to configure individual workstations, PCs, or applications. This benefit can provide a great cost saving. Instead of providing the security services you do not need to deploy and coordinate security on a per-application, per-computer basis, you can simply change the network infrastructure to provide the needed security services.

     Because IPSec is standards-based, Cisco devices will be able to interoperate with other IPSec-compliant networking devices to provide the IPSec security services. IPSec-compliant devices could include both Cisco devices and non-Cisco devices such as PCs, servers, and other computing systems.

     Cisco and its partners, including Microsoft, are planning to offer IPSec across a wide range of platforms, including Cisco IOS software, the Cisco PIX Firewall, Windows 95, and Windows NT. Cisco is working closely with the IETF to ensure that IPSec is quickly standardized.

     A mobile user will be able to establish a secure connection back to his office. For example, the user can establish an IPSec "tunnel" with a corporate firewall---requesting authentication services---in order to gain access to the corporate network; all of the traffic between the user and the firewall will then be authenticated. The user can then establish an additional IPSec tunnel---requesting data privacy services---with an internal router or end system.

     IPSec provides support for the Internet Key Exchange (IKE) protocol and for digital certificates. IKE provides negotiation services and key derivation services for IPSec. Digital certificates allow devices to be automatically authenticated to each other without the manual key exchanges required by Cisco Encryption Technology. This support makes IPSec preferable in many cases for use with medium-sized, large-sized, and growing networks, where secure connections between many devices is required.

In simple terms, IPSec provides secure tunnels between two peers, such as two routers. You define which packets are considered sensitive and should be sent through these secure tunnels, and you define the parameters which should be used to protect these sensitive packets, by specifying characteristics of these tunnels. Then, when the IPSec peer sees such a sensitive packet, it sets up the appropriate secure tunnel and sends the packet through the tunnel to the remote peer.

More accurately, these tunnels are sets of security associations that are established between two IPSec peers. The security associations define which protocols and algorithms should be applied to sensitive packets, and also specify the keying material to be used by the two peers. Security associations are unidirectional and are established per security protocol (AH or ESP).

With IPSec you define what traffic should be protected between two IPSec peers by configuring access lists and applying these access lists to interfaces by way of crypto map sets. Therefore, traffic may be selected based on source and destination address, and optionally Layer 4 protocol, and port. (Similar to CET, the access lists used for IPSec are used only to determine which traffic should be protected by IPSec, not which traffic should be blocked or permitted through the interface. Separate access lists define blocking and permitting at the interface.

A crypto map set can contain multiple entries, each with a different access list. The crypto map entries are searched in order---the router attempts to match the

packet to the access list specified in that entry. 

When a packet matches a permit entry in a particular access list, and the corresponding crypto map entry is tagged as cisco, then CET is triggered, and connections

are established if necessary. 

If the crypto map entry is tagged as ipsec-isakmp, IPSec is triggered. If no security association exists that IPSec can use to protect this traffic to the peer, IPSec uses IKE to negotiate with the remote peer to set up the necessary IPSec security associations on behalf of the data flow. The negotiation uses information specified in the crypto map entry as well as the data flow information from the specific access list entry. (The behavior is different for dynamic crypto map entries. Refer to the section "Creating Dynamic Crypto Maps (Requires IKE).")

If the crypto map entry is tagged as ipsec-manual, IPSec is triggered. If no security association exists that IPSec can use to protect this traffic to the peer, the traffic is dropped. (In this case, the security associations are installed via the configuration, without the intervention of IKE. If the security associations did not exist, IPSec did not have all of the necessary pieces configured.) 

Similar to CET, the router will discard packets if no connection or security association exists.

Once established, the set of security associations (outbound, to the peer) is then applied to the triggering packet as well as to subsequent applicable packets as those packets exit the router. "Applicable" packets are packets that match the same access list criteria that the original packet matched. For example, all applicable packets could be encrypted before being forwarded to the remote peer. The corresponding inbound security associations are used when processing the incoming traffic from that peer.

If IKE is used to establish the security associations, the security associations will have lifetimes so that they will periodically expire and require renegotiation. (This provides an additional level of security.)

Multiple IPSec tunnels can exist between two peers to secure different data streams, and each tunnel uses a separate set of security associations. For example, some data streams might be just authenticated while other data streams are both encrypted and authenticated.

Access lists associated with IPSec crypto map entries also represent which traffic the router requires to be protected by IPSec. Inbound traffic is also processed against the crypto map entries---if a packet matches a permit entry in a particular access list associated with an IPSec crypto map entry, that packet is dropped because it was not sent as an IPSec-protected packet.

http://www.cisco.com/univercd/cc/td/doc/product/software/ios113ed/113t/113t_3/ipsec.htm#xtocid25940
· Secure Socket Layer (SSL)

SSL is the Secure Sockets Layer protocol. Version 2.0 originated by Netscape Development Corporation, and version 3.0 was designed with public review and input from industry. SSL (Secure Sockets Layer) is a communication system that ensures privacy when communicating with other SSL-enabled products. Technically speaking, SSL is a protocol that runs above TCP/IP and below HTTP or other top-level protocols. It is symmetric encryption nested within public-key encryption, authenticated through the use of certificates. An SSL connection can only occur between an SSL-enabled client and an SSL-enabled server. In fact, when a server is running in SSL mode, it can only communicate through SSL. http://developer.netscape.com/docs/manuals/proxy/adminux/encrypt.htm
Essentially, SSL is symmetric encryption nested within public-key encryption, authenticated through the use of certificates. An SSL connection can occur only between an SSL-enabled client and an SSL-enabled server. In fact, when a server is running in SSL mode, it can communicate only through SSL. 

TCP/IP is Transmission Control Protocol/ Internet Protocol, the basic language of the Internet, and HTTP is Hypertext Transfer Protocol, the basic language of the graphical World Wide Web, a subset of the Internet. 

 Technically speaking, SSL is a protocol that runs above TCP/IP and below HTTP, NNTP, or other top-level protocols, as shown in the figure below.

How SSL relates to TCP/IP and application protocols.
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 An SSL connection is initiated by a network browser when it asks a server to send a document through HTTPS, LDAPS, SNEWS, or other secure protocol. 

 Here are the general steps of SSL-encrypted communication:

   1.The client sends a request to connect to the secure server. 

   2.The server sends its presigned certificate to the client. This, and the first step, are collectively known as the handshake. 

   3.The client checks whether the certificate was issued by a CA it trusts. If so, it proceeds to the next step. Otherwise, the client can cancel the connection or proceed. Netscape Navigator and Netscape Communicator display a warning message saying the certificate isn't trusted and then asks the user if they want to proceed or not. 

   4.The client compares the information in the certificate with the information it just received concerning the site: its domain name and its public key. If the information matches, the client accepts the site as authenticated. 

   5.The client tells the server what ciphers, or types of encryption keys, it can communicate with. 

   6.The server chooses the strongest common cipher and informs the client. 

   7.Using that cipher, the client generates a session key (a symmetric encryption key used only for this transaction) and encrypts it using the server's public key. 

   8.The client encrypts the session key using the server's public key, then it sends the encrypted session key to the server. 

   9.The server receives the encrypted session key and decrypts it using its private key. 

  10.The client and the server use the session key to encrypt and decrypt the data they send to each other. 

Most commercial Web servers and browsers, as well as many free Web servers, support SSL. On the downside, SSL suffers from the government encryption limitations that hamper the use of cryptography in secure ECommerce.

· Private Communications Technology

SSL, created by Netscape, provides users with authentication of the server they are attaching to, encryption of the data sent and received, and integrity of the data being sent and received. PCT, created by Microsoft, provides protection against eavesdropping on a network or altering a network packet. 

The Private Communications Technology (PCT) protocol furnishes the following elements of transmission security for client/server relationships over the Internet: 

     Provides symmetric session-encryption keys between servers and clients. 

     Accommodates authentication of server to client via Certificate of Authority (CA) trusted public keys; optionally, it also authenticates client to server. 

     Verifies message integrity with hash function message digests, as explained earlier for the SET protocol. 

PCT assumes the existence of a network transport layer (most commonly TCP/IP), but not a particular application protocol. Thus PCT can be implemented to coexist equally with HTTP, FTP, and so on. 

The PCT protocol is similar in record format to Netscape's Secure Sockets Layer (SSL) scheme of securing transmission between a Web server and a Web client. In addition, however (as pointed out by the October 1995 Microsoft discussion draft), PCT offers some advantages. 

First, PCT permits stronger authentication because it separates the authentication and encryption functions. In SSL these two functions are bound, making SSL subject to the current 40-bit encryption key limit that the U.S. government places on export. The public/private key pairs used to authenticate messages are specified to be different from the encryption keys. Indeed, as we saw with SET, there is no built-in requirement to encrypt a message at all (but authentication can still take place). 

Secondly, PCT has a more streamlined handshake phase than SSL, resulting in faster server authentication. 

Although PCT can be used to conduct electronic commerce, it was not specifically designed for this purpose as SET was. Therefore, with PCT, the merchant obtains the customer's credit card number. With SET the consumer is protected by a higher degree of anonymity: The merchant need only have the bank's voucher that the consumer has enough money to pay for the goods. 

http://www.pbs.mcp.com/ebooks/1562764489/ch8.htm#GeneralClientServerTransmissionSecurityThePCTProtocol
· S-HTTP

S-HTTP was designed by E. Rescorla and A. Schiffman of EIT to secure HTTP connections. S-HTTP provides a wide variety of mechanisms to provide for confidentiality, authentication, and integrity. Separation of policy from mechanism was an explicit goal. The system is not tied to any particular cryptographic system, key infrastructure, or cryptographic format. The Internet draft is fairly clear in its presentation of the protocol, although implementation details are sketchy.

S-HTTP is a superset of HTTP, which allows messages to be encapsulated in various ways. Encapsulations can include encryption, signing, or MAC based authentication. This encapsulation can be recursive, and a message can have several security transformations applied to it. S-HTTP also includes header definitions to provide key transfer, certificate transfer, and similar administrative functions. S-HTTP appears to be extremely flexible in what it will allow the programmer to do. S-HTTP also offers the potential for substantial user involvement in, and oversight of, the authentication & encryption activities.

S-HTTP does not rely on a particular key certification scheme. It includes support for RSA, in-band, out-of-band and kerberos key exchange. Key certifications can be provided in a message, or obtained elsewhere. Like SSL, client public keys are not required.

A Secure HTTP message is a request or status line, followed by other headers (which must be RFC-822 compliant), and some content. The content can be raw data, a Secure HTTP message, or an HTTP message. The request line is defined as

        Secure * Secure-HTTP/1.1 to which the response must be:

        Secure-HTTP/1.1 200 OK

These lines are defined to preclude an attacker from seeing the success or failure of a given request. Secure HTTP takes a generally paranoid attitude to all information, leaking as little as possible.

Threats to S-HTTP are similar to those against SSL. However, the more general nature of S-HTTP makes it difficult to assess exactly what is possible. In the case of a hacker, or looker, the attack on a CA may be more difficult, due to the existence of multiple CAs. A key could theoretically be verified by several CAs, making an attack infeasible.

The default operational mode of S-HTTP is substantially more resistant to attack than that of SSL. It resists clear text cryptanalysis, Man In The Middle, and replay attacks. It is more robust than SSL, because option renegotiation and retries are permitted.

In addition, the cost of clear text cryptanalysis of DES is substantially higher than that of RC4-40. (Recall that DES is the default cipher for S-HTTP, and RC4-40 is the default cipher for SSL.) To break an RC4-40 key in about month costs about $125. To break a DES key in one month costs about $10,000 (extrapolated from Wiener, 1994)

A 56-bit DES key costs one million dollars to break in 7 hours. (Wiener, 1994) This cost scales up and down in a linear fashion. (I.E., a 1/2 million dollar machine will take 14 hours). A month has 720 hours (24 hours x 30 days), which is 102 periods of 7 hours. The cost of breaking DES in roughly one month is thus about $10 000, as opposed to $125 for 40 bit RC4.

However, S-HTTP has its weaknesses. 

The use of in band key exchange is potentially very problematic; the authors don't spend enough time ensuring keys are transferred properly. An improper transfer would be a scheme that sends Key B as Ea(B). That is to say, key B which replaces key A can not be sent using key A to encrypt it. If an attacker has broken key A, then he will have key B, and the change of key is a waste of time (with respect to that attacker.) Exactly this mistake was made often by the Japanese in World War Two. (Kahn) Expecting programmers to learn from these mistakes of others (especially 50-year-old mistakes) is a poor bet.

S-HTTP, in being flexible, may offer a programmer enough rope to hang himself. Admittedly, it does not offer very many broken options, but it doesn't seem to have anything like SSL's "Encrypt everything and don't sweat it" attitude. A programmer, especially one not familiar with issues of security and cryptography, could think "Using S-HTTP will protect me" and totally fail to provide any cryptographic protections for his information. The likelihood of this happening may be open to question, but the problem is worth considering.

http://www.homeport.org/~adam/shttp.html
SHTTP takes a different approach from SSL. It works by extending the HTTP protocol (the application layer) rather than a lower layer. Consequently, whereas

SSL can be used for all network services, SHTTP is a Web-specific protocol. 

However, this has other benefits. As a superset of HTTP, SHTTP is backward and forward compatible with HTTP and SHTTP browsers and servers. In order to use SSL, you must have an SSL-enabled browser and server. Additionally, SHTTP is a much more flexible protocol. The server can designate preferred encryption schemes,

http://www.pbs.mcp.com/ebooks/1575210878/ch9.htm#SHTTP
S-HTTP does not require client-side public key certificates (or publickeys), supporting a symmetric session key operation mode. This is significant because it means that secure, spontaneous transactions can occur without requiring individual users to have an established public key.  While S-HTTP will be able to take advantage of a ubiquitous certification infrastructure, its deployment does not require it. S-HTTP does not presume any particular trust policies regarding certification; the reference implementation's user interface and administration tools support both hierarchical and direct-trust certification models.

S-HTTP supports end-to-end secure transactions, in contrast with current usage of the existing HTTP authorization protocol which requires the client to attempt access and be denied before the security mechanism is employed.  Clients may be "primed" to initiate a secure transaction (typically using information supplied in an HTML anchor); this is used to support encryption of fill-out forms, for example. Using S-HTTP, no sensitive data need ever be sent over the network in the clear.

S-HTTP provides full flexibility of cryptographic algorithms, modes and parameters. Option negotiation is used to allow clients and servers to agree on transaction modes (should the the request be signed? encrypted? both? what about the reply?); cryptographic algorithms (RSA vs. DSA for signing, DES vs. RC4 for encrypting, etc.); and certificate selection (please sign with your "Mastercard certificate").

http://www.cs.unc.edu/Courses/wwwc/public/hanes/shttp.txt
· Transport Layer Security (TLS)

TLS, more commonly known as SSL, is a popular mechanism for enhancing TCP communications with privacy and authentication. TLS is in wide use with the HTTP protocol, and is also being used for adding security to many other common protocols that run over TCP.

TLS is a protocol under development by the Internet Engineering Task Force (IETF). TLS starts with Netscape’s SSL v3.0 and adds features from Microsoft PCT v2.0 to make a standard security protocol. TLS, sometimes called the Secure Transport Layer Protocol (STLP), is still in draft form with the latest revision dated November 1998. The current draft documents describe how to use TLS with HTTP, FTP, Telnet and Terminal Editors. 

Originally, Netscape submitted SSL v3.0 as the TLS standard. TLS v1.0 will be very similar to SSL v3.0, but because of the few differences they are not interoperable. TLS will include the ability to go back to SSL v3.0. The goal of TLS is to provide confidential and reliable communication over existing protocols, such as TCP/IP. TLS is application independent and provides a framework to add PKI and bulk encryption methods as needed. At this time, TLS is only a protocol on paper and is still going through revisions.

Payment Security
Secure payment protocols are not necessarily tied to any of the aforementioned transport mechanisms, or even tied to a specific network architecture. These payment schemes exist in various degrees of implementation. This section describes some of the better known protocols.

· First Virtual

First Virtual was one of the first Internet payment systems to be available to the public, becoming fully operational in October of 1994. A main goal of this company was to create an Internet payment system that was easy to use. Neither buyers nor sellers are required to install new software, (though automated sale processing software is available). If you have access to Internet email, you can sell or buy over the Internet using the First Virtual System. 

The First Virtual payment system is unique in that it does not use encryption. A fundamental philosophy of their payment system is that certain information should not travel over the Internet because it is an open network. This includes credit card numbers. Instead of using credit card numbers, transactions are done using a First VirtualPIN which references the buyer's First Virtual account. These PIN numbers can be sent over the Internet because even if they are intercepted, they cannot be used to charge purchases to the buyer's account. A person's account is never charged without email verification from them accepting the charge.

Their payment system is based on existing Internet protocols, with the backbone of the system designed around Internet email and the MIME (Multipurpose Internet Mail Extensions) standard. First Virtual uses email to communicate with a buyer to confirm charges against their account. Sellers use either email, Telnet, or automated programs that make use of First Virtual's Simple MIME Exchange Protocol (SMXP) to verify accounts and initiate payment transactions. 

The following steps occur during a sale when using the First Virtual payment system:

1. Merchant requests buyer's First Virtual PIN (usually through a form on a WWW page). 

2. Merchant can then check whether the Virtual PIN actually belongs to a real First Virtual account that is in good standing. Merchants can verify accounts by using the following programs: Finger, Telnet, email, or the FV_API utility. 

3. The merchant then initiates a payment transaction through First Virtual. This payment transaction is initiated by sending the following information either by email, Telnet, or a SMXP enabled program to First Virtual; 

· Buyer's First Virtual PIN 

· Merchant's First Virtual PIN 

· The amount and currency of the sale

· A description of the item for sale 

4. First Virtual generates an email request to the buyer to confirm the sale. This email request contains the following sale information: 

· The merchant's full name 

· The amount of the sale 

· A description of the item bought 

5. Buyer confirms sale by sending a YES response to back to First Virtual 

· A buyer can also respond NO, to state that they are unsatisfied with the item and are unwilling to pay, or FRAUD, to state that they never made the purchase and someone must have stolen their Virtual PIN. 

· If a buyer does not respond in a reasonable time, their account is suspended. 

6. First Virtual sends a transaction result message to the merchant, indicating whether the buyer accepted the charges. 

7. After a waiting period, (91 days after buyer's credit card has been charged), the amount of the sale minus transaction fees is directly deposited into the merchant's account. 

· Note - The 91 days waiting period is in place to protect First Virtual from buyers who dispute the charge on their credit card and have the credit card company chargeback First Virtual for all or part of the sale. 

· Merchant assumes all risk! 

The First Virtual payment system has several advantages and disadvantages over other payment systems used on the Internet. 

Advantages:

· Neither buyer nor seller needs to install any software in order to use the system. 

· Buyers are virtually 100 % protected from fraud. No charges are processed against their account without their confirmation. 

· Purchases are essentially anonymous. The merchant is never given the buyer's name from First Virtual. 

· It is extremely easy to become a merchant, or seller, under First Virtual. First Virtual does not screen merchants, nor do they require merchants to have a special business account established with a bank. All a person needs to sell merchandise, services, data, etc. over the Internet is an ordinary checking account. 

· First Virtual has very low processing fees compared to other Internet payment schemes or even straight credit card processing. 

Disadvantages:

· Merchant assumes all risk! 

· Extremely long waiting period between when a sale is made and when payment is deposited in the merchant's account. 

First Virtual was the first electronic payment system on the Internet. The model used by First Virtual is as follows: When a buyer makes a purchase request, the vendor forwards the request to First Virtual. First Virtual verifies the purchase with the buyer via e-mail and then pays only if the buyer approves the transaction. After the buyer agrees to the transaction, First Virtual will verify the buyer’s ability to pay via traditional financial networks, and then notifies the vendor of a successful transaction. If the buyer refuses to pay too often or does not respond to verification requests, First Virtual suspends the buyer’s account to protect against fraud. This system can work well for intellectual goods, where there is no physical loss if the buyer refuses to pay.

· DigiCash (e-cash)

DigiCash (e-cash) uses the minted coin model. The e-cash tokens are digitally signed entities created by either the buyer or the bank. In an effort to stop fraud, these coins must be routed through the bank to verify that they are not copies. The creation of e-cash tokens takes place in such a way that the value of the token is visible, but the buyer’s serial number is not. This process prohibits the bank from tracking the buyer’s purchase. Basically, the buyer gives the seller an e-cash token worth the amount of the product. The seller checks with the bank to see that the e-cash is valid. The bank verifies that the e-cash is valid and that it is indeed worth the amount specified. Then the transaction is executed. 

· Cybercash

Cybercash requires the installation of "wallet" software on the buyer’s desktop. When the buyer makes a request, the seller responds causing the "wallet" program to run on behalf of the seller. The buyer chooses a payment method. The seller then sends the product information and payment request to Cybercash. Cybercash checks with existing financial networks to verify that payment is possible and notifies the seller. There are some drawbacks to this system. The "wallet" program is tied to a particular desktop, so a user must always use the same machine to make purchases. Physical controls and security of the desktop are vital. This system also tightly couples the payment information and the product information, introducing some privacy concerns. The seller, however, does not see the buyer’s payment details in the model.

· Millicent

Millicent, designed by DEC, is a payment scheme for handling very small transactions (because of the low overhead costs). Each seller produces a scrip used to purchase products and makes it available to scrip brokers. When a buyer wants to purchase a product, they use the seller’s scrip to pay for the product. If the scrip the buyer sends is worth more than the product, the seller issues a new scrip worth the difference to the buyer. A potential buyer can buy scrip for a merchant from a scrip broker at any time, however, the scrip broker may require a minimum purchase.

· Open Market

Open Market provides payment through a Digital Order (DO)/Digital Receipt (DR) pair that is cryptographically signed. The buyer makes a purchase request, and the seller sends a DO back to the buyer. The client software forwards the DO request to a Commerce Service Provider (CSP) that verifies the request via the traditional financial networks. The CSP responds with a DR, which the client software forwards to the seller. This method protects buyers from having to disclose their payment methods to the merchant. Open Market must rely on a secure transport method (such as SSL) to protect the privacy of the DO/DR while it is in transit.

· SET

SET is a model designed by MasterCard and VISA. Other credit card companies (such as American Express) have also agreed to the standards and protocols included in SET. SET requires a public key infrastructure (PKI) to be fully functional. Whether SET truly uses the traditional financial networks or is a replacement for them has yet to be determined. Basically, the buyer makes a purchase request, and the seller checks with the payment gateway to see if the buyer can cover the expense. 

 In this model, the buyer’s payment details remain protected from the merchant, and the merchant does not have to keep a database of credit card numbers to satisfy buyer requests. This system can lower some of the risks for both the buyer and seller. The payment gateway tracks products purchased by buyers, an ability that already exists in current credit card use.

· Smart cards

There are a number of smart card projects that mirror other payment schemes, such as DigiCash, Modex (MasterCard), and VISA Cash. Smart card payment schemes are very popular in Europe. These schemes tend to protect the privacy of the buyer, while speeding up the verification portion of the transaction. Each smart card has a stored monetary value, and as a buyer purchases products, the value on the card is reduced. With smart cards, the money is linked to the card (not the user), so if a smart card is lost the cash value still on the card is lost as well. The biggest detractor of using smart cards is the need to use special hardware such as smart card readers. One company has attempted to overcome that by releasing a Universal Serial Bus (USB) smart card that plugs right into a USB port without requiring any additional hardware.

What Is Lacking

Without a global PKI in place, authentication and non-repudiation of both the buyer and the seller will remain a challenge in ECommerce. Many of the secure payment protocols also require a PKI to function. Currently, companies such as Verisign offer services such as trusted user and business certificates. However, certification authority and digital certificate services are specific to the organization that performs the certification and are not necessarily interoperable. 

Without a PKI standard, security protocols cannot verify customer and merchant identities to the degree needed to allow secure ECommerce. But PKI solutions are more than a technical challenge, they are also a high level political struggle.










