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A Personalized Information Environment or “PIE” is a conceptual architecture that allows unified, highly customizable access to distributed information resources by providing users the tools to compose personalized collections from a palette of information resources. 

Since users customize their personal resource collection based on their interests, it gives rise to potential privacy issues. Observers can deduce users’ interests and behaviors by analyzing the traffic through the Internet or by other means. 

Assumptions

Before we give a further description of the privacy issue in PIE, we would like to make some assumptions.

First, we assume the networks inside PIE infrastructure are secure. All the communications between components inside PIE infrastructure are encrypted very well. Although communication security has not been implemented in PIE, there are many sophisticated technologies and tools available on the market. Some of these tools can be easily deployed into PIE infrastructure to provide “unbreakable” secure communication between components of PIE. Therefore, we do not need to worry the networks security. All the data transmitted over the networks are encrypted. We assume that the eavesdroppers cannot read the encrypted data. 

Second, we assume the security of PIE servers. File encryption, firewalls, and access control systems are deployed to protect users’ personal data stored on the server. Users’ data are well protected from being stolen by intruders or other users of PIE. It is secure to store data on PIE server.

Third, we assume that PIE is trustable. PIE will not transmit users’ personal information out of PIE infrastructure, nor will it sell it to make money. PIE will not monitor or collect users’ behaviors and interests for commercial purpose. It will do some analysis only in order to improve effectiveness and efficiency of its services.

Forth, even thought the eavesdroppers cannot decrypt and read the data transmitted over the networks inside PIE infrastructure, they still can see the IP headers, which contain the source IP addresses and the destination IP addresses. Therefore, the observers may not know what a user’s query is, but thy can deduce that a certain machine is interested in the information on a certain information provider.

PIE Architecture

	Figure 1: The personalized information environment (PIE) architecture.
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Operational Scenarios


A user logs on to the PIE server from a client program on his local machine. He creates his queries and PeCs according to his interests. Each PeC registers the query with its corresponding VIRP. After new documents arrive at an information provider, it will sends out a change notification to its corresponding VIRP. The VIRP will propagate the change notification to all the PeCs or PIE servers that have registered queries on it. Each PeC will issue a persistent query to the VIRP with the timestamp of the last time this PeC queried the VIRP with this query. The VIRP poses the query to the search interface of the information provider. Results will be returned from the information provider to its VIRP, and then be returned to its PeC with a new timestamp. “Result Available” notification will be sent out to the user in the form of emails, or cell phone messages, or something else. Some time later, the user will log on to the PIE server again to request the results, and the results will be returned to the user’s local machine. 

Possible Privacy Issues

Black arrows (A, B, C) in Figure 1 represent possible networks communications and expose to possible eavesdropping. Observers can monitor the traffics on any or all of these communications and collect information. We have assumed that they can see the source IP address and the destination IP address of any IP data gram. 


Eavesdropping at different positions will give rise to different privacy issues that we will describe respectively. 

1. Privacy Issue A

Eavesdropping Position: Networks between users’ local machine and the PIE server. (Arrow A in figure 1) 

Data going through: User Names, Passwords, Users’ Personal Information, Query results.



Even thought the observers cannot decrypt the data, read personal information and the query results, they still can deduce that a certain machine is right now using the services provided by PIE. If by some means, the observers can know that machine is a personal machine, and who the owner is. They can deduce this person is registered in PIE, and has some persistent queries running. If that machine is a server of a public machine, it can be deduced that someone at that organization or the whole organization is using PIE, and has some persistent queries running. However, if the IP address is a dynamic IP allocated for dial-up user, not much can be deduced from the traffic, unless the ISP is the observer, or cooperates with the observers.

Moreover, from the frequency and amount of the traffic, it is easy to deduce how frequently a machine uses PIE, and how many results are found. The changes of frequency and amount are also helpful for the observers to deduce the user’s interest. For example, if the frequency decreases, but the amount does not change much, we can guess the user may be losing interest on what he was previously interested. If there is a technology breakthrough on DSP recently, and the amount of the traffic also increases suddenly, we can guess the user of the organization has been interested in DSP for a while.

2. Privacy Issue B

Eavesdropping Position: Networks between a PIE server and a VIRP. (Arrow B in figure 1) 

Data going through: Persistent Queries, Change Notifications, Query Results.




The major communications inside PIE infrastructure happen on these networks, thus more information can be eavesdropped over these networks.

The information can be deduced over these networks is similar to that in case A. The differences are the users are more general (because a PIE server works as an agent for the users registered on it, and there may be many users on the server), but the information becomes more specific (because the VIRP works for only one information provider). 

If by some means, we can know the users on a PIE server have something in common, e.g. they are all employee of Microsoft, a clear link can be drown from a certain group of people to a certain type of information. For example, if the PIE server is only used by Microsoft employees, and information provider the VIRP wraps is only providing information on consumer electronics, we can guess Microsoft may want to step into the market of consumer electronics.

If the PIE server is being used by all kinds of users, we can still deduce how people generally are interested in a certain type of information, thought we can’t link the interest to the users. 

Even though the information provider wrapped by the VIRP is a general information provider that provides all kinds of information. Some interesting facts can still be deduced by comparing the change of the amount of traffic with other networks between PIE server sand VIRPs. If the changes are similar, these VIRPs may have something in common which is interesting to the same group of people. The users’ interests can also be deduced by combining the change of the amount of traffic and the new information recently arrives at the information providers. For example, if the amount of the traffic increases, and the new incoming information is mainly on consumer electronics, we can guess that a brunch of users are interested in consumer electronics.

The traffic from PIE to VIRP is mainly persistent queries issued to VIRP. If two VIRP are both of interest to the same user, the frequency of the traffic from a PIE to these two VIRPs may be similar. The similarity will be more obvious if there are not many users, or most users have similar interests, e.g. most users who are interested in VIRP A are also interested in VIRP B. 

3. Privacy Issue C

Eavesdropping Position: VIRPs and their corresponding information provider.

Data going through: Change Notification, Queries, Query Results.





The relationship between VIRP and Information Provider is one-one-corresponding. The traffic between may not be of much interest to the observers, because there is no information about the users. However, by combining the frequency of the queries, amount of the search results and the new incoming information on the information provider, it can be easily deduced that how people interested in what kind of information. 

4. Privacy Issue D

Eavesdropping Position: All of position A, B and C

Data going through: All 

 The observer may eavesdropping over all the traffics, and will be able to collect all the information described above. After combining those kinds of information, more information may be deduced. By matching the frequency, the timing, the amount of incoming and outgoing traffic and other information, a user, e.g. Microsoft, can be linked all the way through to a certain kind of information, e.g. consumer electronics. This is the most serious privacy issue in PIE. 
5. Privacy Issue E

Emails may be deployed in PIE as a means to inform the users that new search results are available. Email systems do not provide any security or privacy by default. Emails can easily be stolen or modified. 

Fortunately, there are many sophisticated technologies available to protect email security and anonymity, such as PGP and all kinds of remailers.

6. Privacy Issue F

Besides the five privacy issues described above, there is one more possible privacy issue which may not belong to PIE.

As described in O’Neil’s thesis, search results are delivered back to the users in the form of pointers, instead of the documents themselves. After getting the pointers, the users may simply open a web browser, go and download the documents. These activities can easily be caught by monitoring the network traffic. All these may be done completely outside of PIE. There is nothing PIE can do to protect the users’ privacy, no matter how advanced the technologies PIE uses.

Therefore, PIE should not only provide a secure way for delivering the pointers, but also a secure way for delivering the documents themselves.

Possible Solutions
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