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Abstract

Battle eld surveillanceofteninvolvesa high elementof risk
for military opemators. Hence it is very importantfor the mili-
tary to executeunmannedurveillanceby usinglarge-scalewire-
less sensorsystems. This invited paper summarizeshe archi-
tecture of the VigilNet system- a long-termreal-timenetworled
sensorsystermfor military surveillance Speci cally, we review
the designof several major subsystemsvithin VigilNet includ-
ing sensingandclassi cation,localization,tradking, networking
powermanagementyecon guration, graphicuserinterface and
dehugging subsystemHigh-level programmingabstactionsare
alsopresentedThisis a balanceddesignto achievereal-timere-
sponseghigh con dencedetection accurate tracking and enegy
efciency simultaneously

1.INTRODUCTION

Recentlymary efforts have beeninvestedo supportnew mil-
itary applicationsby usinglarge-scalewirelesssensometworks.
Unmanneadeal-timesureillanceis oneof themostpromisingap-
plications.By combiningthe computationsensingactuatiorand
wirelessnetworking together large-scalesensometworks have
several advantagesover mary other distributed systems. First,

or subproblemsn the designspace. Fen systemsactually pro-
vide acompletearchitectureandarunningimplementatiortested
in outdoorervironments.The VigilNet projectis, therefore dis-
tinguishedin this aspect.lt is a large-scalesensometwork sys-
tem which hasbeensuccessfullydesigned built, demonstrated
anddeliveredto the military for realisticdeployment. To accom-
plish different missionobjectves, the VigilNet systemconsists
of 40,000lines of code,supportingmultiple existing mote plat-
formsincluding MICA2DOT, MICA2, and XSM. To accommo-
date various missionrequirementsVigilNet is dynamicallyre-
con gurableandreprogrammablefFor example,we can e xibly
explore trade-ofs betweensureillance quality parametersand
network lifetime by adjustingvarioussystenparametersnline.

Theremainderof this paperis organizedasfollows: Sectiorld
discusseghe relatedwork. Sectiond presentghe overarching
architectureof VigilNet andthe detailsof individual subsystems.
We list severallessondearnedfrom our experiencein Sectiorid
andconcludethe paperin Sectiorf3

2. RELATED WORK

Middleware servicesform the basisof sensornetwork sys-
tems. Localizationis a key serviceto identify thelocationsfrom
where sensorreadingsare obtained. Two categories of local-
ization have beenproposed:range-basedchemedi2Z, [24] and

sensonetwork systemsanbequickly deployedin aninfrastructure-range-freeschemes|2, [11]. The former catgory usesabsolute

free ervironment,which is highly desiredin military operations.
Second,the redundang introducedby a large-scaledensede-
ploymentmakesasensosystenrobustto nodefailures,whichis
critical in a hostileervironment. Third, massvely distributedin-
network dataprocessingllows explorationof new techniquegor
detectiorandclassi cation,not posiblewith only asmallnumber
of devices. Along with theseadvantageshowever, several chal-
lengesarise.The constrainedesource$n wirelesssensomodes,
suchaslimited memory power, processingandcommunication
bandwidth,imposeproblemsprevious researchdid not needto
address.To realizethe vision of wirelesssureillancesystems,
mary researclefforts have beenpublishedthataddresshalleng-
ing problemsconcerningnetworking [[14], self-oganizationd],
enegy-conseration[24,130] andtracking [1€] in thistypeof sys-
tems.However, mostexisting efforts addressndividual protocols

point-to-pointdistancesstimategrange)or angleestimatedo lo-
calizenodes Thelattermakesnoassumptionabouttheavailabil-
ity of suchinformation. Time synchronizations anothercritical
middlewareservice.ThereferencebroadcasschemegRBS) pro-
posedn [[7] maintaingnformationaboutthe phaseandfrequeny
of eachpair of clocksin the neighborhoodof a node. While
RBS achiesesa precisionof aboutl s, the messagaverhead
in maintainingthe neighborhoodnformationis highandmaynot
be enegy-efcient in large-scalesystems.Maroti [21] synchro-
nizesthe network throughlimited ooding with timestampvalues
reassignedt intermediatenodesimmediatelyprior to transmis-
sion. This schemereduceshe synchronizatiorerrorintroduced
by uncertaintydueto MAC contention.Our VigilNet systemuses
a variation of this approach.In addition, power managemernis
employed to ensurenetwork longevity. Otherimportantproto-



cols developedfor modernsensornetwork hardware [5, 6] in-
cludemediumaccesontrol[23,3]], sensingcoveragdiZi, 130,
enegy awarerouting [29], dataaggreyation[20, [10], topology
managemerfd] andenegy-awareapplicationd[12, 26, 2§].

With the assistanceof various middleware services,several
outdoorsensometwork systemshave recentlybeenbuilt. The
GreatDuck IslandProject[26] exploreslong-termhabitatmoni-
toringin remoteernvironments ZebraNet[[15] focuseonwildlife
trackingin Africa. The ExtremeScalingproject[ig] investigates
scalabilityissuesin sunweillancesystems.The shooterlocaliza-
tion systen|ld] combinegreciseime synchronizationwith accu-
rateacousticsensingo localizepositionsof snipers.The Wisden
system[28] monitorsthe healthof building structuresby con-
tinuouslyretrieving structuralresponselata. To complementhe
aforementioneefforts, VigilNet aimsat building a practicalmil-
itary sunweillancesystemwhich cansurvive in harshandhostile
ervironmentsfor a long period of time, and exhibit a high de-
tection, classi cation andtracking performance.Theserequire-
mentsnecessitatéhe designof uniquesolutionsto varioussens-
ing, communicationandtrackingproblemd8, 14,18, [1S, 25,137
andcall for seamlesmtegrationof theresultingmiddlevarecom-
ponentd17].

3.VIGILNET ARCHITECTURE

The VigilNet systemhasa layeredarchitectureas shawvn in
Figurelll This architectureprovidesan end-to-endsolution for
supportingmilitary surwillance applications. As an overview,
this paperfocusesn thedesignof individual component®f this
systembut omitsthedetailsof systenimplementatiorandperfor
manceevaluation.Suchdetailscanbefoundat otherpublications
by theauthord8, 12, [14,[18 19,125,137

3.1 SensingSubsystem

Sensings the basisfor ary surweillancesystem.The VigilNet
sensingsubsystenimplementsetectiorandclassi cationof tar-
getsusingcontinuounlinesensorcalibration(to achangingen-
vironment)andfrequeng lters to determinecritical targetfea-
tures. These Iters extract the target signaturefrom a speci c
spectrunmband eliminatingtheburdenof applyingacomputation-
intensive Fast Fourier Transform. The sensingsubsystenton-
tainsthreedetectionalgorithmsfor the magneticsensoracoustic
sensorndpassve infraredsensol(PIR), respectiely.

Themagneticsensodetectioralgorithmcomputeswo mov-
ing averageof mostrecentmagnetiaeadings.The slowver
moving average,with moreweightson previous readings,
establisheabaselindo follow thethermaldrift noisecaused
by the changingtemperatureduring the day. The faster
moving average,with more weightson the currentread-
ing, detectsthe swift changein magnetic led causedby
ferroustargets. To make a detectiondecision,the differ-
encebetweenthe two moving averagevaluesis compared

to adynamicthresholdwhichis establishedluringthe cal-
ibrationphase.

Theacousticsensodetectioralgorithmadoptsalightweight
power-basedapproachlit rst computesa moving average
of multiple recentacousticreadings,then establishesan
auto-adaptingacousticthresholdby calculatinga moving
standardieviation of readingsover a certaintime window.
If anacoustiaeadingis largerthanthe sumof the moving
averageandits correspondingnoving standarddeviation,
we considerit is a cross@er. If the numberof crosseers
exceedsa certainthresholdduringa unit of time, this algo-
rithm signalsa detectiorto the upperlayercomponents.

ThepassieinfraredsensofPIR)is designedo sensehanges
in thermalradiationthat are indicative of motion. When
thereis no movement,the thermalreadingis stableand
doesnot trigger detections.If anobjectis moving in front
of a PIR sensorthis objectcausesa thermaldisturbance,
triggeringthe PIR. Most moving objects,suchas shaking
leaves, rain drops,and vehicles,cantrigger the PIR sen-
sor However, differentthermalsignaturegyeneratetrig-
ger eventswith differentfrequencies.Low frequeng de-
tections(< 2H z) arenormally triggeredby wind-induced
motionandotherslow moving objects.Onthe otherhand,
fast-mwing targetssuchasvehiclesgenerateignalswith a
muchhigherfrequeng. Thereforejt is sufcient to design
a high passARMA lter to lter outthe frequeny com-
ponentslower than2Hz. Similar to other detectionalgo-
rithms, this thresholdis dynamicallyadaptatedo accom-
modatethe changingervironment. For example,thermal
noiseis muchhigherin a hot andhumid environmentthan
thatin a dry andcool one. In fact, thermaland humidity
variationsoverthecourseof adaycansigni cantly change
thresholdvalues.

Dueto the spaceconstraintswe do not detailthe speci ¢ im-
plementatiorof eachsensingalgorithm.Moreinformationonthis
subsystentanbefoundin [8].

3.2 Context-AwarenessSubsystem

Senseddatais meaningfulonly whenit is interpretedalong
with the contet in which it is obtained.For example,a temper
aturereadingis uselessif we don't know whereandwhensuch
valueis measuredThe Contet-Awarenessubsystentomprises
lower-level context detectioncomponentsuchastime synchro-
nizationandlocalization. Thesecomponentgorm the basisfor
implementingothersubsystemssuchasthe trackingsubsystem.
Localizationensureghat eachnodeis aware of its location, so
thatwe candeterminghelocationof detectedargets.Time syn-
chronizationis responsibldor synchronizinghe local clocksof
nodeswith the clock of the basestation,sothatevery nodein the
network hasa consistenfglobal view of time. Combiningtime
synchronizatiorandlocalization,we areableto estimatethe ve-
locity of targets.



Figure 1: TheVigilNet SystemArchitecture

In the VigilNet system,we adopta variationof the time syn-
chronzationprotocol developedby Maroti [21] and we design
andimplementawalking GPSsolution[25], whichassignsiodes
their locationat thetime they aredeployed. We arecurrentlyin-
vestigatingrealisticimplementation®f more dynamiclocaliza-
tion schemesuchasthosedescribedn [11].

3.3 Tracking and Classi cation Subsystem

Whenatamgetis detectedy a setof nearbynodesthetrack-
ing componentreatesa group. All nodesthat detectthe same
eventjoin the samegroup. The main contribution of the track-
ing components to ensurethe uniquenesgone-to-onanapping
of externaleventsto logical groups)andconsistentdenti cation
(immutability of the mappingfunction) of targets,aslong astar-
getsarefar enoughapartfrom eachotheror have differentsigna-
tures.Whentargetsarevery neareachotherandprocessaniden-
tical signatureyve provide adisambiguationomechanisnbasecdn
their path-histories.More informationon this subsystentanbe
foundin [1] and[18].

3.4 Networking Subsystem

After VigilNet collectsdetectioninformationaboutincoming
targetsthroughthetrackingandclassi cationsubsystemit needs
to deliver detectionreportsbackto the control centerthrougha
multi-hop network. The networking subsystentonsistsof three
major components:a link symmetrydetectionservice,a robust
diffusion serviceanda radio-basedvakeupservice. Low power
radiocomponentssuchasChipconCC1000usedby MICA2 [5],

exhibit very irregular communicationpatterns. To addresghis
problemwedesignaLink SymmetryDetection(LSD) moduleto
reducethe impactof radioirregularity on upperlayer protocols.
Themainideaof the LSD moduleis to build asymmetricoverlay
ontopof theunisotropiaadiolayer, sothatthoseprotocolsvhose
correctnesslependsn the link symmetrycan be usedwithout
modi cation. More detail on this solutioncanbe foundin [32)].
The robust diffusion serviceutilizes a well-known path-reversal
techniqug14]. Basically abasenodedisseminateteeconstruc-
tion requestgo therestof the network with a runninghop-count
initializedto zero.Requestsire ooded outwardswith hop-count
incrementedat every intermediatehop. After receving treecon-
structionrequestsnodesestablistmultiple reversepathstowards
thesendingnode.As aresult,a multi-parentdiffusiontreeis con-
structedwith the basenoderesidingat theroot. The Radio-based
Wakeup serviceis designedio ensureend-to-enddatadelivery
even intermediatenodesarein the dormantstate(dueto power
management).To supportthe illusion of on-demandvakeup, a
dormantnode wakes up and checksradio activity periodically
(e.g.,for ve millisecondsevery several hundredmilliseconds).
If noradioactvity is detectedthis nodegoesbackto sleep.Oth-
erwise, it remainsactive to receve and relay messages.If an
active nodewantsto wake up all neighboringnodesijt only needs
to sendouta messagevith along enoughpreambleo lastlonger
thanthe checkingperiodof the dormantnodes.

3.5 Graphic UserInterface and Control Subsystem

The networking subsystendeliversthe reportsto oneor more
commandand control centerswherethe GraphicUserInterface



andControl subsystenis located.This subsystenprovidesthree
major functionalities. First, it acceptsthe reportsfrom the sen-
sor eld anddisplayssuchinformationgraphicallyto themission
operators Secondjt allows the missionoperatorgo disseminate
thesystemcon gurationsthroughtherecon gurationsubsystem.
Third, basedon the initial detectionsfrom the sensor eld, it
males nal decisionsonwhetherto wake up moreadvancedsen-
sors.Theseadvancedsensorsiot only classifythetypeof targets
but alsodifferentiatethe modelof the targets. Sincethey areex-
tremelypower consumingthey arenormally turnedoff andonly
usedwhenawakenedby initial detectioncomingfrom thesensor
eld.

3.6 The Power ManagementSubsystem

Oneof the key designobjectivesof the VigilNet systemis to
increasehe systemlifetime to 3 6 monthsin realisticdeploy-
ment. Due to the small form factorandlow-costrequirements,
sensordevicessuchas XSM motes [6] are equippedwith lim-
ited power sourcege.g.,two AA batteries).The normallifetime
for sucha sensornodeis about4 daysif it remainsactive all
the time. To bridge sucha gap, we add a powver management
subsystemAmongall the middlevareservicesthetripwire ser
vice, sentryselectionduty cycle schedulingandwakeupservice
form the basisfor the power managemensubsystem\We orga-
nizetheminto a multi-dimensionahrchitecture At thetop level,
we usethe tripwire serviceto divide the sensoreld into multi-
ple sections calledtripwire sections.A tripwire sectioncanbe
scheduleckitherinto anactive or adormantstateat a givenpoint
of time. Whena tripwire sectionis dormant,all nodeswithin
this sectionarein a deep-sleetateto consere enegy. When
a tripwire sectionis active, we apply a second-lgel sentryser
vice within this section.The basicideaof the sentryserviceis to
selectonly a subsetof nodeswhich we de ne assentries to be
in chage of suneillance. Othernodes,de ned asnon-sentries
canbeputinto a deep-sleeptateto consere enegy. Rotationis
periodicallydoneamongall nodesselectinghenodeswith more
remainingenegy assentries.At athird-level, sinceatargetcan
normally be sensedor a non-negligible periodof time, it is not
necessaryo turn sentrynodeson all thetime. We canschedule
a sentrynodein andout of sleepstateto consere enegy. The
sleep/avake scheduleof a sentrynodecanbe eitherindependent
of othernode=or coordinatedvith thatof othersin orderto further
reducethe detectiondelayandincreasehe detectionprobability.
More informationon nodes'duty cycle schedulingcanbe found
at[3].

3.7 The Recon guration Subsystem

The VigilNet systemis designedto accommodatealifferent
nodedensities network topologies,sensingand communication
capabilitiesanddifferentmissionobjectives. Therefore,t is im-
portantto designanarchitecturghatis e xible enoughto accom-
modatevarioussystemscenariosTherecon gurationsubsystem
addressethis issuethroughtwo major componentsa multi-hop

recon gurationmoduleanda multi-hop reprogrammingnodule.
Therecon gurationmoduleallows fastparametetuningthrough
a data disseminationservice, which supportslimited ooding.

Datafragmentatioranddefragmentatiomre supportedn there-
con guration subsystento allow varioussizesof the systempa-
rameters. The reprogrammingmodule provides a high level of
e xibility by reprogramminghe nodes.More informationonre-
programmingcanbefoundat[13)].

3.8 The Debugging Subsystem

Dehugging and tuning event-driven sensornetwork applica-
tionssuchasVigilNet areof greatdif culty for thefollowing rea-
sons:(i) big discrepanciesxist betweersimulationsandempiri-
cal resultsdueto variouspracticalissuege.g.,radioandsensing
irregularity) not capturedin simulators,which makesthemless
accurate(ii) In- eld testsof the systemrequirewalking or driv-
ing throughthe eld to generateventsof interestactively, which
malesin- eld testsextremelycostly To addresghis issue,we
adda dehuggingsubsystentalledEnviroLog [19] into VigilNet.
EnviroLog logsenvironmentakventsinto non-wlatile storageon
the motes(e.g.,the 512 KB external ash memory)with time-
stamps.Theseeventscanthenbe replayedin their original time
sequencen demand . EnviroLog reducesxperimentaloverhead
by eliminating the needto physically re-generateventsof in-
teresthundred=of timesfor deluggingor parametetuning pur-
poseslt alsofacilitatescomparisondetweerdifferentevaluated
protocols.

3.9 The Programming Interface

The programmingnterfaceis an extensionof our prior work
onEnviroSuite[18]. It adoptsanobject-basegrogrammingnodel
thatcombinedogical objectsandphysicalelementsn the exter-
nal ervironmentinto the sameobjectspace.EnviroSuitediffers
from traditionalobject-orientedanguagesn thatits objectsmay
be representaties of physicalervironmentalelements. Enviro-
Suitemakessuchobjectsthe basiccomputationcommunication
andactuationunit, asopposedo individual nodes.Thus,it hides
implementatiordetailssuchasindividual nodeactuities andin-
teractionsamongnodesfrom developers. Using languageprim-
itives provided by EnviroSuite, developersof trackingor moni-
toring applicationssimply canspecifyobjectcreationconditions
(sensorysignaturesof targets), object attributes (monitoredag-
gregatepropertiesof targets),and objectmethods(desiredcom-
putation,communicatioror actuationin the vicinity of targets).
Suchspeci cationscanbetranslatedy an EnviroSuitecompiler
into realapplicationghataredirectly executableon motes.When
de ned objectconditionsare met, dynamicobjectinstancesare
automaticallycreatedby the run-time systemof EnviroSuite to
collect object attributes and executeobject methods. Suchin-
stancesoat acrosshe network following thetargetsthey repre-
sent,andaredestroyedwhenthetargetsdisappeanr move out of
thenetwork.



3.10 SystemWork Flow

To avoid interferencamongdifferentoperationsyigilNet em-
ploys a multiple-phasevork o w. Thetransitionbetweerphases
is time-driven,asshowvn in Figure2. Phases throughVIl com-
prisetheinitialization processvhichnormallytakesaboutseveral
minutes.In Phasd, therecon gurationsubsysteninitializesthe
wholenetwork with a setof parametersln Phasdl, the context-
awarenessubsystensynchronizesll nodesin the eld with the
masterclock at the base followed by the localizationprocessn
Phaselll. In PhaselV andV, the networking subsystenestab-
lishesa robustdiffusiontreefor end-to-enddatadelivery. Phase
VI invokesthe power managemergubsystento activatetripwire
sectionsandselecta subsebf the nodesassentries.The system
layout, sentrydistribution and network topology are reportedto
the graphicuserinterface and control subsystemn PhaseVII.
After that,the nodesenterinto the main phaseVlll- the suneil-
lancephase.In this phase nodesenablethe power management
subsystenin absencef signi cant events,andactivatethetrack-
ing subsystenonceatargetentersnto theareaof interest.

.

)

Figure 2: Phase€TransitionandRotation

4. LESSONSLEARNED

We obtainedvaluablelessonsduring the processof building
the VigilNet system.We sharethemhereto assistsimilar efforts
in otherapplicationdomains.

1. False Alarm Reduction: Falsealarmsintroduceunnec-
essaryenegy consumptiorandinappropriateeactions.To
dealwith transienfalsealarmscausedy distortionof sens-
ing readings,one can usea simple exponentialweighted
moving average(EWMA). To addresdalsealarmscaused
by slow-changingervironments,one needsto use adap-
tive detectiorthresholdsTo addrespersistenfalsealarms
dueto errorsin a single sensordevice, one canutilize in-
network aggreyationof inputsfrom agroupof nodeso de-
tectsuchananomaly In theworstcasewhenmultiple per
sistentfalsealarmsare generategimultaneouslyone can

Iter outsuchfalsealarmsby analyzingspatialandtempo-
ral correlationsamongthe consecutie reportsat the base

station. More informationon falsealarmreductioncanbe
foundat [8].

2. Communication Reliability: Communicationreliability
is affectedby link quality. Poorlink quality canbe ad-
dressedby retransmissionglthoughwith avery high over-
head.Sincelink redundang is very highin adensesensor
network, it is morebene cial to carefully selecthigh qual-
ity links for datadeliverythanto useFEC/ARQtechniques
toimprovetransmissiomeliability overpoorradiolinks. To
selecthigh quality links, onecanusethelink symmetryde-
tectionservicewe developed[32] for the VigilNet system.
Moreover, it is bene cial to provide reliability selectvely
accordingto the semanticof the payload. Application-
level mechanismsareappropriateo achieve suchdifferen-
tiation.

3. Energy Bottleneck: Communicatioris normally consid-
eredasa majorenegy consumerbecausehe power draw
of the radio moduleis very high. However, the amortized
power draw from communicatioris actuallyvery low in a
suneillance system,dueto its very short duration,com-
paredto the systemlifetime. In contrastwe needto mon-
itor the ervironmentcontinuouslyto ensuredetection.Ac-
cordingly, the amortizedpower draw for sensingis much
higherthanthatof communicationThereforethemostef-
fective way to consere eneny is to reducesensingedun-
dang (turn off asubsebf nodes)in the absencef signif-
icanteventsandto activatenodeson-demandIn addition,
a promisingdirectionis to utilize hardware-drivenwakeup
functionsto signi cantly reduceenegy consumptiordur-
ing sunweillance.

4. Other Lessons:Dehluggingandperformanceuningin dis-
tributed sensornetworks are extremely time consuming,
especiallyduring eld tests. It is critical to have appro-
priatebuilt-in systemsupportfor thesefunctions,suchas
the recon gurationsubsysterrand the delugging subsys-
tem[19]. Secondjn additionto thehardwareandsoftware,
themechanicatiesignis veryimportantto ensuregoodsys-
tem performance.For example,enclosuredesigncansig-
ni cantly affectthe sensitvity of senomodes.Third, since
the sensomodesfail at a muchhigherratein hostile out-
doorenvironmentsself-healingshouldbe supportedy ev-
ery protocolintegratedinto the system.

5. CONCLUSIONS

This papempresentshedesignjmplementatiorandevaluation
of VigilNet — anintegratedsensorsystemfor long-termsunweil-
lance. We describethe functionalitiesof different subsystems
within VigilNet. From our experience we believe that suneil-
lanceusingwirelesssensometworks is a very promisingdirec-
tion. It hasalot advantagesuchasfastadhocdeployment, ne-
grainedrobustsensingandtracking,low-powerconsumptionand



low cost. VigilNet presentsa proof that viable suneillancesys-
temscan be implementedand successfullydeployed on current
moteshardware.
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