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ABSTRACT

A wide varietyof sensorfiave beenincorporatednto aspectrunof
wirelesssensometwork (WSN) platforms,providing e xible sens-
ing capability over a large numberof low-power andinexpensve
nodes. Traditional signal processingalgorithms, however, often
prove too complex for enegy-and-cost-déctive WSN nodes.This
studyexploreshow to designef cient sensingandclassi cational-
gorithmsthatachieve reliablesensingperformancen enegy-and-
cost-efective hardwarewithout specialpowerful nodesn acontin-
uously changingphysicalenvironment. We presentthe detection
andclassi cationsystemin a cutting-edgesurweillancesensomet-
work, which classi esvehicles,personsandpersonsarryingfer-
rousobjects,andtracksthesetargetswith a maximumerrorin ve-
locity of 15%. Consideringhe demandingequirementgandstrict
resourceconstraintswe designa hierarchicalclassi cationarchi-
tecturethat naturally distributessensingand computationtasksat
differentlevels of the system.Sucha distribution allows multiple
sensorgo collaborateon asensonode,andthe detectionandclas-
si cation resultsto be continuouslyre ned at different levels of
the WSN. This designenablegeliabledetectionandclassi cation
without involving high-compleity computation reducesnetwork
trafc, and emphasizesesilienceand adaptationto the realistic
ervironment. We evaluatethe systemwith performancedatacol-
lectedfrom outdoorexperimentsand eld assessmentBasedon
the experienceacquiredandlessondearnedwhendevelopingthis
system,we abstractcommonissuesand introduceseveral guide-
lineswhich candirectfuture developmentbf detectionandclassi -
cationsolutionsbasedn WSNSs.
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1. INTRODUCTION

Sensings a fundamentafunctionin wirelesssensometworks.
Researcherbave built WSN platformswith a wide spectrumof
sensorsyangingfrom simple thermistorsto micropaver impulse
radars[4, 13, 14]. They provide e xible sensingcapability with
a large numberof low-power andinexpensve sensomodes.Non-
trivial asit is, the selectionandintegration of sensorson a WSN
platformis oftena manageabléaskgiven a certainamountof en-
gineeringeffort. The situationis, however, completelydifferent
above the physicalsensorand computinghardwarelayer— the ac-
quisitionandprocessingf sensodataimposegreatchallenge®n
WSN designbecaus®f strictresourceconstraints.

Cost-efectivenessbeing an importantobjective, WSN design-
ersoften choosemassproducedcommercialoff the shelf (COTS)
sensorsvhendesigninga sensonetwork system.Moreover, asen-
sornodemustbe enegy efcient. As aresult,theraw sensodata
is often of low-quality — they are not alwaysreliable, not always
repeatableysuallynotself-calibratedandoftennot shieldedo en-
vironmentand circuit boardnoise. Obviously, it is necessaryo
usesignalprocessinglgorithmsto lter , processandabstracsen-
sordatawith softwareto provide precise reliable,andeasy-to-use
informationto applications.

Traditional signal processingalgorithms,however, often prove
toocomple to implemenoninexpensve sensonetwork hardware
without digital signalprocessingco-processorsFor example,the
popularBerkeley Mica serieshasan 8-bit micro-processorunning
at 7.3827MHz,no hardware oating-point support,andonly 4KB
datamemory Thoughrecentversionsof MicaZ and Telos motes
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emplg/ a biggerdatamemory we expectthe growth of computa-
tional resourceon WSN platformsto be ratherslow becauseof

theemphasi®nlow powver consumptionlow cost,andsmallform

factor Generallyresourceonstraintsvill continueto representhe
reality of enegy-and-cost-déctive embeddedystems.This strict

resourcdimitation malkesit very dif cult to executeFastFourier
Transformation(FFT) andothersignalprocessinglgorithmswith

moderateor high time/spacecompleity. Also, the stringenten-
ey budgetfavors simple and quick algorithmsover comple al-

gorithmsthatrequireprolongedexecutiontime.

While the computation/engly resourcesare limited, the appli-
cationrequirementis not. Speci cally, the developmentof recent
suneillanceWSNsrequiresthe network to pravide functionalities
well beyond sensingandrouting. SuchsuneillanceWSNsarede-
signedto detectand report certain classesof events of interest.
Whensuchan eventhappensthe WSN needsto detectit quickly,
classifyit into onecateyory (e.g.,personyehicle),andcomputeits
attributes(e.g.,location,velocity).

DesigningsuchsunweillanceWSNsis aresearctchallenge.Be-
sidesthe obviously severeresourceconstraintsthe following fac-
torsalsocontrituteto thedif culty of thetask.

To provide sensingcoveragefor arelatively large areathe net-
work is usually comprisedof a large numberof denselyde-
ployed nodes.Thisimposesa challengeon ef cient dataprop-
agationandreliableoperation.

Thedetection classi cation,andreportingmustbe performed
in atimely manner It is usuallyrequiredthatthe network com-
plete the detectionand classi cation beforethe target travels
outof the eld sothatthesystemcanrespondotheevent.Asa
result,of ine-style processingerformedby basestationswith

global and relatively “complete” datais often not feasiblein

this context.

To performquality signalprocessingthe sensoroftenneedto
sampleat a high samplingrate, stressingresourceutilization.
Thesensingdatais burstyandin large quantity

Suneillancenetworks areoftendeployed on roughterrainsfor
alongperiodof time. Hencejt mustbeadaptve to therealistic,
ever-changingervironment.

Giventhenumerougechnicakhallengesimportantresearclyues-
tionsare: Canwe constructareliablesuneillanceWSN thatmeets
the requirementsvithin the strict resourceconstraintsAVhat per
formancewill sucha systemachieve? This study attemptsto an-
swer thesequestionsby presentingthe detectionand classi ca-
tion systemin VigilNet [10], which is arecentlydeplo/ed suneil-
lanceWSN detectingandclassifyingvehicles personandpersons
with ferrousobjects. Speci cally, this paperexploresthe design
choicesinvolvedin constructingan ef cient detectionandclassi -
cationsystemthat achievesreliable performanceon a network of
enepgy-and-cost-ééctive sensomodes,analyzeshe performance,
and proposes setof guidelinesfor future designsof WSNsin a
similar designcontext.

It is worth clarifying thatadvancedsignalprocessingnathemat-
ics andalgorithmsarenot the emphasiof this paper Instead this
paperfocuseson the systemdesignissuesinvolved in creatinga
reliableandrealisticclassi cation systemfor a suneillanceWSN
usinghomogeneousljow-endsensomodes aswell asevaluation
of the effectivenessf thesedesigns. To the authors'bestknowl-
edge therehasnotbeenalarge-scaleleploymentof sucha sophis-
ticatedsuneillancenetwork without usingspecialpowerful nodes.
Hence,our studyis focusedon answeringhis challenge:Without
enhancingry individual nodes'capabilityandcost,cana network
of distributed sensomodesprovide advancedfunctionsand work

reliably in realisticernvironments?We believe thatthe experience
acquiredandlessondearnedn constructingsucha systemandthe

analysisof thetrade-ofs anddesigndecisiondn it, will bene tthe

researchn this area,andhelp transformthe researctpotentialof

WSNsinto real-world technologyandmarket success.

The paperis organizedas follows. Section2 presentshack-
groundinformationand suneys relatedwork. Section3 givesan
overview of the VigilNet suneillancesystem. Section4 presents
the designof the hierarchicalclassi cation architecture. System
level evaluationis shawvn in Section5. Section6 discusseser-
eral guidelinesfor designinga large-scale/NVSN for detectionand
classi cationtasks.Finally, Section7 concludeghe paper

2. BACKGROUND

Focusingon VigilNet's hardware platform, we presenta brief
overview of the sensingsubsystem- sensorsaandtheir supporting
circuitry — on a sensomode. The sensingsubsystenis the hard-
ware foundationon which classi cation systemsare constructed.
We alsosuney therelatedwork in the areaof detectionandclassi-

cation WSN systems.

2.1 Overview of the sensingsubsystem

VigilNet usesthe ExScalmotesas sensomodes. Basedon the
Mica2 [3] mote design,the ExScalmote, shavn in Fig. 1, is de-
signedby CrossBav Inc. andOhio StateUniversityfor large-scale
suneillanceWSNs[8]. The majordifferencebetweernthe ExScal
mote and the Berkeley Mica2 mote is that the former integrates
a magnetometefHoneywell HMC1052[2]), a microphone and 4
PIR sensor®n the samecircuit boardasthe processos. After the

rst prototypeExScalmotesweredeliveredin March2004,Cross-
Bow releasedseveralversionswith variousimprovementghrough-
outtheyearof 2004.

Several correlatedfactorscontribute to the compleity of the
sensingcircuitry. First, applicationsrequire a long sensingdis-
tance,which implies a ner granularityfor the sensorreadings.
Secondas a generalpurposeplatform, designershopeto choose
sensorwith a wide measuringange. Third, the wider measuring
rangecombinedwith a ner granularitymapsto morenumericval-
ueswhich, however, have to all fall into therepresentationapabil-
ity of the A/D corverter(ADC), I/O bus,andCPU /O port width.
Finally, asthesensor®nthesensoboardgrow in bothnumberand
sophisticationthe supportcircuitry may needto supportbetter |-
tering, handlemoreadvancedsignalingprotocols,employ afaster
or wider bus, provide wider functionality (suchaswaking up the
sensomode),or build bettershieldingto avoid cross-talkamong
variouscomponents.Thesefactorsmalke the designof the sens-
ing subsystena signi cant engineeringeffort involving numerous
designchoiceswhich oftendepencdon theapplicationdomain.

To solwe the aforementioned
rangeandgranularityproblemsfor
themagnetometetheExScalmote
includes circuitry that allows the
applicationprogramto adjustthe
input signalto be amplied. To
provide a quality signalfor acous-
tic processingthe microphonecir-
cuitry incorporates high-passl|-
ter anda low-pass lter. Both the
input adjustmentand ltering are
controllableby the processqrwith
anl 2C busconnectinghe proces-

Figure 1: ExScalmote

sorandsensox:omponents.



2.2 Relatedwork

With the developmentof WSN systemssensingdetectionand
trackinghave beena prosperousesearctarea.Speci cally, Wang
et. al. studiedacoustictrackingusingMica motes[22]. Simon
et. al. designeda sniperlocalization systemwith acousticsig-
nal processind19] andaccomplishedjood performance.Differ-
entfrom VigilNet's homogeneouapproachthesesystememplo/
specialpowerful nodesor DSP co-processorso processacoustic
data. Zhaoet. al. describedcollaboratve signal processing25]
to retrieve moreaccuratenformationfrom sensodataandachieve
bettertarget tracking performance.Pattemet. al. build a frame-
work to evaluatethetrackingstratgiesin anenegy avarecontet
[18]. Most of the performanceanalysisin [25] and[18] arecon-
ductedby simulations concentratingn exploring thedesignspace
andtrade-ofs underspeci ¢ constraintandassumptions.

Along the direction of real-world applicationanddeplgyments,
researcherbave alsoconstructeca numberof successfusystems.
Szavczyk et. al. [21] developeda habitatmonitoringWSN on the
GreatDuck Islandandthe systemoperatedor months. Zhanget.
al. developeda WSN for wild life tracking[24]. Thesesystems
demonstratehe e xibility andcapability of the WSN technology
in various applications. However, VigilNet facesmore demand-
ing applicationrequirementsAs aresult,mary designchoicesare
differentin thesesystemghanin VigilNet. For example,mary cur
rent systemgypically emplagy centralizedprocessingvhich is not
feasiblein mary suneillancenetworks[7].

In [11], theauthorsdescribea suneillancenetwork thatcande-
tect moving targets. The systemusesMica2 motes[3] equipped
with amagnetometefHonegywell HMC1002[2]), anacousticsen-
sorand,on somenodes,a motionsensor The motion sensolis an
AdvantacaMIR (micropaver impulseradar)sensomwhich trans-
mits microwave signalsanddetectamotion by capturingdistortion
of the re ected signal. The network reportsa target asa walking
personor a vehicle. Therefore,it hasa preliminaryclassi cation
capability However, thereis very limited signal processingn it.
As aresult, the classi cationis limited in both functionality and
performance Also, the MIR sensorsworth four thousanddollars
eacharenotatypicalchoicefor enegy-and-cost-déctive systems.

Brookset. al. [7] introduceda collaboratve signal processing
framework for sensometworks using location-avare routing and
collaboratve signalprocessingTheir studyprovidesmary insights
into thedistributedcollaboratve classi cationin WSNs.Neverthe-
less,the CSPframework involvesnon-trivial trainingandcompu-
tation overhead which our systemcannotafford. Also, the sys-
temimplementatiorandevaluationof the CSPframevork employ
nodeswith higherpower thanthe enegy-and-cost-déctive WSN
nodesour systemis targeting. In fact, VigilNet mustsatisfythree
con icting requirementsimultaneously- low-endhardware,long
lifetime, andsophisticatedunction. This challengingdesigncon-
text is differentthanwhatpastsolutionsassume.

Amongrecentlydeployed WSNs,the ExtremeScalingprojectis
themostsimilarto VigilNet in functionalityandhardwareplatform
[1, 8]. However, a major differenceis that the ExtremeScaling
WSN emplag/s a heterogeneousetwork topologyandusesa more
powerful Stagatenodefor somecomputatiorandcommunication
intensie tasks.

3. OVERVIEW OF THE DETECTION AND
CLASSIFICATION IN VIGILNET

The VigilNet suneillancesystem[5] is aWSN with 200 sensor
nodeg(ExScalmotes).The WSN is requiredto performtimely de-
tection,trackingandclassi cationof vehicles personsandpersons

Figure 2: Screenof tracking a personwith ferrousobjects

with ferrousobjects. Whena tametis detectedthe WSN reports
the detectionto an external device. The external device can be
a more powerful sensora communicatiordevice connectingto a
controlcenteror ary device thathandlegheinformationdelivered
by the WSN. A basemoteconnectdo the externaldevice through
a UART interface,and senes as a router betweenthe WSN and
the externaldevice. As thetamgettravelsin the network, the WSN

garnersenoughinformationto classify the target and computeits

attributes,suchaslocationandvelocity, andthe resultsare deliv-

eredto the external device as periodic updates. Fig. 2 shavs a
screensnapshobf VigilNet deplo/ed alongtwo roadsforming a
“T" shapelt illustratesthedetectiorandclassi cationof a“person
with ferrousobjects target. Moreover, the WSN is to be deplo/ed
in aroughterrainandoperatefor months.Hence the detectionand
classi cationalgorithmsmustbe adaptve to ervironmentalvariety
andweatherchanges.

As in mary suneillancesystemsyVigilNet emphasizeshatthe
falsenegative rate (the possibility of a target not being detected)
mustbe very low. Meanwhile,it alsorequiresa low false posi-
tive rate (the possibility of an event beingreportedwithout a real
targetin the eld) sincefalse positives wasteenegy and reduce
the overall systemlifetime. This implies that the wake-up (most
of the network nodesarein sleepmodewhenthereareno events
of interest),sensingandclassi cationmustcompletewithin atime
constraint. Thesetwo factors— enegy ef ciency andlow lateng
— male it undesirabldo have a centralizedsemi-ofine algorithm
that collectsall datafrom the network, transportgshemto a base
station,and lets a powerful hodeanalyzedataand performclas-
si cation. Instead,the network, including the basemote (alsoan
enepgy-and-cost-déctive device), mustperformreliabledetection
andclassi cationfunctionsindependentlyn atimely mannemith-
out powerful nodesinvolved.

To build acompleteVigilNet for realisticoutdoorervironments,
othermiddleware servicesarealsointegrated. In brief, the local-
ization is donethroughthe walking GPSsolution[20], which as-
signsnodestheir locationat thetime they aredeplo/ed. Thetime
synchronizatiorusedin VigilNet is a variationof the FTSPproto-
col [17] without periodicadjustmentgor the sale of stealthiness.
Routinginfrastructureis a setof multi-parentdiffusion trees(for-
est)rootedat the basenodes.To achieve long-termsuneillance,a
multi-dimensionapowver managemergchemes proposedn [12].
In this paperwe focusonthedesignof thedetectiorandclassi ca-
tion systemin VigilNet, whichis notaddresseéh otherpapershut
is a major part of the systemanddirectly determineghe systems$
functionalityandperformance.



4. CLASSIFICATION SYSTEM DESIGN

In this section,we presentthe designof the classi cation ar
chitecturejncludingthe sensingalgorithmsfor the magnetometer
motion sensorandmicrophongacousticsensor).

We call the sensorreadingat a speci ¢ time on a speci ¢ sensor
on a speci ¢ nodea samplepoint Whena sensometwork starts
operationeachsensoron eachnodein the network producesa se-
guenceof samplepoints. All the samplepoints producedby the
network form a setandwe call it theglobal sampleset

The global samplesetis the completeinformation aboutwhat
happensn the network. If all the nodesreporttheir samplepoints
to a basestation,the basestationcancollectthe globalsampleset
andperformcomputatiorwith it. This solutionhasbeensuccess-
fully usedin anumberof WSNs. For suneillanceWSNs,however,
this is often not feasiblebecauset is too expensve to collectthe
globalsamplesetin a sensometwork. As anexample,a 150-node
habitatmonitoringWSN, presentedhn [21], collectedtemperature,
humidity, andbarometrigpressuresensoreadingsandroutedthem
backto basestationsfor analysis. During its 115 daysof oper
ation, the network collectedandrouted650,0000bsenrations. In
VigilNet, the datafor a one-minutetarget detectionandclassi ca-
tion event, with 200 nodesandacousticprocessingwell exceeds
1,000,00mbsenations.If targetsenterthenetwork onceadayand
we routedall thedata(theglobalsampleset)backto thebasemote,
thesystemcouldhardlylastaweek.Hence the“sense-store-send”
style processings not suitablefor lateng-sensitve suneillance
systemshatrequirea high samplingrate.

On the other hand, the sequencedf samplepoints on a single
nodedoesnot have enoughinformationto supportreliable detec-
tion andclassi cation. As anexample atransiendisturbancésuch
asa curiousbhird landing on the sensor)may shale the nodeand
trigger PIR andmagneticdetections Individual sensomodescan-
not distinguishsuch an unexpectedevent from a moving person
with ferrousobjects.Generallyobserationson anindividual node
arenotareliableindicationof eventsin a network.

Hence,we mustdesignthe detectionand classi cation system
sothatthe sensingandclassi cationfunctionsarereasonablydis-
tributedin the network andthe sensomodescan cooperatdo de-
tect target signaturesreducefalse positives, and achieve reliable
andtimely classi cationatreasonabl@negy cost. This motivates
us to choosea hierarchicalarchitecturefor the classi cation sys-
tem. In fact, the conceptof hierarchicalprocessings not new in
WSNSs. The uniquecharacteristic®f our hierarchicaldesignare
in the organizationof variouscomponentsandthe distribution of
the detectionand classi cation tasksin sucha hierarchyso that
the systemaccomplisheghe requiredperformancewith minimal
overheadllustratedin Fig. 3, the hierarchicaklassi cationarchi-
tectureis comprisedf four tiers— sensoilevel, node-leel, group-
level, andbase-lgel. The classi cationresultis representethy a
datastructurecalled the con dencevector The con dencevec-
tor compriseshe con dencelevels for the correspondindargets,
andis usedas a commondatastructureto transportinformation
betweendifferentlevels of theclassi cationhierarchy

Thelowestlevel dealswith individual sensoreandcompriseghe
sensingalgorithmsfor the correspondingensors. With commu-
nication being a costly operation,the sensingalgorithmsneedto
performlocal detectionandclassi cationasmuchaspossible Af-
ter processinghe sensordata,eachsensingalgorithmdeliversthe
con dencevectorto the higherlevel module— the node-level de-
tectionandclassi cationmodule.

The node-level classi cation dealswith output from multiple
sensoron the node. The fusion of the datafrom varioussensors
exposesnoreusefulinformationthancanbeobtainedrom ary in-

Base mote, per formi ng

W l/ base-level classification

Group leader, performing
group -level classification

Normal mote, performing  sensor
and node -level classification

Figure 3: Hierar chical Classi cation Ar chitecture

dividual sensarHence the node-leel sensingalgorithmmustcor
relatethe sensordatafrom individual sensorsandform node-level
classi cationresults.Sucha correlationcanenhancehe detection
andclassi cationaccurag on individual nodes- differentsensors
may strengtherthe con denceof eachother's classi cationresults
andinvalidatefalse positives. Furthermorethe node-leel classi-
cation module monitorsthe sensors'statusand performssanity
controlover sensorsFor example,it detectsandshutsdown faulty
sensorsThoughthesefunctionsareall importantaspectsn the hi-
erarchicalclassi cationarchitecturethis paperdoesnot detail the
designof the node-leel classi cationbecausecomparedo other
componentsit is notthechallengingpartin the system.

Thesensoilevel andnode-leel classi cationfunctionsbothre-
side on a singlenode. The level abore, the group-level classi -
cation, is performedby groupsof nodes. Suchgroupsare man-
agedby a middlevare called EnviroSuite [15], which providesa
setof distributed group managemenprotocolsto dynamicallyor-
ganizenodesin thevicinity of targetsinto groupsandelectleaders
amongthem.Thesdeadersaredesignatedo collectthenode-level
classi cationresultsfrom individual membersand,basedn them,
performthegroup-level classi cation. Thus,theinputto thegroup-
level classi cationis the node-leel con dencevectorsratherthan
a bulk of samplepoints. This greatly reducesthe volume of in-
formationtransmittedbetweergroupleadersandmembersGroup
leadershave muchbetterviews of tamgetscomparedwith individ-
ual nodes. Therefore,besidesgroup-level classi cation they are
ableto executemore complicatedtaskswhich are extremelyhard
or evenimpossiblefor thenode-leel. Examplesncludesuspicious
report/nodedetection(basedon spacialandtemporalcorrelations
amongmembersyand aggrgateattribute computation(e.g.,com-
putingaveragemembetocationsasestimate®f targetpositions).

Thehighestlevel in the hierarchicaklassi cationarchitecturds
the base-lgel classi cation. The group-level classi cationresults
aretransportedzia multiple hopsto the basemote, servingasthe
inputto thebase-lgel classi cationalgorithm.Thebase-lgel clas-
si cation algorithm nalizes thesensingandclassi cationresult,as
well ascomputingattributes(e.g.,velocity) of theevent.

In the following subsectionswe presentsensingalgorithmsfor
the magnetometetthe motion sensarandthe acousticsensaoy fo-
cusingontheiruniquecharacteristicsSometechniquesreusedin
morethanonesensingalgorithm.To avoid redundang, we present
themin the sensingalgorithmwheretheir purposeandeffectscan
be mostclearly explained. In Section4.4 and4.5, we describethe
group-level andbase-lgel classi cation,respectiely.

4.1 SensingAlgorithm for Magnetometer

In VigilNet, the requirementfor magneticsensingis to detect
vehiclesandpersonaith ferrousobjects.Sincethe magnetometer



circuitry in the ExScalmote senses wide rangeof signalswith
a ne granularity we canuseit to measurale ection of the mag-
netic eld causedby motion of ferrousobjects(e.qg., vehiclesor
weapons). Straightforvard asit looks, challengesaboundin de-
signing a reliable magneticsensingalgorithm for the low-power
sensometwork platform.

First, raw ADC readingseasily saturatedue to the aforemen-
tioned granularity/rangeproblem. The ADC on the ExScalplat-
form is 10 bits wide, representing. 024values.But thewide range
of signalintensitycombinedwith a ne granularityrequiresamuch
largervaluesetthanthe available0 to 1023. Secondtheresponse
lateng is too long for accuratesignal waveform extraction. The
magnetometecircuitry needsabout40 millisecondsto stabilize,
andeachtuning of the potentiometeneedsabout50 milliseconds
to stabilize. Third, electromagneticoisefrom the circuit board
lowersthe S/Nratio andimposesseriousproblemsonthemagnetic
sensingalgorithmto distinguishsignalsfrom noise. Fourth, ther
mal drift is asevereissue- Whentheambientemperaturehanges,
thesensoreadingshangeaccordingly Finally, radiotransmission
interfereswith the magnetometesensingircuit.

Amongthe veissuestheresponsdime is a hardware charac-
teristic. We cannoteliminate suchdelays. Instead,we measure
suchdelaysandreducethemto aslow assafetyallows. Thera-
dio/magnetometenterferencecanbe solved by schedulinghera-
dio and magnetometeto work in separatdime slots. The other
threeissuesaremoreinterestingresearchyuestionswith practical
importanceto a numberof amplitudebasedsensors.Hence,Sec-
tion 4.1.1discusseshe sensoreadingandsignal/noiseratio, and
Sectiond.1.2discusseson to dealwith thethermaldrift. We also
usethe magneticsensingalgorithm as an exampleto discussthe
trade-of betweersensitvity andresiliencein Sectiond.1.3.

4.1.1 Mag-Foints

As mentionedabore, raw ADC readingsarenot suitableto rep-
resentthe magnetic eld intensity andthe magnetometesufers
from a low signal/noiseratio. Both issuesrelateto a basicques-
tion: how to provide crediblesensoreadingswith semanticghat
higherlevel signal processingalgorithmscan easily use? Hence,
we handlethesetwo issuestogether by transformingthe the raw
sensoreadinginto a 32-bit uniform measurethe Mag-Point.

First,thesensinglgorithmtransformgheraw ADC readinginto
a scaledADC reading. The numericvalue of theraw ADC read-
ing (r) is determinedy thevoltageacrosgthe magneticsignalline
and a referenceline. The voltageon the referencdine is deter
minedby a digital potentiometesetting. By studyingthe relation
of thechange®f potentiometewalue(p) with thechange®f ADC
reading,we mapthe potentiometewalueinto certainADC units.
On ExScalmotes,experimentsreveal that 1 unit of potentiometer
changeequals210ADC units. At runtime, asthe magneticsignal
varies,thesensingalgorithmdynamicallysearcheandsetsthe po-
tentiometerto adjustthe referencevoltageto a suitablelevel, and
combinesr andp to acquirescaledADC readings(s) usingthe
linearformula:s = 210 p+r

Then, the sensingalgorithm averagesscaledADC readingsto
acquireMag-Pointsusingthefollowing moving average

0= So

n mp

snt+ (1 mp) n 1

Here , isthen™ Mag-Pointands, isthen™ scaledADC read-
ing. Theproces®f generatindlag-Pointfrom raw magnetometer
signals lters outhighfrequeng noiseandtheresultsarerelatively
reliablemeasuresepresentinghe currentmagneticeld intensity
As a comparisonFig. 4(a) shavs the waveform of raw magnetic

signals(scaledADC readings)sampledat 32Hzwhenaniron bar
movedat5 feetaway. As we cansee thesignalsof themaovingiron
bararehiddenin high noise.

In contrast,Fig. 4(b) shavs the waveform of the Mag-Points,
with mp = 1=18, for the sametarget. The signalis moreevident
with Mag-Pointswhich lters outalarge partof thenoise.There-
fore,theMag-Pointis notonly auniform numericvaluethatis easy
to use but alsoaloyal indicationof themagneticeld intensitythat
highetlevel algorithmscanrely on. Sucha low-compleity tech-
niqueis applicableto mary amplitudebasedsignals.

22000 Scaled ADC reading -+ Mag Point ~ +

Reading
Reading

500 1000 1500 2000
Sample

1500 2000 2500 3000 3500
Sample

(a) ScaledADC readings (b) Mag-Pointreadings
Figure 4: ScaledADC readingsand Mag-Points collectedfrom
the samesensorin two consecutve runs

4.1.2 ThermalDrift

Thermaldrift is the mostdif cult noisethe sensingalgorithm
needsto lter out. Fig. 5(a) shavs the magnetometeobsera-
tions on the X-axis whena sensomodewas moved from an air-
conditionedroomto outdoorsonasunry day TheMag-Pointread-
ings, sampledat 32Hz, uctuated and droppedquickly in about
15 seconds.Sometimesthe thermaldrift is identicalto a ferrous
target. Fig. 5(b) shavs readingscollectedat noonon a cloudy
andwindy day The sensomodewasan ExScalmote version1,
which hasno enclosure Thefrequentalternationf sunshineand
shadev causedthe temperatureof the exposedmagnetometeto
changequickly. Notethatthe readingsfrom 300 to 500 (about6
seconds)s similar to a car moving slowly. Suchan intrinsically
ambiguoughermaldrift cannotbe Itered out algorithmically In
suchsituations,other measuresnustbe employed to avoid such
ambiguity Packagingis the mostimportantsupplementaryactor
thatensureghat thermaldrift doesnot produceambiguoussignal
waveforms.

Assumingintrinsically ambiguoughermaldrifts areeliminated
by methodsotherthan software, frequeng basedanalysiscanbe
usedto lter out otherthermaldrifts. The thermaldrift is a rel-
atively slow changej.e., low frequeng noise. To eliminatethis,
the sensingalgorithmusesanothemoving average which assigns
more weight on history, to computethe currentbasesignalline.
Theformulafor B, (theny, pointin thebasesignalline) is

Bo = so
Brn= B sn+(1 B) Bn 1
Fig. 5(a)alsoshavs the basesignalline. As we may notice,when
the sensoreadingschangethe basesignalline readingschangeat
aslower speedhanthe Mag-Points Whenthe Mag-Pointsdeviate
from the basesignal line for an amountlarger than a threshold,
detectionoccurs.

By usingtwo moving averagesvith verylow computationatom-
plexity, the magneticsensingalgorithm Iters out both high fre-

gueng andlow frequeng noise solvestheproblemsf non-uniform
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Figure5: The impact of temperature on the magnetometer

sensormreading,low signal/noiseratio, and thermaldrift, and ac-
complishesaresilientdetectioralgorithm.

4.1.3 Trade-of betweersensitivityandresilience

Theparameters mp and g affecttheperformancef themag-
netic sensingand must be carefully chosenso that the magnetic
sensingalgorithmis not only sensitve, but alsoresilientto noise
andenvironmentalchanges.

The parameter n, affectshow effectively the algorithmaver-
agesouthighfrequeng noise.If mp = 1, thereis nonoise lter -
ing. As we decrease mp , high frequeng noiseis Itered out by
theaveragingprocessandsmallsignalsareableto emegefromthe
backgroundhoise. When n, approache®, however, the history
readingsoverwhelmthe new readingso muchthat signalslasting
for a shortperiodof time cannotdistinguishablychangethe Mag-
Pointreadings.Hence,the algorithmbecomeaunableto detecta
target unlessit is moving very slowly. This meansthatthe sensi-
tivity decreasesndthefalsenegative rateincreasesywhen mp is
toolarge,or toosmall.

Theparameter g aimsto establisrabaselingo characteriz¢he
ambientmagneticeld strengthwithouttargets.lf g = mp, the
baselinereadingB is the sameasthe Mag-Point ,, andthere
canbe no detectionsincetheir differenceis aways0. With mp
x edand g decreasingthebaselinedbecomesnorestable.When
atamgetapproachesheMag-Pointschangdasterthanthebaseline.
Generallythesmallerthe s, thelargerthedifferencebetweerthe
baselineandMag-Pointsandthemoresensitie themagnetialgo-
rithm is. However, when g increasesthe baselinealsobecomes
lessadaptve to ervironmentalchangessuchas the temperature
changeandbecomesnorelikely to reportfalsepositves. When

g = 1, thealgorithmhasthe maximumsensitvity, but shavs a
veryweakresiliencebecaus@ doesnotadapto theenvironmentat
all andthusary ervironmentalchangecantriggerafalsepositive.

As we canseefrom theanalysisabove, choosinga suitable mp
and g is adesigndecisionthataffectsthe magneticsensingalgo-
rithm's performance. Their rangesof suitablevaluesare depen-
dent on the applicationrequirementsthe sensorproperties,and
the expectedenvironmentalvariability. In VigilNet, we choose

mp = 174 and g = 1-64, after weighingthe above factors
andexperimentingwith a numberof settings.

4.2 SensingAlgorithm for Motion Sensors

Thetaskfor motion sensorss to detectmovementof an object
in the region wherethe sensometwork is deploed. The motion
sensoron sensorboardsare peroelectridnfra-red (PIR) sensors.
They sensechangedn the thermal eld over the region. During
the time when an objectis maving through,the variationsof the
thermal eld resultin unbalancednfra-redsignalsdetectedy the
lens pairsin the PIR sensor leadingto positive detections. Un-
like the magnetometethe PIR signalsare AC signals,not ampli-
tudebased.A distinctive challengeto designinga reliablemotion
sensingalgorithmis the weather Hence,we introducea motion
sensingalgorithm,focusingonits low-compleity frequeng based
processing@ndernvironmentalresilience.

4.2.1 IncreasingS/Nratio by lter s

In outdoorenvironments,the performanceof PIR sensorsde-
pendshearily on the weatherconditions,including wind, temper
atureandhumidity. Wind makesthe air move andgrassandtrees
swing,causinghethermal eld to changesincetheairtemperature
is notuniform andgrassandtreeshave differenttemperaturesrig.
6(a)shavs PIR datacollectedby a sensotin grasson a hot, humid
andwindy dayandFig. 6(b) is the spectrunof the signal. Thereis
amoving targetin theareabetweer60sand70s.On hot, humidand
windy days,whenthe sensorareplacedin grassa simpleenegy
detectorithergeneratealsepositives,if usingalow thresholdor
missestamgets,if usinga high threshold.We obsere thatthe low
frequeng componentlessthan1 Hz, dominateghe noise. When
atargetmovesthrough,thefrequeng componentsargerthan2Hz
becomesigni cant. This motivatesusto explore frequeng based
signalprocessingn PIR data.

Becauseof the limited computationresourceandthe time con-
straintsof theapplicationwe designa high passlter asfollows.

0=10
n=5S1 Sn 1+09 1

Fig. 7(a)shavsthefrequeny responsef the Iter . Fig. 7(b)shavs
thespectrunof Itered PIR dataon a hotandwindy day collected
by asensoin grass.Thecoefcient 0:9 is decidecempiricallywith
different lters on PIR datacollectedoutdoors.Although a higher
order Iter couldachieve lowergainfor componentgessthanl Hz,
it doesnotsigni cantly improve the performance.

Fig. 8(a)is the ltered signalof theonein Fig. 6(a). Whenthe
moving objectpassesthereis considerablenegy variationin the
signal. A simpleenegy detectorcanthenbeappliedto the Itered
signalto detectmovementswith alow falsepositive rate.

4.2.2 Unsupervise@daptationto ervironment

In the motion sensingalgorithm,the enegy basedarget detec-
tion thresholdmustbe setbasedn thenoiselevel. However, in re-
alisticervironmentsthenoiselevelis not x ed. Thelow frequeng
noiseis very weakon cold andarid days,but canbe strongon hot
andwindy days. Fig. 8(a)andFig. 8(b) comparethe PIR datafor
two differentscenariosObviously, we cannotachieve goodperfor
mancewith a x edthresholdn all typesof weatherconditions.

To solwe this problem,we usean unsupervise@daptatiortech-
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Figure 6: PIR readingsfrom sensorin grass

nigueto adjustthe threshold. The sensorsontinuouslycompute
the noiselevel basedon local measurementandadaptthe thresh-
old proportionalto the noiselevel. To computethe noiselevel, the
motion sensingalgorithmmonitorsthe maximumpower pn of the
Itered signalwithin atime window. Thenoiselevel , is updated
by thefollowing computation.

Po n=20
n = 098, 1+ 0020 n 1<pn
0757 1+ 0250 n 1 Pn

Themotivationof thisformulais to let , increaseanddecrease
at different speeds. This is becausehe weatherchangesslownly
thereforewe don't needto increasehenoiselevel quickly to adapt
totheweatherchange A smallweightonp, forp, > ., 1 avoids
theidenti ed noiselevel increasingoo fastwhentherearemoving
targets.Oncethereis notarget,we decreasthe noiselevel quickly
with largeweighton p, for p, n 1. Fig. 9(a)shawvsthesignal
power of ltered PIR datain Fig. 8(a). The dashedcurwe is the
identi ed noiselevel andthe dashed-dottedurwe is the updated
thresholdthatis 1:5 . An exceptionallylarge noiseafter80 sec-
ondscauses falsedetection.

Themotionsensingalgorithmmonitorsthenumberof detections
within atime window andde nes the percentagef the detection
within thetime window to bethecon denceof atargetin the eld.
Fig. 9(b) shavs the sensoicon dencefor the signalin Fig. 6(a).

4.3 SensingAlgorithm for Micr ophone

VigilNet usesacousticsensingo differentiatebetweernvehicles
andhumans.Acousticsensings uniquein its relatively high fre-
queng in samplingandprocessingTheresourceonstraintsnake
it challengingo designareliableacousticsensingalgorithm.First,
the simultaneoususe of magneticand motion sensinglimits the
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Figure7: PIR data lter

rate at which we can collect acousticsamples. Secondthe CPU
mustremainavailable at all timesto processncoming messages.
Third, the systemmustcontinuouslyprocesscousticdatain order
to detectandidentify targetsin time. Fourth, our whole suneil-
lancesystemonly has4KB RAM for its functioning: our acoustic
algorithmshouldoccuyy aslittle memoryaspossible.

Frequeng analysiscouldbeaneffective methodto conductacous-
tic detectionandclassi cation. Unfortunately computingthe fre-
queng spectrunby FFT andanalyzingthe spectrumareexpensve
operationsn our designcontet. The numberof multiplications
it takesto getthe frequeny domainresultsis ( N log, N). The
microcontrollerATmegal28Lusedin the Mica2 andExScalmotes
doesnot supportnative oating-point multiplicationandthe clock
rateis betweend MHz to 8 MHz. Xu shaws thatin [23], it takes
a Mica motewith a 4MHz processo30 secondgo nish a512-
point FFT. Hence anExScalmotewith asimilarprocessoruns15
seconddor a512-pointFFT evenif it is runningat its maximum8
MHz clockrate.Suchalonglateng is notacceptablén our appli-
cation. The spacecompleity is anotherissue.Althoughthereare
in-place x ed-pointFFT solutions evenwhenwe considera 1024-
point FFT and eachdatapoint is 16 bit, anin-placesolutionstill
usesat least2 KB spacegjust for the datapoints. In orderto save
the 16-hit trigonometricvalue table, which is necessaryor FFT
calculation,another2 KB is needed.In Mica/Mica2 seriesmotes,
the RAM sizeis 4KB anda large proportionof the RAM needgo
be assignedo othermodules.Of course the off-chip Flashcanbe
usedassecondarystorage put frequentwrites to the Flashmales
the FFT computatioreven slower andquickly damageheFlash.

We, therefore,choosea lesscostly powver-basedscheme.Each
time we obtaina new acousticsample we updatean exponentially
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weightedmoving averageof acousticsamplevalues,notedm:

M1.0 = So
my= 1 S+

@)

Wherem 1, isthecurrentvalueof my, my;: 1 isthepreviousvalue
of m1, st isthecurrentmicrophonegeadingand ; isaconstantle-
terminingtherelative importanceof recentreadingsin our current
system, i is empirically determinedo be 0:001 Fig. 10 graphs
the raw acousticdataprovided by an ExScalmotewhenthreeve-

1) Mt 1

hiclespass.Thecorrespondingvolution of my;; is alsopresented.

We usethis maving averageto sene asareferencen thecomputa-
tion of E¢, avariablerelatedto theinstantaneouacousticenegy:

Et = jst  mMuyj (2

Thenwe computean auto-adaptingcousticthresholdthatdetects
acousticevents.We chosethis thresholdo bethe sumof anexpo-

nentiallyweightedmoving averageof E, notedm,, pluswhatwe

namean exponentiallyweightedmoving standardieviation, noted
d>. equations:

mo: = 2 Ev+ (1 2) Moyt 1
Vor = 2 (Er  var)?+ (1 2) Vai 1 3)
d2;t =" V2

Herev, representsnexponentiallyweightedmoving variance.ln
our currentimplementation, » is empirically determinedto be
0:02. WhenE: > my: + d:, thealgorithmconsiderghatthe
acoustighresholdhasbeencrossed.

A circular table maintainsthe numberN; of acousticthresh-
old crossingghatoccurredduringthelast 1280milliseconds.The
valueof N\ determineshenatureof anacousticevent. WhenN is
greaterthana certainpredeterminedalueT (T = 8in ourexperi-
ments) thesystensignalsthedetectiorof avehicle.Fig. 11 graphs
thevaluesof E, my: andd,; for the previously mentioneddata

Figure 10: Raw acousticdata fr om thr eevehicles

Figure 11: Acoustic Energy and thr esholdfor thr eevehicles

setfor threepassingvehicles. Fig. 12 representshe correspond-
ing valuesof N. We remarkthatthe motetriggersa cardetection
eventduringthe rst threesecond®f thealgorithmexecution.This
erroneousletections dueto thefactthat,atthebeginningof theal-
gorithm execution,the moving averagesarearbitrarily setto zero.
To resole this problem,the systemdisregardsacousticdetection
resultsduringthe rst ve second®f its execution.

4.4 Group-Level Classi cation

Distinguishedrom previousin-network dataprocessingchemes
[6, 9, 16], thegroupsin the VigilNet aremoredynamicin thesense
thatthey areformedin responséo anexternal“event”, which cor
responddgo atargetin VigilNet, andmigratewith the movementof
the event. The detailsof the group forming, migration,anddele-
tion canbe foundin [15]. In this section,we introducegroups'
functionsin theclassi cationsystem- collecting, Itering, andag-
gregatingnode-level classi cationresults,aswell astriangulating
theestimatedargetlocations.

Eachgrouphasa staticallyassignedyroupleader Whenevents
occur groupmembergeriodicallyreportto the groupleader The
reportsusually consistof nodeinformation (e.g.,nodelD andlo-
cation),groupinformation(e.g.,leaderdD andgroupID) andevent
information(e.g.,con dencevectors).Thegroupleaderaggregates
thecon dencevectorsfrom groupmemberscomputegyroup-level
con dence vectorsand reportsthem to the base-leel classi ca-
tion modulevia multi-hop communication. This schemegreatly
reducesthe amountof network trafc and, consequentlythe en-
ergy consumptiorof the WSN.

Dataaggr@ationcontainssereral tunableparametershataffect
differentaspect®of its performanceOneparameteminimumde-
greeof aggrgation(MDOA), de nestheminimumnumberof dis-
tinct reportsrequiredto form a valid group-level con dencevec-
tor. An adequatelyhigh MDOA value enhanceshe credibility of
group-level classi cationresults.Hence,it is animportantsystem
parameteandhasanimpacton the performanceof the detection
andclassi cation,whichis to bediscussedn Section5.2.

In the classi cationsystem the groupshave a one-to-onemap-
ping to physicalevents. An implicit assumptioris that eventsal-
wayskeepa far enoughdistanceamongthem,sothatmembership



Figure 12: Number of thr esholdcrossingsfor thr eevehicles

of nodesto the correspondingyroupscan be determinedwithout
ambiguitybasedn spatialadjaceng to oneof the events.Thisre-

sultsin alimitation on detectingmultiple simultaneousargets— for

eventsthatbecomecloseenoughor crosseachother if they share
the samesensorysignature(e.g., two personswalking together),
thecurrentclassi cationsystemcannotseparatéhem.

If eventsarewith differentsensorysignaturesdifferentclasses
of eventscanberesohedbasecdn history dataaftereventsdeviate
from eachother However, beforesucheventsdeviate, thereis still
a temporaryambiguity For instancewhena groupfor a vehicle
andagroupfor apersorcross thepersortriggersdetectiononthe
motion sensorsandthe vehicletriggersdetectionson the motion,
acousticandmagneticsensorsHence thetwo groupsmergeto be
agroupfor avehicle,sensingan eventwith motion, magneticand
acousticfeatures.Later, whenthe personandvehicle deviate, the
ambiguitywill beresohedandtwo groupswill beformed. Thisis
anotherlimitation of the currentclassi cation system— eventsof
differentsignaturesnay still have “temporaryambiguity” because
thegroupsareformedby detectinghodesnot by nodesdetectinga
speci ¢ type of signature.

Potentially temporaryambiguitycanberesohedby groupman-
agementvith a ner granularity— a groupis formedfor a speci ¢
typeof signaturehencemultiple groupsco-exist in the samevicin-
ity. Anothersolutionis to have the basemote disambiguatehe
events,basedn trackhistoryandassumptionsntrajectory How-
ever, our currentsystemdoesnot pursueeither of the approaches
in orderto keeptime, spaceandcommunicatiorcompleity low.
Insteadwe designthe systemsothatthe effect of the ambiguityis
minimized. Speci cally, a groupstill reportsan event even when
thereis temporaryambiguity allowing the systemto still reactsto
the event. Furthermorewhenthereis ambiguity the classi cation
tendsto cateyorizeit asa classof a higheralertlevel (e.g.,a per
sonandavehicleareidenti ed asavehicle).Ontheotherhand for
applicationghatrequireabetterdisambiguitycapability thehierar
chical classi cationarchitectureallows more sophisticatedyroup-
level andbase-lgel algorithmsto beincorporated.

45 Base-Lerel Classi cation

The highestlevel detectionand classi cation are conductedon
the basemote. It takesthe group-level classi cationresultsasin-
put and computesthe nal classi cation results. Sincethe base
motehasa globalview of theclassi cationprocessit conductghe
tasksrequiring global knowledge, which is not available to indi-
vidual nodesor groups. In orderto further reducefalsepositives,
spatialandtemporalcorrelationsamongthe trackingreportsmust
be leveraged.Intuitively, the basemote deemsthat two reportsin
a certaintime framearefrom the sametagetif their locationsare
close. The basemote keepsa history of recentlyreceved reports.
With the history of reports,the classi cationandvelocity calcula-
tion of eachtargetcanbeaccomplisheavith highaccurag.

Figure 13: Raw acousticdata from human speaking

In theRAM of thebasemote,a smalldatastructurefor eachtar
getis maintained. The datastructureincludesthe recentlocation
of thetamget,thelatesttimestampaccumulatedensowvaluesanda
pointerto theinformationof thelastreportfor thetarget. Thebase
motechooseghe targetwhoserecentlocationis the closestto the
locationof theincomingreportanddecideghatthereportbelongs
to thetamget. If thereis no targetor the closestdistancefrom the
recentiocationof ary tamgetto thelocationof thereportsis greater
thana prede nedthreshold,the reportis consideredo be from a
new target. This thresholdheeddo betunedin real-systentesting.
If it is too large, reportsfrom multiple targetsmay be cateyorized
into onegroup. If it is too small, two consecutie reportsfrom a
singletargetmay be cateyorizedinto two groups.Currentlyin our
systemwe usea thresholdof 60 meterswhich shavs goodperfor
manceresultsin experiments.In orderto minimize the numberof
falsepositives,atametis reportecto the front endinterfaceonly if
the numberof reportsfor it exceedsa prede nedthreshold. With
this approachmostsporadidalsepositvescanbe Itered out.

Oncea tamget accumulategnoughreports,the basemotereads
its historyandappliesalinearregressiorto calculatethevelocity of
thetarget,becauseelocity is oneof the mostimportantaspectgor
moving tamgettracking,andit is of greatinterestto the endusers.
The leastsquareregressionapproachhasbeenusedin mary sci-
enti ¢ andengineeringelds for along time andis believedto be
highly robustagainssmallnumbersf outliers. For eachdirection,
thetimestamps&ndthe coordinate®f thelocationsof thethe most
recenteportsareusedn theregressionTheleastsquarealgorithm
givesthe averagechangingrateof the coordinatesver time. This
ratesenesasthe componenbf velocity alongthe direction. With
theinformationof bothvelocity componentswe cangettheveloc-
ity of thetargetincludingthe knowledgeof its maving direction.

5. SYSTEM PERFORMANCE

In this sectionwe evaluatethe the performancef VigilNet with
afocuson the detectionandclassi cation performance First, we
evaluatetheperformancef sensingalgorithmsn Sectiors.1. Then,
Section5.2 studiesthe group-level classi cationby analyzingthe
impactof MDOA on the classi cationperformance Finally, Sec-
tion 5.3 assessetheoverall systemperformance.

5.1 Evaluation of sensingalgorithms

Amongthethreesensingalgorithms,the acousticsensingalgo-
rithm hasthe highestsamplingrate and CPU utilization. Since
a detailedanalysisof all threealgorithmshasto be lengthy we
chooseto studythe acousticsensingalgorithmasa representate
andevaluateits detectionrate. To evaluatethe performanceof the
acousticsensingalgorithm,we deplgy 7 sensonodesn aline with
3-meterspacing. This line is perpendiculato the trajectoryof a



Figure 14: Energy and auto-adaptive threshold for human
speaking

Figure 15: Number of thr esholdcrossingsfor human speaking

passingcar, with the rst nodelocated3 metersfrom the trajec-
tory. Wedrive thecaratthreedifferentspeeds10, 15and20 miles
perhour. We realizetentrials for eachspeedn a parkinglot and
computethe successateof our algorithmat variousdistancesand
speedsFig. 16 presentsheresultsof this experiment.We obsere
thatthe successate of our algorithmdecreaseasthe distanceto
the carincreasesAlso, the algorithmis moresuccessfulvhenthe
carmovesathigherspeedsthisis not surprisingasa rapidly mov-
ing car generatesnoreacousticpower. In VigilNet, sensomodes
are approximately33 feet (10 meters)awvay from eachother A
sensingrangeof 16.5feet (5 meters)guaranteeshe detectionof
atamettraversingthe eld. Consideringthe resourceconstraints,
our designdoesnot emphasizevery high detectionrateon individ-
ual nodes.Hence the performanceof the acousticsensingwith a
detectiorrateof 90%at 30 feet(9 meters)js sufciently good.

To demonstrat@ow our acousticalgorithmreactgo othersound
sourcesye experimentwith ahumanspeakindoudly atadistance
of 1.8 meterg(6 feet) from an ExScalmote. Note that, without so-
phisticatedrequeng analysistheacousticsensingalgorithmis not
designedo distinguishhumanvoice andvehiclesound.However,
accordingto experimentation,a human,even if speakingloudly,
doesnot generateas muchacousticenegy asa car passingclose
to the sensomode. This is why the algorithm,evaluatingacoustic
enepy, candifferentiatebetweenthesetwo typesof targets. On
the otherhand,if the acousticsensingalgorithmshavs a goodre-
silienceto humanvoice, which is strongat sucha shortdistance,
it indicatesa goodperformancegainstackgrounchoise.There-
sults are presentedn Fig. 13, Fig. 14, and Fig. 15. Clearly, the
acousticalgorithmdoesnot triggerary vehicledetectioneventex-
ceptduring the rst threeseconds. As we said earlier acoustic
detectionsduring this initial phaseareignored. Hence,from the

Figure 16: Acoustic detectionperformance.
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Figure 17: The impact of the MDOA.

systems view, no humanspeakingeventsarereportedasvehicles
in thistest.

5.2 Evaluation of the group level classi cation

Among the functionsof group level classi cation, the MDOA
(the minimum degree of aggreyation)is of specialimportanceto
the detectionand classi cation performance.lt not only controls
theaggregationof memberreportsandreduceghe network traf c,
but alsoreducedhefalsepositive rateof the system.

From a systemdesigners point of view, falsepositivesroughly
fall into two cateyories. Onecatgyory of falsepositvesaredueto
unexpecteddisturbancemposedon a smallnumberof nodes.For
example,whenawild animaltouchesasensomnode thatnodemay
sensemotion and magneticsignalsand reportfalse positves. A
looseconnectara pieceof shortcutwire, or a malfunctioningsen-
sor may trigger continuouswrong readingsfrom the sensor Such
falsepositvesare mostly independentiyandrandomlydistributed
andonly occurat a reasonabljow rate. We call this categyory of
falsepositves“randomfalsepositives”. In someothersituations,
a large percentagef the sensordn a WSN becomemuch more
probableto reportfalsepositives,becausef aweddesignor un-
expecteddisturbancesmposedon a large percentagef the net-
work. Falsepositivesin this catgory are usually correlated,and
sometimesursty For example,whenthe sensordriver hasa bug,
or thereis a storm,the entirenetwork may reportfalsepositivesin
large quantity We call this category “systematidfalsepositives”.

By using a suitableMDOA, the grouplevel classi cation can
signi cantly reducerandomfalse positives, and noticeably miti-
gatethe effect of systematicfalse positives. Fig. 17 shaws the
resultof ateststudyingthe relationshipbetweenthe MDOA and
thenumberof falsepositive reports.Performedat anoutdoorpark-
ing lot with atestVigilNet systemof 37 nodesthetestinvolvesthe
magnetometeand motion (PIR) sensordetectinga moving vehi-
cle. Thethresholdgor the motion sensingalgorithmsaresetto an



extremelylow valuesothattherearefrequentfalsepositives. Also,
on thecurrenthardwareplatform,the magnetometeis sensitve to
LEDs. Hencewelet the LEDs blink atthe beginningof the classi-
cation stagesothatthe magnetometeracquiresomewrongdata
andgeneratdalsepositives.

The testingprocedurds asfollows. First, we startthe system,
with MDOA setto 1 (all reportsaredeliveredto thebasemote). At
thispoint,theLED blinksandtheinitial low thresholdriggersfalse
positiveson the magnetometerandmotionsensorsWe recordthe
numberof reportsin the rst 32 secondsandusethem,asarea-
sonableapproximationasthenumberof systemati¢alsepositives.
We recordthe numberof reportsin thefollowing 3 minutesasthe
numberof randomfalsepositives. Then,we senda middle-sized
cartotheWSN eld, recordthenumberof reportsdeliveredduring
thetrackingproces$35 secondsasthenumberof effectivereports.
We alsoexaminewhetherthe classi cationresultis correct. Tests
arerepeatedndstatisticsarecollectedfor variousMDOA settings.

As we canseefrom Fig. 17, whenthe MDOA is 1, thereare29
systematidfalse positives and 36 randompositives. Sucha high
falsepositive rate confuseghe baselevel classi cation algorithm
andthe systenreportsfalsetargets. On the otherhand,the system
is still ableto tracktherealtamet—the 165 effective reportsmake
the systemsuccessfullydetectandclassifythevehicle.

Whenthe MDOA increasepastl, all randomfalsepositivesare
eliminated. And the numberof systematidalsepositvesreduces
by 85% — from 65 to 10. Meanwhile,the numberof effective re-
portsalsoreducesdrom 165 to 69. But the systemis still ableto
detectandclassifythetargetvehiclecorrectly

WhenMDOA increaseso 3 or 4, all thesystemati@andrandom
falsepositivesareremoved. And we veri ed that,thoughthe num-
ber of effective reportsis further reduced the systemdetectsand
classi es the target correctly When MDOA is 5, no reportsare
deliveredin thesystem.

In conclusion,adjustingthe MDOA is animportantmethodto
reducethe numberof falsepositivesin a WSN, and signi cantly
enhancet's performance.Meanwhile,a too-high MDOA lowers
the systems sensitvity.

5.3 Systemlevel performance

In this subsectionwe evaluatethe VigilNet's performanceasa
holistic system.Especiallywe measuréow fastthe network clas-
si es targetsandhow accuratelyit computeghetarget's attributes.
Among a numberof attributes,velocity is our major interestand
a goodrepresentate of high-level target attributesthat cannotbe
accuratelycomputedon individual nodes. Hence,in this section,
the discussionof attribute computationfocuseson velocity. We
deplored andtestecdthe VigilNet in anair eld in the July andDe-
cemberof 2004. Unlessotherwisespeci ed, the performancelata
in this sectionis collectedfrom testson thesetwo deployments.

The testscenarioinvolves moving targetstraveling throughthe
network following a straighttrajectory A moving targetmay be a
vehicle,a person,or a personcarryinga ferrousobject. The net-
work comprise200 ExScalmotes.

Tablel shaws statisticscollectedin anoutdoortestsite. Tentar-
getsaretracked in two runs. In this test, the requiredminimum
degreeof aggr@ationis setto onein the grouplevel classi cation
in orderto inspectthe basemote’s ability to Iter out falseposi-
tives.All the10tametsaredetectedandcorrectlyclassi ed. In to-
tal, the network delivers441reportsto the basemote,which, after
processinghesereports,delivers71 reportsto the externaldevice.
Interestinglythe network deliversmorereportsin run 1 thanin run
2, eventhoughtherearemoretargetsin run 2. Thereasonis that
the numberof reportsfrom the network dependsiot only the num-

RunNo. Runl | Run2
Duration(s) 271 758
Group-level reports 261 180
Reportsafter Itering 29 42
Actualtamgets 4 6
Correctlyclassi edtargets 4 6
Falsenegatives 0 0
Filteredfalsepositives 5 24

Table 1: Statisticsof classifying10targetsin two runs
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Figure 18: Latenciesfor vehiclesat differ ent speeds

ber of targets, but alsothe amountof time the tamgetsstayin the
network, thetypesof the targets,andthe numberof groupleaders
in the network. In thesetwo runs,the network generatedotally 29
falsepositive reportsat the nodelevel andthe grouplevel, but all
of themare ltered outby the basemote.Hence from thesystem$
view, thereareno falsepositivesand,sinceall targetsaredetected,
thereare no falsenegatives. Not surprisingly the network's per
formanceis betterthanindividual nodes. The reasonss thatthe
naturalredundang in a denselydeplo/ed network helpreducethe
falsenegative rateat the systemlevel.

Fig. 18 plotsthe detectionlatenciesclassi cationlatenciesand
velocity calculationlatenciesfor vehiclesat variousspeeds.Gen-
erally, thedetectionlateng is lower thanthe classi cationlateng,
andtheclassi cationlateng is lower thanthe velocity calculation
lateng. This differencere ects differentamountsof information
requiredfor the detection,classi cation, andattribute calculation.
The classi cation of a target employs a longer history of reports
thanthe detection. The velocity calculationneedsa even longer
history, in orderto accomplisha preciselinearly- t inferenceof
the velocity. Also, the latenciesreducewhenthe speedncreases.
Thereasonis that, whenthe tamgetis traveling at alow speedthe
time for thetargetto travel pastmultiple nodesdominateghetotal
latengy. Whenthe speedsncreasethe lateny remainsat a cer
tain level. Thisis becausewhenthe speeds high, the processing,
gueuing.andgroup-level aggr@ationlateny dominatethetotal la-
tengy.

In therunsshown in Fig. 18, all tagetsareclassi ed correctly
indicating a satishctory classi cation capability Meanwhile, it
is interestingto comparethe calculatedvelocity with the velocity
shavn onthevehiclespeedometeOurrecordshavsthattherange
of errorbetweerthecalculatedrelocity andtherealvelocity ranges
from 7:5%to+15%.

Themotionof personandpersonswith ferrousobjectshave are
similar characteristicbecause¢he moving carriersareof the same
type — humanbeings. Hence,they shav similar latenciesin the
tests. However, their latenciesarelongerthanthosefor vehicles.
Fig. 19 shaws the averagedetection,classi cation and velocity
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calculationlatenciedor the two classe®f personsombined.and
vehicles.We noticedetectionateng for personcombineds 77%
longerthanthat for vehicles. This is becausehe persongravels
much slower in the network thanvehicles,henceit takeslonger
time for persongo hit enoughsensomodesandtriggerenoughde-
tectionandclassi cationreportsto establisha sufcient con dence
level for detectiononthebasemote.

As mentionedn Sectionl, a suneillanceWSN mustoperaten
atimely manner Giventhatthe detectiorlatenciedor personsaand
someslow vehiclescanapproachl0 secondsit is necessaryo ver-
ify thatthelatenciesareall within anacceptableange.Onedesign
detailin VigilNet is thatthe deploymentensureghatatargethasto
travel about330feet (100 meters)to traversethe network. Based
onthiswe cancalculatehe minimumamountof time thatit takesa
targetto traversethenetwork, hencefortrtalledthe“traversetime”.
Supposea persontravels at 2-10MPH, it takes22—-112secondgo
traversethe network. As shawvn in Fig. 19, the detectionlatencies
for person@remuchshorterthanthetraversetime. As for vehicles,
the traversetimesare shorterfor fastervehicles,but the detection
latenciesareusuallyshorter too. To examinethe timelinessof the
detectionsyve plot the detectionlatenciesandthetraversetimesat
differentspeedsn Fig. 20. As we cansee the detectionlatencies
aremuchshorterthanthetraversetimesatvariousspeeds.

Fromthe analysisof performanceat the sensoilevel, the group
level, andthe baselevel, we canclearly seethe re ning process
of the detectionandclassi cationresults. The detectionrateat the
sensolevel is often not perfect. For instancethe acousticsensing
algorithm's detectionrateis about90% at a distanceof 9 meters
(30 feet). However, the redundang of the network nodesensures
thattheholistic systemhasahigh detectiorrate(low falsenegative
rate). The group-level classi cationsigni cantly reduceghefalse
positive rateand minimizesthe network trafc. Finally, the base-
level classi cationre nesthedetectiorandclassi cationresultsby
analyzingtrackingreportsfrom multiple groups.In summarythe
evaluationshaws that VigilNet accomplishesn excellent perfor

mancein reliablesensingandclassi cation,accurateattribute (ve-
locity) computation resilientoperationin realistic ervironments,
andtimely informationdelivery.

6. METHODOLOGICAL DISCUSSIONS

We believe thatthedesignimplementatiorandevaluationof the
sensingubsystenandclassi cationalgorithmsshouldevolve from
anadhoc“art” to establishednethodologiesThoughour experi-
encewith VigilNet andastudyof severalrecentsuneillanceWSNs
arenotsufcient to abstracsuchamethodologythechallengesve
faceddorepresenaseriesof commonissuesandthedesignchoices
we madere ect thediligentthoughtscarefultrade-ofs, andrealis-
tic concernsnvolvedin constructinga realistic,sophisticatedand
evolving system.Hence we concevethatit is valuableto shareour
view andconceptioronhow to designadetectiorandclassi cation
systemandbelieve this canhelp currentandfuture WSN research
to establisha systemationethodologyfor designingsuchWSNs.
For this purpose we abstractsomegeneralguidelinesfor the de-
velopmentof sensingandclassi cationsystemsMost of themare
not new conceptsput are of critical importanceto the succes®of
realisticsystems.

Medhanical design. Thoughprogrammersraditionally do not
careaboutthemechanicatletailsof acomputersystemgdesign-
ersof asensomnetwork mustpay carefulattentionto it. For ex-
ample,without a suitableenclosure the magnetometewould
suffer degradedperformanceat suddentemperaturechanges.
Generallytheenclosuredesignfor WSN nodesshouldprovide
a suitableoperatingenvironmentto the hardware components
[8], besidegprotectingthe nodehardwarefrom harsherviron-
mentalconditions. Speci cally, the positioningandwiring of
variouscomponentshouldavoid interferencefrom eachother
andmaximizesensorstapability

Autonomouspelation. It is infeasibleto individually manage
thenetwork nodesin alarge-scaléVSN. Hence eachmustop-
eratein anautonomousnanner Speci cally, anodemustiden-
tify, calibrate, andoperatats sensorsautomatically

Fault tolerance For alarge systemto operatefor along period
of time on aroughterrain,it mustexpectthe unexpected. For
example,strongwind or wild animalsmay disturbthe sensor
nodes,displacethem, or even destry them. Also, the large
size of the network makes faultsa commonphenomenon- if
eachnodehasa 0.001 possibility to have a hardware fault, a
network of 200 suchnodeshasa 0.18 possibility to containa
faulty node.Thoughit is infeasibleto analyzeandintelligently
handleall possiblesituations,the designof suchWSNsmust,
at minimum, dealwith failuresatvariouslevels.

Adaptivity WSNs,especiallywhenthey aredeplo/edoutdoors,
shaw a high level of dynamics.The quality of communication
links, the electric characteristic®f sensorsand the topology
of the network, may continuouslychangedueto internaland
external conditions. Hence,mary systemparametersieedto

continuouslyadaptto changesnsideandoutsidethe network.

Redundancwndcollaboration. The performancef a network
of enegy-and-cost-déctive nodeslargely relies on how the
nodescollaboratewith eachother Enhancinghe performance
andcapabilityof individual nodesis important.Many develop-
ers,including the authors feel it intellectually exciting to an-
swerthe challengeof high-quality signalprocessingvith low-
endhardware by novel andprudentarchitecturalandalgorith-
mic designof individual sensonodes.Meaningfulandimpor
tantasit is, suchaneffort, if overemphasizednayproveinef -
cientor, in somesituationsgvenhazardousn realisticsettings.



For example,anintrinsically dif cult trade-of is thatthe more
sensitve the sensingalgorithmsare,the morevulnerableto the
changingervironmentsthey become As anotherapproachywe
may chooseto malke the sensingalgorithmslesssensitve, but
moreresilientto ervironmentalchangesandtake advantageof
thedensityof thenetwork nodesto enhanceheoverall sensitv-
ity of the system Also, aswe discussedh Section5.2,agroup
of sensomodescan collaboratewith eachotherto reducethe
falsepositive rates. Sucha redundantindcollaborationbased
approactprovesto be highly effective.

7. CONCLUSION

We discussedhe sensingsubsystenin the VigilNet surweillance
systemanddescribedchow the hierarchicalclassi cationarchitec-
tureenableghesystento conductef cient informationprocessing,
including detectionand classi cation, in a large-scaléeWSN. The
hierarchicalrchitecturenaturallydistributessensingandcomputa-
tion tasksatdifferentlevelsof thesystensothatthesensonetwork
cansupporthigh-qualitysensingandreliableclassi cationwithout
involving speciahigh-paver nodes With evaluationdatacollected
from eld testsin physicalervironmentstheevaluationof VigilNet
demonstratesxcellentperformancen the detectionrate, classi -
cationresult,attribute (velocity) computatioraccurag, andtimely
informationdelivery.
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