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ABSTRACT
A widevarietyof sensorshavebeenincorporatedinto aspectrumof
wirelesssensornetwork (WSN)platforms,providing �e xible sens-
ing capabilityover a large numberof low-power andinexpensive
nodes. Traditional signal processingalgorithms,however, often
prove toocomplex for energy-and-cost-effective WSNnodes.This
studyexploreshow to designef�cient sensingandclassi�cational-
gorithmsthatachieve reliablesensingperformanceonenergy-and-
cost-effectivehardwarewithoutspecialpowerful nodesin acontin-
uouslychangingphysicalenvironment. We presentthe detection
andclassi�cationsystemin a cutting-edgesurveillancesensornet-
work, which classi�esvehicles,persons,andpersonscarryingfer-
rousobjects,andtracksthesetargetswith a maximumerror in ve-
locity of 15%. Consideringthedemandingrequirementsandstrict
resourceconstraints,we designa hierarchicalclassi�cationarchi-
tecturethat naturallydistributessensingandcomputationtasksat
differentlevels of thesystem.Sucha distribution allows multiple
sensorsto collaborateonasensornode,andthedetectionandclas-
si�cation resultsto be continuouslyre�ned at different levels of
theWSN.This designenablesreliabledetectionandclassi�cation
without involving high-complexity computation,reducesnetwork
traf�c, and emphasizesresilienceand adaptationto the realistic
environment. We evaluatethe systemwith performancedatacol-
lectedfrom outdoorexperimentsand�eld assessments.Basedon
theexperienceacquiredandlessonslearnedwhendevelopingthis
system,we abstractcommonissuesand introduceseveral guide-
lineswhichcandirectfuturedevelopmentof detectionandclassi�-
cationsolutionsbasedonWSNs.

Categoriesand SubjectDescriptors
C.2.1 [Computer-Communication Networks]: Network Archi-
tectureandDesign;C.3 [Computer SystemOrganization]: Spe-
cial PurposeAnd Application-BasedSystems—Real-Timeandem-
beddedsystems; C.4[Performanceof Systems]: DesignStudies

Permissionto make digital or hardcopiesof all or part of this work for
personalor classroomuseis grantedwithout fee provided that copiesare
not madeor distributedfor pro�t or commercialadvantageandthatcopies
bearthisnoticeandthefull citationon the�rst page.To copy otherwise,to
republish,to postonserversor to redistributeto lists,requiresprior speci�c
permissionand/ora fee.
SenSys'05,November2–4,2005,SanDiego,California,USA.
Copyright 2005ACM 1­59593­054­X/05/0011...$5.00.

GeneralTerms
Design,Experimentation,Measurement,Performance

Keywords
Classi�cation,WirelessSensorNetworks,VigilNet

1. INTRODUCTION
Sensingis a fundamentalfunction in wirelesssensornetworks.

Researchershave built WSN platformswith a wide spectrumof
sensors,rangingfrom simple thermistorsto micropower impulse
radars[4, 13, 14]. They provide �e xible sensingcapabilitywith
a largenumberof low-power andinexpensive sensornodes.Non-
trivial as it is, the selectionandintegrationof sensorson a WSN
platformis oftena manageabletaskgivena certainamountof en-
gineeringeffort. The situationis, however, completelydifferent
above thephysicalsensorandcomputinghardwarelayer– theac-
quisitionandprocessingof sensordataimposegreatchallengeson
WSN designbecauseof strict resourceconstraints.

Cost-effectivenessbeingan importantobjective, WSN design-
ersoftenchoosemassproducedcommercialoff theshelf (COTS)
sensorswhendesigningasensornetwork system.Moreover, asen-
sornodemustbeenergy ef�cient. As a result,theraw sensordata
is often of low-quality – they arenot always reliable,not always
repeatable,usuallynotself-calibrated,andoftennotshieldedto en-
vironmentand circuit boardnoise. Obviously, it is necessaryto
usesignalprocessingalgorithmsto �lter , process,andabstractsen-
sordatawith softwareto provide precise,reliable,andeasy-to-use
informationto applications.

Traditionalsignalprocessingalgorithms,however, often prove
toocomplex to implementoninexpensivesensornetwork hardware
without digital signalprocessingco-processors.For example,the
popularBerkeley Mica serieshasan8-bit micro-processorrunning
at 7.3827MHz,no hardware�oating-point support,andonly 4KB
datamemory. Thoughrecentversionsof MicaZ andTelosmotes
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employ a biggerdatamemory, we expectthe growth of computa-
tional resourceson WSN platformsto be ratherslow becauseof
theemphasison low power consumption,low cost,andsmallform
factor. Generally, resourceconstraintswill continueto representthe
reality of energy-and-cost-effective embeddedsystems.This strict
resourcelimitation makes it very dif�cult to executeFastFourier
Transformation(FFT) andothersignalprocessingalgorithmswith
moderateor high time/spacecomplexity. Also, the stringenten-
ergy budgetfavors simpleandquick algorithmsover complex al-
gorithmsthatrequireprolongedexecutiontime.

While the computation/energy resourcesare limited, the appli-
cationrequirementis not. Speci�cally, the developmentof recent
surveillanceWSNsrequiresthenetwork to provide functionalities
well beyondsensingandrouting. SuchsurveillanceWSNsarede-
signedto detectand report certainclassesof events of interest.
Whensuchaneventhappens,theWSN needsto detectit quickly,
classifyit into onecategory (e.g.,person,vehicle),andcomputeits
attributes(e.g.,location,velocity).

DesigningsuchsurveillanceWSNsis a researchchallenge.Be-
sidestheobviously severeresourceconstraints,the following fac-
torsalsocontributeto thedif�culty of thetask.
� To provide sensingcoveragefor a relatively largearea,thenet-

work is usually comprisedof a large numberof denselyde-
ployednodes.This imposesa challengeon ef�cient dataprop-
agationandreliableoperation.

� Thedetection,classi�cation,andreportingmustbeperformed
in a timely manner. It is usuallyrequiredthatthenetwork com-
plete the detectionand classi�cation beforethe target travels
outof the�eld sothatthesystemcanrespondto theevent.As a
result,of�ine-style processingperformedby basestationswith
global and relatively “complete” datais often not feasiblein
this context.

� To performquality signalprocessing,thesensorsoftenneedto
sampleat a high samplingrate,stressingresourceutilization.
Thesensingdatais burstyandin largequantity.

� Surveillancenetworksareoftendeployedon roughterrainsfor
alongperiodof time. Hence,it mustbeadaptiveto therealistic,
ever-changingenvironment.

Giventhenumeroustechnicalchallenges,importantresearchques-
tionsare:Canweconstructa reliablesurveillanceWSNthatmeets
the requirementswithin thestrict resourceconstraints?Whatper-
formancewill sucha systemachieve? This studyattemptsto an-
swer thesequestionsby presentingthe detectionand classi�ca-
tion systemin VigilNet [10], which is a recentlydeployedsurveil-
lanceWSNdetectingandclassifyingvehicles,personsandpersons
with ferrousobjects. Speci�cally, this paperexploresthe design
choicesinvolvedin constructinganef�cient detectionandclassi�-
cationsystemthat achievesreliableperformanceon a network of
energy-and-cost-effective sensornodes,analyzestheperformance,
andproposesa setof guidelinesfor future designsof WSNsin a
similar designcontext.

It is worthclarifying thatadvancedsignalprocessingmathemat-
ics andalgorithmsarenot theemphasisof this paper. Instead,this
paperfocuseson the systemdesignissuesinvolved in creatinga
reliableandrealisticclassi�cationsystemfor a surveillanceWSN
usinghomogeneouslylow-endsensornodes,aswell asevaluation
of the effectivenessof thesedesigns.To the authors'bestknowl-
edge,therehasnotbeenalarge-scaledeploymentof suchasophis-
ticatedsurveillancenetwork withoutusingspecialpowerful nodes.
Hence,our studyis focusedon answeringthis challenge:Without
enhancingany individualnodes'capabilityandcost,cananetwork
of distributedsensornodesprovide advancedfunctionsandwork

reliably in realisticenvironments?We believe that theexperience
acquiredandlessonslearnedin constructingsuchasystem,andthe
analysisof thetrade-offs anddesigndecisionsin it, will bene�t the
researchin this area,andhelp transformthe researchpotentialof
WSNsinto real-world technologyandmarket success.

The paperis organizedas follows. Section2 presentsback-
groundinformationandsurveys relatedwork. Section3 givesan
overview of the VigilNet surveillancesystem. Section4 presents
the designof the hierarchicalclassi�cation architecture. System
level evaluationis shown in Section5. Section6 discussessev-
eral guidelinesfor designinga large-scaleWSN for detectionand
classi�cationtasks.Finally, Section7 concludesthepaper.

2. BACKGROUND
Focusingon VigilNet's hardware platform, we presenta brief

overview of the sensingsubsystem– sensorsandtheir supporting
circuitry – on a sensornode. The sensingsubsystemis the hard-
ware foundationon which classi�cation systemsareconstructed.
Wealsosurvey therelatedwork in theareaof detectionandclassi-
�cation WSN systems.

2.1 Overview of the sensingsubsystem
VigilNet usesthe ExScalmotesassensornodes.Basedon the

Mica2 [3] motedesign,the ExScalmote,shown in Fig. 1, is de-
signedby CrossBow Inc. andOhioStateUniversityfor large-scale
surveillanceWSNs[8]. ThemajordifferencebetweentheExScal
mote and the Berkeley Mica2 mote is that the former integrates
a magnetometer(Honeywell HMC1052[2]), a microphone,and4
PIR sensorson thesamecircuit boardastheprocessor's. After the
�rst prototypeExScalmotesweredeliveredin March2004,Cross-
Bow releasedseveralversionswith variousimprovementsthrough-
out theyearof 2004.

Several correlatedfactorscontribute to the complexity of the
sensingcircuitry. First, applicationsrequirea long sensingdis-
tance,which implies a �ner granularity for the sensorreadings.
Second,asa generalpurposeplatform, designershopeto choose
sensorswith a wide measuringrange.Third, thewider measuring
rangecombinedwith a �ner granularitymapsto morenumericval-
ueswhich,however, have to all fall into therepresentationcapabil-
ity of theA/D converter(ADC), I/O bus,andCPUI/O port width.
Finally, asthesensorsonthesensorboardgrow in bothnumberand
sophistication,thesupportcircuitry mayneedto supportbetter�l-
tering,handlemoreadvancedsignalingprotocols,employ a faster
or wider bus, provide wider functionality (suchaswaking up the
sensornode),or build bettershieldingto avoid cross-talkamong
variouscomponents.Thesefactorsmake the designof the sens-
ing subsystema signi�cant engineeringeffort involving numerous
designchoiceswhichoftendependon theapplicationdomain.

Figure1: ExScalmote

To solve the aforementioned
rangeandgranularityproblemsfor
themagnetometer, theExScalmote
includes circuitry that allows the
applicationprogramto adjust the
input signal to be ampli�ed. To
provide a quality signalfor acous-
tic processing,themicrophonecir-
cuitry incorporatesa high-pass�l-
ter anda low-pass�lter . Both the
input adjustmentand �ltering are
controllableby theprocessor, with
anI 2C busconnectingtheproces-

sorandsensorcomponents.



2.2 Relatedwork
With thedevelopmentof WSN systems,sensing,detection,and

trackinghave beena prosperousresearcharea.Speci�cally, Wang
et. al. studiedacoustictrackingusingMica motes[22]. Simon
et. al. designeda sniper localizationsystemwith acousticsig-
nal processing[19] andaccomplishedgoodperformance.Differ-
entfrom VigilNet'shomogeneousapproach,thesesystemsemploy
specialpowerful nodesor DSPco-processorsto processacoustic
data. Zhaoet. al. describedcollaborative signalprocessing[25]
to retrievemoreaccurateinformationfrom sensordataandachieve
bettertarget trackingperformance.Pattemet. al. build a frame-
work to evaluatethetrackingstrategiesin anenergy awarecontext
[18]. Most of the performanceanalysisin [25] and[18] arecon-
ductedby simulations,concentratingonexploring thedesignspace
andtrade-offs underspeci�c constraintsandassumptions.

Along thedirectionof real-world applicationanddeployments,
researchershave alsoconstructeda numberof successfulsystems.
Szewczyk et. al. [21] developeda habitatmonitoringWSN on the
GreatDuck Islandandthesystemoperatedfor months.Zhanget.
al. developeda WSN for wild life tracking [24]. Thesesystems
demonstratethe �e xibility andcapabilityof the WSN technology
in variousapplications. However, VigilNet facesmore demand-
ing applicationrequirements.As a result,many designchoicesare
differentin thesesystemsthanin VigilNet. For example,many cur-
rent systemstypically employ centralizedprocessingwhich is not
feasiblein many surveillancenetworks[7].

In [11], theauthorsdescribea surveillancenetwork thatcande-
tect moving targets. The systemusesMica2 motes[3] equipped
with a magnetometer(Honeywell HMC1002[2]), anacousticsen-
sorand,on somenodes,a motionsensor. Themotionsensoris an
AdvantacaMIR (micropower impulseradar)sensorwhich trans-
mits microwave signalsanddetectsmotionby capturingdistortion
of the re�ected signal. The network reportsa targetasa walking
personor a vehicle. Therefore,it hasa preliminaryclassi�cation
capability. However, thereis very limited signalprocessingin it.
As a result, the classi�cation is limited in both functionality and
performance.Also, theMIR sensors,worth four thousanddollars
each,arenotatypicalchoicefor energy-and-cost-effectivesystems.

Brookset. al. [7] introduceda collaborative signalprocessing
framework for sensornetworks using location-aware routing and
collaborativesignalprocessing.Theirstudyprovidesmany insights
into thedistributedcollaborativeclassi�cationin WSNs.Neverthe-
less,theCSPframework involvesnon-trivial trainingandcompu-
tation overhead,which our systemcannotafford. Also, the sys-
temimplementationandevaluationof theCSPframework employ
nodeswith higherpower thantheenergy-and-cost-effective WSN
nodesour systemis targeting. In fact,VigilNet mustsatisfythree
con�icting requirementssimultaneously– low-endhardware,long
lifetime, andsophisticatedfunction. This challengingdesigncon-
text is differentthanwhatpastsolutionsassume.

AmongrecentlydeployedWSNs,theExtremeScalingprojectis
themostsimilar to VigilNet in functionalityandhardwareplatform
[1, 8]. However, a major differenceis that the ExtremeScaling
WSN employs a heterogeneousnetwork topologyandusesa more
powerful Stargatenodefor somecomputationandcommunication
intensive tasks.

3. OVERVIEW OF THE DETECTION AND
CLASSIFICATION IN VIGILNET

TheVigilNet surveillancesystem[5] is a WSN with 200sensor
nodes(ExScalmotes).TheWSN is requiredto performtimely de-
tection,trackingandclassi�cationof vehicles,persons,andpersons

Figure2: Screenof tracking a personwith ferr ousobjects

with ferrousobjects. Whena target is detected,the WSN reports
the detectionto an external device. The external device can be
a morepowerful sensor, a communicationdevice connectingto a
controlcenter, or any device thathandlestheinformationdelivered
by theWSN.A basemoteconnectsto theexternaldevice through
a UART interface,andserves asa routerbetweenthe WSN and
theexternaldevice. As thetarget travels in thenetwork, theWSN
garnersenoughinformationto classify the target andcomputeits
attributes,suchaslocationandvelocity, andthe resultsaredeliv-
eredto the external device as periodic updates. Fig. 2 shows a
screensnapshotof VigilNet deployed along two roadsforming a
“T” shape.It illustratesthedetectionandclassi�cationof a“person
with ferrousobjects”target.Moreover, theWSN is to bedeployed
in aroughterrainandoperatefor months.Hence,thedetectionand
classi�cationalgorithmsmustbeadaptive to environmentalvariety
andweatherchanges.

As in many surveillancesystems,VigilNet emphasizesthat the
falsenegative rate (the possibility of a target not beingdetected)
must be very low. Meanwhile, it also requiresa low falseposi-
tive rate(the possibility of an event beingreportedwithout a real
target in the �eld) sincefalsepositives wasteenergy and reduce
the overall systemlifetime. This implies that the wake-up (most
of the network nodesarein sleepmodewhenthereareno events
of interest),sensingandclassi�cationmustcompletewithin a time
constraint.Thesetwo factors– energy ef�ciency andlow latency
– make it undesirableto have a centralizedsemi-of�ine algorithm
that collectsall datafrom the network, transportsthemto a base
station,and lets a powerful nodeanalyzedataandperformclas-
si�cation. Instead,the network, including the basemote(alsoan
energy-and-cost-effective device), mustperformreliabledetection
andclassi�cationfunctionsindependentlyin atimely mannerwith-
outpowerful nodesinvolved.

To build a completeVigilNet for realisticoutdoorenvironments,
othermiddlewareservicesarealsointegrated. In brief, the local-
ization is donethroughthe walking GPSsolution[20], which as-
signsnodestheir locationat the time they aredeployed. Thetime
synchronizationusedin VigilNet is a variationof theFTSPproto-
col [17] without periodicadjustmentsfor thesake of stealthiness.
Routinginfrastructureis a setof multi-parentdiffusion trees(for-
est)rootedat thebasenodes.To achieve long-termsurveillance,a
multi-dimensionalpowermanagementschemeis proposedin [12].
In thispaper, wefocusonthedesignof thedetectionandclassi�ca-
tion systemin VigilNet, which is notaddressedin otherpapers,but
is a majorpartof thesystemanddirectly determinesthesystem's
functionalityandperformance.



4. CLASSIFICATION SYSTEM DESIGN
In this section,we presentthe designof the classi�cation ar-

chitecture,includingthesensingalgorithmsfor themagnetometer,
motionsensor, andmicrophone(acousticsensor).

We call thesensorreadingat a speci�c time on a speci�c sensor
on a speci�c nodea samplepoint. Whena sensornetwork starts
operation,eachsensoron eachnodein thenetwork producesa se-
quenceof samplepoints. All the samplepointsproducedby the
network form a setandwe call it theglobalsampleset.

The global sampleset is the completeinformationaboutwhat
happensin thenetwork. If all thenodesreporttheir samplepoints
to a basestation,thebasestationcancollect theglobalsampleset
andperformcomputationwith it. This solutionhasbeensuccess-
fully usedin anumberof WSNs.For surveillanceWSNs,however,
this is often not feasiblebecauseit is too expensive to collect the
globalsamplesetin a sensornetwork. As anexample,a 150-node
habitatmonitoringWSN,presentedin [21], collectedtemperature,
humidity, andbarometricpressuresensorreadingsandroutedthem
back to basestationsfor analysis. During its 115 daysof oper-
ation, the network collectedandrouted650,000observations. In
VigilNet, thedatafor a one-minutetargetdetectionandclassi�ca-
tion event, with 200 nodesandacousticprocessing,well exceeds
1,000,000observations.If targetsenterthenetwork onceadayand
weroutedall thedata(theglobalsampleset)backto thebasemote,
thesystemcouldhardlylastaweek.Hence,the“sense-store-send”
style processingis not suitablefor latency-sensitive surveillance
systemsthatrequirea highsamplingrate.

On the other hand,the sequenceof samplepoints on a single
nodedoesnot have enoughinformationto supportreliabledetec-
tion andclassi�cation.As anexample,atransientdisturbance(such
asa curiousbird landingon the sensor)may shake the nodeand
triggerPIR andmagneticdetections.Individual sensornodescan-
not distinguishsuchan unexpectedevent from a moving person
with ferrousobjects.Generally, observationsonanindividualnode
arenota reliableindicationof eventsin a network.

Hence,we mustdesignthe detectionandclassi�cation system
sothat thesensingandclassi�cationfunctionsarereasonablydis-
tributedin the network andthe sensornodescancooperateto de-
tect target signatures,reducefalsepositives,andachieve reliable
andtimely classi�cationat reasonableenergy cost.This motivates
us to choosea hierarchicalarchitecturefor the classi�cation sys-
tem. In fact, the conceptof hierarchicalprocessingis not new in
WSNs. The uniquecharacteristicsof our hierarchicaldesignare
in the organizationof variouscomponentsandthe distribution of
the detectionand classi�cation tasksin sucha hierarchyso that
the systemaccomplishesthe requiredperformancewith minimal
overhead.Illustratedin Fig. 3, thehierarchicalclassi�cationarchi-
tectureis comprisedof four tiers– sensor-level, node-level, group-
level, andbase-level. The classi�cationresult is representedby a
datastructurecalled the con�dencevector. The con�dencevec-
tor comprisesthe con�dencelevels for the correspondingtargets,
and is usedas a commondatastructureto transportinformation
betweendifferentlevelsof theclassi�cationhierarchy.

Thelowestlevel dealswith individualsensorsandcomprisesthe
sensingalgorithmsfor the correspondingsensors.With commu-
nicationbeinga costly operation,the sensingalgorithmsneedto
performlocaldetectionandclassi�cationasmuchaspossible.Af-
ter processingthesensordata,eachsensingalgorithmdeliversthe
con�dencevector to the higherlevel module– the node-level de-
tectionandclassi�cationmodule.

The node-level classi�cation dealswith output from multiple
sensorson the node. The fusion of the datafrom varioussensors
exposesmoreusefulinformationthancanbeobtainedfrom any in-
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Figure3: Hierar chical Classi�cation Ar chitecture

dividual sensor. Hence,thenode-level sensingalgorithmmustcor-
relatethesensordatafrom individual sensorsandform node-level
classi�cationresults.Sucha correlationcanenhancethedetection
andclassi�cationaccuracy on individual nodes– differentsensors
maystrengthenthecon�denceof eachother's classi�cationresults
andinvalidatefalsepositives. Furthermore,the node-level classi-
�cation modulemonitorsthe sensors'statusandperformssanity
controlover sensors.For example,it detectsandshutsdown faulty
sensors.Thoughthesefunctionsareall importantaspectsin thehi-
erarchicalclassi�cationarchitecture,this paperdoesnot detail the
designof thenode-level classi�cationbecause,comparedto other
components,it is not thechallengingpartin thesystem.

Thesensor-level andnode-level classi�cationfunctionsbothre-
side on a single node. The level above, the group-level classi�-
cation, is performedby groupsof nodes. Suchgroupsare man-
agedby a middleware calledEnviroSuite [15], which provides a
setof distributedgroupmanagementprotocolsto dynamicallyor-
ganizenodesin thevicinity of targetsinto groupsandelectleaders
amongthem.Theseleadersaredesignatedto collectthenode-level
classi�cationresultsfrom individualmembersand,basedon them,
performthegroup-level classi�cation.Thus,theinput to thegroup-
level classi�cationis thenode-level con�dencevectorsratherthan
a bulk of samplepoints. This greatly reducesthe volume of in-
formationtransmittedbetweengroupleadersandmembers.Group
leadershave muchbetterviews of targetscomparedwith individ-
ual nodes. Therefore,besidesgroup-level classi�cation they are
ableto executemorecomplicatedtaskswhich areextremelyhard
or evenimpossiblefor thenode-level. Examplesincludesuspicious
report/nodedetection(basedon spacialandtemporalcorrelations
amongmembers)andaggregateattributecomputation(e.g.,com-
putingaveragememberlocationsasestimatesof targetpositions).

Thehighestlevel in thehierarchicalclassi�cationarchitectureis
thebase-level classi�cation. Thegroup-level classi�cationresults
aretransportedvia multiple hopsto the basemote,servingasthe
input to thebase-level classi�cationalgorithm.Thebase-level clas-
si�cation algorithm�nalizes thesensingandclassi�cationresult,as
well ascomputingattributes(e.g.,velocity)of theevent.

In the following subsections,we presentsensingalgorithmsfor
themagnetometer, themotion sensor, andtheacousticsensor, fo-
cusingontheiruniquecharacteristics.Sometechniquesareusedin
morethanonesensingalgorithm.To avoid redundancy, wepresent
themin thesensingalgorithmwheretheir purposeandeffectscan
bemostclearlyexplained.In Section4.4 and4.5,we describethe
group-level andbase-level classi�cation,respectively.

4.1 SensingAlgorithm for Magnetometer
In VigilNet, the requirementfor magneticsensingis to detect

vehiclesandpersonswith ferrousobjects.Sincethemagnetometer



circuitry in the ExScalmotesensesa wide rangeof signalswith
a �ne granularity, we canuseit to measurede�ection of themag-
netic �eld causedby motion of ferrousobjects(e.g., vehiclesor
weapons).Straightforward as it looks, challengesaboundin de-
signing a reliable magneticsensingalgorithm for the low-power
sensornetwork platform.

First, raw ADC readingseasily saturatedue to the aforemen-
tionedgranularity/rangeproblem. The ADC on the ExScalplat-
form is 10 bits wide, representing1024values.But thewide range
of signalintensitycombinedwith a�ne granularityrequiresamuch
largervaluesetthantheavailable0 to 1023.Second,theresponse
latency is too long for accuratesignalwaveform extraction. The
magnetometercircuitry needsabout40 millisecondsto stabilize,
andeachtuning of thepotentiometerneedsabout50 milliseconds
to stabilize. Third, electromagneticnoisefrom the circuit board
lowerstheS/Nratioandimposesseriousproblemsonthemagnetic
sensingalgorithmto distinguishsignalsfrom noise. Fourth, ther-
maldrift is asevereissue– Whentheambienttemperaturechanges,
thesensorreadingschangeaccordingly. Finally, radiotransmission
interfereswith themagnetometersensingcircuit.

Among the � ve issues,the responsetime is a hardwarecharac-
teristic. We cannoteliminatesuchdelays. Instead,we measure
suchdelaysandreducethemto aslow assafetyallows. The ra-
dio/magnetometerinterferencecanbesolvedby schedulingthera-
dio andmagnetometerto work in separatetime slots. The other
threeissuesaremoreinterestingresearchquestionswith practical
importanceto a numberof amplitudebasedsensors.Hence,Sec-
tion 4.1.1discussesthe sensorreadingandsignal/noiseratio, and
Section4.1.2discusseshow to dealwith thethermaldrift. Wealso
usethe magneticsensingalgorithmasan exampleto discussthe
trade-off betweensensitivity andresiliencein Section4.1.3.

4.1.1 Mag­Points
As mentionedabove, raw ADC readingsarenot suitableto rep-

resentthe magnetic�eld intensity, and the magnetometersuffers
from a low signal/noiseratio. Both issuesrelateto a basicques-
tion: how to provide crediblesensorreadingswith semanticsthat
higher-level signalprocessingalgorithmscaneasilyuse? Hence,
we handlethesetwo issuestogether, by transformingthe the raw
sensorreadinginto a32-bit uniformmeasure,theMag-Point.

First,thesensingalgorithmtransformstheraw ADC readinginto
a scaledADC reading. The numericvalueof the raw ADC read-
ing (r ) is determinedby thevoltageacrossthemagneticsignalline
and a referenceline. The voltageon the referenceline is deter-
minedby a digital potentiometersetting. By studyingthe relation
of thechangesof potentiometervalue(p) with thechangesof ADC
reading,we mapthe potentiometervalue into certainADC units.
On ExScalmotes,experimentsreveal that1 unit of potentiometer
changeequals210ADC units. At run time,asthemagneticsignal
varies,thesensingalgorithmdynamicallysearchesandsetsthepo-
tentiometerto adjustthe referencevoltageto a suitablelevel, and
combinesr and p to acquirescaledADC readings(s) using the
linearformula: s = 210� p + r

Then, the sensingalgorithm averagesscaledADC readingsto
acquireMag-Points,usingthefollowing moving average

�

0 = s0
�

n = � mp � sn + (1 � � mp ) �

n � 1

Here �

n is then th Mag-Point,andsn is then th scaledADC read-
ing. Theprocessof generatingMag-Pointsfrom raw magnetometer
signals�lters outhighfrequency noiseandtheresultsarerelatively
reliablemeasuresrepresentingthecurrentmagnetic�eld intensity.
As a comparison,Fig. 4(a) shows thewaveform of raw magnetic

signals(scaledADC readings)sampledat 32Hzwhenan iron bar
movedat5 feetaway. As wecansee,thesignalsof themoving iron
bararehiddenin high noise.

In contrast,Fig. 4(b) shows the waveform of the Mag-Points,
with � mp = 1=18, for thesametarget. Thesignalis moreevident
with Mag-Points,which �lters out a largepartof thenoise.There-
fore,theMag-Pointis notonly auniformnumericvaluethatis easy
to use,but alsoaloyal indicationof themagnetic�eld intensitythat
higher-level algorithmscanrely on. Sucha low-complexity tech-
niqueis applicableto many amplitudebasedsignals.
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4.1.2 ThermalDrift
Thermaldrift is the most dif�cult noisethe sensingalgorithm

needsto �lter out. Fig. 5(a) shows the magnetometerobserva-
tions on the X-axis whena sensornodewasmoved from an air-
conditionedroomto outdoorsonasunny day. TheMag-Pointread-
ings, sampledat 32Hz, �uctuated and droppedquickly in about
15 seconds.Sometimes,the thermaldrift is identicalto a ferrous
target. Fig. 5(b) shows readingscollectedat noon on a cloudy
andwindy day. The sensornodewasan ExScalmoteversion1,
which hasno enclosure.Thefrequentalternationsof sunshineand
shadow causedthe temperatureof the exposedmagnetometerto
changequickly. Note that the readingsfrom 300 to 500 (about6
seconds)is similar to a car moving slowly. Suchan intrinsically
ambiguousthermaldrift cannotbe �ltered out algorithmically. In
suchsituations,other measuresmustbe employed to avoid such
ambiguity. Packagingis themostimportantsupplementaryfactor
thatensuresthat thermaldrift doesnot produceambiguoussignal
waveforms.

Assumingintrinsically ambiguousthermaldrifts areeliminated
by methodsotherthansoftware, frequency basedanalysiscanbe
usedto �lter out other thermaldrifts. The thermaldrift is a rel-
atively slow change,i.e., low frequency noise. To eliminatethis,
thesensingalgorithmusesanothermoving average,which assigns
more weight on history, to computethe currentbasesignal line.
Theformulafor B n (then th point in thebasesignalline) is

B0 = s0

Bn = � B � sn + (1 � � B ) � Bn � 1

Fig. 5(a)alsoshows thebasesignalline. As we maynotice,when
thesensorreadingschange,thebasesignalline readingschangeat
a slower speedthantheMag-Points.WhentheMag-Pointsdeviate
from the basesignal line for an amountlarger than a threshold,
detectionoccurs.

By usingtwo movingaverageswith verylow computationalcom-
plexity, the magneticsensingalgorithm �lters out both high fre-
quency andlow frequency noise,solvestheproblemsof non-uniform
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Figure5: The impact of temperature on the magnetometer

sensorreading,low signal/noiseratio, and thermaldrift, and ac-
complishesa resilientdetectionalgorithm.

4.1.3 Trade­off betweensensitivityandresilience
Theparameters� mp and� B affect theperformanceof themag-

netic sensingand must be carefully chosenso that the magnetic
sensingalgorithmis not only sensitive, but alsoresilient to noise
andenvironmentalchanges.

The parameter� mp affectshow effectively the algorithmaver-
agesouthigh frequency noise.If � mp = 1, thereis no noise�lter -
ing. As we decrease� mp , high frequency noiseis �ltered out by
theaveragingprocess,andsmallsignalsareableto emergefrom the
backgroundnoise.When� mp approaches0, however, thehistory
readingsoverwhelmthe new readingso muchthat signalslasting
for a shortperiodof time cannotdistinguishablychangetheMag-
Point readings.Hence,the algorithmbecomesunableto detecta
target unlessit is moving very slowly. This meansthat the sensi-
tivity decreases,andthefalsenegative rateincreases,when� mp is
too large,or toosmall.

Theparameter� B aimsto establishabaselineto characterizethe
ambientmagnetic�eld strengthwithout targets.If � B = � mp , the
baselinereadingB n is the sameasthe Mag-Point �

n , andthere
canbe no detectionsincetheir differenceis always0. With � mp

�x edand� B decreasing,thebaselinebecomesmorestable.When
atargetapproaches,theMag-Pointschangefasterthanthebaseline.
Generally, thesmallerthe� B , thelargerthedifferencebetweenthe
baselineandMag-Points,andthemoresensitive themagneticalgo-
rithm is. However, when� B increases,thebaselinealsobecomes
lessadaptive to environmentalchanges,suchas the temperature
change,andbecomesmorelikely to reportfalsepositives. When
� B = 1, thealgorithmhasthemaximumsensitivity, but shows a
veryweakresiliencebecauseit doesnotadaptto theenvironmentat
all andthusany environmentalchangecantriggera falsepositive.

As we canseefrom theanalysisabove,choosingasuitable� mp

and� B is a designdecisionthataffectsthemagneticsensingalgo-
rithm's performance.Their rangesof suitablevaluesare depen-
dent on the applicationrequirements,the sensorproperties,and
the expectedenvironmentalvariability. In VigilNet, we choose
� mp = 1=4 and � B = 1=64, after weighing the above factors
andexperimentingwith a numberof settings.

4.2 SensingAlgorithm for Motion Sensors
Thetaskfor motionsensorsis to detectmovementof anobject

in the region wherethe sensornetwork is deployed. The motion
sensorson sensorboardsareperoelectricinfra-red(PIR) sensors.
They sensechangesin the thermal�eld over the region. During
the time whenan object is moving through,the variationsof the
thermal�eld resultin unbalancedinfra-redsignalsdetectedby the
lens pairs in the PIR sensor, leadingto positive detections. Un-
like themagnetometer, thePIR signalsareAC signals,not ampli-
tudebased.A distinctive challengeto designinga reliablemotion
sensingalgorithm is the weather. Hence,we introducea motion
sensingalgorithm,focusingonits low-complexity frequency based
processingandenvironmentalresilience.

4.2.1 IncreasingS/Nratio by �lter s
In outdoorenvironments,the performanceof PIR sensorsde-

pendsheavily on theweatherconditions,including wind, temper-
atureandhumidity. Wind makestheair move andgrassandtrees
swing,causingthethermal�eld to changesincetheair temperature
is notuniformandgrassandtreeshavedifferenttemperatures.Fig.
6(a)shows PIR datacollectedby a sensorin grasson a hot,humid
andwindy dayandFig. 6(b) is thespectrumof thesignal.Thereis
amoving targetin theareabetween60sand70s.Onhot,humidand
windy days,whenthesensorsareplacedin grass,a simpleenergy
detectoreithergeneratesfalsepositives,if usingalow threshold,or
missestargets,if usinga high threshold.We observe that the low
frequency component,lessthan1 Hz, dominatesthenoise.When
a targetmovesthrough,thefrequency componentslargerthan2Hz
becomesigni�cant. This motivatesus to explore frequency based
signalprocessingonPIRdata.

Becauseof the limited computationresourceandthe time con-
straintsof theapplication,we designahigh pass�lter asfollows.

�

0 = 0
�

n = sn � sn � 1 + 0:9�

n � 1

Fig. 7(a)showsthefrequency responseof the�lter . Fig. 7(b)shows
thespectrumof �ltered PIR dataon a hot andwindy daycollected
by asensorin grass.Thecoef�cient 0:9 is decidedempiricallywith
different�lters on PIR datacollectedoutdoors.Althougha higher
order�lter couldachieve lowergainfor componentslessthan1 Hz,
it doesnotsigni�cantly improve theperformance.

Fig. 8(a) is the�ltered signalof theonein Fig. 6(a). Whenthe
moving objectpasses,thereis considerableenergy variationin the
signal.A simpleenergy detectorcanthenbeappliedto the�ltered
signalto detectmovementswith a low falsepositive rate.

4.2.2 Unsupervisedadaptationto environment
In themotionsensingalgorithm,theenergy basedtargetdetec-

tion thresholdmustbesetbasedon thenoiselevel. However, in re-
alisticenvironments,thenoiselevel is not�x ed.Thelow frequency
noiseis very weakon cold andarid days,but canbestrongon hot
andwindy days.Fig. 8(a)andFig. 8(b) comparethePIR datafor
two differentscenarios.Obviously, wecannotachievegoodperfor-
mancewith a �x edthresholdin all typesof weatherconditions.

To solve this problem,we useanunsupervisedadaptationtech-
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Figure6: PIR readingsfr om sensorin grass

nique to adjustthe threshold. The sensorscontinuouslycompute
thenoiselevel basedon local measurementsandadaptthethresh-
old proportionalto thenoiselevel. To computethenoiselevel, the
motionsensingalgorithmmonitorsthemaximumpower pn of the
�ltered signalwithin a time window. Thenoiselevel � n is updated
by thefollowing computation.

� n =

�

� �

p0 n = 0
0:98� n � 1 + 0:02pn � n � 1 < pn

0:75� n � 1 + 0:25pn � n � 1 � pn

Themotivationof this formulais to let � n increaseanddecrease
at different speeds.This is becausethe weatherchangesslowly
thereforewedon't needto increasethenoiselevel quickly to adapt
to theweatherchange.A smallweightonpn for pn > � n � 1 avoids
theidenti�ed noiselevel increasingtoo fastwhentherearemoving
targets.Oncethereis notarget,wedecreasethenoiselevel quickly
with largeweighton pn for pn � � n � 1 . Fig. 9(a)shows thesignal
power of �ltered PIR datain Fig. 8(a). The dashedcurve is the
identi�ed noiselevel and the dashed-dottedcurve is the updated
thresholdthat is 1:5� n . An exceptionallylargenoiseafter80 sec-
ondscausesa falsedetection.

Themotionsensingalgorithmmonitorsthenumberof detections
within a time window andde�nes thepercentageof the detection
within thetimewindow to bethecon�denceof a targetin the�eld.
Fig. 9(b)shows thesensorcon�dencefor thesignalin Fig. 6(a).

4.3 SensingAlgorithm for Micr ophone
VigilNet usesacousticsensingto differentiatebetweenvehicles

andhumans.Acousticsensingis uniquein its relatively high fre-
quency in samplingandprocessing.Theresourceconstraintsmake
it challengingto designareliableacousticsensingalgorithm.First,
the simultaneoususeof magneticand motion sensinglimits the
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Figure7: PIR data �lter

rateat which we cancollect acousticsamples.Second,the CPU
mustremainavailableat all timesto processincomingmessages.
Third, thesystemmustcontinuouslyprocessacousticdatain order
to detectand identify targetsin time. Fourth, our whole surveil-
lancesystemonly has4KB RAM for its functioning: our acoustic
algorithmshouldoccupy aslittle memoryaspossible.

Frequency analysiscouldbeaneffectivemethodtoconductacous-
tic detectionandclassi�cation. Unfortunately, computingthe fre-
quency spectrumby FFTandanalyzingthespectrumareexpensive
operationsin our designcontext. The numberof multiplications
it takesto get the frequency domainresultsis �( N log2 N ). The
microcontrollerATmega128Lusedin theMica2andExScalmotes
doesnot supportnative �oating-point multiplicationandtheclock
rateis between4 MHz to 8 MHz. Xu shows that in [23], it takes
a Mica motewith a 4MHz processor30 secondsto �nish a 512-
pointFFT. Hence,anExScalmotewith asimilarprocessorruns15
secondsfor a 512-pointFFTevenif it is runningat its maximum8
MHz clock rate.Sucha long latency is notacceptablein ourappli-
cation. Thespacecomplexity is anotherissue.Althoughthereare
in-place�x ed-pointFFTsolutions,evenwhenweconsidera1024-
point FFT andeachdatapoint is 16 bit, an in-placesolutionstill
usesat least2 KB spacejust for the datapoints. In orderto save
the 16-bit trigonometricvalue table, which is necessaryfor FFT
calculation,another2 KB is needed.In Mica/Mica2seriesmotes,
theRAM sizeis 4KB anda largeproportionof theRAM needsto
beassignedto othermodules.Of course,theoff-chip Flashcanbe
usedassecondarystorage,but frequentwrites to theFlashmakes
theFFT computationevenslower andquickly damagetheFlash.

We, therefore,choosea lesscostly power-basedscheme.Each
time we obtaina new acousticsample,we updateanexponentially
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weightedmoving averageof acousticsamplevalues,notedm1 :

m1;0 = s0

m1;t = � 1 � st + (1 � � 1) � m1;t � 1
(1)

Wherem1;t is thecurrentvalueof m1 , m1;t � 1 is thepreviousvalue
of m1 , st is thecurrentmicrophonereadingand� 1 is aconstantde-
terminingtherelative importanceof recentreadings.In ourcurrent
system,� 1 is empiricallydeterminedto be0:001. Fig. 10 graphs
the raw acousticdataprovidedby anExScalmotewhenthreeve-
hiclespass.Thecorrespondingevolutionof m1;t is alsopresented.
Weusethismoving averageto serveasareferencein thecomputa-
tion of E t , a variablerelatedto theinstantaneousacousticenergy:

E t = jst � m1;t j (2)

Thenwe computeanauto-adaptingacousticthresholdthatdetects
acousticevents.We chosethis thresholdto bethesumof anexpo-
nentiallyweightedmoving averageof E t , notedm2 , pluswhatwe
nameanexponentiallyweightedmoving standarddeviation,noted
d2 . equations:

m2;t = � 2 � E t + (1 � � 2) � m2;t � 1

v2;t = � 2 � (E t � v2;t )2 + (1 � � 2) � v2;t � 1

d2;t =
p

v2;t

(3)

Herev2 representsanexponentiallyweightedmoving variance.In
our current implementation,� 2 is empirically determinedto be
0:02. WhenE t > m2;t + d2;t , the algorithmconsidersthat the
acousticthresholdhasbeencrossed.

A circular table maintainsthe numberN t of acousticthresh-
old crossingsthatoccurredduringthelast1280milliseconds.The
valueof N t determinesthenatureof anacousticevent.WhenN t is
greaterthana certainpredeterminedvalueT (T = 8 in ourexperi-
ments),thesystemsignalsthedetectionof avehicle.Fig.11graphs
thevaluesof E t , m2;t andd2;t for thepreviously mentioneddata

Figure10: Raw acousticdata fr om thr eevehicles

Figure11: Acoustic Energy and thr esholdfor thr eevehicles

set for threepassingvehicles. Fig. 12 representsthe correspond-
ing valuesof N t . We remarkthat themotetriggersa cardetection
eventduringthe�rst threesecondsof thealgorithmexecution.This
erroneousdetectionis dueto thefactthat,atthebeginningof theal-
gorithmexecution,themoving averagesarearbitrarily setto zero.
To resolve this problem,the systemdisregardsacousticdetection
resultsduringthe�rst � vesecondsof its execution.

4.4 Group­Level Classi�cation
Distinguishedfrom previousin-network dataprocessingschemes

[6, 9, 16], thegroupsin theVigilNet aremoredynamicin thesense
thatthey areformedin responseto anexternal“event”, which cor-
respondsto a targetin VigilNet, andmigratewith themovementof
the event. The detailsof the groupforming, migration,anddele-
tion can be found in [15]. In this section,we introducegroups'
functionsin theclassi�cationsystem– collecting,�ltering, andag-
gregatingnode-level classi�cationresults,aswell astriangulating
theestimatedtargetlocations.

Eachgrouphasa staticallyassignedgroupleader. Whenevents
occur, groupmembersperiodicallyreportto thegroupleader. The
reportsusuallyconsistof nodeinformation(e.g.,nodeID andlo-
cation),groupinformation(e.g.,leaderID andgroupID) andevent
information(e.g.,con�dencevectors).Thegroupleaderaggregates
thecon�dencevectorsfrom groupmembers,computesgroup-level
con�dence vectorsand reportsthem to the base-level classi�ca-
tion modulevia multi-hop communication. This schemegreatly
reducesthe amountof network traf�c and,consequently, the en-
ergy consumptionof theWSN.

Dataaggregationcontainsseveral tunableparametersthataffect
differentaspectsof its performance.Oneparameter, minimumde-
greeof aggregation(MDOA), de�nestheminimumnumberof dis-
tinct reportsrequiredto form a valid group-level con�dencevec-
tor. An adequatelyhigh MDOA valueenhancesthe credibility of
group-level classi�cationresults.Hence,it is animportantsystem
parameterandhasan impacton the performanceof the detection
andclassi�cation,which is to bediscussedin Section5.2.

In theclassi�cationsystem,thegroupshave a one-to-onemap-
ping to physicalevents. An implicit assumptionis that eventsal-
wayskeepa far enoughdistanceamongthem,sothatmembership



Figure12: Number of thr esholdcrossingsfor thr eevehicles

of nodesto the correspondinggroupscanbe determinedwithout
ambiguitybasedonspatialadjacency to oneof theevents.This re-
sultsin alimitation ondetectingmultiplesimultaneoustargets– for
eventsthatbecomecloseenoughor crosseachother, if they share
the samesensorysignature(e.g., two personswalking together),
thecurrentclassi�cationsystemcannotseparatethem.

If eventsarewith differentsensorysignatures,differentclasses
of eventscanberesolvedbasedonhistorydataaftereventsdeviate
from eachother. However, beforesucheventsdeviate,thereis still
a temporaryambiguity. For instance,whena groupfor a vehicle
andagroupfor apersoncross,thepersontriggersdetectionsonthe
motionsensors,andthevehicletriggersdetectionson themotion,
acoustic,andmagneticsensors.Hence,thetwo groupsmergeto be
a groupfor a vehicle,sensinganeventwith motion,magnetic,and
acousticfeatures.Later, whenthepersonandvehicledeviate, the
ambiguitywill beresolvedandtwo groupswill beformed.This is
anotherlimitation of the currentclassi�cationsystem– eventsof
differentsignaturesmaystill have “temporaryambiguity” because
thegroupsareformedby detectingnodes,notby nodesdetectinga
speci�c typeof signature.

Potentially, temporaryambiguitycanberesolvedby groupman-
agementwith a �ner granularity– a groupis formedfor a speci�c
typeof signature,hencemultiplegroupsco-exist in thesamevicin-
ity. Another solution is to have the basemote disambiguatethe
events,basedon trackhistoryandassumptionson trajectory. How-
ever, our currentsystemdoesnot pursueeitherof the approaches
in orderto keeptime, space,andcommunicationcomplexity low.
Instead,we designthesystemsothattheeffect of theambiguityis
minimized. Speci�cally, a groupstill reportsan event even when
thereis temporaryambiguity, allowing thesystemto still reactsto
theevent. Furthermore,whenthereis ambiguity, theclassi�cation
tendsto categorizeit asa classof a higheralert level (e.g.,a per-
sonandavehicleareidenti�ed asavehicle).Ontheotherhand,for
applicationsthatrequireabetterdisambiguitycapability, thehierar-
chical classi�cationarchitectureallows moresophisticatedgroup-
level andbase-level algorithmsto beincorporated.

4.5 Base­Level Classi�cation
The highestlevel detectionandclassi�cationareconductedon

thebasemote. It takesthegroup-level classi�cationresultsasin-
put and computesthe �nal classi�cation results. Sincethe base
motehasaglobalview of theclassi�cationprocess,it conductsthe
tasksrequiringglobal knowledge,which is not available to indi-
vidual nodesor groups. In orderto further reducefalsepositives,
spatialandtemporalcorrelationsamongthe trackingreportsmust
be leveraged.Intuitively, thebasemotedeemsthat two reportsin
a certaintime framearefrom thesametarget if their locationsare
close. Thebasemotekeepsa historyof recentlyreceived reports.
With thehistoryof reports,theclassi�cationandvelocity calcula-
tion of eachtargetcanbeaccomplishedwith highaccuracy.

Figure13: Raw acousticdata fr om human speaking

In theRAM of thebasemote,asmalldatastructurefor eachtar-
get is maintained.The datastructureincludesthe recentlocation
of thetarget,thelatesttimestamp,accumulatedsensorvaluesanda
pointerto theinformationof thelastreportfor thetarget.Thebase
motechoosesthe targetwhoserecentlocationis theclosestto the
locationof theincomingreportanddecidesthatthereportbelongs
to the target. If thereis no target or the closestdistancefrom the
recentlocationof any targetto thelocationof thereportsis greater
thana prede�nedthreshold,the report is consideredto be from a
new target.This thresholdneedsto betunedin real-systemtesting.
If it is too large,reportsfrom multiple targetsmaybecategorized
into onegroup. If it is too small, two consecutive reportsfrom a
singletargetmaybecategorizedinto two groups.Currentlyin our
systemwe usea thresholdof 60 meters,whichshows goodperfor-
manceresultsin experiments.In orderto minimize thenumberof
falsepositives,a targetis reportedto thefront endinterfaceonly if
the numberof reportsfor it exceedsa prede�nedthreshold.With
this approach,mostsporadicfalsepositivescanbe�ltered out.

Oncea target accumulatesenoughreports,the basemotereads
its historyandappliesalinearregressionto calculatethevelocityof
thetarget,becausevelocity is oneof themostimportantaspectsfor
moving target tracking,andit is of greatinterestto theendusers.
The leastsquareregressionapproachhasbeenusedin many sci-
enti�c andengineering�elds for a long time andis believed to be
highly robustagainstsmallnumbersof outliers.For eachdirection,
thetimestampsandthecoordinatesof thelocationsof thethemost
recentreportsareusedin theregression.Theleastsquarealgorithm
givestheaveragechangingrateof thecoordinatesover time. This
rateservesasthecomponentof velocity alongthedirection. With
theinformationof bothvelocitycomponents,wecangettheveloc-
ity of thetargetincludingtheknowledgeof its moving direction.

5. SYSTEM PERFORMANCE
In thissection,weevaluatethetheperformanceof VigilNet with

a focuson thedetectionandclassi�cationperformance.First, we
evaluatetheperformanceof sensingalgorithmsin Section5.1.Then,
Section5.2 studiesthegroup-level classi�cationby analyzingthe
impactof MDOA on theclassi�cationperformance.Finally, Sec-
tion 5.3assessestheoverall systemperformance.

5.1 Evaluation of sensingalgorithms
Amongthe threesensingalgorithms,theacousticsensingalgo-

rithm has the highestsamplingrate and CPU utilization. Since
a detailedanalysisof all threealgorithmshasto be lengthy, we
chooseto studytheacousticsensingalgorithmasa representative
andevaluateits detectionrate. To evaluatetheperformanceof the
acousticsensingalgorithm,wedeploy 7 sensornodesin a line with
3-meterspacing. This line is perpendicularto the trajectoryof a



Figure 14: Energy and auto-adaptive thr eshold for human
speaking

Figure15: Number of thr esholdcrossingsfor human speaking

passingcar, with the �rst nodelocated3 metersfrom the trajec-
tory. Wedrive thecarat threedifferentspeeds:10,15and20miles
perhour. We realizeten trials for eachspeedin a parkinglot and
computethesuccessrateof our algorithmat variousdistancesand
speeds.Fig. 16presentstheresultsof this experiment.We observe
that the successrateof our algorithmdecreasesasthedistanceto
thecar increases.Also, thealgorithmis moresuccessfulwhenthe
carmovesathigherspeeds:this is not surprisingasa rapidlymov-
ing cargeneratesmoreacousticpower. In VigilNet, sensornodes
are approximately33 feet (10 meters)away from eachother. A
sensingrangeof 16.5 feet (5 meters)guaranteesthe detectionof
a target traversingthe �eld. Consideringthe resourceconstraints,
our designdoesnotemphasizevery highdetectionrateon individ-
ual nodes.Hence,theperformanceof theacousticsensing,with a
detectionrateof 90%at 30 feet(9 meters),is suf�ciently good.

To demonstratehow ouracousticalgorithmreactsto othersound
sources,weexperimentwith ahumanspeakingloudly atadistance
of 1.8meters(6 feet) from anExScalmote.Notethat,without so-
phisticatedfrequency analysis,theacousticsensingalgorithmisnot
designedto distinguishhumanvoiceandvehiclesound.However,
accordingto experimentation,a human,even if speakingloudly,
doesnot generateasmuchacousticenergy asa car passingclose
to thesensornode.This is why thealgorithm,evaluatingacoustic
energy, can differentiatebetweenthesetwo typesof targets. On
theotherhand,if theacousticsensingalgorithmshows a goodre-
silienceto humanvoice,which is strongat sucha shortdistance,
it indicatesa goodperformanceagainstbackgroundnoise.There-
sultsare presentedin Fig. 13, Fig. 14, andFig. 15. Clearly, the
acousticalgorithmdoesnot triggerany vehicledetectioneventex-
cept during the �rst threeseconds. As we said earlier, acoustic
detectionsduring this initial phaseare ignored. Hence,from the

Figure16: Acousticdetectionperformance.
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Figure17: The impact of the MDOA.

system's view, no humanspeakingeventsarereportedasvehicles
in this test.

5.2 Evaluation of the group level classi�cation
Among the functionsof group level classi�cation, the MDOA

(the minimum degreeof aggregation) is of specialimportanceto
the detectionandclassi�cationperformance.It not only controls
theaggregationof memberreportsandreducesthenetwork traf�c,
but alsoreducesthefalsepositive rateof thesystem.

Froma systemdesigner's point of view, falsepositivesroughly
fall into two categories.Onecategory of falsepositivesaredueto
unexpecteddisturbanceimposedon a smallnumberof nodes.For
example,whenawild animaltouchesasensornode,thatnodemay
sensemotion and magneticsignalsand report falsepositives. A
looseconnector, a pieceof shortcutwire, or a malfunctioningsen-
sormay triggercontinuouswrongreadingsfrom thesensor. Such
falsepositivesaremostly independentlyandrandomlydistributed
andonly occurat a reasonablylow rate. We call this category of
falsepositives“randomfalsepositives”. In someothersituations,
a large percentageof the sensorsin a WSN becomemuch more
probableto reportfalsepositives,becauseof �a weddesignor un-
expecteddisturbancesimposedon a large percentageof the net-
work. Falsepositives in this category areusuallycorrelated,and
sometimesbursty. For example,whenthesensordriver hasa bug,
or thereis a storm,theentirenetwork mayreportfalsepositivesin
largequantity. Wecall thiscategory “systematicfalsepositives”.

By using a suitableMDOA, the group level classi�cation can
signi�cantly reducerandomfalsepositives, and noticeablymiti-
gatethe effect of systematicfalsepositives. Fig. 17 shows the
resultof a teststudyingthe relationshipbetweenthe MDOA and
thenumberof falsepositive reports.Performedatanoutdoorpark-
ing lot with atestVigilNet systemof 37nodes,thetestinvolvesthe
magnetometerandmotion (PIR) sensordetectinga moving vehi-
cle. Thethresholdsfor themotionsensingalgorithmsaresetto an



extremelylow valuesothattherearefrequentfalsepositives.Also,
on thecurrenthardwareplatform,themagnetometeris sensitive to
LEDs. Hence,we let theLEDsblink at thebeginningof theclassi-
�cation stageso that themagnetometersacquiresomewrongdata
andgeneratefalsepositives.

The testingprocedureis asfollows. First, we start the system,
with MDOA setto 1 (all reportsaredeliveredto thebasemote).At
thispoint,theLED blinksandtheinitial low thresholdtriggersfalse
positiveson themagnetometersandmotionsensors.Werecordthe
numberof reportsin the �rst 32 seconds,andusethem,asa rea-
sonableapproximation,asthenumberof systematicfalsepositives.
We recordthenumberof reportsin thefollowing 3 minutesasthe
numberof randomfalsepositives. Then,we senda middle-sized
carto theWSN�eld, recordthenumberof reportsdeliveredduring
thetrackingprocess(35seconds)asthenumberof effectivereports.
We alsoexaminewhethertheclassi�cationresultis correct.Tests
arerepeatedandstatisticsarecollectedfor variousMDOA settings.

As we canseefrom Fig. 17, whentheMDOA is 1, thereare29
systematicfalsepositives and36 randompositives. Sucha high
falsepositive rateconfusesthe baselevel classi�cationalgorithm
andthesystemreportsfalsetargets.On theotherhand,thesystem
is still ableto trackthereal target– the165effective reportsmake
thesystemsuccessfullydetectandclassifythevehicle.

WhentheMDOA increasespast1, all randomfalsepositivesare
eliminated. And the numberof systematicfalsepositivesreduces
by 85% – from 65 to 10. Meanwhile,the numberof effective re-
portsalsoreducesfrom 165 to 69. But the systemis still ableto
detectandclassifythetargetvehiclecorrectly.

WhenMDOA increasesto 3 or 4, all thesystematicandrandom
falsepositivesareremoved.And we veri�ed that,thoughthenum-
ber of effective reportsis further reduced,the systemdetectsand
classi�es the target correctly. When MDOA is 5, no reportsare
deliveredin thesystem.

In conclusion,adjustingthe MDOA is an importantmethodto
reducethe numberof falsepositives in a WSN, andsigni�cantly
enhanceit' s performance.Meanwhile,a too-highMDOA lowers
thesystem's sensitivity.

5.3 Systemlevel performance
In this subsection,we evaluatetheVigilNet's performanceasa

holistic system.Especially, we measurehow fastthenetwork clas-
si�es targetsandhow accuratelyit computesthetarget's attributes.
Among a numberof attributes,velocity is our major interestand
a goodrepresentative of high-level targetattributesthatcannotbe
accuratelycomputedon individual nodes.Hence,in this section,
the discussionof attribute computationfocuseson velocity. We
deployed andtestedtheVigilNet in anair�eld in theJuly andDe-
cemberof 2004.Unlessotherwisespeci�ed, theperformancedata
in this sectionis collectedfrom testson thesetwo deployments.

The testscenarioinvolvesmoving targetstraveling throughthe
network following a straighttrajectory. A moving targetmaybea
vehicle,a person,or a personcarryinga ferrousobject. The net-
work comprises200ExScalmotes.

Table1 shows statisticscollectedin anoutdoortestsite.Tentar-
getsare tracked in two runs. In this test, the requiredminimum
degreeof aggregationis setto onein thegrouplevel classi�cation
in order to inspectthe basemote's ability to �lter out falseposi-
tives.All the10 targetsaredetectedandcorrectlyclassi�ed. In to-
tal, thenetwork delivers441reportsto thebasemote,which,after
processingthesereports,delivers71 reportsto theexternaldevice.
Interestingly, thenetwork deliversmorereportsin run1 thanin run
2, even thoughtherearemoretargetsin run 2. The reasonis that
thenumberof reportsfrom thenetwork dependsnotonly thenum-

RunNo. Run1 Run2
Duration(s) 271 758
Group-level reports 261 180
Reportsafter�ltering 29 42
Actual targets 4 6
Correctlyclassi�edtargets 4 6
Falsenegatives 0 0
Filteredfalsepositives 5 24

Table 1: Statisticsof classifying10 targetsin two runs
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Figure18: Latenciesfor vehiclesat differ ent speeds

ber of targets,but also the amountof time the targetsstay in the
network, thetypesof thetargets,andthenumberof groupleaders
in thenetwork. In thesetwo runs,thenetwork generatedtotally 29
falsepositive reportsat thenodelevel andthegrouplevel, but all
of themare�ltered outby thebasemote.Hence,from thesystem's
view, thereareno falsepositivesand,sinceall targetsaredetected,
thereareno falsenegatives. Not surprisingly, the network's per-
formanceis betterthan individual nodes. The reasonsis that the
naturalredundancy in a denselydeployednetwork helpreducethe
falsenegative rateat thesystemlevel.

Fig. 18 plots thedetectionlatencies,classi�cationlatenciesand
velocity calculationlatenciesfor vehiclesat variousspeeds.Gen-
erally, thedetectionlatency is lower thantheclassi�cationlatency,
andtheclassi�cationlatency is lower thanthevelocity calculation
latency. This differencere�ects differentamountsof information
requiredfor thedetection,classi�cation,andattributecalculation.
The classi�cation of a target employs a longerhistory of reports
than the detection. The velocity calculationneedsa even longer
history, in order to accomplisha preciselinearly-�t inferenceof
thevelocity. Also, the latenciesreducewhenthespeedincreases.
Thereasonis that,whenthe target is traveling at a low speed,the
time for thetargetto travel pastmultiple nodesdominatesthetotal
latency. When the speedsincrease,the latency remainsat a cer-
tain level. This is because,whenthespeedis high, theprocessing,
queuing,andgroup-level aggregationlatency dominatethetotal la-
tency.

In therunsshown in Fig. 18, all targetsareclassi�ed correctly,
indicating a satisfactory classi�cation capability. Meanwhile, it
is interestingto comparethe calculatedvelocity with the velocity
shown onthevehiclespeedometer. Ourrecordshowsthattherange
of errorbetweenthecalculatedvelocityandtherealvelocityranges
from � 7:5% to +15%.

Themotionof personsandpersonswith ferrousobjectshaveare
similar characteristicsbecausethemoving carriersareof thesame
type – humanbeings. Hence,they show similar latenciesin the
tests. However, their latenciesarelonger thanthosefor vehicles.
Fig. 19 shows the averagedetection,classi�cation and velocity
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Figure20: Detectionlatenciesand traversetime for vehicles

calculationlatenciesfor the two classesof personscombined,and
vehicles.Wenoticedetectionlatency for personscombinedis 77%
longer thanthat for vehicles. This is becausethe personstravels
much slower in the network than vehicles,henceit takes longer
time for personsto hit enoughsensornodesandtriggerenoughde-
tectionandclassi�cationreportsto establishasuf�cient con�dence
level for detectionon thebasemote.

As mentionedin Section1, a surveillanceWSN mustoperatein
a timely manner. Giventhatthedetectionlatenciesfor personsand
someslow vehiclescanapproach10seconds,it is necessaryto ver-
ify thatthelatenciesareall within anacceptablerange.Onedesign
detailin VigilNet is thatthedeploymentensuresthatatargethasto
travel about330 feet (100 meters)to traversethe network. Based
onthiswecancalculatetheminimumamountof timethatit takesa
targetto traversethenetwork,henceforthcalledthe“traversetime”.
Supposea persontravelsat 2–10MPH,it takes22–112secondsto
traversethenetwork. As shown in Fig. 19, thedetectionlatencies
for personsaremuchshorterthanthetraversetime. As for vehicles,
the traversetimesareshorterfor fastervehicles,but the detection
latenciesareusuallyshorter, too. To examinethetimelinessof the
detections,we plot thedetectionlatenciesandthetraversetimesat
differentspeedsin Fig. 20. As we cansee,thedetectionlatencies
aremuchshorterthanthetraversetimesatvariousspeeds.

Fromtheanalysisof performanceat thesensorlevel, thegroup
level, and the baselevel, we canclearly seethe re�ning process
of thedetectionandclassi�cationresults.Thedetectionrateat the
sensorlevel is oftennot perfect.For instance,theacousticsensing
algorithm's detectionrate is about90% at a distanceof 9 meters
(30 feet). However, the redundancy of thenetwork nodesensures
thattheholisticsystemhasahighdetectionrate(low falsenegative
rate). Thegroup-level classi�cationsigni�cantly reducesthe false
positive rateandminimizesthenetwork traf�c. Finally, thebase-
level classi�cationre�nes thedetectionandclassi�cationresultsby
analyzingtrackingreportsfrom multiple groups.In summary, the
evaluationshows that VigilNet accomplishesan excellentperfor-

mancein reliablesensingandclassi�cation,accurateattribute(ve-
locity) computation,resilient operationin realistic environments,
andtimely informationdelivery.

6. METHODOLOGICAL DISCUSSIONS
Webelieve thatthedesign,implementationandevaluationof the

sensingsubsystemandclassi�cationalgorithmsshouldevolvefrom
anadhoc“art” to establishedmethodologies.Thoughour experi-
encewith VigilNet andastudyof severalrecentsurveillanceWSNs
arenotsuf�cient to abstractsuchamethodology, thechallengeswe
faceddorepresentaseriesof commonissuesandthedesignchoices
wemadere�ect thediligent thoughts,carefultrade-offs, andrealis-
tic concernsinvolvedin constructinga realistic,sophisticated,and
evolving system.Hence,weconceivethatit is valuableto shareour
view andconceptiononhow to designadetectionandclassi�cation
system,andbelieve this canhelpcurrentandfutureWSN research
to establisha systematicmethodologyfor designingsuchWSNs.
For this purpose,we abstractsomegeneralguidelinesfor the de-
velopmentof sensingandclassi�cationsystems.Most of themare
not new concepts,but areof critical importanceto the successof
realisticsystems.
� Mechanical design.Thoughprogrammerstraditionallydo not

careaboutthemechanicaldetailsof acomputersystem,design-
ersof a sensornetwork mustpaycarefulattentionto it. For ex-
ample,without a suitableenclosure,the magnetometerwould
suffer degradedperformanceat suddentemperaturechanges.
Generally, theenclosuredesignfor WSN nodesshouldprovide
a suitableoperatingenvironmentto the hardwarecomponents
[8], besidesprotectingthenodehardwarefrom harshenviron-
mentalconditions. Speci�cally, the positioningandwiring of
variouscomponentsshouldavoid interferencefrom eachother
andmaximizesensors'capability.

� Autonomousoperation. It is infeasibleto individually manage
thenetwork nodesin a large-scaleWSN.Hence,eachmustop-
eratein anautonomousmanner. Speci�cally, anodemustiden-
tify, calibrate,andoperateits sensorsautomatically.

� Fault tolerance. For a largesystemto operatefor a long period
of time on a roughterrain,it mustexpecttheunexpected.For
example,strongwind or wild animalsmay disturbthe sensor
nodes,displacethem, or even destroy them. Also, the large
sizeof the network makes faultsa commonphenomenon– if
eachnodehasa 0.001possibility to have a hardware fault, a
network of 200 suchnodeshasa 0.18possibility to containa
faultynode.Thoughit is infeasibleto analyzeandintelligently
handleall possiblesituations,the designof suchWSNsmust,
at minimum,dealwith failuresatvariouslevels.

� Adaptivity. WSNs,especiallywhenthey aredeployedoutdoors,
show a high level of dynamics.Thequality of communication
links, the electriccharacteristicsof sensors,and the topology
of the network, may continuouslychangedueto internaland
externalconditions. Hence,many systemparametersneedto
continuouslyadaptto changesinsideandoutsidethenetwork.

� Redundancyandcollaboration. Theperformanceof a network
of energy-and-cost-effective nodeslargely relies on how the
nodescollaboratewith eachother. Enhancingtheperformance
andcapabilityof individualnodesis important.Many develop-
ers, including the authors,feel it intellectuallyexciting to an-
swerthechallengeof high-qualitysignalprocessingwith low-
endhardwareby novel andprudentarchitecturalandalgorith-
mic designsof individualsensornodes.Meaningfulandimpor-
tantasit is, suchaneffort, if overemphasized,mayprove inef�-
cientor, in somesituations,evenhazardous,in realisticsettings.



For example,anintrinsically dif�cult trade-off is thatthemore
sensitive thesensingalgorithmsare,themorevulnerableto the
changingenvironmentsthey become.As anotherapproach,we
may chooseto make thesensingalgorithmslesssensitive, but
moreresilientto environmentalchanges,andtakeadvantageof
thedensityof thenetwork nodesto enhancetheoverallsensitiv-
ity of thesystem.Also, aswediscussedin Section5.2,a group
of sensornodescancollaboratewith eachotherto reducethe
falsepositive rates.Sucha redundantandcollaborationbased
approachprovesto behighly effective.

7. CONCLUSION
Wediscussedthesensingsubsystemin theVigilNet surveillance

systemanddescribedhow the hierarchicalclassi�cationarchitec-
tureenablesthesystemto conductef�cient informationprocessing,
including detectionandclassi�cation, in a large-scaleWSN. The
hierarchicalarchitecturenaturallydistributessensingandcomputa-
tion tasksatdifferentlevelsof thesystemsothatthesensornetwork
cansupporthigh-qualitysensingandreliableclassi�cationwithout
involving specialhigh-powernodes.With evaluationdatacollected
from �eld testsin physicalenvironments,theevaluationof VigilNet
demonstratesexcellentperformanceon thedetectionrate,classi�-
cationresult,attribute(velocity) computationaccuracy, andtimely
informationdelivery.
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