CS651 - Principles of Cryptography Due on Dec 5, 2007

Homework 5

Instructor: abhi shelat

You may collaborate with other students on the homework but you must submit your own
individually written solution. Please identify your collaborators and any other external
sources you use. Do not submit a problem solution which you cannot explain orally to me.

Problem 1 Encryption and MACs

The following three methods for combining IND-CPA private-key encryption and secure
message authentications codes have appeared in internet standards.

1. Encrypt-and-MACy, j,(m) : Output (Ency, (m), Tagy,(m))
2. MAC-then-Encrypty, x,(m): Output Ency, (m | Tagy,(m))

3. Encrypt-then-MACy, x,(m): Compute ¢ < Ency, (m),t « Tagy,(c), output (c,?)

Here (Gen, Enc, Dec) is an IND-CPA private-key encryption scheme and (G, Tag, Ver) is
a secure message authentication code and ki < Gen(1"™) and ky < G(1"). The decryption
functions are the natural ones and have been omitted.

Assuming only properties guaranteed by the definition of IND-CPA security and secure
MACs, explain whether each proposal is always a CCA2-secure encryption scheme. If not,
present a particular instantiation of the encryption or MAC scheme which satisfies the
stated definitions, but allows an adversary to violate the CCA2 security of the proposal.

Problem 2 Oblivious Transfer

In the honest-but-curious oblivious transfer functionality discussed in class, the sender
has two bits mg and mq, and the receiver has a bit b. At the end of the protocol, the
receiver is able to compute m; (but learn nothing else about m;j_;). Meanwhile, the sender
learns absolutely nothing about the receiver’s choice b.

Imagine that there is a physical device that implements 1-out-of-2 oblivious transfer
for malicious adversaries. Show how to use this physical mechanism to achieve 1-out-of-3
oblivious transfer against malicious adversaries. Hint: you might need to use the 1-out-of-2
device more than once.



