
SUPPORTING SECURITY REQUIREMENTS IN MULTILEVELREAL-TIME DATABASESRasikan David and Sang H. Son Ravi MukkamalaDepartment of Computer Science Department of Computer ScienceUniversity of Virginia Old Dominion UniversityCharlottesville, Virginia 22903 Norfolk,Virginia 23529AbstractDatabase systems for real-time applications mustsatisfy timing constraints associated with transactions,in addition to maintaining data consistency. In addi-tion to real-time requirements, security is usually re-quired in many applications. Multilevel security re-quirements introduce a new dimension to transactionprocessing in real-time database systems. In this pa-per, we argue that due to the con
icting goals of eachrequirement, trade-o�s need to be made between secu-rity and timeliness. We �rst de�ne capacity, a mea-sure of the degree to which security is being satis�edby a system. A secure two-phase locking protocol isthen described and a scheme is proposed to allow par-tial violations of security for improved timeliness. Thecapacity of the resultant covert channel is derived anda feedback control scheme is proposed that does notallow the capacity to exceed a speci�ed upper bound.1 IntroductionDatabase security is concerned with the ability ofa database management system to enforce a securitypolicy governing the disclosure, modi�cation or de-struction of information. Most secure database sys-tems use an access control mechanism based on theBell-LaPadulamodel [2]. This model is stated in termsof subjects and objects. An object is understood tobe a data �le, record or a �eld within a record. Asubject is an active process that requests access toobjects. Every object is assigned a classi�cation andevery subject a clearance. Classi�cations and clear-ances are collectively referred to as security classes(or levels) and they are partially ordered. The Bell-LaPadula model imposes the following restrictions onall data accesses:a) Simple Security Property: A subject is allowedread access to an object only if the former's clear-ance is identical to or higher (in the partial order)than the latter's classi�cation.b) The *-Property: A subject is allowed write accessto an object only if the former's clearance is iden-tical to or lower than the latter's classi�cation.The above two restrictions are intended to ensurethat there is no 
ow of information from objects at

a higher access class to subjects at a lower accessclass. Since the above restrictions are mandatoryand enforced automatically, the system checks secu-rity classes of all reads and writes. Database systemsthat support the Bell-LaPadula properties are calledmultilevel secure database systems (MLS/DBMS).The Bell-LaPadula model prevents direct 
ow ofinformation from a higher access class to a lower ac-cess class, but the conditions are not su�cient to en-sure that security is not violated indirectly throughwhat are known as covert channels [7]. A covert chan-nel allows indirect transfer of information from a sub-ject at a higher access class to a subject at a loweraccess class. In the context of concurrency controlapproaches, a covert channel arises when a resourceor object in the database is shared between subjectswith di�erent access classes. The two subjects can co-operate with each other to transfer information. Animportant measure of the degree to which security iscompromised by a covert channel is measured by itscapacity. This will be explained in greater detail inSection 2.1.A real-time database management system (RT-DBMS) is a transaction processing system wheretransactions have explicit timing constraints. Typi-cally a timing constraint is expressed in the form of adeadline, a certain time in the future by which a trans-action needs to be completed. In a real-time system,transactions must be scheduled and processed in sucha way that they can be completed before their cor-responding deadline expires. Conventional data mod-els and databases are not adequate for time-criticalapplications. They are designed to provide good aver-age performance, while possibly yielding unacceptableworst-case response times. As advances in multilevelsecurity take place, MLS/DBMSs are also required tosupport real-time requirements. As more and more ofsuch systems are in use, one cannot avoid the needfor integrating real-time transaction processing tech-niques into MLS/DBMSs. In [15], the security impacton real-time database systems is studied, but to thebest of our knowledge, no work has been reported ondeveloping DBMSs that are multilevel secure and thatsupport real-time requirements.Concurrency control is used in databases to man-age the concurrent execution of operations by di�erent



subjects on the same data object such that consis-tency is maintained. In multilevel secure databases,there is the additional problem of maintaining consis-tency without introducing covert channels. For a moredetailed description of and a possible solution to theproblem of concurrency control in secure databases,the reader is referred to [3]. In this paper, we concernourselves with concurrency control mechanisms thathave to satisfy both security and real-time require-ments. We advance our claim that con
icts betweenthese two requirements are inherent and hence trade-o�s between them are necessary. Some backgroundinformation on covert channel analysis and correct-ness criteria for secure schedulers is covered in Section2. In Section 3, the problems associated with time-constrained secure concurrency control are studied. InSection 4, the secure two phase locking protocol and2PL-High Priority are discussed. A scheme that al-lows partial violations of security requirements is pro-posed in Section 5, and the capacity of the resultantcovert channel is derived. A feedback control mecha-nism that maintains the capacity of the system at aspeci�ed upper bound is described in Section 6. InSection 7, it is shown that the analysis and controlof the single covert channel considered in Section 5 isenough to bound the capacity of all covert channelsthat could be potentially exploited. An implementa-tion and performance analysis of the feedback controlmechanism is explained in Section 8. Section 9 con-cludes the paper.2 BackgroundSince the basis of our approach is to trade-o� se-curity for real-time requirements, in this section, weshall discuss how the degree to which security is be-ing satis�ed can be measured in terms of the capacityof possible covert channels that can be exploited. Weshall also look at the correctness criteria that must besatis�ed by schedulers that are free from covert chan-nels.2.1 Covert Channels and CapacityThe systematic study of covert channels began with[7]. As an example of a simple covert channel con-sider two processes running on a system that schedulesthem alternately for exactly one or two time quantaeach, the choice being up to the process [9]. Oneprocess (the sender) may send information covertlyto the other (receiver) by encoding successive bits inthe amount of time taken for its execution. If thereceiver had to wait for one quantum before its execu-tion, then it assumes a \0" was sent; if it waits for twoquanta, it assumes a \1" was sent. In the absence ofany other processes, the maximum rate at which in-formation can be transmitted through this channel isone bit per quantum (assuming only 1's are transmit-ted). Assuming that 0's and 1's are transmitted withequal frequency the information rate is 1/((0.5)(1) +(0.5(2)), or 2/3 bits per quanta. The presence of otherprocesses in the system interferes with the transmis-sion and can be viewed as \noise". The presence ofnoise decreases the information rate.Covert channel analysis is just a subset of informa-tion theory, which is concerned with sending signals

from a transmitter to a receiver, with the possibilityof noise degrading the signal �delity. Shannon's pio-neering work [13] gives an upper limit on the rate atwhich messages can be passed through the communi-cation channel based solely on how noise a�ects thetransmission of signals. This upper limit is referred toas the capacity of the channel. Let us now derive amathematical expression for capacity in terms of thenoise in the channel:In popular usage, the term \information" is elusiveto de�ne. However, information has a precise mean-ing to a communication theorist, expressed solely interms of probabilities of source messages and actionsof the channel. A precise measurement of informationis based on various entropy (or uncertainty) measuresassociated with the communication process and infor-mation exchange is de�ned by reduction in entropy.Consider a discrete scalar random variable X,which can be regarded as an output of a discrete mes-sage source. Suppose the variable X can assume oneof K possible outcomes, labeled xi; i = 0; 1; : : :K � 1,with probabilities speci�ed by Pi. The entropy of therandom variable X isH(X) = K�1Xi=0 Pi log 1PiThe entropy measures the \information" or \sur-prise" of the di�erent values of X. For a particularvalue xi the surprise is log(1=Pi); if xi happens withcertainty then its surprise is zero, and if xi never oc-curs its surprise is maximal at in�nity. Note that basetwo logarithm is used so that the units of informationis in bits.Information theory is concerned with how the in-put or transmission entropy changes while it travelsthrough the channel. If the channel is noiseless thenthe amount of information in a transmission shouldbe unchanged. If there is noise in the channel, thenthe �delity of the signal is degraded and the informa-tion sent is diminished. If the channel noise is so greatand all encompassing, then there is no more surprisein seeing any symbol over another. This is mathe-matically modeled by the equivocation or conditionalentropy H(XjY ), where X is the random variable rep-resenting the channel input and Y is the random vari-able representing the channel output. The uncertaintyassociated with X, given that Y = yj is given byH(XjY = yj) = �K�1Xi=0 P (xijyj) logP (xijyj)Conditional entropy can therefore be de�ned as:H(XjY ) = Xj P (yj)H(XjY = yj)= �Xi Xj P (xi; yj) logP (xijyj)



Shannon de�ned information as follows: the (aver-age) mutual information shared between random vari-ables X and Y isI(X;Y ) = H(X) �H(XjY )i.e., the information Y reveals about X is the prioruncertainty in X, less the posterior uncertainty aboutX after Y is speci�ed. From this de�nition, we haveI(X;Y ) = �Xi P (xi) logP (xi) +Xi Xj P (xi; yj) logP (xijyj)= �Xi Xj P (xi; yj) logP (xi) +Xi Xj P (xi; yj) logP (xijyj)= Xi Xj P (xi; yj) log P (xijyj)P (xi)Using the de�nition of conditional probability,I(X;Y ) = Xi Xj P (xi; yj) log P (xi; yj)P (xi)P (yj)When transmitting, the transmitter can do nothingabout the noise, and the receiver is passive and waitsfor symbols to be passed over the channel. However,the transmitter can send di�erent symbols with di�er-ent frequencies; thus there are di�erent distributionsfor X. By changing the frequency of the symbols sent,the transmitter can a�ect the amount of informationsent to the receiver. Cmax is the maximum amount ofinformation, in units of bits per channel usage, thatcan be sent: Cmax = max(I(X;Y ))where the maximum is taken over the di�erent dis-tributions on X.There is a critical di�erence between covert chan-nels and communication channels, though. The goalof a communication channel designer is to maximizecapacity and minimize the in
uence of noise.Whencovert channels exist, the goal of the system designeris exactly the opposite | to try to minimize the ca-pacity, usually by increasing noise. Although the ter-minology is not precise, in this paper | as in most ofthe literature on covert channels | the terms mutualinformation and capacity will be used interchangeably.

2.2 Correctness Criteria for SecureSchedulersCovert channel analysis and removal is the singlemost important issue in multilevel secure concurrencycontrol. The notion of non-interference has been pro-posed [4] as a simple and intuitively satisfying de�ni-tion of what it means for a system to be secure. Theproperty of non-interference states that the output asseen by a subject must be una�ected by the inputs ofanother subject at a higher access class. This meansthat a subject at a lower access class should not be ableto distinguish between the outputs from the system inresponse to an input sequence including actions froma higher level subject and an input sequence in whichall inputs at a higher access class have been removed[6].An extensive analysis of the possible covert chan-nels in a secure concurrency control mechanism andthe necessary and su�cient conditions for a secure,interference-free scheduler are given in [6]. Three ofthese properties are of relevance to the secure twophase locking protocol discussed in this paper. For thefollowing de�nitions, given a schedule s and an accesslevel l, purge(s; l) is the schedule with all actions at alevel > l removed from s.1) Value Security: A scheduler satis�es this prop-erty if values read by a subject are not a�ectedby actions with higher subject classi�cation lev-els. Stated formally, for an input schedule p, theoutput schedule s is said to be value secure ifpurge(s; l) is view equivalent to the output sched-ule produced for purge(p; l).2) Delay Security: This property ensures that thedelay experienced by an action is not a�ectedby the actions of a subject at a higher classi-�cation level. For an input schedule p and anoutput schedule s, a scheduler is delay secure iffor all levels l in p, each of the actions a1 inpurge(p; l) is delayed in the output schedule pro-duced for purge(p; l) if and only if it is delayed inpurge(s; l).3) Recovery Security: A set of transactions is in adeadlock state when every transaction in the setis waiting for an event that can only be causedby another transaction in the set (such as re-lease of a lock). Deadlock is a problem uniqueto locking protocols and is not an issue in times-tamp schedulers and optimistic concurrency con-trol. Even these schedulers, however, can reacha state from which they cannot continue withoutaborting one or more transactions. For simplic-ity, these two conditions are lumped together andcalled as deadlock [6].When a deadlock is detected, some of the actionsin the schedule must be aborted, allowing the othersto proceed. If resolving the deadlock can allow a high-level transaction to modify the values read by a lowlevel transaction or to a�ect the delay a low level trans-action experiences, a covert channel can arise. When



a deadlock occurs, other channels are available for sig-naling in addition to those protected by value securityand delay security. The following condition takes careof these channels:A scheduler is recovery secure for all schedules p if,on the arrival of an action AX for scheduling:1) If a deadlock occurs, resulting in a set of ac-tions D being rolled back, then for all subjectclassi�cation levels l in p, which dominate one ofthose in D, a deadlock also occurs in response tothe schedule purge(p; l) on the arrival of the ac-tion AX , with the actions purge(D; l) being rolledback.2) If no deadlock occurs on the arrival of AX , thenfor all subject classi�cation levels l in p, it doesnot occur on the arrival of AX in the input sched-ule purge(p; l).Recovery security ensures that the occurrence of adeadlock appears the same to a low-level subject, in-dependent of whether higher level actions are in theschedule or not. The actions taken to recover fromdeadlock are also not a�ected by the presence of higherlevel transactions.3 Security and Real Time Require-mentsThe property of non-interference has the unfortu-nate e�ect of degrading performance for transactionsat a higher access class. In a secure environment, atransaction at a higher access class:� cannot cause a transaction at a lower access classto abort. If it is allowed to do so, it is possible thatit can control the number of times a lower leveltransaction is aborted, thereby opening a covertchannel.� cannot con
ict with a transaction at a lower ac-cess class. If such a con
ict does occur, the higherlevel transaction has to be blocked or aborted, notthe low level transaction.� cannot be granted greater priority of executionover a transaction at a lower access class.There have been a number of papers in the real-timedatabases literature that have explored priority basedscheduling approaches with respect to conventionaldatabases [1],[12], [14]. The problem arises when theseapproaches are applied to secure databases, becausecovert channels can be introduced by priority basedscheduling. All existing real-time systems scheduletransactions based on some priority scheme. The pri-ority usually re
ects how close the transaction is tomissing its deadline. Priority-based scheduling of real-time transactions, however, interacts with the prop-erty of non-interference which has to be satis�ed bysecure schedulers [6]. Take the sequence of transac-tions input to a scheduler as shown (the transactionsarrived in the T1; T2; T3; T4 order):

T1 (SECRET) : r(x)T2 (UNCLASSIFIED) : w(x)T3 (UNCLASSIFIED) : w(x)T4 (UNCLASSIFIED) : r(x)Assume that T1, T2, T3 and T4 have priorities 5,7, 10 and 12 respectively and the priority assignmentscheme is such that if priority(T2) > priority(T1),then T2 is more critical and has to be scheduled aheadof T1. In the above example, T2 and T3 are initiallyblocked by T1 when they arrive. When T1 completesexecution, T3 is scheduled ahead of T2, since it has agreater priority than T2 and the transaction executionorder would be T1 T3 T2 T4. However, if the trans-action T1 is removed, the execution order would beT2 T3 T4 because T2 would have been scheduled assoon as it had arrived. The presence of the SECRETtransaction T1 thus changes the value read by the UN-CLASSIFIED transaction T4, which is a violation ofvalue security. Delay security is also violated, sincethe presence of T1 delays both T2 and T3.Therefore, to satisfy the correctness properties dis-cussed in Section 2.2 (to close all covert channels),we see that a very high performance penalty wouldbe paid. In our approach to improving performance,we shall discuss a method to trade-o� capacity of acovert channel with performance (measured in termsof deadline miss percentage).4 Secure Two Phase LockingBefore a discussion and analysis of covert channels,let us study two concurrency control approaches at dif-ferent ends of the spectrum - Secure 2PL, a fully secureprotocol which does not consider transaction prioritieswhile scheduling and 2PL-HP, which has some dead-line cognizance built into it, but is not free from covertchannels.4.1 Secure 2PLBasic two-phase locking does not work for securedatabases because a transaction at a lower access class(say Tl) cannot be blocked due to a con
icting lockheld by a transaction at a higher access class (Th).If Tl were somehow allowed to continue with its ex-ecution in spite of the con
ict, then non-interferencewould be satis�ed. The basic principle behind the se-cure two-phase locking protocol is to try to simulateexecution of Basic 2PL without blocking the lower ac-cess class transactions by higher access class transac-tions.Consider the two transactions in example 1:T1 (SECRET) : r[x] � � � c1T2 (UNCLASSIFIED) : w[x] c2EXAMPLE 1Basic two phase locking would fail because w2[x]would be blocked waiting for T1 to commit and releaseread-lock on x (ru1[x]). In our modi�cation to the twophase locking protocol, T2 is allowed to set a virtuallock vwl2[x], write onto a version of x local to T2 andcontinue with the execution of its next operation, i.e.c2. When T1 commits and releases the lock on x, T2'svirtual write lock is upgraded to a real lock and w2[x]is performed. Until w2[x] is performed, no con
icting



action is allowed to set a lock on x. The sequence ofoperations performed are therefore, rl1[x] r1[x] vwl2[x]vw2[x] c2 � � � c1 ru1[x] wl2[x] w2[x] wu2[x].This modi�cation alone is not enough, as illustratedin Example 2:T1 (SECRET) : r[x] r[y] c1T2 (UNCLASSIFIED) : w[x] w[y] c2EXAMPLE 2The sequence of operations that would be per-formed are rl1[x] r1[x] vwl2[x] vw2[x] wl2[y] w2[y] c2.After these operations, deadlock would occur becauser1[y] waits for w2[y] to release its virtual lock andvw2[x] waits for r1[x] to release its lock. This dead-lock would not have occurred in basic two phase lock-ing. Note that our aim of trying to simulate executionof basic two phase locking is not being achieved. Oncloser inspection, it is obvious that this problem arisesbecause w2[y] is allowed to proceed with its executioneven though w2[x] could only write onto a local ver-sion of x due to the read lock rl1[x] set by T1. Toavoid this problem, for each transaction Ti, two listsare maintained | before(Ti) which is the list of activetransactions that precede Ti in the serialization orderand after(Ti) which is the list of active transactionsthat follow Ti in the serialization order. This idea isadapted from [14], where before cnt and after cnt areused to dynamically adjust the serialization order oftransactions. The following additions are made to thebasic two phase locking protocol:1) When an action pi[x] sets a virtual lock on xbecause of a real lock qlj [x] held by Tj , thenTi and all transactions in after(Ti) are addedto after(Tj), and Tj and all transactions inbefore(Tj) are added to before(Ti).2) When an action wi[x] arrives and �nds that aprevious action wi[y] (for some data item y) hasalready set a virtual write lock vwli[y], then adependent lock dvwli[x] is set with respect tovwli[y].3) When an action pi[x] arrives and �nds that acon
icting virtual or dependent lock vqlj [x] ordvqlj [x] has been set by a transaction Tj whichis in after(Ti), then pi[x] is allowed to set a lockon x and perform pi[x] in spite of the con
ictinglock.4) A dependent virtual lock dvpi[x], dependent onsome action qi[y] is upgraded to a virtual lockwhen vqli[x] is upgraded to a real lock.The maintenance of a serialization order and thepresence of dependent locks are necessary to preventuncontrolled acquisition of virtual locks by transac-tions at lower access classes.For example 2, the sequence of operations thatwould now be performed are rl1[x] r1[x] vwl2[x] vw2[x]dvwl2[y] vw2[y] c2 rl1[y] r1[y] c1 ru1[x] ru1[y] wl2[x]w2[x] wu2[x] wl2[y] w2[y] wu2[y].

4.2 2PL - High PriorityIn 2PL-HP [1], all data con
icts are resolved in fa-vor of the transaction with higher priority. When atransaction requests a lock on an object held by othertransactions in a con
icting mode, if the requester'spriority is higher than that of all lock holders, theholders are restarted and the requester is granted thelock; if the requester's priority is lower, it waits forthe lock holders to release the lock. In addition, anew read lock requester can join a group of read lockholders only if its priority is higher than that of allwaiting write lock operations.A real-time secure concurrency control must pos-sess two characteristics - speed and minimal deadlinemiss percentage. The secure two phase locking pro-tocol [3] was shown to yield best average case perfor-mance among all the secure concurrency control ap-proaches whose performance was evaluated in [16]. Wetherefore use it as a basis for our solution to the prob-lem of real-time secure concurrency control. From ourdiscussion earlier in this paper, it is clear that prior-ity based transaction scheduling is not feasible for afully secure database system. Therefore, for minimiz-ing deadline miss percentage, we take the approachthat partial security violations under certain condi-tions are permissible, if it results in substantial gainin time cognizance.5 Covert Channel Analysis5.1 A Noisy Covert ChannelIn any system where a locking mechanism is usedfor synchronization of concurrently executing transac-tions, whenever a transaction T1 requests a lock on adata item x on which another transaction T2 holds acon
icting lock, there are two possible options:- T1 could be blocked until T2 releases the lock.- T2 could be aborted and the lock granted to T1.The latter option is a \non-secure" option that istaken by 2PL-HP when T1 has a higher priority thanT2. If T1 were at a higher security level than T2, thisoption would be a violation of security. The former op-tion, along with the additional conditions and actionsdescribed in Section 4.1, would be the \secure" optionif T1 were at a lower security level than T2, However,this option does not take into account the priorities ofT1 and T2. In our approach, we try to strike a balancebetween these two options. Consider a Bernoulli ran-dom variable X with parameter q2. Now, whenevera con
ict arises between a lock holding transaction(T2) and a lock requesting transaction (T1), such thatpriority(T1) > priority(T2), T2 is aborted if X = 1.Since P (X = 1) = q2, T2 is aborted with a probabil-ity q2 (the \non-secure" option is taken). If X = 0,then the \secure" option is taken. Note that q2 canbe used to control the extent to which security is sat-is�ed. Lesser the value of q2, greater the extent towhich security is satis�ed and therefore greater themiss percentage.Unfortunately, this approach is not free from covertchannels. Consider two collaborating transactions,



one at security level LOW and the other at securitylevel HIGH, each consisting of just one operation. As-sume that at the start of a time interval of durationt (henceforth referred to as a tick), the LOW transac-tion submits a write on a data item x and shortlythereafter (within the tick), the HIGH transactionsubmits a read on x. Also assume that the trans-actions collaborate to ensure that the HIGH transac-tion has a earlier deadline than the LOW transaction.Now, in the absence of other transactions and if q2were 1, then the LOW transaction would certainly beaborted due to the HIGH transaction. If the HIGHtransaction were not submitted, then the LOW trans-action would commit. Therefore it takes just one tickfor the HIGH transaction to transmit either a \1" (bysubmitting its operation) or a \0" (by not submittingits operation). In this case, the capacity of the channelis 1 bit/tick. There are, however, two factors which in-troduce noise into this channel | �rstly, the presenceof other transactions and secondly, the probability q2of the lock holding transaction being aborted. The�rst factor is modeled by a probability q1, where q1 isthe probability that a transaction T3 with an earlierdeadline than the LOW transaction submits a read ora write on x before the HIGH transaction, i.e., theaborting of the LOW transaction is caused by T3. Inthe next sub-section, we shall derive an equation forcapacity in terms of these two factors.An important assumption has to be stated at thispoint regarding the extent of knowledge that a HIGHuser has. We assume that a HIGH user has infor-mation only about the transactions that it and itscollaborators submit, i.e., all system-maintained in-formation such as current arrival rate of transactions,the deadlines of other transactions in the system, locksheld by other transactions, etc., is at a SUPER-HIGHlevel and inaccessible to HIGH users. This assumptionis not unfair because the concurrency control manageris trusted and therefore, should not leak out informa-tion that could be used by a malicious user. Thisassumption is important because if a malicious HIGHuser has access to system information, it has controlover q1. If it knows which transactions could pos-sibly interfere with its transmission of a \1" to theLOW user, it can then get rid of those transactionsas follows: At the start of a tick, the HIGH user �rst�nds a set of active transactions that have an earlierdeadline than the collaborating LOW level transac-tion and a data item on which each transaction holdsa lock. This can be represented as a set of tuplesf[T1; x1]; [T2; x2]; : : : ; [Tn; xn]g. It then submits trans-actions with a lesser deadline that access each of thesedata items, thereby causing the abortion of all thetransactions in the set. This does not eliminate thee�ect of q1 on the channel, but reduces its value.5.2 Capacity AnalysisLet X be the random variable representing the in-put to the covert channel from the HIGH transaction(in this paper, we shall refer to it as the transmitter)and Y the output random variable corresponding tothe LOW transaction (referred to as the receiver). Let

0x - event that the transmitter sends a 0 (HIGHtransaction not submitted).1x - event that the transmitter sends a 1 (HIGHtransaction submitted).0y - receiver receives a 0 (LOW transaction com-mitted).1y - receiver receives a 1 (LOW transactionaborted).Let P (iyjjx) be the probability of an i being re-ceived given that a j was sent and P (ix; jy) the jointprobability that an i is sent and a j was received.Assume P (0x) = p and P (1x) = 1� p.We have:P (0yj0x) = 1� q1q2P (1yj0x) = q1q2P (0yj1x) = 1� q2P (1yj1x) = q2P (0x; 0y) = p(1� q1q2)P (0x; 1y) = pq1q2P (1x; 0y) = (1� p)(1� q2)P (1x; 1y) = (1� p)q2P (0y) = p(1� q1q2) + (1� p)(1� q2)P (1y) = pq1q2 + (1� p)q2The mutual information of a channel (from Section2.1) is given by:I(X;Y ) = Xi Xj P (xi; yj) log P (xi; yj)P (xi)P (yj)Substituting the derived probabilities and simplify-ing, the capacity can be derived as:I(X;Y ) = p(1� q1q2) log 1� q1q2� +pq1q2 log q1q2� +(1� p)(1� q2) log 1� q2� +(1� p)q2 log q2�where� = p(1� q1q2) + (1� p)(1� q2)� = pq1q2 + (1� p)q2When q2 ! 0 (i.e., the current holder is neveraborted), each of the four terms in I(X;Y ) tend to
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Figure 1: Capacity vs. q1zero, and hence the capacity is zero. This result bearsout the fact that Secure 2PL is free from covert chan-nels, because lower access class transactions are neveraborted by higher access class transactions.When q2 = 1, the capacity of the covert channel isdependent on p and q1 (the noise in the system). Thecapacity is given by:C = pq1 log q1 � p(1� q1) log p�(1� p+ pq1) log(1� p+ pq1)A plot of C vs. q1 for di�erent values of p with q2 =1 (i.e., LOW is always aborted when HIGH arrives) isshown in Figure 1. For low values of q1, the capacity ofthe channel is close to 1, since a low value of q1 signi�eslow interference (or \noise") in the transmission of a\1" from the transmitter to the receiver. However, asq1 increases, \noise "increases and therefore capacitydecreases, approaching zero as q1 approaches 1. Itis also interesting to note that the capacity is highlysensitive to the value of p, with high reaching whenp = 0:5.When q1 = 0 (i.e., no interference from other trans-actions), the capacity of the covert channel is given by:C = (1� p)(1� q2) log(1� q2)� (1� p)q2 log(1� p)�(1� q2 + pq2) log(1 � q2 + pq2)A plot of C vs. q2 for di�erent values of p withq1 = 0 (i.e., no interference from other transactions) isshown in Figure 2. For high values of q2, the behaviorof the scheme approaches that of 2PL-HP, resultingin a maximum capacity of 1. For low values of q2,however, the behavior approaches that of Secure 2PLand the capacity is low. For q2 = 0, the scheme is
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Figure 2: Capacity vs. q2identical to Secure 2PL and the capacity is 0. Asbefore, the capacity is sensitive to the value of p, withhigh values at p = 0:5.A plot of C vs. both q1 and q2 when p = 0:5 isshown in Figure 3. It shows that for any given valueof q1, capacity increases with increasing q2. For anygiven q2, however, capacity decreases with increasingq1. In addition, capacity seems to be highest wheneither q1 = 0 or q2 = 1. The results support ourintuitive understanding of the capacity.6 A Secure Real-Time ConcurrencyControl MechanismTo bound the capacity of a covert channel, thereare two parameters that can be tuned: q1 and q2. q1can be increased by introducing \fake" transactionswhich do not change the state of the database, butwhich access data items randomly. This is not a de-sirable option, since these transactions compete forresources and data items that would otherwise be al-located to normal transactions, thereby degrading theperformance. Therefore, we shall assume that q1 is aparameter that cannot be controlled and it is q2 thathas to be tuned. The value of q1 is available to thesystem at any given time and given the value of q1and the desired capacity, the system can adjust thevalue of q2. q1 depends on two factors | the arrivalrate of transactions and the duration of a tick (the pe-riod of time to transmit a bit covertly to the low-leveluser). The two transactions involved in the covertchannel can collaborate to reduce the duration of atick, thereby reducing q1. However, there is a certainlower bound, below which the duration cannot be re-duced. This is because there are three steps involvedin the transmission of a bit:
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Figure 3: Capacity vs. q1 and q2- at the start of a tick, the LOW transaction sub-mits its write operation.- if the HIGH user wishes to transmit a \1", it sub-mits its read operation.- the system has to send a \TRANSACTIONABORTED" message to the LOW user.- at the start of a tick, the LOW transaction sub-mits its write operation.- if the HIGH user wishes to transmit a \1", it sub-mits its read operation.- the system has to send a \TRANSACTIONABORTED" message to the LOW user.For the covert channel to be e�ective, the durationof a tick cannot be lower than the overhead involvedin performing these three operations in the worst case.The probability q1 depends on both the arrival rate oftransactions as well as the duration of a tick. For afairly accurate calculation of q1, a queueing model ofthe system is required and is beyond the scope of thispaper.There are two requirements on a secure real-timeconcurrency control mechanism | a security require-ment, expressed as an upper bound on capacity anda real-time requirement, expressed as an upper boundon miss percentage. Given a capacity and a value forq1, q2 can be calculated from the equation derived forcapacity in the previous section. It is very di�cultto derive a closed form solution for q2 in terms of q1and C, but a simple iterative solution for q2 can beobtained easily using the Newton-Raphson method.There is no direct mathematical relationship between

the deadline miss percentage and q1 and q2. How-ever, the performance results discussed in [16] indi-cate that with increasing arrival rate (and thereforeq1), the deadline miss percentage increases slowly butsteadily up to a certain point, after which the systembecomes unstable. Similarly, with increasing q2 (from0 to 1), the deadline miss percentage �rst increases(up to a value of q2 = 0:3 � 0:4) and then decreasescontinuously until q2 = 1.Our approach to a real-time secure concurrencycontrol mechanism uses a feedback control mechanismto ensure that the capacity at any given time does notexceed the upper bound speci�ed. The approach isdescribed by the following pseudo-code:1) Input desired deadline miss percentage (DDMP)and capacity (C)2) Calculate q2, given C and current q13) Observe resulting deadline miss percentage(DMP)4) If (DMP� DDMP)report back to database administrator (DBA);DBA readjusts DDMP and(or) C;go to step 2;5) Else If ((DDMP - DMP) > THRESHOLD)decrease q2 to 0; /* reduce capacity to 0 */go to step 3;6) Else/*(DDMP - DMP) � THRESHOLD */go to step 2;This approach provides guarantees only on the ca-pacity of the resulting channel, not on the deadlinemiss percentage. If the miss percentage increasesabove the desired miss percentage speci�ed, there isnothing that the system can do. The only thing thatcan be done is to raise an ERROR condition as instep 4. The DBA can then either increase the upperbound on capacity, thereby increasing q2 and in turndecreasing the miss percentage, or can relax the misspercentage requirement and increase the value of thedesired miss percentage.If the deadline miss percentage requirement is beingcomfortably met by the system, then a drop in misspercentage can be a�orded. This is what is done instep 5, where the covert channel is e�ectively closedby setting q2 to 0. When the miss percentage againincreases and approaches the desired miss percentagevalue, normal operation is resumed and the value ofq2 is calculated from C and the current value of q1.7 DiscussionThe capacity of a covert channel varies inverselywith the degree of randomness in the system. In thescheme that we have discussed, there is not much ran-domness, since we strive to maintain the capacity ata speci�ed value. One can therefore argue that sincethe capacity is maintained more or less constant, amalicious subject can utilize this channel | albeit at



a much lower �delity | to still transmit information.A certain degree of randomness can be introduced bythe following procedure: the value of q2 is calculatedfrom the desired value of C and the current value ofq1. Instead of using the value of q2 thus calculated,the value of q2 is sampled from a uniform distribu-tion between [q2 � �; q2 + �]. The greater the value of�, the greater the uncertainty in the resulting valueof C. This might mean that sometimes the capacitymight increase beyond the upper bound speci�ed, butdue to the uncertainty it is very di�cult for a user toexploit this channel.All the capacity derivations/methods to control ca-pacity explained in this paper have been for the typeof the covert channel discussed in Section 5.1. Arethere other covert channels that malicious users canexploit and whose capacity would not be controlledby the feedback monitoring method explained earlierin the previous section? Let us investigate this issuefurther. From the correctness criteria for secure sched-ulers, covert channels can be broadly classi�ed intothree categories | those that communicate informa-tion through a violation of delay security, those thatviolate recovery security and those that violate valuesecurity. In [3], it is proved that Secure 2PL satis�esdelay security. Our real-time secure concurrency con-trol mechanism explained in Section 6 is based on theSecure 2PL protocol. The approach di�ers from Se-cure 2PL only when there is a con
ict between a lockholding transaction T1 and a lock requesting transac-tion T2 and priority(T2) > priority(T1). In this case,T1 is aborted and T2 granted the lock, i.e., no transac-tion is being blocked. Therefore, delay security is notviolated at any point. The covert channel studied inSection 5.1 is a canonical example of a channel thatexploits a violation of recovery security. There mightbe other, more complicated channels that could in-volve more than two transactions, but the parameterson which their capacity would be dependent on wouldbe a superset of q1 and q2. A covert channel involvingfour collaborating transactions | one at HIGH andthe rest at LOW | that exploits a violation in valuesecurity can work as follows:� At the start of a tick, a LOW transaction T1 sub-mits a write on a data item x (w1[x]).� A second LOW transaction T2 then submits awrite on x (w2[x]).� If the HIGH transaction T3 wants to trans-mit a \1," it submits a read on x, such thatdeadline(T1) < deadline(T3) < deadline(T2). Asa result, T2 is aborted.� The \receiving" LOW transaction T4 then sub-mits a read on x. If it reads the value written byT1, then a \1"is received and if it reads the valuewritten by T2, a \0" is received.This covert channel too is dependent on two factors| the probability q1 that a transaction T4 would causethe aborting of T2 before T3 arrives and a probabilityq2 that T2 would actually be aborted when T3 submits

its operation. In addition, there is also the possibilitythat T1 could be aborted before T4 submits its read,introducing an additional \noise" factor. As a result,the capacity of this channel would actually be less thanthat of the simple channel studied in Section 5.1.Summarizing, we �nd that simpler the covert chan-nel, the lesser the number of factors that the capacityof the channel is dependent on and therefore greaterits capacity. The covert channel studied in Section 5.1is the simplest possible channel that can be exploited,given the correctness properties that are violated andtherefore bounding its capacity is enough to boundthe capacity of more complicated covert channels thatcould be exploited.8 Performance EvaluationIn this section, we present the results of our per-formance study of the feedback control mechanism fora range of transaction arrival rates. The goal of theanalysis is to show the variation in miss percentage forvarying capacity of the covert channel.8.1 Simulation ModelCentral to the simulation model is a single-site diskresident database system operating on shared-memorymultiprocessors [8]. The system consists of a disk-based database and a main memory cache. The unitof database granularity is the page. When a transac-tion needs to perform an operation on a data item itaccesses a page. If the page is not found in the cache,it is read from disk. CPU or disk access is throughan M/M/k queueing system, consisting of a singlequeue with k servers (where k is the number of disksor CPUs). The amounts of CPU and disk I/O timesare speci�ed as model parameters in Table 1. Since weare concerned only with providing security at the con-currency control level, the issue of providing securityat the operating system or resource scheduling layeris not considered in this paper. That is the reasonwhy we do not consider a secure CPU/disk schedul-ing approach. Our assumption is that the lower layersprovide the higher concurrency control layer with afair resource scheduling policy.The feedback approach is implemented as a layerover Secure 2PL. In the model, the execution of atransaction consists of multiple instances of alternat-ing data access requests and data operation steps,until all the data operations in it complete or it isaborted. When a transaction makes a data request,i.e., lock request on a data object, the request mustgo through concurrency control to obtain a lock onthe data object. If the transaction's priority is greaterthan all of the lock holders, and its lock request con-
icts with that of the holders, then the holders areaborted and the transaction is granted a lock with aprobability q2 else the steps taken by the Secure 2PLprotocol are followed; if the transaction's priority islower, it waits for the lock holders to release the lock[1]. The probability q2 depends on the factors capacity(C) and q1. C is available directly, but q1 is calculatedbased on the arrival rate of transactions, the proba-bility of contention, and their deadlines. The analysisis based on preemptive priority queueing policy withrestart. (The details are omitted for brevity.)



Parameter Base ValueDBSize 350NumCPUs 2NumDisks 4CPUTime 15 msecDiskTime 25 msecBufProb 0.5NumSecLevels 6Table 1: System Resource ParametersIf the request for a lock is granted, the transactionproceeds to perform the data operation, which con-sists of a possible disk access (if the data item is notpresent in the cache) followed by CPU computation.However, if only a virtual or dependent lock is granted,the transaction only does CPU computation, since theoperation should only be performed on a local version.If the request for the lock is denied (the transaction isblocked), the transaction is placed into the data queue.When the waiting transaction is granted a lock, onlythen can it perform its data operation. Also, whena virtual lock for an operation is upgraded to a reallock, the data operation requires disk access and CPUcomputation. At any stage, if a deadlock is detected,the transaction to be aborted to break the deadlockis determined, aborted and restarted. When all theoperations in a transaction are completed, the trans-action commits. Even if a transaction misses its dead-line, it is allowed to execute until all its actions arecompleted.8.2 Parameters and Performance MetricsTable 1 gives the names and meanings of the param-eters that control system resources. The parameters,CPUTime and DiskTime capture the CPU and diskprocessing times per data page. Our simulation sys-tem does not explicitly account for the time neededfor data operation scheduling. We assume that thesecosts are included in CPUTime on a per data objectbasis. The use of a database cache is simulated usingprobability. When a transaction attempts to read adata page, the system determines whether the page isin cache or disk using the probability BufProb. If thepage is determined to be in cache, the transaction cancontinue processing without disk access. Otherwisedisk access is needed.Table 2 summarizes the key parameters that char-acterize system workload and transactions. Transac-tions arrive in a Poisson stream, i.e., their inter-arrivalrates are exponentially distributed. The ArriRate pa-rameter speci�es the mean rate of transaction arrivals.The number of data objects accessed by a transac-tion is determined by a normal distribution with meanTranSize, and the actual data objects to be accessedare determined uniformly from the database.The assignment of deadlines to transactions is con-trolled by the parameters MinSlack and MaxSlack,which set a lower and upper bound, respectively, ona transaction's slack time. We use the formula for

Parameter Base ValueArriRate -TransSize 6RestartDelay 1 msecMinSlack 2MaxSlack 8Table 2: Workload Parametersdeadline-assignment to a transaction.Deadline = AT +Uniform(MinSlack;MaxSlack) �ETAT and ET denote the arrival time and executiontime, respectively. The execution time of a transactionused in this formula is not an actual execution time,but a time estimated using the values of parametersTranSize, CPUTime and DiskTime. The priorities oftransactions are decided by the Earliest Deadline Firstpolicy.The performance metric used is miss percentage,which is the ratio of the number of transactions that donot meet their deadline to the total number of trans-actions committed.8.3 Experimental ResultsAn event-based simulation framework was writtenin `C'. For each experiment, we ran the simulationwith the same parameters for 6 di�erent random num-ber seeds. Each simulation run was continued until200 transactions at each access class were commit-ted. For each run, the statistics gathered during the�rst few seconds were discarded in order to let thesystem stabilize after an initial transient condition.For each experiment the required performance mea-sure was measured over a wide range of workload. Allthe data reported in this paper have 90% con�denceintervals, whose endpoints are within 10% of the pointestimate.In the experiment, the miss percentages for thefeedback approach are measured for two di�erent ar-rival rates. The resulting graph is shown in Figure 4.Since we are considering a real-time database system,we restrict attention to the portion of the graph wheremiss percentages are less than 10%. The performanceafter the saturation point is not an issue. At low ar-rival rates, the dependence of miss percentage on thecapacity is minimal. This is because very few trans-actions miss their deadline even at low capacities andincreasing the capacity does not appreciably decreasethe number of transactions that miss their deadline.Note that one does not see a progressive decrease inmiss percentage from C = 0 to C = 1. The misspercentage increases from C = 0 to C = 0:16, butsubsequently decreases up to C = 1. This is becauseat lower values of C, the number of actions sched-uled according to priority is very low (since q2 is low).However, since the system is not fully secure, sometransactions are being aborted, when security needs
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Figure 4: Miss percentage vs. Capacity (C)to be violated. The problem is that the former factordoes not o�set the latter factor, resulting in increasedmiss percentage. As C increases, the former factor in-creases, resulting in more transactions meeting theirdeadline.9 ConclusionIn this paper, we have explored a possible directionfor research in scheduling transactions to meet theirtiming constraints in a secure database. A possibleway in which security could be partially compromisedfor improvedmiss percentage was explained and an ex-pression for the capacity of the resultant covert chan-nel derived. A feedback control system was then de-veloped, which ensured that the capacity of the covertchannel did not exceed a desired upper bound. Al-though no guarantees can be provided by the systemon the deadline miss percentage, a facility is providedfor renegotiating on the desired deadline miss percent-age and the desired capacity when the desired misspercentage is exceeded.There are a number of issues for future work. Inthe derivation of the capacity of the covert channel,we have concentrated mainly on the dependence ofcapacity on parameter q2. The dependence of capac-ity on the presence of other transactions in the sys-tem was conveniently abstracted away into a singleparameter q1. Although an approximate method forthe estimation of q1 was used in the performance anal-ysis, a precise calculation of q1 has not been consid-ered. A formal queueing model of the system, basedon the arrival rate of transactions, a calculation of lockcon
ict probabilities, blocking time, etc., is importantnot only for determining q1, but could also help inestablishing a probabilistic relationship between misspercentage and q1 and q2. This could eliminate theneed for raising an ERROR condition when the desired
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