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Chapter 1

Intr oduction

The dramaticexplosionof the Internetas an information sourcehasslowly but
surelyalteredthe notionof the Internetfrom thatof a datacommunicationnfras-
tructureto a Global Information DisseminationService The World Wide Web
is the dominantinterfaceto this informationservicetoday The continuallyin-
creasingamountof contentwould meanescalatingclient accesdatenciesasthe
network infrastructuregetsmoreandmorecongestedHowever, thesdateng im-
pedimentsare alleviated by the key notion of web proxy caching. Web caching
is currentlythe key performancecceleratom thewebinfrastructure Clientper
ceived performancef Internetinformationaccessiependdargely on how close
theinformationis to the client. We areaimingto provide to theclientanabstrac-
tion of aninfinite bandwidthinternetwhereeverythingis only asinglehop away.
Currentlythis abstractions partially satisfiedby a hordeof proxy cachingagents
like Squidwhich provide this abstractionbut, only for staticcontent.

However, an increasingfraction of the traffic on the web today is dynami-
cally generatedhs mary web sitesevolve to provide sophisticatede-commerce
andpersonalizedservices. Suchdynamicallygeneratedcontentis uncacheable
usingpresenttaticapproachesTherehasbeenconsiderablenterestin caching
dynamiccontentrecently[1, 2, 3, 4,5, 6]. Onepossiblesolutionto this problemis
to cachepn proxies theresultwebpagegeneratedthy executingthecontentgen-
eratingscriptson the seneritself. As comparedo just servingstaticwebpages,
the overheadof scriptexecutionon the sener is comparatrely a very costly op-
eration. This solution,thereforedoesnot aid in reducingsener load, andis not
very scalable. We are thereforeproposingan architecturewhich transparently
migratesthe needfor computingpower from the origin contentserves to cache



proxiesnearesto the clients. This architectureprovidesthe benefitsof a great
dealof scalability in additionto aidingin the abstractiorof the single-hopinter-
net,therebyimproving client-obseredaccesdatencies.

In this paperwe proposea guarantee-baseaxbntent-distrilmtion service com-
posedof an array of trusted“active caches” which transparentlyeplicateweb
contenbndemandWe dothisby transparentlyeplicating executingandcaching
sener scriptswhich generatelynamiccontent,on our active caches. Our active
cadesalsocachestaticallygenerated¢tontentasregular cacheslo. We propose
aschemavhich allows contentgeneratorso subscribgo our content-distrilition
serviceandtherebybenefitfrom the reducedatencies)ower load andimproved
scalability Our servicebehaesasaload-balancefor thecontentgeneratingveb
seners,sincetheonly requestshatarefilteredthroughto themare’preliminary’
pageaccesseand meta-requesttd maintainthe dataconsisteng. Clientsalso
obsere animprovementin accesdatenciessincethe pageis senedto the client
from a nearelocationontheInternet.

An assumptiomnderlyingour contributionis thatouractivecadesaretrusted
by thewebsenerswhich subscribeéo our service.Therefore currentlywe do not
incorporateary securitymechanismso authenticatehe scriptsthat we execute
locally on our activecaches We alsoassumecooperatiorfrom the subscribing
seners,thatallows usto make modificationgo themandtheir content-generating
scripts.We alsoneedthatthe scriptsconformto our API while readingandwrit-
ing data.Our approactbasicallydynamicallyandtransparentlyeplicatesscripts
from the origin seners, hereaftercalled contentserves onto our active cache
Sincescriptsarereplicatedondemandsubscriberso ourserviceareonly chaged
for scriptsthatareactuallyreplicated Any datathatthe scriptneedss alsotrans-
parentlymovedoverto theactive cache.Thereplicatedscriptis thenexecutedon
theactivecadhe andtheresultsarecached Any furtherrequestsor theresultsof
the script (with the sameinput) areimmediatelyreturnedfrom the active cache
Requestgor the samescript, but with differentinputs,causethe scriptto bere-
executedandtheresultsof this executionto be cachedor futurerequeststhereby
reducingclient-accessimes. Sincewe replicateandcachethe dataon which the
dynamiccontent-generatingcriptsoperate pur approachs mostappropriatgor
datawhich doesnot changeextremelyfrequently or for applicationswhich can
toleratea boundedamountof inconsisteng in data.

Therestof this reportis organizedasfollows. Section2 describesherelated
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work in this area. Section3 describeghe “active caching” architectureandits
variouscomponents.Section4 providesthe implementatiordetails. Section5
concludeghereportanddiscussesvenuedor futurework.



Chapter 2
RelatedWork

The issueof scalableon-demandstatic contentreplicationand distribution has
beenaddresseth numerougpaperd7, 8, 9, 10, 11]. In comparisonyelatedre-
searchis relatively scarcewhen dealingwith dynamicweb content. However,
recentlytherehasbeenconsiderablénterestin attemptingto cachedynamiccon-
tentto improve the scalabilityandavailability of web-basednhformationservices
[1,2,3,4,5, 6] Themethodproposedttempto reducetheworkloadof dynamic
contentgeneratingveb senersby cachingthe generated¢ontenton a distributed
setof reverse-proxiesituatedustbeforethewebseners[2, 3, 6, 12,13]. Specifi-
cally, Smithetal. [2] proposed solutionfor cooperatre cachingof dynamicweb
contenton distributedwebserves. Clusteredhodescollaboratewith eachother
to cacheandmaintainresultconsisteng usinga Time-To-Live protocol. lyengar
etal. [3, 6] proposedh schemean which senersexport an API thatallows indi-
vidual applicationgo explicitly cacheandinvalidateapplication-specificontent.
They achiezedsignificantperformancémprovemenin websenershaving ahigh
proportionof dynamicallygeneratedvebcontent.However, theseapproacheare
limited to webserves. As aresult,the userperceved lateny improvementand
backboneraffic reductioncanberelatively limited ascomparedo proxy caching,
which cacheslynamiccontentneartheclients.

Caoetal. [1] proposedan Active Cache which cachesdynamiccontentat a
proxy. Their solutionis to attacha pieceof Java code,calleda cacheapplet with
eachdynamicdocument. The cacheappletis executedon the proxy wheneer
a requestfor a cacheddocumentis receved. It providesthe requestedervice
without contactingthe original contentsener. This approachs very flexible and
canbeusedto maintainconsisteng in anapplication-specifimannewhile atthe
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sametime allowing dynamicupdatego the existing documents.However, this
flexibility is achieved with a high computationakost. It requiresstartingup a
new JavaprocesgVM or compiledcode)for everyrequesin orderto executethe
applet.Also, it is requiredto createandmaintaina pattern-matchingetwork for
eachcache-appletio keeptrackof resultequivalence.

As regardstheissueof consisteng managemeng lot of work hasbeendone
in the caseof staticwebcontentasis evidentfrom thewidely acceptedime-To-
Live (TTL) approachin therecentpast,a considerabl@mountof work hasalso
beendonein managingconsisteng of dynamicallychangingnformationonweb
serves |2, 3,6, 12 13]. Onawebsener, strongconsisteny is feasiblesincethe
updatesandthe datadependengcareavailablelocally, whichis notthe casein a
proxy sener. Our approachaddressethis issueby tradingoff consisteng in a
boundedmanneifor improvedresponsdime (dueto proxy caching).



Chapter 3

An Active Web Caching
Ar chitecture

In this sectionwe presentour novel scalablearchitecturefor guaranteebased
on-demandeplicationof dynamicallychangingweb contentsuchastraffic data,
stock quotes,industrial processstateetc. Our architectures designedo build

uponthe existing web infrastructureanddoesnot needarny componentshatare
notalreadyin useontheweh

Dynamiccontentis normally generatedby scriptswhich executeon the con-
tentseners. In our approachscriptsarereplicatedon-demananto a setof “ac-
tive caches” andexecutedhere.Theseactivecadestransparentlyeplicateboth
static and dynamiccontent(also called active contenton demandas shavn in
Fig. 3.1. Currentweb proxy cachescanonly replicatestaticweb contentwhile
volatile, dynamiccontentis deemedincacheableWe augmenthe currentstatic
cachinginfrastructurewith our activecaches We designedur active cachedo
becompatiblewith currentcachingproxies.Only minor modificationsareneeded
in existing proxy configuratiorfiles to interfaceto our novel service.

Theactive cachedake careof theresponsibilityof replicatingthe scriptsand
theirdataonthecacheandmaintainingdataconsisteng with thecontentseners.
Eachactive cachecan communicatewith the other cacheswith the client and
with therestof the Internet.Eachactivecadeis composeaf two primarycom-
ponentsa standardtaticweb proxy cacheandanactiveserver asshovnin Fig.
3.2. Theproxycadehandleghejob of cachingstaticcontentandis alreadya part
of theexistingwebinfrastructurewhile theactiveserveris anev componenthat
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handlesthe job of executingone or moretypesof relateddynamiccontent,e.g.
cgi, fast-cgi,ASR etc. Hence eachactivecade canhave multiple activeserves
to handledifferenttypesof dynamiccontentsuchascgi, ASPetc.

We have useda modified versionof the freely available Squid proxy cache
[14] asour proxy cache componenandthe Apachewebsener [15] asour active
server Both SquidandApachearelargely usedin the web infrastructuretoday
Clientscontactthe Squidcachecomponentvith contentrequestslf therequests
arefor staticcontent,Squiddirectly contactghe contentserver retrievesthe re-
sults,andcacheghemfor future accessesHowever, if the requestsarefor dy-
namiccontent,Squidusegdts redirectorcomponento redirectthemto theApache
activeservercomponentwhichthenexecuteghescriptto generateherequested
content!. Sinceboththe proxyandactiveservercomponentsreeitherrunning
on the samephysicalmachineor on machineson a local network, the overhead
involvedis far lessthangoingoverthelnternetbackboneo the contentserver In
addition,Squidalsotemporarilycacheghe resultsof the executionof the script.
Hencerequestsn theimmediatefuture for the samepublishedvaluesaresened
from theSquidcach€(if they arestill valid), therebyreducingtheclient-percered
lateng.

Theothermaincomponentsf thearchitectureasshovnin Fig. 3.2areaURL
rewriting engine the Consistencylanager moduleanda scriptcacdhe TheURL
rewriting enginehandleghejob of fetchingscriptsfrom thecontentsener, if they
arenot locally available. The script cachecacheghesescriptsuntil they areno
longervalid. The Consisteng managermplementghe consisteng management
algorithm. The activeserveris only visible to the active cache andis not acces-
sible to the outsideworld. Henceit recevesonly thoserequestghat have been
forwardedto it by the Squidproxy cache.TheConsistencyManager component
maintainsconsistenyg by periodicallycheckingthe statusof the dataon the con-
tentserverandfetchingit if it hasbeenmodified.

The contentserveralsorequiresa few modificationsn orderto recognizee-
guestsfrom active caches.Uponreceving a requestfor a scriptfrom an actve
cache,its dynamiccontentmoduleforwardsthe scriptandits datato the active
cache,nsteadof executingit locally. Whentherequestedcriptis receved, the
active cacheexecutest locally (in the ScriptExecutionModule andalsocaches

1Thescriptmaybefetchedfrom the contentserver if it is not availablelocally
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it in its scriptcache In orderfor the scriptsto interactwith our systemwe require
themto adhereto our “Active Script API”, implementedoy the “Active Script
Library”.

Whena scriptis fetchedfor thefirst time it is registeredwith the Consistency
Manager sothatits datacanbefetchedperiodically Futurerequestgor thatscript
causeheactiveserverto checkwith the Consistencyanager to seef ary of the
datathatthescriptdependenhasbeemmodified.In thatcaseheScriptExecution
Modulere-executeshe scriptandreturnsthe new results,elseit just returnsthe
cachedesults.
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Chapter 4

Implementation

In this sectionwe discusgheimplementatiordetailsof our architectureandpro-
tocol. The systemconsistsof two main components:the proxy cache andthe
activeserverasseenin Fig. 3.2. It alsorequiressomemodificationsto the con-
tentserver We choseto usethefreely available Squidproxy cache(version2.3)
[14] astheproxycachecomponenandthe Apachewebsener (versionl.3.9)[15]
astheactiveservercomponentSectionst.1,4.2and4.3 describegheimplemen-
tation detailsof the proxy cadhe active serverand contentserverrespectrely.
Finally Sectiond4.4 describeshe ActiveScriptAPI in detail.

4.1 Squid Proxy Cache

TheSquidproxy cacheperformsthetaskof channelingall request$or active con-
tentto the activeserver It doesthis by selectvely rewriting the client requested
URLsto pointto theactiveserverinsteadof theoriginal contentserver Thistask
is performedby its redirectorcomponentRequests$or staticcontentarenotredi-
rectedandaredirectly forwardedto therequestedontentserver For example,if
theoriginal requestvasto:

http://lwww.xyz.com/cgi-bin/hel lo.c gi
andtheactiveserverwasat:

http://asl.cs.virginia.edu:808 o/
thentherequestvould beredirectedo:

http://asl.cs.virginia.edu:808 O/cg i-bin  /hel lo.cg i
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4.1.1 Redirector module

We usetheredirectioncapabilitiesavailablein Squidfor theredirectorcomponent.
Squid hasa very useful featurethat allows a third-party redirectorto be used.
Hence,we usedatool availableunderthe GNU GeneralPublic License;JESed
versionl.2[16], asourredirector We choseJESed for this purposepver other
more popularredirectorssuchas Squirm[17], sinceit is about2-3 timesfaster
andis highly configurable.Squidis configuredio useJESed asits redirectorby
addingthefollowing linesto Squids configuratiorfile:

redirect_program <path>/jesred
redirect_children 10
redirect_rewrites_host_header off

In thelist above, the secondptiondictateshow mary externalredirectorpro-
cessesanberunin parallelto handletheredirectionrequestslf toofew redirec-
torsarestarted,Squidwill have to wait for themto processa backlogof URLSs,
therebyslowing it down. In contrastjf too mary of themarestartedthey useup
RAM andothersystemresourcesByYy default, Squidrewritesary HTTP “Host:*
headersn redirectedequestso pointto thenew hostto whichthe URL hasbeen
redirectedi.e. for exampleif anHTTP request:

GET http://www.xyz.com/cgi-bin/hel lo.cg i HTTP1.1
Host:  www.xyz.com

getsredirectedo http://asl.cs.viginia.edu:8080/cgi-bin/hello.cghenby default
theHTTP requestvould changeo :

GET http://asl.cs.virginia.edu:808 O/cgi -bin /
hello.cgi HTTP1.1
Host: asl.cs.virginia.edu:8080

However, we turn this option off, (line 3 above) becauseve would like to
rememberthe nameof the hostfor whom the requestwas originally meant,to
eventuallyforward the requesto that host. Thereforethe HTTP requesitn our
configurationwould be:

GET http://asl.cs.virginia.edu:808 O/cgi -bin /
hello.cgi HTTP1.1
Host:  www.xyz.com
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The configurationof JESed hastwo parts;configuringthe AccessControl List
and configuringthe RedirectorRules. The AccessControl List controlsthe IP
addresseom which JESedwill acceptequestslt is configuredo bethesame
asthosethatSquidacceptsTheredirectionrulesspecifyhow theacceptedJRLs
areto be redirected. As part of JESeds Redirectionrules, it is configuredto
ignoreURL sthatendin .html, .htm,.shtml,.java, .jpg etc. Henceall requestdor
staticcontentarenot redirectedoy JESed, andare handledby Squidjust like it
handlesary staticcontent.In contrastlURLswhichcontainstringslik e “cgi-bin”,
“.asp” etc. areredirectecby JESedto theactiveserver Thisis doneby adding
arule, similarto theonegivenhere:

regex “http://["\]*/cgi-bin/(.*$) http://asl.cs.
virginia.edu/cgi-bin/\1 /cgi-bin/

This rule essentiallyrewrites URLSs that containthe string “cgi-bin” in them
to be sentto “asl.cs.viginia.edu”, whichis the URL for the activeserver More
extensve detailson the syntaxcanbefoundin thejesred documentatiofil 6] and
in AppendixA.

4.1.2 Squidfile cache

Whenthe Squidproxycaterecevesarequestor dynamiccontentjt first checks
to seeif it alreadyhasa cachedversionof thatcontent. After performingchecks
to determingf thecachedcontents still valid, it eitherreturnsthecachedage or
redirectgherequesto theappropriateactiveserverto obtainthe mostup-to-date
versionof thatcontentandcachest in its file cache.

4.2 Active Server

Whenan active serverrecevesa redirectedrequest,t first checksto seeif the
scriptthathasbeenrequesteds alreadycachedocally in its scriptcadhe If so,it
executeghescriptwith thecurrentinputsandreturngheresultsto theSquidproxy
cade In case,a cachedversionof the scriptis not availablelocally, the active
serverinitiatesa URL rewrite operationwhich is handledby the URL rewriter
module.
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4.2.1 URL rewriter module

TheURL rewriter modulehandleghejob of rewriting the (redirected)JURLs that
theactiveserverrecevesto fetchthe scriptfrom the original contentsener. The
addressof the contentsener is specifiedin the HTTP “Host:.” headeras elu-
cidatedin section4.1.1. We have usedthe functionality provided by Apaches
“mod_rewrite” moduleto performthe URL rewriting. A samplerewrite-rulethat
canbeusedis givenbelow:

RewriteRule  “/cgi-bin/(.*$)
http://%{HTTP_HOST}/cgi-bin/$1 [P]

This rule stateshatall URLs which aremeantto be sened from the cgi-bin
directory are to be rewritten to be sened from the samedirectory but on the
hostspecifiedby theHTTP_.HOST ervironmentvariable.Sincewe wish to cache
the scriptthatis returnedwe force this requesto be a proxy requesiindicated
by [P]). This proxy requestis handledby Apaches “mod_proxy” module. For
example,if arequesimeantfor:

http://lwww.xyz.com/cgi-bin/hel lo.c gi
wasredirectedo theactiveserverat:
http://asl.cs.virginia.edu:808 o/

thenthe activeserveron determiningthatthe URL wasfor a scripthello.cgi
whichis not cachedocally, rewritesthe URL againto:

http://lwww.xyz.com/cgi-bin/hel lo.c gi

andcacheghe returnedresults. More extensve detailson the syntaxcanbe
foundin AppendixB.

4.2.2 Script Execution Module

After a script hasbeenretrieved from the contentserverand cachedocally in

the script cadcheit is executedby the activeserver The script could potentially
needsomedatafor executionandthis datahasto be fetchedfrom the content
server Currently in orderto determinewhich files areto befetched,we require
thatall the scriptsconformto the Active Script API statedin section4.4. When
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thescriptis actuallyexecutedthe ActiveScriptLibrary (Sectior4.2.4)is invoked
andit registersthe URLs of the scriptandall its constituentdatafiles with the
Consistenc\lanager (Sectiord.2.5). TheConsistencianager usesheseJRLs
to periodicallyfetchthe datafiles from the contentserver Oncea scripthasbeen
cachedn the Scriptcade it is notre-executeduntil the datathatit usesactually
changeslt determineshis by queryingthe Consistencynanaer on every client
request.

4.2.3 Script Cache

Whenan activeserverrecevesa reply from a contentservey it cacheghereply
(i.e the script) in its local script cache We have usedApaches proxy caching
capabilitieqprovided by the mod proxy module)for this purpose.

4.2.4 Active Script Library

TheActive ScriptLibrary implementghe Active Script API statedn sectiord.4.
Eachscript mustbe linked with this library in orderto function correctly The
library interactswith the Consistencyanager Moduleasmentionedn Section
4.2.2.

4.2.5 ConsistencyManager

TheConsistencanager handleghejob of maintainingthe dataconsistentvith

that on the contentserver As statedin section4.4.1,eachdatafile hasconsis-
teng/ boundsspecifiedby the contentserver The ConsistencyManager triesto

maintainthe dataconsistentvithin thosetime bounds.

The Consisteng Managerecevestwo kindsof messages:

o Notification messagefrom the Active Script Library aseachscriptis ex-
ecutingnotifying it of (Script URL, DataURL) pairs. Eachsuchpair in-
dicatesthatthe datafile at URL “Data URL” is usedby a scriptwith URL
“Script URL”.

e Queriedrom the ScriptExecutionModuleaskingit whetherary of thedata
filesfor a particular*Script URL’ have changedtherebyrequiringthatthe
scriptbere-executed.
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On every notificationmessagethe ScriptURL andDataURL areaddedto a
script cacheand datacacherespectiely, if they do not alreadyexist. Eachen-
try in the script cachemaintainspointersto all the datafiles it uses. Similarly
eachentryin the datacachemaintainspointersto eachscriptthatusesit. Thisis
neededo determinavhichscriptsneedo bere-executedvhenadatafile changes.

The Consisteng Manageris implementedusing a timer threadwhich times
out at constanintervals of time (say30 seconds) Eachdatafile thatis addedto
the systemis addedinto this timer queueat a positiondeterminecdy the current
consisteng thatit requires.Sofor exampleif the currentconsisteng beingpro-
videdto a datafile is 60 secondsindthe currenttimeoutindex (i.e. the numberof
timeoutsthat have alreadyoccurredsincethe systemstarted)is 10, thenthe data
file will beaddedatindex 12 (if thetimeoutperiodis 30 seconds).

At eachtimeout,first the systemis checledfor CPU overload,by readingthe
currentload valuein the systemfile “/proc/loadaqg”. If this load hasexceeded
a threshold,thenit would not be prudentto continuefetchingfiles at the same
rate, sincethat would only further overloadthe system. Hencewe usevarious
heuristicsto determinewhich of thefiles canbe degraded,.e. which of thefiles
canbepushedo afuturetimeout. The heuristicsusedare:

1. Datafiles of scriptswith leastacces$requeng
2. Datafiles of scriptswith mostaccessrequeny

3. Datafiles of scriptswith bestcurrentQoS(The QoSof a scriptis nothing
but theleastvalueamongthe QoS’ of its constituentlatafiles)

4. Datafiles of randomscripts

Oncethe systemhasbeenchecled for potentialoverload,all the datafiles
that needto be fetchedat that timeoutare queuedup andfetchedin parallelby
differentthreads As eachdatafile is fetchedts backbonenetwork delayis mea-
sured. If this delay hasincreasedas comparedo the delay measuredvhenit
wasfetchedthe lasttime, thenit meanghatthe backbonds gettingoverloaded.
Therefore,it would be difficult to maintainthe currentQoSandhencethe QoS
of suchdatafiles is worsenedasedon a heuristic. If this resultsin the QoSof a
particulardatafile exceedingts maximumallowed,thenit is temporarilydropped
from the fetch queue. This is doneby schedulingt to be fetchedat a period of
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twice its maximumQoS.In all othercasest is addedbackto thetimer queueto
befetchedbasedn the currentQoSthatis beingprovidedwith. Onefactto note
is thatthe QoSof a datafile is degradedONLY if it hasactuallybeenmodifiedon
thesener. Thisis determinedy sendingF_.MODIFIED_SINCEHTTP requests
everytimea datafile is fetched.If thefile hasactuallybeenmodifiedon the con-
tent serverthenthe sener would reply with the updatedversionof the file and
its LAST_MODIFIED_DATE, or elsethe sener would just reply with anHTTP
statuscodeof 304 (NOT_MODIFIED). In additionbeforea datafile is actually
fetched,its accesdrequeng is comparedwith its currentfetch period. If it is
beingaccessetessfrequentlythanit is beingfetchedfrom the contentsener, it
is droppedfrom the cache(in the sameway asspecifiedabove - by schedulingt
to befetchedwith a periodof twice its maximumQoS).

Sinceall the datafiles are scheduledo be fetchedin parallelfrom the con-
tentsener by differentthreadsthe outgoinglink bandwidthcould potentiallyget
overloadedn accounif sucha multitudeof requestsThiswouldin turnleadto
greaterdelaysbeingobsenedfor eachdatafile fetched.In orderto preventthis,
we monitor the currentbandwidthavailableevery time a new threadis spavned
to handlea datafile fetch. If theavailablebandwidthfalls belon athresholdthen
we do not actuallyfetchthatdatafile atthattimeout,but degradeit to befetched
at alatertimeout. In a similar way we degradea few morefiles until theloadis
reducedWe usea few heuristicso determinewhichfilesto degrade.They are:

1. Datafileswith leastaccesdrequeny

2. Datafileswith maximumaccess$requeny
3. Datafileswith bestQoS

4. Randonmdatafiles

In this way we try to reducethe numberof outgoingrequestsat a particular
timeout,thereforereducingtheloadon the outgoingnetwork.

4.3 Content Server

The contentserver also requirescertain modificationsto its “dynamic content
module” (Fig. 3.2)to supportthe active cachingscheme Whena contentserver
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recevesa proxy requesfor dynamiccontent,it hasto be ableto distinguishthat
the requestoriginatedfrom an active cache In orderto facilitate this, the ac-
tive servermodifiesthe HTTP requestheaderbeforeforwardingthe request. It
modifiesthe HTTP [18] Acceptheaderby addingthe string:

X-script/x-activeScripts

to the header Whenthe dynamiccontentmodulerecognizeghis specialex-
tension,it comprehendghatthe scriptis not to be executedlocally, but is to be
returnedto the requesternsis. Onevery importantfactto noteis thatthereis no
securityinbuilt into thismechanismilt is assumedhattheactivecacheandsener
have alreadyauthenticate@achotherusingsomereliableauthenticatiormecha-
nism.Hencearoguecachecangainaccesso thescriptonly if it cansuccessfully
authenticatétself with the sener beforehand.

4.4 Active Script API

A scriptcouldbeexecutedontheactiveserveror thecontentserverandhencewe
needto beableto differentiatebetweerthetwo seners. Thisis doneby requiring
the scriptto specifythe nameof the contentserverfor which it wasoriginally
written. Thisis doneby the API:

ASContentServer (Content  server name, port);

On accountof this function call we areableto determineaf the scriptis cur
rently executingon the contentserveror the active serverby comparinglP ad-
dresseslf the scriptis executingon the contentserverall file requestsarelocal,
but if the scriptis executingon the activeserverall file requestsieedto be con-
vertedto HTTP requestover the Internet. This function mustbe called before
ary of thefile read/writefunctionscanbe called,or elsethosefunctionswill fail.

TheremainingAPI callsdealwith file open,read,write andclose:

4.4.1 File open

FD = ASopen(<filename>, attributes, consistency,
minimum QoS, maximum QoS);

18



The ASopen()call is usedto openanexisting file, andin somecasego create
it first. The “filename” parameteis the nameand pathof thefile to be opened.
Sincethe path specifiedas a parametehere actually refersto the path on the
contentserver the ActiveScriptLibrary (Section4.2.4)querieshe URL rewriter
module(Section4.2.1)for the local cachepathof the specified‘filename”. The
“attributes”indicatein whatmodest canbeopenede.g: “r’, “w”, “r+” etc. The
“consisteng” parametecanhave oneof two differentvaluesasspecifiedn Table
4.1.

Table4.1: Consisteng parametevalues

Value Meaning
“EXPIRES” | Thefile requiresaconsisteng betweeminimumQoS
andmaximumQosS,i.e. thecopy ontheactiveserver
shouldnotbeolderthan“max. QoS” minutesandneed
notbenewerthan“min. QoS”.
“TEMPFL’ | Thefile is atemporaryfile, i.e. it doesnothave ary
consisteng requirementsilt is createdocally (if it
doesnot exist) andis removedwhenthefile is closed.
It canbe usedto storetemporarydatavalueswhich need
not be availableon the next executionof the script.

The fourth andfifth parametersre ignoredif the consisteng is TEMPFL.
This call returnsa“file descriptor’thatis usedfor furtherread/writecalls.

4.4.2 Fileread

Status = ASread (FD, Buffer, Count);

Thiscall attemptgo read’ Count’ numberof bytesfrom thefile descriptoiD,
into thebuffer 'Buffer’. It returnsthe numberof bytessuccessfullyead.

4.4.3 File write

We only supportread-onlyscriptsandthis “write” call is only to write temporary
files specifiedby the consisteng type“TEMPFL” in Table4.1.
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Status = ASwrite (FD, Buffer, Count);

Similar to the ASread() call, this call attemptsto write 'Count’ numberof
bytesfrom the buffer 'Buffer’ to the file 'FD’. It returnsthe numberof bytes
successfullyvritten.

4.4.4 File close
Status = ASclose(FD);

The ASclose()call closesthefile descriptorFD’. In casethefile is atempo-
rary datafile, it is alsodeleted.
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Chapter 5

Future Work

Currently we only supportread-onlyscripts. Scriptsare not allowed to modify
ary stateon the contentsener. We areinvestigatingmethodso allow write ac-
cessin a consistentmanner Anotherissuethat remainsto be addresseds the
possibility of platforminconsistenciebetweerthe contentsener andthe active
cache.This canbe solved by addingtherequiredhardwareto eliminatethe plat-
form inconsistenciesSecurity/authenticatioare alsoimportantresearchssues
to beaddresseth thefuture.
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Appendix A

Squid Redirection Module (JESred)

Jesreds avery fastandhighly configurableredirectorfor the SquidinternetOb-
ject Cache.lt wasderivedfrom ChrisFoote’s andWaynePiekarskis Squirm1.0
betaBand somecodefrom Squiditself, but is about2-3 times fasterthan the
original versionandhassomeadditionalfeatures.

A.1 Features

Jesredhasthefollowing features:

It is fasterthanary otherknown Squidredirector

It usesonly avery smallamountof memory

It is ableto rewrite GET andoptionallyICP_.QUERY requestaswell
It hasoneglobal configuationfile (SectionA.2)

It hasonelP accessontmol file (SectionA.3) which supportsCIDR nota-
tion only (i.e. subnet/mask).Thusonly URL requestdrom the specified
subnets/clientarerewritten, if necessary

It hasonerewrite rulesconfiguationfile (with regularexpressiormatching
andreplacementjSectionA.4)

It supportoptionalloggingof commonanderrormessagew afile
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e It supportoptionalloggingof URL rewritesto aseparatdog file, including
thenumberof therule, which hasbeenusedto rewrite the URL.

e It is ableto re-readall its configurationfiles on the fly by sendinga HUP
signalto the process.Thereforeonedoesnot needto restartSquid,if one
wantsto:

1. changeheusedlog file name[s](usefulfor log file rotation).
enable/disabléogging.

enable/disabldelug modeif compiledwith DEBUG option.

enable/disabl®&RL rewriting of ICP_QUERY (sibling) requests.

changehelP accesgpatterns.

o 0 bk Wb

changeheredirectrules.

e JESredrunsin Echomodeif thereare configurationfile error[s] (i.e. it
alwaysechosbacka newline without any URL replacementandtherefore
keepsSquidworking.

A.2 Global Configuration File
Thefollowing optionsaresupported:

e Pathto AccessControlConfigurationFile
allow = /local/squid/etc/redirect.acl
e Pathto Rewrite RulesConfigurationFile
rules = /local/squid/etc/redirect.rule S

e Pathto log file for generalerroranddelug message&emptyvalueor com-
mentingthis out disabledogging)

redirect_log = /local/squid/logs/redirect.l 0og

e Pathto log file for URL rewrites (emptyvalueor commentinghis out dis-
ablesloggingof URL rewrites)
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rewrite_log = /local/squid/logs/rewrite.log
e Enable/Disableéeluggingto redirectlog
debug = true/false
e AllowsICP_QUERY requestgo berewritten,if arule applies.

siblings = true/false

A.3 AccessControl Configuration File

The AccessControl Configurationfile determineghe IP addressefrom which
requestsireallowedto berewritten. It supportonly thefollowing CIDR notation:

a.b.c.d/m with a, b, ¢, d between {0..255}
and m between {0..32}

calledasthe IP accesattern. The IP accesgatterncanbe prefixed with a’!’
whichmeanghatthe URL passedrom thatlP addresshouldnot bere-written.

JESredusesa linearlist of IP accesgatternsand hencethe orderof the IP
accespatterngs important.As long asno matchis found,it comparesheclients
IP addresswith the next pattern. If the endof thelist is reachedand no match
wasfound,JESredcechoshackanew line, whichindicatesno URL replacemento
Squid. If aclient IP addressnatchesrewrite rulesareappliedimmediately(i.e.
nofurtherrulesareprocessed)ror example:

# Do not rewrite URLs from these addresses
1141.44.251.15/32
1149.203.102.1/32

# Rewrite all URLs from:
141.44.0.0/16
149.203.0.0/16
193.175.28.0/24
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A.4 Rewrite RulesConfiguration File

TheRewrite RulesConfiguratiorFile specifiesaregularexpressiorbasedattern,
which if matchedresultsin the restof the rule being executed. Justasin the
AccesgLControlList, therulesarematchedn alinearorderandhencetheorderof
therulesis important. The following configurationoptionscanbe presenin this
file:

e Abort string: If JESredencountersne of thesestringsat the end of the
passedJRL, it immediatelyreturnsand echos back a newline (i.e. no
rewrite). Theserulesarereferredto asABORT rules.For example:

abort .html
abort .jpg
abort .html

abort .shtml
abort .java
abort .jar
abort .htm

e Rawriteruleregular expressionsTheseregularexpressionspecifythepat-
ternto be matchedandthe actionto be performedif a matchoccurs. The
syntaxis:

regex RE [RURL [ACCEL]]
OR
regexi RE [RURL [ACCEL]]

regex indicatesthat the following regular expressionis case-sensite and
regexi indicateghatthefollowing regularexpressions case-insensite. RE
is the regularexpressiorwhich hasto matchthe passedJRL to getrewrit-
tenwith thefollowing RURL

ACCELIis astringwhich startswith a’ A’. If thestringafterthe’ A’ is NOT
completelythe sameasthe stringthatthe passedJRL startswith thenthe
therestof therule is ignored.Thisis usedasanacceleratoto improve the
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matchingspeed.

If RURL and ACCEL are omitted, all URLs which matchRE, are NOT
rewritten. Someexamplesaregivenbelow:

regex “http://199.78.52.10/"web_ani/. A\.g if
http://141.44.30.2/images/dot. gif
“http://199.78.52.10/"web_ani/

Thisrulereplacesll URLsstartingwith http://199.78.52.10/wehani (note
the acceleratorpndendingin .gif with the exact URL http://141.44.30.2-
/images/dot.gif The pattern[.*] is usedto matchary characterslf there
is morethanonesuch[.*] patternin theregularexpressiontheneachsuch
patternis numberedrom left to right and canbe usedin the RURL to re-
placethe exactsamestringthatwasmatched For example:

regex “http://(.*)/ads/mini/(.*)
http:/\1/adverts/large/\2

Thisrule replacesall URLs thathave the string/ads/mini/in themwith the
string /adverts/lage/. It doesthis by copying all the charactersnatched
by thefirst .* into theresultURL wherethestring\ 1 existsandall charac-
tersmatchedy thesecond* into theresultURL wherethestring\ 2 exists.

Herearesomemoreexamples:

regexi  “http://ad.doubleclick.net/ad/ X
http://141.44.30.2/images/do tgi f
“http://ad.doubleclick.net/ad /

regex “http://ad.preferences.com/imag e.x
http://141.44.30.2/images/dot. gif

“http://ad.preferences.com/imag e
regex “http://ads[0-9][0-9].focalink. com/

SmartBanner/nph-graphic.*
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regex

regex

regex

regex

regex

http://141.44.30.2/images/dot.

“http://adserver.developer.com/
accipiter/adserver.exe.*
http://141.44.30.2/images/dot.
http://adserver.developer.com/
accipiter/adserver.exe

“http://tracker.clicktrade.com/
http://141.44.30.2/images/dot.
http://tracker.clicktrade.com/

“http://adforce.imgis.com/?adse
http://141.44.30.2/images/dot.
“http://adforce.imgis.com/?adse

“http://195.90.252.40/banner.*
http://141.44.30.2/images/dot.
“http://195.90.252.40/banner

“http://www.artuframe.com/partn
banners.*
http://141.44.30.2/images/dot.
“http://www.artuframe.com/partn
banners
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Appendix B

ApacheRedirection Module
(mod_rewrite)

The mod.rewrite moduleof Apacheis very usefultool for URL manipulation.
It usesa rule-basedewriting engine(basedon a regularexpressionparser)to
rewrite requestedJRLs on thefly. It supportsanunlimited numberof rulesand
anunlimited numberof attachedule conditionsfor eachrule to provide areally
flexible and powerful URL manipulationmechanism.The URL manipulations
candependon varioustests for instancesener variables ervironmentvariables,
HTTP headerstime stampsandevenexternaldatabaséokupsin variousformats
canbeusedto achiere areally granulartURL matching.

It operaten the full URLSs (including the path-infopart) bothin persener
contet (httpd.conf)and perdirectory context (.htaccesspnd can even gener

ate query-stringpartson result. The rewritten result canleadto internal sub-
processingexternalrequestedirectionor evento aninternalproxy throughput.

B.1 How doesmod._rewrite work?

Theinternalworking of this moduleis very complex andneeddo be understood
clearlyto avoid commonmistales.
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B.1.1 API Phases

WhenApacheprocessea HTTP requesit doesthis in phasesA hookfor each
of thesephasess provided by the ApacheAPI. Mod_rewrite usestwo of these
hooks: the URL-to-filenametranslationhook which is usedafter the HTTP re-

guesthasbeenreadbut beforeary authorizatiorstartsandthe Fixup hookwhich

is triggeredafter the authorizationphasesandafter the perdirectoryconfigfiles

(.htaccesshave beenread,but beforethe contenthandleris activated.

So, after a requestcomesin and Apachehasdeterminedhe corresponding
sener(orvirtual sener)therewriting enginestartgheprocessingf all themod.rewrite
directivesfrom the persener configurationn the URL-to-filenamephase A few
stepslaterwhenthe final datadirectoriesare found, the perdirectoryconfigura-
tion directvesof mod rewrite aretriggeredin the Fixup phaseIn bothsituations
mod.rewrite rewritesURLSs eitherto new URLs or to filenamesalthoughthereis
no obviousdistinctionbetweerthem.

More detailsonthe API phasesanbefoundat:

http:\\httpd.apache.org/docs/m od/mod_re writ e.htm |

B.1.2 RulesetProcessing

The orderof rulesin the rulesetis importantbecausehe rewriting enginepro-
cesseshemin aspeciallandnotvery obvious)order Theruleis this: Therewrit-
ing engineloops throughthe rulesetrule by rule (RevriteRuledirectves) and
whena particularrule matchest optionally loopsthroughexisting correspond-
ing conditions(RewriteConddirectives).For historicalreasonshe conditionsare
givenfirst, andsothe controlflow is a little bit long-winded.SeeFigureB.1 for
moredetalils.

As s obvious,firstthe URL is matchedagainsthePatternof eachrule. When
it fails mod_rewrite immediatelystopsprocessinghis rule andcontinueswith the
next rule. If the Pattern matchesmod.rewrite looksfor correspondingule con-
ditions. If nonearepresentijt just substituteshe URL with a new valuewhichis
constructedrom the string Substitutiorandgoeson with its rule-looping.But if
conditionsexist, it startsaninnerloop for processinghemin the orderthatthey
arelisted. For conditionsthe logic is different: we don’t matcha patternagainst

29



RewriteRule Pattern Substitulion= = =

current I
LIAL Band

RewritcCDndl_’ TestString™ ™ CondPattern™

—* RewriteRule™™ Parem L Substitution

L P RewriteRule Pattern Substitution

FigureB.1: Thecontrolflow throughtherewriting ruleset

thecurrentURL. Insteadwefirst createa string TestStringoy expandingvariables,
back-referencesnaplookups,etc. andthenwe try to matchCondRitternagainst
it. If thepatterndoesnt match thecompletesetof conditionsandthecorrespond-
ing rule fails. If the patternmatchesthenthe next conditionis processedintil
no moreconditionsareavailable.If all conditionsmatch,processings continued
with the substitutionof the URL with Substitution

Quoting SpecialCharacters

As of Apachel.3.20,specialcharactersn TestStringand Substitutiorstringscan
beescapedthatis, treatedasnormalcharactersvithouttheir usualspecialmean-
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ing) by prefixingthemwith aslash(’\") characterin otherwords,youcaninclude
an actualdollar-sign characteiin a Substitutionstring by using’\$’; this keeps
mod_rewrite from trying to treatit asa backreference.

RegexBack-ReferenceAvailability

Oneimportantthing hereto beremembereds thatwheneer you useparentheses
in Pattern or in oneof the CondRattern back-referenceare internally created
which canbe usedwith the strings$N and%N. Theseare availablefor creating
the stringsSubstitutionand TestString Figure B.2 shaws to which locationsthe
back-referencearetransferedor expansion.

RewriteCond[—™ TestString CondPattern|

RewriteCond L"'“-_ TesiSrring? CondPe HemZ_‘
. .
: 1]
RewriteCond L"'“-_ TestStringV CondPattern

EewriteRule Pattern e Substitution

FigureB.2: Theback-referencéow througharule

B.2 Configuration Directives

Mod_rewrite providesthefollowing configurationoptions:

RewriteEngine

RewriteOptions

RewriteLog

RewriteLogLevel
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RewriteLock

RewriteMap

RewriteBase

RewriteCond

RewriteRule

Extensve detailson eachof theseoptionscanbefoundat:

http://httpd.apache.org/docs/m od/mod_re writ e.htm |

B.3 Examples
A lot of exampleswith detailedexplanationcanbefoundat:

http://httpd.apache.org/docs/m isc/ rewri tegu ide.h tml
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