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Chapter 1

Intr oduction

The dramaticexplosionof the Internetasan informationsourcehasslowly but
surelyalteredthenotionof theInternetfrom thatof adatacommunicationinfras-
tructureto a Global InformationDisseminationService. The World Wide Web
is the dominantinterfaceto this informationservicetoday. The continually in-
creasingamountof contentwould meanescalatingclient accesslatencies,asthe
network infrastructuregetsmoreandmorecongested.However, theselatency im-
pedimentsarealleviatedby the key notionof webproxy caching.Web caching
is currentlythekey performanceacceleratorin thewebinfrastructure.Clientper-
ceivedperformanceof Internetinformationaccessdependslargely on how close
theinformationis to theclient. We areaimingto provide to theclientanabstrac-
tion of aninfinite bandwidthInternetwhereeverythingis only asinglehopaway.
Currentlythisabstractionis partiallysatisfiedby ahordeof proxycachingagents
likeSquidwhichprovide thisabstraction,but, only for staticcontent.

However, an increasingfraction of the traffic on the web today is dynami-
cally generatedasmany web sitesevolve to provide sophisticatede-commerce
andpersonalizedservices. Suchdynamicallygeneratedcontentis uncacheable
usingpresentstaticapproaches.Therehasbeenconsiderableinterestin caching
dynamiccontentrecently[1, 2,3,4,5,6]. Onepossiblesolutionto thisproblemis
to cache,onproxies,theresultwebpagesgeneratedby executingthecontentgen-
eratingscriptson theserver itself. As comparedto just servingstaticwebpages,
theoverheadof scriptexecutionon theserver is comparatively a very costlyop-
eration. This solution,thereforedoesnot aid in reducingserver load,andis not
very scalable. We are thereforeproposingan architecturewhich transparently
migratestheneedfor computingpower from theorigin contentservers to cache
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proxiesnearestto the clients. This architectureprovidesthe benefitsof a great
dealof scalability, in additionto aidingin theabstractionof thesingle-hopInter-
net,therebyimproving client-observedaccesslatencies.

In thispaper, weproposeaguarantee-basedcontent-distributionservice,com-
posedof an arrayof trusted“active caches” which transparentlyreplicateweb
contentondemand.Wedothisby transparentlyreplicating,executingandcaching
server scriptswhich generatedynamiccontent,on our activecaches.Our active
cachesalsocachestaticallygeneratedcontentasregularcachesdo. We propose
aschemewhichallowscontentgeneratorsto subscribeto ourcontent-distribution
serviceandtherebybenefitfrom thereducedlatencies,lower loadandimproved
scalability. Ourservicebehavesasa load-balancerfor thecontentgeneratingweb
servers,sincetheonly requeststhatarefilteredthroughto themare’preliminary’
pageaccessesandmeta-requeststo maintainthe dataconsistency. Clientsalso
observe an improvementin accesslatenciessincethepageis servedto theclient
from a nearerlocationon theInternet.

An assumptionunderlyingourcontributionis thatouractivecachesaretrusted
by thewebserverswhichsubscribeto ourservice.Therefore,currentlywedonot
incorporateany securitymechanismsto authenticatethe scriptsthat we execute
locally on our activecaches. We alsoassumecooperationfrom the subscribing
servers,thatallowsusto makemodificationsto themandtheircontent-generating
scripts.We alsoneedthatthescriptsconformto our API while readingandwrit-
ing data.Our approachbasicallydynamicallyandtransparentlyreplicatesscripts
from the origin servers,hereaftercalledcontentservers onto our activecache.
Sincescriptsarereplicatedondemand,subscribersto ourserviceareonly charged
for scriptsthatareactuallyreplicated.Any datathatthescriptneedsis alsotrans-
parentlymovedover to theactivecache.Thereplicatedscriptis thenexecutedon
theactivecache, andtheresultsarecached.Any furtherrequestsfor theresultsof
thescript (with thesameinput) areimmediatelyreturnedfrom theactivecache.
Requestsfor thesamescript,but with differentinputs,causethescript to be re-
executedandtheresultsof thisexecutionto becachedfor futurerequests,thereby
reducingclient-accesstimes.Sincewe replicateandcachethedataon which the
dynamiccontent-generatingscriptsoperate,our approachis mostappropriatefor
datawhich doesnot changeextremelyfrequently, or for applicationswhich can
toleratea boundedamountof inconsistency in data.

Therestof this reportis organizedasfollows. Section2 describestherelated
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work in this area. Section3 describesthe “active caching” architectureandits
variouscomponents.Section4 providesthe implementationdetails. Section5
concludesthereportanddiscussesavenuesfor futurework.
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Chapter 2

RelatedWork

The issueof scalableon-demandstatic contentreplicationanddistribution has
beenaddressedin numerouspapers[7, 8, 9, 10, 11]. In comparison,relatedre-
searchis relatively scarcewhen dealingwith dynamicweb content. However,
recentlytherehasbeenconsiderableinterestin attemptingto cachedynamiccon-
tentto improve thescalabilityandavailability of web-basedinformationservices
[1, 2,3,4,5, 6] Themethodsproposedattemptto reducetheworkloadof dynamic
contentgeneratingwebserversby cachingthegeneratedcontenton a distributed
setof reverse-proxiessituatedjustbeforethewebservers[2, 3,6,12,13]. Specifi-
cally, Smithetal. [2] proposedasolutionfor cooperativecachingof dynamicweb
contenton distributedwebservers. Clusterednodescollaboratewith eachother
to cacheandmaintainresultconsistency usinga Time-To-Liveprotocol. Iyengar
et al. [3, 6] proposeda schemein which serversexport anAPI thatallows indi-
vidualapplicationsto explicitly cacheandinvalidateapplication-specificcontent.
They achievedsignificantperformanceimprovementin webservershaving ahigh
proportionof dynamicallygeneratedwebcontent.However, theseapproachesare
limited to webservers. As a result,theuserperceived latency improvementand
backbonetraffic reductioncanberelatively limited ascomparedto proxycaching,
whichcachesdynamiccontentneartheclients.

Caoet al. [1] proposedanActiveCachewhich cachesdynamiccontentat a
proxy. Their solutionis to attachapieceof Javacode,calleda cacheapplet, with
eachdynamicdocument.The cacheappletis executedon the proxy whenever
a requestfor a cacheddocumentis received. It provides the requestedservice
without contactingtheoriginal contentserver. This approachis very flexible and
canbeusedto maintainconsistency in anapplication-specificmannerwhile at the
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sametime allowing dynamicupdatesto the existing documents.However, this
flexibility is achieved with a high computationalcost. It requiresstartingup a
new Javaprocess(VM or compiledcode)for everyrequestin orderto executethe
applet.Also, it is requiredto createandmaintaina pattern-matchingnetwork for
eachcache-appletto keeptrackof resultequivalence.

As regardstheissueof consistency management,a lot of work hasbeendone
in thecaseof staticwebcontent,asis evidentfrom thewidely acceptedTime-To-
Live (TTL) approach.In therecentpast,a considerableamountof work hasalso
beendonein managingconsistency of dynamicallychanginginformationonweb
servers [2, 3, 6, 12, 13]. On a webserver, strongconsistency is feasiblesincethe
updatesandthedatadependency areavailablelocally, which is not thecasein a
proxy server. Our approachaddressesthis issueby tradingoff consistency in a
boundedmannerfor improvedresponsetime(dueto proxycaching).
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Chapter 3

An ActiveWebCaching
Ar chitecture

In this sectionwe presentour novel scalablearchitecturefor guarantee-based
on-demandreplicationof dynamicallychangingwebcontentsuchastraffic data,
stockquotes,industrialprocessstateetc. Our architectureis designedto build
upontheexisting web infrastructureanddoesnot needany componentsthatare
notalreadyin useon theweb.

Dynamiccontentis normallygeneratedby scriptswhich executeon thecon-
tentservers. In our approach,scriptsarereplicatedon-demandontoa setof “ac-
tivecaches” andexecutedthere.Theseactivecachestransparentlyreplicateboth
static and dynamiccontent(also called activecontenton demandas shown in
Fig. 3.1. Currentwebproxy cachescanonly replicatestaticweb contentwhile
volatile, dynamiccontentis deemeduncacheable.We augmentthecurrentstatic
cachinginfrastructurewith our activecaches. We designedour active cachesto
becompatiblewith currentcachingproxies.Only minormodificationsareneeded
in existingproxyconfigurationfiles to interfaceto ournovel service.

Theactive cachestake careof theresponsibilityof replicatingthescriptsand
theirdataonthecache,andmaintainingdataconsistency with thecontentservers.
Eachactive cachecancommunicatewith the other caches,with the client and
with therestof theInternet.Eachactivecache is composedof two primarycom-
ponents;a standardstaticwebproxycacheandanactiveserver, asshown in Fig.
3.2.Theproxycachehandlesthejob of cachingstaticcontentandis alreadyapart
of theexistingwebinfrastructure,while theactiveserveris anew componentthat
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handlesthe job of executingoneor moretypesof relateddynamiccontent,e.g.
cgi, fast-cgi,ASP, etc.Hence,eachactivecachecanhave multipleactiveservers
to handledifferenttypesof dynamiccontent,suchascgi, ASPetc.

We have useda modifiedversionof the freely availableSquidproxy cache
[14] asourproxycachecomponentandtheApachewebserver [15] asour active
server. Both SquidandApachearelargely usedin theweb infrastructuretoday.
ClientscontacttheSquidcachecomponentwith contentrequests.If therequests
arefor staticcontent,Squiddirectly contactsthecontentserver, retrievesthere-
sults,andcachesthemfor future accesses.However, if the requestsarefor dy-
namiccontent,Squidusesits redirectorcomponentto redirectthemto theApache
activeservercomponent,whichthenexecutesthescriptto generatetherequested
content.1. Sinceboth theproxyandactiveservercomponentsareeitherrunning
on the samephysicalmachineor on machineson a local network, the overhead
involvedis far lessthangoingover theInternetbackboneto thecontentserver. In
addition,Squidalsotemporarilycachestheresultsof theexecutionof thescript.
Hencerequestsin the immediatefuturefor thesamepublishedvaluesareserved
from theSquidcache(if they arestill valid), therebyreducingtheclient-perceived
latency.

Theothermaincomponentsof thearchitectureasshown in Fig. 3.2areaURL
rewriting engine, theConsistencyManager moduleanda script cache. TheURL
rewriting enginehandlesthejob of fetchingscriptsfrom thecontentserver, if they
arenot locally available. Thescript cachecachesthesescriptsuntil they areno
longervalid. TheConsistency managerimplementstheconsistency management
algorithm. Theactiveserveris only visible to theactivecacheandis not acces-
sible to the outsideworld. Henceit receivesonly thoserequeststhat have been
forwardedto it by the Squidproxy cache.TheConsistencyManager component
maintainsconsistency by periodicallycheckingthestatusof thedataon thecon-
tentserverandfetchingit if it hasbeenmodified.

Thecontentserveralsorequiresa few modificationsin orderto recognizere-
questsfrom active caches.Upon receiving a requestfor a script from an active
cache,its dynamiccontentmoduleforwardsthe script andits datato the active
cache,insteadof executingit locally. Whenthe requestedscript is received, the
active cacheexecutesit locally (in theScriptExecutionModule) andalsocaches

1Thescriptmaybefetchedfrom thecontentserver, if it is notavailablelocally
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it in its scriptcache. In orderfor thescriptsto interactwith oursystemwerequire
themto adhereto our “Active Script API” , implementedby the “Active Script
Library” .

Whena script is fetchedfor thefirst time it is registeredwith theConsistency
Manager sothatits datacanbefetchedperiodically. Futurerequestsfor thatscript
causetheactiveserverto checkwith theConsistencyManager to seeif any of the
datathatthescriptdependsonhasbeenmodified.In thatcasetheScriptExecution
Modulere-executesthescriptandreturnsthenew results,elseit just returnsthe
cachedresults.
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Chapter 4

Implementation

In this sectionwe discusstheimplementationdetailsof our architectureandpro-
tocol. The systemconsistsof two main components:the proxy cache and the
activeserverasseenin Fig. 3.2. It alsorequiressomemodificationsto thecon-
tentserver. We choseto usethefreely availableSquidproxy cache(version2.3)
[14] astheproxycachecomponentandtheApachewebserver(version1.3.9)[15]
astheactiveservercomponent.Sections4.1,4.2and4.3describetheimplemen-
tation detailsof the proxy cache, activeserverandcontentserverrespectively.
Finally Section4.4describestheActiveScriptAPI in detail.

4.1 Squid Proxy Cache

TheSquidproxycacheperformsthetaskof channelingall requestsfor activecon-
tent to theactiveserver. It doesthis by selectively rewriting theclient requested
URLsto point to theactiveserverinsteadof theoriginalcontentserver. This task
is performedby its redirectorcomponent.Requestsfor staticcontentarenotredi-
rectedandaredirectly forwardedto therequestedcontentserver. For example,if
theoriginal requestwasto:

http://www.xyz.com/cgi-bin/hel lo.c gi

andtheactiveserverwasat:

http://as1.cs.virginia.edu:808 0/

thentherequestwouldberedirectedto:

http://as1.cs.virginia.edu:808 0/cg i-bin /hel lo.cg i
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4.1.1 Redirector module

Weusetheredirectioncapabilitiesavailablein Squidfor theredirectorcomponent.
Squid hasa very useful featurethat allows a third-party redirectorto be used.
Hence,we useda tool availableundertheGNU GeneralPublicLicense;JESred
version1.2 [16], asour redirector. We choseJESred for this purpose,over other
morepopularredirectorssuchasSquirm[17], sinceit is about2-3 timesfaster,
andis highly configurable.Squidis configuredto useJESredasits redirectorby
addingthefollowing linesto Squid’sconfigurationfile:

redirect_program <path>/jesred
redirect_children 10
redirect_rewrites_host_header off

In thelist above,thesecondoptiondictateshow many externalredirectorpro-
cessescanberun in parallelto handletheredirectionrequests.If too few redirec-
torsarestarted,Squidwill have to wait for themto processa backlogof URLs,
therebyslowing it down. In contrast,if too many of themarestarted,they useup
RAM andothersystemresources.By default, Squidrewritesany HTTP “Host:“
headersin redirectedrequeststo point to thenew hostto whichtheURL hasbeen
redirected,i.e. for exampleif anHTTPrequest:

GET http://www.xyz.com/cgi-bin/hel lo.cg i HTTP1.1
Host: www.xyz.com

getsredirectedto http://as1.cs.virginia.edu:8080/cgi-bin/hello.cgithenbydefault
theHTTPrequestwouldchangeto :

GET http://as1.cs.virginia.edu:808 0/cgi -bin /
hello.cgi HTTP1.1

Host: as1.cs.virginia.edu:8080

However, we turn this option off, (line 3 above) becausewe would like to
rememberthe nameof the host for whom the requestwasoriginally meant,to
eventuallyforward the requestto that host. Thereforethe HTTP requestin our
configurationwouldbe:

GET http://as1.cs.virginia.edu:808 0/cgi -bin /
hello.cgi HTTP1.1

Host: www.xyz.com
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The configurationof JESred hastwo parts;configuringthe AccessControl List
andconfiguringthe RedirectorRules. The AccessControl List controlsthe IP
addressesfrom whichJESredwill acceptrequests.It is configuredto bethesame
asthosethatSquidaccepts.Theredirectionrulesspecifyhow theacceptedURLs
are to be redirected. As part of JESred’s Redirectionrules, it is configuredto
ignoreURL’s thatendin .html, .htm,.shtml,.java,.jpg etc.Henceall requestsfor
staticcontentarenot redirectedby JESred,andarehandledby Squidjust like it
handlesany staticcontent.In contrast,URLswhichcontainstringslike“cgi-bin”,
“.asp” etc. areredirectedby JESred to theactiveserver. This is doneby adding
a rule,similar to theonegivenhere:

regex ˆhttp://[ˆ\]*/cgi-bin/(.*$) http://as1.cs.
virginia.edu/cgi-bin/\1 /cgi-bin/

This rule essentiallyrewrites URLs that containthe string “cgi-bin” in them
to besentto “as1.cs.virginia.edu”, which is theURL for theactiveserver. More
extensivedetailson thesyntaxcanbefoundin the jesreddocumentation[16] and
in AppendixA.

4.1.2 Squid file cache

WhentheSquidproxycachereceivesarequestfor dynamiccontent,it first checks
to seeif it alreadyhasa cachedversionof thatcontent.After performingchecks
to determineif thecachedcontentis still valid, it eitherreturnsthecachedpage,or
redirectstherequestto theappropriateactiveserverto obtainthemostup-to-date
versionof thatcontentandcachesit in its file cache.

4.2 ActiveServer

Whenan activeserverreceivesa redirectedrequest,it first checksto seeif the
scriptthathasbeenrequestedis alreadycachedlocally in its scriptcache. If so,it
executesthescriptwith thecurrentinputsandreturnstheresultsto theSquidproxy
cache. In case,a cachedversionof the script is not availablelocally, the active
server initiatesa URL rewrite operationwhich is handledby the URL rewriter
module.
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4.2.1 URL rewriter module

TheURL rewriter modulehandlesthejob of rewriting the(redirected)URLs that
theactiveserverreceivesto fetchthescriptfrom theoriginal contentserver. The
addressof the contentserver is specifiedin the HTTP “Host:” headeras elu-
cidatedin section4.1.1. We have usedthe functionality provided by Apaches
“mod rewrite” moduleto performtheURL rewriting. A samplerewrite-rulethat
canbeusedis givenbelow:

RewriteRule ˆ/cgi-bin/(.*$)
http://%{HTTP_HOST}/cgi-bin/$1 [P]

This rule statesthatall URLs which aremeantto beservedfrom thecgi-bin
directory are to be rewritten to be served from the samedirectory, but on the
hostspecifiedby theHTTP HOSTenvironmentvariable.Sincewewish to cache
the script that is returned,we force this requestto bea proxy request(indicated
by [P]). This proxy requestis handledby Apache’s “mod proxy” module. For
example,if a requestmeantfor:

http://www.xyz.com/cgi-bin/hel lo.c gi

wasredirectedto theactiveserverat:

http://as1.cs.virginia.edu:808 0/

thentheactiveserveron determiningthat theURL wasfor a scripthello.cgi
which is notcachedlocally, rewritestheURL againto:

http://www.xyz.com/cgi-bin/hel lo.c gi

andcachesthe returnedresults.More extensive detailson thesyntaxcanbe
foundin AppendixB.

4.2.2 Script ExecutionModule

After a script hasbeenretrieved from the contentserverandcachedlocally in
the script cache it is executedby the activeserver. The script couldpotentially
needsomedatafor executionand this datahasto be fetchedfrom the content
server. Currently, in orderto determinewhich files areto befetched,we require
thatall thescriptsconformto theActiveScriptAPI statedin section4.4. When
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thescriptis actuallyexecuted,theActiveScriptLibrary (Section4.2.4)is invoked
andit registersthe URLs of the script andall its constituentdatafiles with the
ConsistencyManager (Section4.2.5).TheConsistencyManager usestheseURLs
to periodicallyfetchthedatafiles from thecontentserver. Onceascripthasbeen
cachedin theScriptcache, it is not re-executeduntil thedatathatit usesactually
changes.It determinesthis by queryingtheConsistencymanager on everyclient
request.

4.2.3 Script Cache

Whenanactiveserverreceivesa reply from a contentserver, it cachesthereply
(i.e the script) in its local script cache. We have usedApache’s proxy caching
capabilities(providedby themodproxymodule)for thispurpose.

4.2.4 ActiveScript Library

TheActiveScriptLibrary implementstheActiveScriptAPI statedin section4.4.
Eachscript mustbe linked with this library in orderto function correctly. The
library interactswith the ConsistencyManager Moduleasmentionedin Section
4.2.2.

4.2.5 ConsistencyManager

TheConsistencyManager handlesthejob of maintainingthedataconsistentwith
that on the contentserver. As statedin section4.4.1,eachdatafile hasconsis-
tency boundsspecifiedby thecontentserver. TheConsistencyManager tries to
maintainthedataconsistentwithin thosetimebounds.

TheConsistency Managerreceivestwo kindsof messages:

� Notificationmessagesfrom the Active ScriptLibrary aseachscript is ex-
ecutingnotifying it of (Script URL, DataURL) pairs. Eachsuchpair in-
dicatesthat thedatafile at URL “Data URL” is usedby a scriptwith URL
“Script URL”.

� Queriesfrom theScriptExecutionModuleaskingit whetherany of thedata
files for a particular“Script URL” have changed,therebyrequiringthatthe
scriptbere-executed.
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On every notificationmessage,theScriptURL andDataURL areaddedto a
script cacheanddatacacherespectively, if they do not alreadyexist. Eachen-
try in the script cachemaintainspointersto all the datafiles it uses. Similarly
eachentryin thedatacachemaintainspointersto eachscript thatusesit. This is
neededtodeterminewhichscriptsneedtobere-executedwhenadatafile changes.

The Consistency Manageris implementedusinga timer threadwhich times
out at constantintervalsof time (say30 seconds).Eachdatafile that is addedto
thesystemis addedinto this timer queueat a positiondeterminedby thecurrent
consistency that it requires.Sofor exampleif thecurrentconsistency beingpro-
videdto adatafile is 60secondsandthecurrenttimeoutindex (i.e. thenumberof
timeoutsthathave alreadyoccurredsincethesystemstarted)is 10, thenthedata
file will beaddedat index 12 (if thetimeoutperiodis 30seconds).

At eachtimeout,first thesystemis checkedfor CPUoverload,by readingthe
currentload valuein the systemfile “/proc/loadavg”. If this load hasexceeded
a threshold,then it would not be prudentto continuefetchingfiles at the same
rate,sincethat would only further overloadthe system. Hencewe usevarious
heuristicsto determinewhich of thefiles canbedegraded,i.e. which of thefiles
canbepushedto a futuretimeout.Theheuristicsusedare:

1. Datafilesof scriptswith leastaccessfrequency

2. Datafilesof scriptswith mostaccessfrequency

3. Datafiles of scriptswith bestcurrentQoS(TheQoSof a script is nothing
but theleastvalueamongtheQoS’of its constituentdatafiles)

4. Datafilesof randomscripts

Oncethe systemhasbeenchecked for potentialoverload,all the datafiles
that needto be fetchedat that timeoutarequeuedup andfetchedin parallelby
differentthreads.As eachdatafile is fetched,its backbonenetwork delayis mea-
sured. If this delay hasincreasedas comparedto the delay measuredwhen it
wasfetchedthe last time, thenit meansthat thebackboneis gettingoverloaded.
Therefore,it would be difficult to maintainthe currentQoSandhencethe QoS
of suchdatafiles is worsenedbasedon a heuristic.If this resultsin theQoSof a
particulardatafile exceedingits maximumallowed,thenit is temporarilydropped
from the fetchqueue.This is doneby schedulingit to be fetchedat a periodof
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twice its maximumQoS.In all othercasesit is addedbackto thetimer queueto
befetchedbasedon thecurrentQoSthatis beingprovidedwith. Onefactto note
is thattheQoSof adatafile is degradedONLY if it hasactuallybeenmodifiedon
theserver. This is determinedby sendingIF MODIFIED SINCEHTTP requests
everytimea datafile is fetched.If thefile hasactuallybeenmodifiedon thecon-
tent serverthenthe server would reply with the updatedversionof the file and
its LAST MODIFIED DATE, or elsethe server would just reply with an HTTP
statuscodeof 304 (NOT MODIFIED). In additionbeforea datafile is actually
fetched,its accessfrequency is comparedwith its currentfetch period. If it is
beingaccessedlessfrequentlythanit is beingfetchedfrom thecontentserver, it
is droppedfrom thecache(in thesameway asspecifiedabove - by schedulingit
to befetchedwith aperiodof twice its maximumQoS).

Sinceall the datafiles arescheduledto be fetchedin parallel from the con-
tentserverby differentthreads,theoutgoinglink bandwidthcouldpotentiallyget
overloadedonaccountof sucha multitudeof requests.Thiswould in turn leadto
greaterdelaysbeingobservedfor eachdatafile fetched.In orderto preventthis,
we monitor thecurrentbandwidthavailableevery time a new threadis spawned
to handleadatafile fetch.If theavailablebandwidthfallsbelow a threshold,then
we do not actuallyfetchthatdatafile at thattimeout,but degradeit to befetched
at a later timeout. In a similar way we degradea few morefiles until the load is
reduced.Weusea few heuristicsto determinewhichfiles to degrade.They are:

1. Datafileswith leastaccessfrequency

2. Datafileswith maximumaccessfrequency

3. Datafileswith bestQoS

4. Randomdatafiles

In this way we try to reducethe numberof outgoingrequestsat a particular
timeout,thereforereducingtheloadon theoutgoingnetwork.

4.3 Content Server

The contentserveralso requirescertainmodificationsto its “dynamic content
module”(Fig. 3.2) to supporttheactive cachingscheme.Whena contentserver
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receivesa proxy requestfor dynamiccontent,it hasto beableto distinguishthat
the requestoriginatedfrom an activecache. In order to facilitate this, the ac-
tive servermodifiesthe HTTP requestheaderbeforeforwardingthe request.It
modifiestheHTTP[18] Acceptheader, by addingthestring:

x-script/x-activeScripts

to theheader. Whenthedynamiccontentmodulerecognizesthis specialex-
tension,it comprehendsthat the script is not to beexecutedlocally, but is to be
returnedto therequesterasis. Onevery importantfact to noteis that thereis no
securityinbuilt into thismechanism.It is assumedthattheactivecacheandserver
have alreadyauthenticatedeachotherusingsomereliableauthenticationmecha-
nism.Hencearoguecachecangainaccessto thescriptonly if it cansuccessfully
authenticateitself with theserverbeforehand.

4.4 ActiveScript API

A scriptcouldbeexecutedontheactiveserveror thecontentserverandhencewe
needto beableto differentiatebetweenthetwo servers.This is doneby requiring
the script to specify the nameof the contentserverfor which it wasoriginally
written. This is doneby theAPI:

ASContentServer (Content server name, port);

On accountof this functioncall we areableto determineif thescript is cur-
rently executingon the contentserveror the activeserverby comparingIP ad-
dresses.If thescript is executingon thecontentserverall file requestsarelocal,
but if thescript is executingon theactiveserverall file requestsneedto becon-
vertedto HTTP requestsover the Internet. This function mustbe calledbefore
any of thefile read/writefunctionscanbecalled,or elsethosefunctionswill fail.

TheremainingAPI callsdealwith file open,read,write andclose:

4.4.1 File open

FD = ASopen(<filename>, attributes, consistency,
minimum QoS, maximum QoS);
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TheASopen()call is usedto openanexistingfile, andin somecasesto create
it first. The “filename” parameteris the nameandpathof thefile to beopened.
Sincethe path specifiedas a parameterhereactually refersto the path on the
contentserver, theActiveScriptLibrary (Section4.2.4)queriestheURLrewriter
module(Section4.2.1)for the local cachepathof thespecified“filename”. The
“attributes”indicatein whatmodesit canbeopened,e.g: “r”, “w”, “r+” etc. The
“consistency” parametercanhaveoneof two differentvaluesasspecifiedin Table
4.1.

Table4.1: Consistency parametervalues

Value Meaning
“EXPIRES” Thefile requiresaconsistency betweenminimumQoS

andmaximumQoS,i.e. thecopy on theactiveserver
shouldnotbeolderthan“max. QoS”minutesandneed
notbenewer than“min. QoS”.

“TEMPFL” Thefile is a temporaryfile, i.e. it doesnothaveany
consistency requirements.It is createdlocally (if it
doesnotexist) andis removedwhenthefile is closed.
It canbeusedto storetemporarydatavalueswhichneed
notbeavailableon thenext executionof thescript.

The fourth and fifth parametersare ignoredif the consistency is TEMPFL.
Thiscall returnsa “file descriptor”thatis usedfor furtherread/writecalls.

4.4.2 File read

Status = ASread (FD, Buffer, Count);

Thiscall attemptsto read’Count’ numberof bytesfrom thefile descriptorFD,
into thebuffer ’Buffer’. It returnsthenumberof bytessuccessfullyread.

4.4.3 File write

Weonly supportread-onlyscriptsandthis “write” call is only to write temporary
filesspecifiedby theconsistency type“TEMPFL” in Table4.1.
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Status = ASwrite (FD, Buffer, Count);

Similar to the ASread() call, this call attemptsto write ’Count’ numberof
bytesfrom the buffer ’Buffer’ to the file ’FD’. It returnsthe numberof bytes
successfullywritten.

4.4.4 File close

Status = ASclose(FD);

TheASclose()call closesthefile descriptor’FD’. In casethefile is a tempo-
rarydatafile, it is alsodeleted.
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Chapter 5

Futur eWork

Currently, we only supportread-onlyscripts. Scriptsarenot allowed to modify
any stateon the contentserver. We areinvestigatingmethodsto allow write ac-
cessin a consistentmanner. Another issuethat remainsto be addressedis the
possibilityof platform inconsistenciesbetweenthecontentserver andthe active
cache.This canbesolvedby addingtherequiredhardwareto eliminatetheplat-
form inconsistencies.Security/authenticationarealsoimportantresearchissues
to beaddressedin thefuture.
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Appendix A

Squid RedirectionModule (JESred)

Jesredis a very fastandhighly configurableredirectorfor theSquidInternetOb-
ject Cache.It wasderivedfrom ChrisFoote’s andWaynePiekarski’s Squirm1.0
betaBand somecodefrom Squid itself, but is about2-3 times fasterthan the
originalversionandhassomeadditionalfeatures.

A.1 Features

Jesredhasthefollowing features:

� It is fasterthanany otherknown Squidredirector

� It usesonly averysmallamountof memory

� It is ableto rewrite GETandoptionallyICP QUERY requestsaswell

� It hasoneglobalconfigurationfile (SectionA.2)

� It hasoneIP accesscontrol file (SectionA.3) which supportsCIDR nota-
tion only (i.e. subnet/mask).Thusonly URL requestsfrom the specified
subnets/clientsarerewritten, if necessary.

� It hasonerewrite rulesconfigurationfile (with regularexpressionmatching
andreplacement)(SectionA.4)

� It supportsoptionalloggingof commonanderrormessagesto afile
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� It supportsoptionalloggingof URL rewritesto aseparatelog file, including
thenumberof therule,whichhasbeenusedto rewrite theURL.

� It is ableto re-readall its configurationfiles on the fly by sendinga HUP
signalto theprocess.Thereforeonedoesnot needto restartSquid,if one
wantsto:

1. changetheusedlog file name[s](usefulfor log file rotation).

2. enable/disablelogging.

3. enable/disabledebugmodeif compiledwith DEBUG option.

4. enable/disableURL rewriting of ICP QUERY (sibling) requests.

5. changetheIP accesspatterns.

6. changetheredirectrules.

� JESredruns in Echo modeif thereare configurationfile error[s] (i.e. it
alwaysechosbacka newline without any URL replacement)andtherefore
keepsSquidworking.

A.2 Global Configuration File

Thefollowing optionsaresupported:

� Pathto AccessControlConfigurationFile

allow = /local/squid/etc/redirect.acl

� Pathto Rewrite RulesConfigurationFile

rules = /local/squid/etc/redirect.rule s

� Pathto log file for general,erroranddebugmessages(emptyvalueor com-
mentingthisoutdisableslogging)

redirect_log = /local/squid/logs/redirect.l og

� Pathto log file for URL rewrites(emptyvalueor commentingthis out dis-
ablesloggingof URL rewrites)
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rewrite_log = /local/squid/logs/rewrite.log

� Enable/Disabledebuggingto redirectlog

debug = true/false

� AllowsICP QUERY requeststo berewritten, if a ruleapplies.

siblings = true/false

A.3 AccessControl Configuration File

The AccessControl Configurationfile determinesthe IP addressesfrom which
requestsareallowedtoberewritten. It supportsonly thefollowingCIDRnotation:

a.b.c.d/m with a, b, c, d between {0..255}
and m between {0..32}

calledasthe IP accesspattern.The IP accesspatterncanbe prefixed with a ’!’
whichmeansthattheURL passedfrom thatIP addressshouldnotbere-written.

JESredusesa linear list of IP accesspatternsandhencethe orderof the IP
accesspatternsis important.As longasnomatchis found,it comparestheclients
IP addresswith the next pattern. If the endof the list is reachedandno match
wasfound,JESredechosbackanew line,whichindicatesnoURL replacementto
Squid. If a client IP addressmatches,rewrite rulesareappliedimmediately(i.e.
no furtherrulesareprocessed).For example:

# Do not rewrite URLs from these addresses
!141.44.251.15/32
!149.203.102.1/32

# Rewrite all URLs from:
141.44.0.0/16
149.203.0.0/16
193.175.28.0/24

24



A.4 Rewrite RulesConfiguration File

TheRewrite RulesConfigurationFile specifiesaregularexpressionbasedpattern,
which if matchedresultsin the rest of the rule being executed. Justas in the
AccessControlList, therulesarematchedin a linearorderandhencetheorderof
therulesis important.Thefollowing configurationoptionscanbepresentin this
file:

� Abort string: If JESredencountersoneof thesestringsat the endof the
passedURL, it immediatelyreturnsand echo’s back a newline (i.e. no
rewrite). Theserulesarereferredto asABORT rules.For example:

abort .html
abort .jpg
abort .html
abort .shtml
abort .java
abort .jar
abort .htm

� Rewrite rule regular expressions:Theseregularexpressionsspecifythepat-
tern to bematchedandtheactionto beperformedif a matchoccurs.The
syntaxis:

regex RE [RURL [ACCEL]]
OR

regexi RE [RURL [ACCEL]]

regex indicatesthat the following regular expressionis case-sensitive and
regexi indicatesthatthefollowing regularexpressionis case-insensitive.RE
is theregularexpressionwhich hasto matchthepassedURL to getrewrit-
tenwith thefollowing RURL.

ACCELis astringwhichstartswith a ’
�

’. If thestringafterthe’
�

’ is NOT
completelythesameasthestringthat thepassedURL startswith thenthe
therestof therule is ignored.This is usedasanacceleratorto improve the
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matchingspeed.

If RURL and ACCEL are omitted,all URLs which matchRE, are NOT
rewritten. Someexamplesaregivenbelow:

regex ˆhttp://199.78.52.10/˜web_ani/. *\.g if
http://141.44.30.2/images/dot. gif

ˆhttp://199.78.52.10/˜web_ani/

Thisrulereplacesall URLsstartingwith http://199.78.52.10/� webani (note
theaccelerator)andendingin .gif with theexactURL http://141.44.30.2-
/images/dot.gif. The pattern[.*] is usedto matchany characters.If there
is morethanonesuch[.*] patternin theregularexpression,theneachsuch
patternis numberedfrom left to right andcanbeusedin theRURL to re-
placetheexactsamestringthatwasmatched.For example:

regex ˆhttp://(.*)/ads/mini/(.*)
http://\1/adverts/large/\2

This rule replacesall URLs thathave thestring/ads/mini/ in themwith the
string /adverts/large/. It doesthis by copying all the charactersmatched
by thefirst .* into theresultURL wherethestring � 1 existsandall charac-
tersmatchedby thesecond.* into theresultURL wherethestring � 2 exists.

Herearesomemoreexamples:

regexi ˆhttp://ad.doubleclick.net/ad/ .*
http://141.44.30.2/images/do t.gi f

ˆhttp://ad.doubleclick.net/ad /

regex ˆhttp://ad.preferences.com/imag e.*
http://141.44.30.2/images/dot. gif

ˆhttp://ad.preferences.com/imag e

regex ˆhttp://ads[0-9][0-9].focalink. com/
SmartBanner/nph-graphic.*
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http://141.44.30.2/images/dot. gif

regex ˆhttp://adserver.developer.com/ cgi- bin/
accipiter/adserver.exe.*

http://141.44.30.2/images/dot. gif
http://adserver.developer.com/ cgi- bin/

accipiter/adserver.exe

regex ˆhttp://tracker.clicktrade.com/ Trac ker.*
http://141.44.30.2/images/dot. gif
http://tracker.clicktrade.com/ Trac ker

regex ˆhttp://adforce.imgis.com/?adse rv.*
http://141.44.30.2/images/dot. gif

ˆhttp://adforce.imgis.com/?adse rv

regex ˆhttp://195.90.252.40/banner.*
http://141.44.30.2/images/dot. gif

ˆhttp://195.90.252.40/banner

regex ˆhttp://www.artuframe.com/partn ers/ affil iate s/
banners.*

http://141.44.30.2/images/dot. gif
ˆhttp://www.artuframe.com/partn ers/ affil iate s/

banners
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Appendix B

ApacheRedirectionModule
(mod rewrite)

The mod rewrite moduleof Apacheis very useful tool for URL manipulation.
It usesa rule-basedrewriting engine(basedon a regular-expressionparser)to
rewrite requestedURLs on thefly. It supportsanunlimitednumberof rulesand
anunlimitednumberof attachedrule conditionsfor eachrule to provide a really
flexible andpowerful URL manipulationmechanism.The URL manipulations
candependon varioustests,for instanceserver variables,environmentvariables,
HTTPheaders,timestampsandevenexternaldatabaselookupsin variousformats
canbeusedto achievea reallygranularURL matching.

It operateson the full URLs (including thepath-infopart)both in per-server
context (httpd.conf)and per-directory context (.htaccess)and can even gener-
ate query-stringpartson result. The rewritten result can lead to internal sub-
processing,externalrequestredirectionor evento aninternalproxy throughput.

B.1 How doesmod rewrite work?

Theinternalworking of this moduleis very complex andneedsto beunderstood
clearlyto avoid commonmistakes.
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B.1.1 API Phases

WhenApacheprocessesa HTTP requestit doesthis in phases.A hookfor each
of thesephasesis provided by the ApacheAPI. Mod rewrite usestwo of these
hooks: the URL-to-filenametranslationhook which is usedafter the HTTP re-
questhasbeenreadbut beforeany authorizationstartsandtheFixuphookwhich
is triggeredafter theauthorizationphasesandafter the per-directoryconfigfiles
(.htaccess)havebeenread,but beforethecontenthandleris activated.

So, after a requestcomesin andApachehasdeterminedthe corresponding
server(orvirtualserver)therewriting enginestartstheprocessingof all themod rewrite
directivesfrom theper-serverconfigurationin theURL-to-filenamephase.A few
stepslaterwhenthefinal datadirectoriesarefound,theper-directoryconfigura-
tion directivesof mod rewrite aretriggeredin theFixup phase.In bothsituations
mod rewrite rewritesURLseitherto new URLsor to filenames,althoughthereis
noobviousdistinctionbetweenthem.

Moredetailson theAPI phasescanbefoundat:

http:\\httpd.apache.org/docs/m od/m od_re writ e.htm l

B.1.2 RulesetProcessing

The orderof rules in the rulesetis importantbecausethe rewriting enginepro-
cessesthemin aspecial(andnotveryobvious)order. Therule is this: Therewrit-
ing engineloops throughthe rulesetrule by rule (RewriteRuledirectives) and
whena particularrule matchesit optionally loopsthroughexisting correspond-
ing conditions(RewriteConddirectives).For historicalreasonstheconditionsare
givenfirst, andsothecontrolflow is a little bit long-winded.SeeFigureB.1 for
moredetails.

As is obvious,first theURL is matchedagainstthePatternof eachrule. When
it failsmod rewrite immediatelystopsprocessingthis ruleandcontinueswith the
next rule. If thePatternmatches,mod rewrite looksfor correspondingrule con-
ditions. If nonearepresent,it just substitutestheURL with a new valuewhich is
constructedfrom thestringSubstitutionandgoeson with its rule-looping.But if
conditionsexist, it startsaninner loop for processingthemin theorderthat they
arelisted. For conditionsthelogic is different: we don’t matcha patternagainst
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FigureB.1: Thecontrolflow throughtherewriting ruleset

thecurrentURL. Insteadwefirst createastringTestStringby expandingvariables,
back-references,maplookups,etc.andthenwe try to matchCondPatternagainst
it. If thepatterndoesn’t match,thecompletesetof conditionsandthecorrespond-
ing rule fails. If the patternmatches,thenthe next conditionis processeduntil
nomoreconditionsareavailable.If all conditionsmatch,processingis continued
with thesubstitutionof theURL with Substitution.

Quoting SpecialCharacters

As of Apache1.3.20,specialcharactersin TestStringandSubstitutionstringscan
beescaped(thatis, treatedasnormalcharacterswithout theirusualspecialmean-
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ing) by prefixingthemwith aslash(’ � ’) character. In otherwords,youcaninclude
an actualdollar-sign characterin a Substitutionstring by using’ � $’; this keeps
mod rewrite from trying to treatit asa backreference.

RegexBack-ReferenceAvailability

Oneimportantthinghereto berememberedis thatwheneveryouuseparentheses
in Pattern or in oneof the CondPattern, back-referencesare internally created
which canbeusedwith thestrings$N and%N. Theseareavailablefor creating
thestringsSubstitutionandTestString. FigureB.2 shows to which locationsthe
back-referencesaretransferedfor expansion.

FigureB.2: Theback-referenceflow througha rule

B.2 Configuration Dir ectives

Mod rewrite providesthefollowing configurationoptions:

� RewriteEngine

� RewriteOptions

� RewriteLog

� RewriteLogLevel

31



� RewriteLock

� RewriteMap

� RewriteBase

� RewriteCond

� RewriteRule

Extensivedetailsoneachof theseoptionscanbefoundat:

http://httpd.apache.org/docs/m od/m od_re writ e.htm l

B.3 Examples

A lot of exampleswith detailedexplanationcanbefoundat:

http://httpd.apache.org/docs/m isc/ rewri tegu ide.h tml
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