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Abstract—In this paper, we advocateasymmetric function place- A sensor network is fundamentally different from Intermet i
ment as one of guiding principles to architect sensor network two key aspects. First, sensor nodes are very constrained de
systems. We demonstrate its generic applicability and eftéive- ;g with limited computation and communication resosrce
ness by applying this principle to three typical sensor netark : . .
technologies, namely, localization$potligh?), sensing ¢Sens¢ and Ther_efore ef ciency (_)f protocol designs should be a major
communication (mNety. These technologies have very dissimilar @rchitecture concern in sensor networks. Second, a seesor n
features, representing a wide spectrum of system design rage- work interacts with physical environments, while the Intetr
ments. We have invested signi cant effort to design, implerant  pyilds a logical world where human-computer interactiomelo
and evaluate our techniques on TinyOS/Mote testbeds. The selts inates. These differences make new design principles sages

from several running systems indicate that asymmetric funtion | | twork hitect . | ltiol
placement is a powerful guiding principle to achieveef ciency and N general, Sensor network architecture involves muitipie

high-performancesimultaneously in wireless sensor networks. At design principles, guiding the design of architecturesleser-
the end, we exam the system features that discourage the usk ovice and control interfaces, decomposition and compasitio

asymmetric function placement and approaches to address &ém. methodologies of functional components. In this paper, we
do not intend to enumerate every design principle that is
. INTRODUCTION potentially useful, but to advocate the principleAgymmetric

Wireless Sensor Networks (WSN) support many promiBunction Placement a sensor-network equivalence to the end-
ing applications, such as military surveillance, infrasture to-end argument found in the Internétshould be emphasized
protection, scienti ¢ exploration and smart environmerRe- rst that asymmetric design by itself is not new in general
searchers in this area have accumulated a large portfaantext - it has been widely proposed and well articulated
of designs, effectively addressing a wide range of case-liy-the context of Client/Server architecture, and implycit
case problems. However, we are still searching for guidimged in many existing sensor network designs [10], [11],
principles to ef ciently compose sensor network systems §9]. The main novelty of this work is to 1) demonstrate
a whole. In this paper, we attempt to address this issue dystematically that this design principle can be applied in
(i) advocating the design principle oksymmetric Function various aspect of wireless sensor networks, using seveval n
Placementand by (ii) designing and prototyping several senssolutions, 2) explain how to apply this design principle end
network technologies based on this design principle, andyi the right sensor network settings appropriately, and 3gakv
presenting the insights, limitations, challenging isslegsned Asymmetric Function Placement can leadgenerig ef cient
from our study. and powerfuldesigns across different applications.

As evident in the Internet evolution, good design prinaple In the rest of the paper, we rst explain the concept of
contribute to a successful architecture. The famous “end-Asymmetric Function Placemenmind then we present three
end argument”, proposed by Saltzer, Reed and Clark [26gnsor network designs and physical implementations, lyame
is one of these design principles that led to the successSglotlight uSenseand mNets which use asymmetric function
the Internet. It suggests pushing functions, which regeird- placement as the guiding design principle. We carefullyosieo
to-end guarantees (e.g., reliable delivery), to the edgthef these designs so that they have very dissimilar features and
network in order to avoid redundancy and in exibility. Werepresent a wide spectrum of requirements to evaluate the
note that although the “end-to-end argument” is proposed generality of asymmetric function placement. In each desig
a design principle independent of the TCP/IP architectiire we qualitative and quantitatively explain why this desigmp
provides important guidance as to where each network fomctciple plays a key role not only in simplifying the sensordev
should be implemented. Having observed the importanced#fsign but also in improving the system-level performarse a
design principles to the success of the Internet, we raige thwhole. We note that it is unfair to claim asymmetric funitio
following questions: What are the key design principles f@lacement can be applied in every sensor system design.
sensor network architectures? And how can we ef cientlifherefore, we discuss the system features that discounzge t
utilize these design principles in existing and future sensuse of this design principle and possible approaches toeaddr
systems? them at the end of this paper.



Il. THE CONCEPT OFASYMMETRIC FUNCTION monolithic system leads to dif culties in interoperabjliand
PLACEMENT extensibility, it is an indispensable step to rst decompas
system into different functions and answehereeach function
é@guld be realized. A thoughtful function placement piphei
would lead to an effective implementation as indicated by

The guiding principle we identify here is callefisymmetric the “end-to-end argument”. Another notable function place

Function Placementlt suggests decoupling the non—essentigfe,mhpr:jnc'ple IS r;]ut forvxllz?\rd Zy ;JCL'A]SS Ten?t [191 prqject,
functions from the core of the sensor network, an approa‘{{[ﬁ'C a voca‘;es_t at mu_tl—no e data usion unctionadityl
fﬁ%mplex application logic should be implemented only at

to obtain a slim architecture that can be supported on th d 1 d b h d
resource constrained sensor nodes. The principle of asynom € secon t'?r (e.g., master no es), because the cost an
function placement deems a functimon-essentialif sensor complexity of in-network processing woulld over§hadow thei
applications operate well without direct support from thisc- bgne_ts. Here_we.advocate the asymmetric function placemen
Spr|nC|pIe that is different, however complementary. Wealec

tion. Non-essential functions, if embedded within the sen twork functi Nt t ¢ S a
network, not only increase the footprint (code size) of trRJ,e Sensor hetwork functions into two calegories. es

implementation, but also consume valuable resources ssic odn-essennal functions. Essential functions are the ohas

bandwidth and computation. By decoupling the non-essen J3ve to be supported within the network, while non-esskntia

functions and implementing them outside the network co ynctions are the ones that need not be embedded as a part

we achieveef ciencyandperformancesimultaneously, becauseOf the network. Different from Tenet, we do not dictate a

of following two reasons: First, with fewer functions shgi tiered arphitecture and we address function placementrara
the limited resources on a node, we can build the essen%ﬁ‘r?u'a”ty' _ .

functions, the ones that must be embedded into individua>iNce We do not expect asymmetric function placement
sensor nodes, in a less stringent design space. SecondQv@PP!Y to all application domains, we scope our work by
can design and implement non-essential functions outside3SuMing the nodes are stationary (no mobility), which & th
sensor networks free of resource constraints inherent én fSe for most existing deployed sensor systems [3], [18], [2

sensor nodes. These functions, therefore, can be verystbphisCl [32], [36]. In a highly-mobile sensor network, we expe

cated and powerful, leading to a signi cantly improved caler the bengt of usin_g asymmetric function placement might not
performance. apply. Since mobile nodes are normally more capable than the

We note that the decoupling of non-essential functions ts i§P€S of devices we are considering, traditional architest

straightforward, but a rather challenging task for two opss Might be used for them. o
First. most functions seem to be essential if consideagd 10 illustrate the architectural bene ts of asymmetric ftion

a whole and we cannot simply re-implement them entire|9lacement, in_the rest of the section, we present three dreamp
outside of the sensor nodes. We will demonstrate this later'l@mely,Spotlight uSens@ndmNets We organize each exam-
the paper. Second, application features would affect veeth ple as follpws: We rst brie y describe t_he_techmcal des;gn_
function is essential or not. It would also affect how dedmgp @nd then illustrate how to apply the principle of asymmetric
should be done. It is a demanding task to conceive applizatiunction placement. At the end of each example, we evaluate
speci ¢ ef cient decoupling mechanisms. the d_es_|gn through quant!tat_we experiments and qualiati
Although asymmetric design is not new in computer scien@§Scription of architecture insights.
eld, it is new to clarify, validate and consolidate this dgs
principle from system perspective in the context of senstr Spotlight Localization
networks, using several running systems. More speci caly | this section, we use Spotlight localization system [29]
contributions lie in two main aspects. as the rst example for asymmetric function placement. To
We reveal asymmetric function placement's ability tgupport location-aware applications, we need two funstion
reduce the in-network complexity and enhance systatamely localization and a location service. Localizatien i
performancesimultaneouslyTo indicate how widely this a process of obtaining théx;y;z) location information of
principle can be used, we have designed a set of noimlividual nodes, while the location service de nes how to
asymmetric solutions, demonstrating their architecta aexpose and use these information. We note that localization
performance superiority in several TinyOS/Mote testbeds.an indirect mechanism while the location service is e$sen
We analyze the differences and possible integratifumction, since applications only use location informatias
between our design and other existing architectureguts and they do not care about how the location is obtained
such as Tenet [10], SNA [23], COMPASS [25] and To decouple the non-essential localization function, the
WaveScope [18]. This contributes to the ultimate archgpotlight system employs an asymmetric architecture, iichvh
tecture design convergence in the future. sensor nodes do not need any special hardware. We push all
the sophisticated hardware and computation into a powerful
device, called Spotlight, which is not part of the network.
This asymmetric function placement leads to simpli ed sgns
Architecture design can be regarded as a process of dgsel architecture as well as a much more powerful locabirat
tematically decomposing and composing of functions. Sencedesign.

Essentially, function placement advisehereeach function
should be implemented in sensor network systems to achi
overall architecture and performance objectives ef dient

I1l. APPLICATIONS OFASYMMETRIC FUNCTION
PLACEMENT



—»
_>
o - = ® ([
_>
=) ® _ - .7¢ L ]
—» &
o
>0 R ° e
o -«
—-» - ®
L ] 4 ° [ ] ® .
> o
=
e g=]
Fig. 1. Scenario Fig. 2. Point Scan Fig. 3. Line Scan Fig. 4. Area Cover

The main idea of the Spotlight localization system is to use Thinkpad laptop.
a Spotlight device to generatontrolled eventdn the eld
where the sensor nodes are deployed. An event could be,
example, the light projected into an area. Using the timerwhe
a controlled event is detected by a sensor node and the sp - :
time correlation of the generated events, location infdaioma |
regarding the sensor node can be inferred.

Advanced Design at the Spotlight DeviceWe illustrate |~ N\
the Spotlight idea further with Figure 1. Figure 1 show 2] : i /)
a sensor localization scenario: After deployment, the sen-
sor nodes time synchronize with each other. An (aerial
or terrestrial) vehicle with a Spotlight device generates
a sequence of controlled light events. For example, a
controlled sequence of point events can be described as
the event locationgx;y;z) over timet: f : R ! RS,
wheref (t) = (X;y;z). A sensor node detects the event
at timet and reportd to the Spotlight device. Since the
spatiotemporal propertf/ (t) of the controlled events is
known to the Spotlight device, it can compute the location
of the sensor nodes by inputting the time-stanipto the
sequencd (t). Besides disseminating of point events as
shown in Figure 2, we can also use line and area eventd) Evaluation of Spotlight:We evaluated the performance

to obtain the nodes' locations. Figure 3 shows how linef Spotlight localization both indoors and outdoors (Fi6).

scan works in a 2-D space. Instead of disseminatingHgre we only present the relevant results. Based on the asym-
single spot, line-scan create a line of light and scans theetric design, Spotlight localization achieves (i) a ceetier-
area twice, rst with a vertical event line followed bylevel accuracy as shown in Figure 7, whichlis 2 orders of

a horizontal event line. After two scans, each node getmgnitude more accurate than well-known range-free scheme
two time stampsi; andt,, which can be used by thesuch as centroid [2] and amorphous localization [19], aid (i
Spotlight device to obtaim andy coordinates of a node.over 1000 meters localization range as shown in Figure 8,
Figure 4 shows how the area-cover method works. Thénich is two orders of magnitude longer than state-of-the-
2-D area is divided into multiple sections, each with art range-based localization systems such as Cricket [24].
unique code. Events are disseminated according to #wed we note that long range and high accuracy are achieved
code (1/0 denotes the existence/void of the event). The 8ifhultaneously without any additional cost at sensor nodes
detection sequence of a node can be used to identifyTihe only process performed at a node is simple event detectio
which section this node is located. For example, as showith time-stamping. The cost of a spotlight device (e.gQ80

in Figure 4, if a node reports a 0011 event sequence, thigrently) can be amortized per node over multiple usages.
node must be at the right upper corner of the eld. 2) Architecture Insights:We conclude that the signi cant
The Spotlight device is designed to be powerful enoud@iprovements in the Spotlight system come from the architec
to support many types of controlled events, allowing thare design. Previous symmetric solutions such as [2],,[19]
tradeoff between the cost and time to achieve localizatid@4] implement the localization function completely withi
Figure ?? shows both indoor and outdoor version wéhe sensor networks. Developing these symmetric solutions
implemented. The indoor version (left) uses an Infocims limited design choices due to the resource constraints.
LD530 projector connected to an IBM Thinkpad laptogd=or examples, existing localization protocols normallyl fa
The outdoor version (right) uses diode lasers, a compirtto one of two categoriegange-basedand range-free The
erized telescope mount (Celestron CG-5GT), and an IBidrmer is de ned by protocols that use absolute point-tinpo

Fig. 5.  Spotlight System and Spotlight System

Simple and Generic Detection Function at Sensor
Nodes: In contrast, sensor-level design is very simple
and generic. Sensor nodes need only to support simple
detection, time-stamping and report functions. In fact,
sensor nodes are blissfully unaware of which type of
events a Spotlight device generates. This lightweight and
generic design not only reduces the memory and energy
during the operation, but also decreases the cost for
reprogramming and the overhead of debugging.
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distance estimates (range) or angle estimates for caloglatre independent of the mechanisms to obtain the schedules.
location. The latter makes no assumption about the avhilabi Therefore, we suggest a conceptual decouplingadifeduling

or validity of pair-wise distance information. In both cgteies, from switching The scheduling function calculates the pa-
cost and accuracy are at odds with each other. In orderrémeters of a working schedule (wakeup/sleep durations) fo
obtain a high accuracy, range-based protocols need to edadividual nodes, while the switching function turns on aftl

the sensor nodes with sophisticated hardware devices leap#ie sensors according to these scheduling parametersofsish

of ranging. In order to reduce cost, range-free protocol®@hdn Figure 9, uSense features an asymmetric solution, which
to use only connectivity information, resulting in a largeoe consists of a lightweight algorithm running at the sensat an

in localization. a sophisticated design and implementation outside theosens

In contrast, our asymmetric function placement allows nonetwork. To support this, a two-way communication is needed
essential functions (e.g., localization) to be designedainbetween the outside entity and the sensor network.
resource-rich design space (Spotlight device), henceethes
functions can be powerful enough to improve the performance
of sensor systems. For example, outdoor experiments [29]
(Figure 6) show that the Spotlight system can achieve as low
as 5 centimeters accuracy over a 170-meter range without any
additional hardware on sensors.

In addition, the asymmetric function placement improves
architecture exibility by removing application-specimecha-
nisms outside of sensor nodes. As shown in Spotlight, the-tim
stamp function isgeneric Three localization methods (i.e.,
point-scan, line-scan and area-cover) can be supporteteoy t
Spotlight device, requiring no changes to the sensor dsvice

Generic Switching Algorithms at the Sensor:We de-
velop a switching algorithm that is lightweight enough
to run on the resource constrained nodes and generic to
accommodate various types of schedules. We use two
parameters in the switching algorithm design, namely
schedule bitsS and switching rateR:

(1) The schedule bit§ are an in nite binary string in
which 1 denotes the active state and 0 denotes the inactive
state. The duty cycle of a node is the percentage of 1s
in S. Since the node schedule is normally periodic, it
can be concisely represented by a regular expression (to
save dissemination overhead). For examf0®10) can

be used to denote a repeated off-off-active-off schedule.
(2) The switching rat® de nes the toggling rate between
states. For example, a switching rate of 2HZ requires

B. uSense Coverage Framework

In this section, we introduce a coverage framework, called
uSense [11], using asymmetric function placement. Thecebje
tives of the uSense design are the exibility in con guratio a node to read 2 bits from the schedule per second.
and signi cant energy efciency in sensing coverage. More Theoretically, when the switching rate approaches in nity
importantly, we use uSense as another example to illustrate schedule bits can precisely characterize any on/off behav-
the design philosophy of asymmetric function placement. ior generated by any coverage algorithm. In reality, the

It is often the case that a sensor network needs to sup- switching rate is nite, therefore in the worst-case, a node
port multiple operating scenarios. For example, a military might need to extend the wake-up period gyseconds

surveillance network could be required to provide robudt fu

coverage during a red alert (a spatial coverage requirément

while tolerating a certain detection delay (a temporal cage
requirement) at other times to conserve energy. Two alyost

([31] and [3]) have been successfully designed to meet these

two design goals. However, neither of them, unfortunatsly,
exible enough to meet both requirements. Evidently, with
these two algorithms, we can achieve exibility by repro-

gramming the coverage component through Deluge [14] and

other wireless download tools [16]. However, reprograngnin
is expensive in communication cost, making exibility and
ef ciency at odds with each other.

We observe that the wakeup/sleep schedule of individual

to guarantee the desired coverage. To build an ef cient
switching algorithm, we build a Timed Finite Automaton
(TFA) to interpret the schedul®, associating a time value

to each 0/1 and 1/0 state transition. For example, Figure 10
shows a state-transition of a TFA, which interprets the
schedule(10000010). In this TFA, A0 and A2 are two
active states an81 andS2 are two sleep states. The state
transitions are triggered by the expiration of the time.
Global Scheduling Algorithms at the Outside Entities:

As shown in Figure 9, we develop sensor-scheduling
algorithms outside the network (e.g., multiple computa-
tional nodes can be used to distributively collect data and
execute the algorithm). Free of resource constraints, this

sensor nodes can be described by a set of parameters, which outside entity can support a large number of sophisticated
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Fig. 9. Overview of uSense Architecture Fig. 10. Time Finite Automata Fig. 11.  Scan with Tessellations
coverage algorithms [33], [34], [3], [4], [27], [6]. We N

design a generic parameter translation engine, which takes
the output of a sensing algorithm and converts it to the
S and R parameters. We note that uSense's asymmetric
architecture is especially friendly to global scheduling
algorithms, which might require excessive communica-
tion if implemented within the core of network. Since
global scheduling allows more nodes to be activated than
scheduling schemes that only schedule nodes within the Node Densiy

neighborhood, it leads to a signi cant power savings com- Fig. 13. System Life Time

pared with the localized coverage algorithm. As proofs of

concept, we have designed and implemented two global

scheduling algorithms: line scan and systolic scan. Byents. Due to the space constraints, we summarize outgesul
illustrate the idea, we only use a simple example he®s follows: uSense can signi cantly improve the averagefii
Figure 11 shows that an area is partitioned into sorsigle node and the half life for the whole network, compared
small tiles. Instead of covering all tiles 100% of timewith the full coverage algorithm [33] as shown in Figure 13,
we only cover a column or a row of tiles in a certaifpecause its ability to support global scheduling withogjuie
interval of time during one round of horizontal or verticalng coordination between neighboring nodes. Second, due to
scan. Because only a small number of tiles are sensed@tmmetric design, uSense implementation has a very small
a speci ¢ point of time, many more nodes are put inttootprint. The generic switching algorithm is written withe
sleep mode than a localized scheduling algorithm cadesC language [8], running on the TinyOS/Mote platform. The
Therefore, it reduces energy consumption signi cantlgompiled image of a full implementation occupies 21,04@byt
One key research challenge we have addressed isotccode memory and 907 bytes of data memory. Third, other
optimize the node-to-tile assignment according to tiiean the cost to disseminate the scheduling bits, there is no
spatiotemporal features of scanning algorithms. Due feed for coordination among nodes.

the space constraint, we omit this non-architecture relate 2) Architecture Insights:uSense has several nice features
detail. originating from the architectural design: (i) Thenericdesign
supports a fast and ef cient policy change. We only need to
disseminate a few new parameters to switch between ditferen
coverage algorithms. This property is similar to the Sgotli
design where multiple event distribution functions can be
supported without changing the code at sensor nodes. (ii) It
allows an ef cient implementation of the global scheduling
algorithm, which coordinates nodes within a large arealiten

to signi cantly better performance compared with the |doed
solutions. (iii) Only a simple switching algorithm is imple
mented on the sensor nodes, which leads to savings in memory
and energy consumption.

System Half Life

Fig. 12. uSense System Setup

C. mNets Communication Paradigm
1) Evaluation of uSenseéiVe have implemented a compete To demonstrate the design philosophy of asymmetric func-

version of uSense as designed in previous section. As shdien placement further, in this section we introduce ourd feix-

in Figure 12 to evaluate uSense, we attach 25 MicaZ motesample: a new multi-frequency communication protocol, exzll

a veltex board (4 feet by 12 feet) using velcro straps. We usendlets. This communication design leverages multiple feequ
DELL 2300MP projector to generate light spots on the veltexes to reduce congestion and improve network throughput in
board. These light spots are used to emulate static and enobli#énse wireless sensor networks.



Figure 14 shows the main idea of mNets: We separate a frequency selection is located outside of sensor nodes, the
dense network into several connected sparse sub-networks, complexity is signi cantly reduced, hence leading to less
which use different frequencies to support parallel deaadr in-network debugging issues.
mission through multiple sub-networks. We decouple multi-
frequency communication into two sub-functiorfeequency 1) Evaluation: We have implemented mNets in Glo-
assignmentand data forwarding Using asymmetric function MoSim [35] and TinyOS/Mote testbed, and conducted exten-
placement, we implement a set of sophisticated algoritlamsSive experiments to evaluate its performance. Detailedrifes
do near-optimal frequency assignment outside the networt@n of mNets performance is out of the scope of this paper.

and a lightweight data forwarding mechanism at sensor nodd§re we only focus on three important performance metrics:
1) throughput, 2) packet delivery ratio and 3) packet dejive

latency. We adopt two typical sensor network scenarios: (i)
o multiple sensor nodes report their readings to one baserstat
. and (ii) the base station disseminates information to iplelti
sensor nodes.

The experimental results indicate that mNets outperforms
original network protocols in the following aspects: Firas
shown in Figure 15, by using advanced network partition and
frequency assignment algorithms, mNets achieves 1.6 and 2
times higher average aggregate throughput than the network

Fig. 14.  The Conceptual Design of mNets without mNets support. Second, by splitting the traf c irtis-

ferent sub-networks, mNets decreases the chance of ooBisi

Frequency assignment outside:Frequency assignmentleading to higher packet delivery ratios and low latenciss a
function is to partition the original network into subshown in Figure 16 and Figure 17, respectively.
networks and assign different channels to sub-networks2) Architecture Insights:mNets gains several nice proper-
Our design objectives for mNets are: (1) Every sulties from the asymmetric function placement principle doe t
network is k-connectedk( 1 and connects to atthe following reasons: (i) It uses the strong computatioititgb
lease one base station. (2) Sub-networks should overtajiside the networks to compute globally optimal frequency
in the eld and can be easily reached by all sensassignment solutions, which can provide better network per
nodes. (3) Every sub-network should be sparse enoudghmance with small communication overhead, compared with
to reduce congestion and also be dense enough to alttigtributed algorithms. (ii) As uSense and Spotlight,dgleeeric
robust connectivity. Distributed algorithms within sensalesign allows the exible exchange of different frequency
networks can hardly make a global partition and fressignment polices according to their requirements; Ib als
guency assignment to meet these requirements withallbws the de nition of speci ¢ frequency selection rulesrf
requiring excessive communication, especially for thé lasorresponding traf ¢ patterns. At the sensor side, a gerferi
requirement. Based on the asymmetric function placemeavarding technique is used to accommodate different frecquen
principle, we implement this function outside the networlassignment. (iii) It supports ef cient parameter tuningdan
In the system initialization, we gather the connectivityeplacement of frequency assignment algorithms, whichamak
information of nodes, and build a graph model outside timeNets adapt to various network scenarios with good scithabil
networks and design centralized and sophisticated grgphGeneric data forwarding protocols can be implemented a
algorithms to solve corresponding graph theory problensensor nodes with low overhead and footprint.
Speci cally, we modify one classical MAX-CUT algo-
rithm to produce a network partition such that each sub-
network is k-connected (condition 1), with minimizing
the total numbers of links within sub-networks (condition Unlike evaluating a speci ¢ algorithm, a design principte i
3). We also modify legacy dominating set algorithms tdif cult to assess and can only be appreciated over a long tim
compute sub-networks which are connected (conditiand over a large number of users. In this paper, we presesd thr
1), are k-dominating sets of the graph (condition 2) antew protocols which have very dissimilar features, repréisg
satisfy degree constraint (condition 3). Using the strorgwide spectrum of system design requirements. This allows
computation ability outside the sensor networks, thess to demonstrate the generality of asymmetric functiongsla
algorithms compute better network partition and frequenayent to some degree. However obviously, with three concrete
assignment. The computed results are sent back to éxamples, our effort alone is by no means suf cient to evilua
sensor network for the purpose of data forwarding.  the design principle of sensor networks.
Data forwarding: Since data has to be sent over the Despite the dif culty in evaluation, we attempt to reveal
network, we deem data forwarding as an essential functithre bene ts of asymmetric function placement by comparing
that should be placed at nodes. Data forwarding operatitve code size, computation complexity and communication
of mNets is very simple and generic, in which a node ontwerhead between the asymmetric solutions with the legacy
needs to use the pre-assigned frequency to forward paclsgtsmetric solutions. Since the protocols under comparikon
to destinations. Since the sophisticated intelligencénef tnot share identical assumptions and settings, the conoparis

IV. ANALYSIS OF THEASYMMETRIC FUNCTION
PLACEMENT
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Overhead at a sensor External Overhead Overhead at a sensor
memory | Compu. | comm. | memory | Compu. comm. memory | Compu. | comm.
Spotlight || O(1) o) O(H) | O(N) O(N) O(N) DV-Hop [21] O(A) O(A?) O(NA)
uSense o) o) O(H) | O(N) O(N) O(N) K-COVER * [1] | O(D) O(D) o(1)
mNets [e]@) o) O(H) | O(ND) | O(fND ?) | O(ND) MMSN [37] o(D) o(D) O(D)
TABLE |

THE BENEFIT OFASYMMETRIC FUNCTION PLACEMENT.

In the table I,N denotes the number of nodes within a netw@kdenotes the average degree of connectivity (i.e. the nodsitge H is the diameter of
the network in the number of hops.is the number of frequencies availabk.is the number of anchor nodes used for localization.
We note Set K-cover is a well-known NP-Hard problem, thezefoe compare only the greedy versions in uSense and [1]

can only serve as a qualitative indication of the bene fsrocess introduces two detrimental side-effects: largle cize
of asymmetric function placement. More speci cally, 1) wand dif culties in debugging.

compare Spotlight with the DV-Hop localization [21], which

localizes the sensor nodes using the hop counts between@GhéCommunication Cost

nodes to several known beacons; 2) We compare uSense Witfihe principle of asymmetric function placement necesaitat
the greedy version of SET K-COVER [1], which assigns @mmunication between sensor and off-net entities. Theafos
sensor to the cover set that it can contribute most. 3) MNglmmunication is proportional to the diameter of the networ
with MMSN [37], which allocates communication frequencyhich can be reduced by placing multiple second-tier nodes.
by comparing the random numbers generated within two-N@P contrast, the communication cost of in-network protscol
neighboring nodes. could vary signi cantly. For example, K-Cover only needs
one message to notify its sensing neighbor about its decisio

while DV-Hop requires multiple global ooding to estimate

Constrained by the form factor and energy supply, the coglig, gistances between sensors and anchors. We argue that the

and data memory available in sensor nodes are normally Vegynmunication costs of distributive algorithms are smallyo
small. For example, MicaZ has only 4K data memory availablg..ommunication is con ned within neighborhood. However,

Asymmetric function placement suggests the decoupling gfien coordination beyond local interaction (e.g., in u®ens
sophisticated components from the sensor nodes to redace iy mnets case) is needed, in-network solutions would-ntro

footprint of various kinds of functions. As shown in Table lg,ce syrprisingly more communication cost than asymmetric
the memory requirements of Spotlight, uSense and mNets 8&igns.

constant at the sensor side, regardless of the size of therket
and the node denSity. The prOtOCOlS under Comparison Equir V. DISCUSSION OFLIMITATIONS AND SOLUTIONS
a memory size proportional to either network density [1]][3

A. Memory Requirement

or the anchor density [21]. On one hand,_SpotIight, uSense an_d mNets demonstra_te
several key architecture advantages: (i) simple and generi
B. Computation Complexity processing within the nodes, (ii) a exible and advancedgtes

As shown in Table I, the principle of asymmetric functio§Pace outside sensor networks, and (iii) high-performance
placement simpli es the computational complexity of these design as a whole. On the other hand, we do not expect
sor network protocols. For examples, Spotlight only reeﬁjirthat asymmetric function placement can be applied to every
a simple time-stamp function after the detection, uSensg Oﬁqgsibl_e sensor netvyork scenario. We believe there .areaeteve
needs to turn on and off a node according to the schedulﬁf&'cal issues that discourage the use of asymmetric fomct
bits, and mNets only performs simple transmission usirﬁ)éacement. In this section, we discuss these issues aniblgoss
preassigned frequency. With asymmetric function placeme®PProaches to address or avoid them.
the expensive computation is located outside of sensorsaode In-Network Adaptability: Adaptability is a major con-

In contrast, DV-Hop, K-Cover and MMSN demand the sensor cern of asymmetric function placement. High dynamics
nodes to perform all operations within the network. In aiddit within some sensor networks would invalid an off-net
to the computation overhead, the sophisticated in-network design quickly. For this reason, we hypothesize that



asymmetric function placement does not apply to highlgf architecture. Although several sensor network architec
dynamic scenarios (e.g., mobility), because the frequéntes [10], [23], [25], [18] have been proposed, it is stiliclear
changes in network states could offset the benet @fhich architecture will dominate eventually. In this seaoti
asymmetric design. On the other hand, for most statiome explain architecture commonality and differences betwe
ary sensor networks, dynamic is moderate and can d@ design principle and other representative and wellakno
addressed smartly. For example, in stationary networlkschitectures.

nodes normally do not move, which warrants a low-cost
one-time localization such as Spotlight, instead of additi

of extra hardware. As another example, if a node fails
in the uSense design, it recovers by changing only the
scheduling bits of the nodes in the neighborhood of failed
node. There is no need for coordination among nodes
and no need to refresh the schedule globally. As rules of
thumb, system designers shall take the dynamics of target
systems (i.e., how frequently an off-net computation could
be invalided) into account, and design possible solutions
(as we did in uSense) to alleviate the impact.
Off-Network Scalability: If an asymmetric design is
supported by a single off-net entity, it is subject to
computation scalability issues and single-point of falur

In addition, if the diameter of the network is large,
asymmetric design would suffer communication scalabil-
ity issues. Legacy system experience indicates compu-
tation scalability issues can be addressed by designing
a conceptually centralized, physical distributed computa
tion platform. Similarly, communication scalability isss
can be resolved by placing multiple sinks within the
network to reduce in-network communication. We also
note that different protocols normally share the same
network states (e.g., the locations of nodes), therefore,
the communication cost can be amortized by several co-
existing asymmetric functions.

Principle Applicability:  The success of asymmetric
function placement as a design principle is partially
decided by how widely this design principle can be
applied and how much benet we can obtain from such
decoupling. We have shownl 2 orders of accuracy
and range gain from the Spotlight example, however, three
examples do not entitle us to make the judgment. We note
that asymmetric function placement is a rather challenging

task, because most functions are essential as a whole

and we cannot simply re-implement them outside of the
network. The core issue here is to decouple a function into
several subfunctions and remove the non-essential parts,
pushing the complexity outside of the network core as
much as possible. In the future work, we plan to apply
decoupling on a wide range of functions. For example, we
suggest investigating whether 1) routing can be decoupled
from forwarding, 2) coordination from transmission, 3)
calibration from adaptation, and 4) topology control from
transmission control. These decouplings can be achieved
by removing indirect or costly underlying mechanisms
away from the core service, as we have shown in Spot-
light, uSense and mNets cases.

VI.
Recently, sensor network research is evolving very quickly

RELATED SENSORNETWORK ARCHITECTURE

We are now reaching a critical point to decide the issue

TinyOS: TinyOS/T2 [13], [17] is currently the most
widely adopted architecture for sensor applications. In
TinyOS, an application is de ned by the modules and
the connections among them. Two-level scheduling allows
concurrency-intensive operations driven by on-demand
events. Since TinyOS de nes mostly the composition of
functions within a single node, it is currently enhanced by
the SNA architecture.

SNA: The SNA architecture [23] aims at providing a
unied abstraction (SP) at the link layer, the sensor
network equivalence of internet IP layer. This unied
abstraction greatly facilitates the rapid integrationesgn

the diversi ed link layer design and the network layer
design. It effectively isolates the design concerns, n@kin
an architecture highly exible and extensible. SP focuses
on the design of a concrete layer SP, specifying the
interfaces for this particular layer. In contrast, funotio
placement is a general design principle for the placement
of functions.

TENET: The TENET architecture [10] advocates that
multi-node data fusion functionality and complex appli-
cation logic should be implemented only at the second
tier (e.g., master nodes). In general, asymmetric function
placement shares the same thoughts as TENET, i.e., move
the complexity to a more powerful entity. Differently,
TENET focuses on the elimination of application-speci c
complex logic at the node level, treatirfignctions as a
whole In contrast, asymmetric function placement uses
function decouplingo reduce the in-network complexity

a step further. We believe the sensor nodes should be free
from not only application-speci ¢ complex logic, but also
non-essential application-independent functions.
COMPASS: COMPASS [25] is a high-level architecture
that supports collaborative, multi-scale data processing
From the information processing perspective, it provides
a new multiscale wavelet transform for feature extraction.
From the networking perspective, it provides a multi-
overlay network structure. These two design perspectives
align the communication hierarchy with the information
ow. Our design principle can be applied in the COM-
PASS architecture to reduce the complexity of in-network
processing and the COMPASS architecture is an excellent
platform for us to evaluate the applicability of asymmetric
function placement.

WaveScopeWaveScope [18], [9] is a speci ¢ architecture
for continuous query processing and signal processing
over high-data rate sensor data streams. WaveScope argues
that there is no single architecture currently working for
all application domains, it is often necessary to place
architecture design in a targeted context to achieve better
performance. Different from WaveScope, our principle



is generic guideline for various type of sensor systenjsi]
including WaveScope-like sensor systems.

TinyOS/T2 [13], [17], SNA [23], TENET [10], COM- [12]
PASS [25] and WaveScope [18] have demonstrated their ar-
chitectural superiority from different perspectives. fhare [13
also a set of special purpose architecture for storage f¥yep
management [15], inference [22] and ltering [20]. Untilwo
it is too early to judge which one is better and which pat[tl]4]
sensor network researcher should follow. But we are contden
that our design principle has identi ed a niche position $siat

the effort of nal convergence. [15]

VIlI. CONCLUSION [16]

In this paper, we advocatesymmetric Function Placemenl'[17]
as the guiding principle to architect the sensor networkesys,
which removes one-time, indirect, speci ¢ or costly ungarg
mechanisms away from the core service. We apply this design
principle on three key sensor network technologies, whaleh [18]
very dissimilar features and hence represent a wide spactru
of system design requirements. Through the system desibl%],
physical implementation and test-bed evaluation/sinmuadf [20]
Spotlight, uSense and mNets, we demonstrate that asymm%rli
function placement is a powerful guiding principle for loliiig ]
high-performance and lightweight sensor network systdtits i[22]
is used in appropriate settings. We hope this work can anis}
the research community to identify the key design principle
that is conceptually useful for building concrete wirelesasor

systems. 4]
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