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Software unreliability is one of the most pressing problems in computer science. A single security
hole can compromise the integrity of the entire system or, as software and its errors are replicated,
the integrity of entire networks. The recent failures caused by the Nimda, Code Red, and Slammer
worms were poignant reminders of these facts. Although buffer overruns have been well understood
since the Internet worm in 1988, despite many man-years of effort put into eradicating them, we
still cannot ensure that programs obey the simple property of not overflowing their buffers.

Buffer overruns is but one of the design rules obeyed in programs. There are many more and they
exist at all levels. The most general properties must be obeyed by all programs. Examples include
the rules that multi-threaded programs should not have data races and freed memory should not
be used. Rules may be system-specific: for example, operating systems must re-enable interrupts
after disabling them and passwords should never be stored in unencrypted form. There are also
low-level ones, many of which are implicitly created as programmers provide an implementation.
An example of this category is that input strings to strncpy should not overlap or the result of
every malloc call must be tested to determine if the operation is successful.

High-level design rules are more powerful and succinct than the conventional approach of pro-
viding pre-conditions and post-conditions at procedure boundaries and loop invariants. Consider
just the simple rules that “null pointers should not be dereferenced” or that “all allocated objects
must eventually be de-allocated.” They would have been translated to many lines of specification
had we tried to write down the pre- and post-condition of each procedure.

The use of design rules in software development has been demonstrated by tools such as In-
trinsa’s PREfix[1] and the Metal compiler[2] that statically check for conformance of simple design
rules in operating systems, and Rational’s Purify that dynamically check for memory errors. We
think these tools provide just a glimpse of the role software programming tools can play in the
future.

We envision that in the future, each program will be accompanied by a large set of design
rules. These design rules include not just all the general rules obeyed by all programs but many
application-specific ones. These design rules can be consulted by programmers to help them under-
stand the program; they are also enforced through a combination of static and dynamic techniques.
While it is preferable to isolate errors statically and fix the program once and for all, this may not
be possible. In that case, it is useful to enforce these design rules dynamically and catch errors
that may otherwise compromise the system. Recovery may be possible if programmers can provide
appropriate exception handling routines.

High-level design rules will be specified by the programmers. We envision that high-level lin-
guistic support be developed that allows, for example, programmers to say that a web server should
not pass any user input string directly to its local operating system in just about as many words.

Low-level design rules are too numerous and tedious to be supplied reliably by the programmer.



Instead, these rules should be extracted directly from the program automatically, using a combi-
nation of static and dynamic techniques. Some of these rules can be deduced from examining how
each procedure enforces the high-level design rules; some can be mined from the code by observing
common patterns. Because design rules are extracted automatically, they are guaranteed to track
the code as the software evolves.

Recent research results suggest that the approach outlined above is both promising and fea-
sible. Examples of existing tools that automatically extract design rules from programs include
an effective static memory leak detector[5], a static analyzer that has found thousands of bugs in
existing operating systems[3], and a dynamic tool that finds root causes of large software systems
automatically[4]. Moreover, program analysis researchers have made great stride in recent years in
the area of pointer alias analysis and path-sensitive analysis, made possible partly because com-
puters have become very fast and have very large memories. Many more exciting discoveries are
likely in this area in the near future. Such precise analysis is key to creating the next generation
of powerful software productivity tools.
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