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Abstract—In this paper we present a methodology to
design fault-tolerant routing algorithms for regular direct
interconnection networks. It supports fully adaptive routing, does

not degrade performance in the absence of faults, and supports a

reasonably large number of faults without significantly degrading

Simula Research Laboratory
P.O. Box 134, N-1325 Lysaker, Norway
E-mail: ni | sno@i mul a. no

probabilistic way. Other approaches consist of using simple
routing algorithms together with additional resources, such
as virtual channels. Often, packets must use several virtual
channels to circumvent fault regions. Some of these solutions

performance. The methodology is mainly based on the selection of are based on block faults [3], whereas others allow individual

an intermediate node (if needed) for each source-destination pair.
Packets are adaptively routed to the intermediate node and, at
this node, without being ejected, they are adaptively forwarded
to their destinations. In order to allow deadlock-free minimal
adaptive routing, the methodology requires only one additional
virtual channel (for a total of three), even for tori.

Evaluation results for a 4 x 4 x 4 torus network show that the
methodology is 5-fault tolerant. Indeed, for up to 14 link failures,
the percentage of fault combinations supported is higher than
99.96%. Additionally, network throughput degrades by less than
10% when injecting three random link faults without disabling
any node. In contrast, a mechanism similar to the one proposed
in the BlueGenelL, that disables some network planes, would
strongly degrade network throughput by 79%.

|. INTRODUCTION

Many compute-intensive applications require continued
research and technology development, only achieved with
massively parallel processor systems (MPPs) like the Earth
Simulator [6], the ASCI Red [1], and the BlueGene/L [9].

The huge number of processors and associated devices of
these machines significantly affects the probability of failure.
In particular, failures in the interconnection network may
isolate alarge fraction of the machine containing many healthy
processors that could otherwise be used.

Many solutions have been proposed in the literature to
address reliability problems in interconnection networks.
The most frequently used technique in commercial systems
consists of replicating components. However, the main
drawbacks of this approach are the high extra cost of spare
components and the non-negligible probability of failure of the
circuits required to switch spare components into the system
or to bypass faulty components.

Other solutions are based on designing fault-tolerant routing
algorithms able to find an aternative path when a packet
encounters a fault along the path to its destination. Some
approaches use adaptive routing together with link status
[4]. However, either they require using a large number of
virtual channels or they only provide fault tolerance in a
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faults [5], [7]. In the former case, severa healthy nodes must
be marked as faulty (faulty regions), which artificially reduces
the system’s processing capacity. The best solutions we know
so far (requiring a very small number of extra resources) are
a software-based solution [11] and a technique that disables
certain nodes for packet processing but not for packet routing
[8]. This latter technique usualy achieves very good results
but may disable a significant number of healthy processors.
Finaly, other solutions are based on reconfiguring the routing
tables in case of failure, adapting them to the new topology
after the failure [2]. This technique is extremely flexible but
this flexibility may also kill performance.

In our opinion, what is really needed is a fault-tolerant
strategy for the interconnection network that does not degrade
performance at all in the absence of faults and supports
a reasonably large number of faults without significantly
degrading performance, without disabling any healthy node,
and without requiring too many extra hardware resources.

In this paper, we take on this challenge and propose a
methodology for computing fault-tolerant routing algorithms
that satisfies the properties mentioned above. The design
methodology we propose can be applied to meshes and tori
under a static fault model?®. It allows the use of fully adaptive
routing in the absence of failures, does not sacrifice any
healthy node, and only requires the use of one additional
virtual channel. Note that two virtual channels are already
required to provide fully adaptive routing [10]. Basicaly, the
methodology avoids faults by using intermediate nodes for
routing. For some source-destination pairs, packets are first
forwarded to an intermediate node, and then from this node to
the destination node, without being ejected. Minimal adaptive
routing is used in both subpaths. However, in some specia
situations, it is aso required to disable adaptive routing to
avoid al the faults. Intermediate nodes were introduced by
Valiant [12] for other purposes, such as traffic balance.

The rest of the paper is organized as follows. In Section Il,
the methodology is described. In Section 111, some examples
are presented. In Section 1V, evaluation results are shown.

1in a gtatic fault model, once a fault is detected, all the processes in the
system are halted, the network is emptied, and a management application is
run in order to deal with the faulty component. This fault model needs to be
combined with checkpointing techniques in order to be effective.



Finally, in Section V, some conclusions are drawn.

Il. THE METHODOLOGY

In what follows, we will denote the source node as S, the
destination node as D, and the intermediate node as I. Faulty
links are denoted as F;. A node faillure can be modeled as
the failure of al of its links. We will assume a k-ary n-cube
(or torus) network with minimal adaptive routing with three
virtual channels per physical channel (one adaptive and two
escape channels). Deadlock freedom is ensured by having a
separate escape channel for each phase, that is, one escape
channel is used (if needed) from S to I and another one from
I to D. Therefore, we define two virtual networks. Each one
will rely on a different escape channel, but both will use the
same adaptive channel(s). The transition between both virtual
networks will be done at the intermediate node 1.

The escape channel s can use any deadlock-free deterministic
routing method. In this paper we use DOR with bubble flow
control [10]. With this mechanism, packets that are injected
into the network or move to another network dimension require
two free buffers (one for the packet plus an additional one)
to guarantee deadlock freedom. Hence, in order to avoid
deadlocks, packets changing virtual network at intermediate
nodes should be considered as packets that are moving to
another dimension, and thus, two free buffers are required.

An intermediate node I is used only if there exists at least
one fault that can be encountered when routing packets from
S to D using adaptive routing. By appropriate selection of
the intermediate node I, packets will be routed from S to
and then from I to D without encountering the fault(s), thus
alowing adaptive routing to be used in most cases.

Packets sent through intermediate nodes contain two
destinations in their header. The first one corresponds to the
intermediate node and is removed there. The second oneis the
true destination of the packet. Every source node should aso
maintain a table that contains the intermediate node that should
be used to reach a given destination and two bitsthat indicate if
adaptive routing must be disabled in any of the subpaths. This
table does not require alarge amount of memory. For instance,
a system with 65,536 nodes, only requires 144KB (65,536
entries x(16+2) bits). This table can be easily compacted by
storing information about faulty paths only.

Furthermore, the computational cost of the proposed
methodology is not high, especialy if we take into account that
routing info is computed off-line in a static fault model. For
each source—destination pair, it must be analyzed if adaptive
paths are affected by faults. If so, the intermediate node must
be computed. As the cost of computing each intermediate node
is O(1) for meshes and tori, the computational cost is O(n?2),
where n represents the number of nodes.

Next, a methodology for identifying intermediate nodes will
be presented. First, the case where adaptive shortest path
routing can be used will be discussed. We then show how
the power of the methodology can be increased by using
deterministic routing and non-minimal paths. Finaly, it is
shown how non-minimal paths can also be used with adaptive
routing, and combinations of adaptive and deterministic
routing are discussed. We assume that adaptive routing can
be turned off on a per packet basis.

A. Intermediate Nodes for Adaptive Routing Giving Minimal
Paths

When minimal adaptive routing is used, the intermediate
node I should have the following properties so that the fault(s)
F; is(are) avoided when routing from S via I to D:

1) For al ¢, F; is not on any shortest path from S to I.

2) For dl i, F; is not on any shortest path from I to D.

3) I ison at least one shortest path from S to D.

Thefirst property guaranteesthat packets can be routed from
S to I without being affected by the faulty link(s). Likewise,
the second requirement guarantees that packets are not affected
by the faulty link(s) when routed from I to D. The third
property guarantees that routing through the intermediate node
I gives minimal routing from S to D.

Let 7o be the set of nodes that can be traversed on any
shortest path from S to D. Furthermore, let Tsr be the set
of nodes that can be traversed on any shortest path from S
to F; (for dl i) and let Tzp be the set of nodes that can be
traversed on any shortest path from F; (for al i) to D.

Theorem 1 A node N fulfills al three requirements if and
only if itisinthe set 7o \ (Tsr U Trp).2

Thus, when the set 75 \ (7Tsr U Trp) iS non-empty, a
suitable intermediate node can be selected among its members.
By selecting the intermediate node this way, it is guaranteed
that the path S-I-D yields minima path routing from S to
D, and that adaptive routing can be used on each subpath
without encountering a fault. If the set contains more than
one node, the intermediate node can be selected randomly
or based on some other criteria such as traffic balancing or
routing flexibility.

B. Intermediate Nodes for Deterministic Routing Giving
Minimal and Non-Minimal Paths

A deterministic minimal routing function uses a subset of
the paths returned by an adaptive minimal routing function.
Therefore, a node from the set 7o \ (7sr U Trp) can aso
be used as intermediate node when deterministic routing is
used. However, there are scenarios where the set 7o \ (Tsr U
Trp) is empty but where it is till possible to find a suitable
intermediate node if routing is restricted to a deterministic
route, and, if required, by the use of non-minimal paths from
S to D. Thisway, nodes that could not be used as intermediate
nodes with adaptive routing may be used as intermediate nodes
with deterministic routing.

When fault-tolerance through intermediate nodes is applied
in combination with deterministic routing we are looking for
an intermediate node I such that:

1) For dl i, F; is not on the S — I deterministic path.

2) For dl i, F; isnot on the I — D deterministic path.

3) Thereis no I’ giving a shorter path than I.

The first requirement guarantees that packets can be routed
from S to I, and the second requirement guarantees that
packets can be routed from I to D. Because a deterministic
path is used, this is sufficient to ensure that packets avoid the

2The proofs are omitted due to space considerations.



fault(s). The third requirement guarantees that the final path
is the shortest possible one.

To identify the possible intermediate nodes, let 745 be the
set of nodes reachable through deterministic routing from S
and T2 the set of nodes that have a valid deterministic route
to D. Furthermore, let [(z,y) be the length of the minimal
path from z to y in the fault free case. We then generalize the
definition of 7o, to 7; (for 5 > 0), in the following way: A
node NN isin 7; if and only if (S, N)+{(N,D) =1(S,D) +
j. This way, 7; defines non-overlapping sets of nodes that
can easily be identified by starting with 7y and continuing
outwards.

Theorem 2 Let 5 be the smallest j for which T; N T4s N T
is non-empty. A node N fulfills all three requirements if and
only if N € T N Ts NTA2

This way, we start considering the shortest paths (j = 0),
and then if necessary non-minimal paths (; > 0), to avoid the
faulty link(s).

C. Intermediate Nodes for Adaptive Routing and
Combinations of Adaptive and Deterministic Routing
Giving Minimal and Non-Minimal Paths

Evenwhen it is not possible to use minimal adaptive routing
al the way from S via I to D (i.e. when the set 7 \ (Tsr U
Trp) isempty), it may still be possible to use adaptive routing
from S to I or from I to D. In addition, when the intermediate
node is selected outside 7y, it may be possible to use adaptive
routing both from S to I and from I to D.

To identify these cases, let Trs C Tf¢ be the set of
nodes reachable through any shortest path from .S (i.e. without
possibly encountering any F;) and Tp C T2 the set of nodes
that reach D through any shortest path.

If the intermediate node is selected from 7; N Trs N
T4, adaptive routing can be used from S to I, whereas
deterministic routing must be used from I to D. Similarly,
if the intermediate node is selected from 7; N T N Tp,
deterministic routing must be used from S to I, whereas
adaptive routing can be used from I to D. If the intermediate
node is selected from the set 7; N Trs N Tp, adaptive routing
can be used both from S to I and I to D. Notice that when
j = 0, this case amounts to the case shown in Section I1-A.

I1l. EXAMPLE SCENARIOS

We will now consider some particular fault situations to
illustrate the proposed methodology. A 2-D mesh is used
for this purpose, but the mechanism also applies to other
topologies such as 3-D tori or meshes. Let us first consider a
simple scenario with only one fault. We will later consider a
more complex scenario with several faulty links.

The first scenario is illustrated in Figure 1.(a). As shown,
there is a faulty link in some of the shortest paths between
the source and the destination. Because there is a risk that
a packet routed from S to D may encounter this faulty
link, an intermediate node is necessary. Using the proposed
methodology we will now demonstrate how to identify such
a node.
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Fig. 1. (a). Scenario with a single link fault. 75 corresponds to the shaded

area. (b). Scenario where all the shortest paths are blocked by faults. The
shaded areas identify nodes within 75.

In order to use adaptive routing, both from S to I and from
I'to D, wewant to select anodefromthe set 7o\ (TsrUTrD).
The shaded area in the figure marks the nodes in 7y, i.e.
al the nodes traversed along some shortest path from S to
D. As shown in Figure 1.(9), there are several nodes in the
set Tsr whereas the set 7Tpp only contains a single node
in this scenario. The remaining nodes within the shaded area
belong to the set 7y \ (7Tsr U Trp) and are thus possible
intermediate nodes. This ensures that a packet routed using
minimal adaptive routing cannot encounter the faulty link
when first routed from S to I and then from 7 to D.

Figure 1.(b) shows a more complex scenario where multiple
faults are present. All the shortest paths between the source
and the destination are here blocked by faults, resulting in the
set 7o \ (Tsr U Trp) being empty. It is therefore necessary
to apply the mechanism given by theorem two to identify an
intermediate node. To get a more restricted routing function
we assume that dimension order routing (XY-routing) can be
used when needed. As al the shortest paths between S and D
are blocked, the set 7; N T4 N T4 is empty for j=0. Because
thisis a mesh network, 7; is empty for al odd values of j (itis
impossible to add only one hop when there are no wraparound
links, as adding one node to a path equals adding two hops),
and we must therefore try with j=2. The set 7, contains the
nodes within the shaded areas in the figure. Among the nodes
within 7> that are reachable from S, the oneswith avalid route
to D are possible intermediate nodes (i.e. 7> N T N T4).

Finally, notice that in this scenario it is only necessary to
use deterministic routing from I to D, as adaptive routing can
be used from S to I without risk of encountering a fault (i.e.
the intermediate nodes belong to 7> N Trs N T4).

IV. EVALUATION OF THE METHODOLOGY

A detailed event-driven simulator has been developed to
evaluate the performance behavior exhibited by the proposed
methodology and to compare it with the mechanism used in
the BlueGene/L supercomputer 3. In both cases, each physical

3In the BlueGene/L project [9], 65,536 nodes are connected in a 32 x
32 x 64 torus. Minimal adaptive routing is used, with two adaptive virtual
channels. There are also two deterministic virtual channels. The first oneisthe
escape channel for the adaptive ones, which uses bubble flow control [10] and
Dimension Order Routing (DOR). The second one is for forwarding control
packets. A static fault model is used.



channel is split up into four virtua channels (two adaptive
and two deterministic). A 4-ary 3-cube (64 nodes) network
topology was used for the analysis.

The obtained evaluation results indicate that the
methodology is 5-fault tolerant, as it tolerates all the
possible combinations of up to 5 faults. Indeed, we evaluated
up to 14 faults in the network and found that the probability
of having a combination that is not tolerated is smaller
than 0.0004. Notice that 14 link faults represent more than
7% of the total links. It is hard to imagine a machine that
continues working with such a number of failures without
being repaired.

We also analyzed the impact of the methodology on network
performance. The results show that network performanceis not
serioudly affected by the presence of failures. In particular,
the throughput decreased by 10% for 3 faults and by 30% for
14 faults. To match our fault-tolerance degree other schemes
either disable severa healthy nodes [3], [8] or use additional
virtual channels (but save on routing table space at the source
nodes): up to 6 virtual channelsin [4] and 4 additional virtual
channelsin [3]. Other approaches would require less resources
[7] but at the expense of tolerating only two faults.

Finaly, we compared the performance degradation when
using our methodology versus the one that would be obtained
by the fault-tolerant mechanism used in the BlueGene/L
supercomputer. In this system, once afailureis detected, all the
nodes included in the four planes (4,096 or 8,192 nodes) that
contain the faulty node/link are marked as faulty. A specia
hardware at each switch bypasses the four planes. So the
topology remains the same and routing is not changed. As we
used a small torus network, we modeled the mechanism of the
BlueGene/L by only disabling one plane. Figure 2 shows the
overall network throughput obtained with both methodologies
when there are up to 3 faults. For the BlueGene/L, Figure 2
shows the worst but most probable case (i.e. every fault is
located on a different plane). Error bars are smaller than 0.05.

As can be seen in Figure 2, the proposed methodology
obtains a higher network throughput even if only one plane
is disconnected by the BlueGene/L mechanism. Network
throughput degrades only by up to 10% with 3 random faults
when using the proposed methodology, whereas when using
the BlueGene/L mechanism, the network performance drops
by 79%. However, these results must be put in context, as
they are obtained in a small network. For larger networks, in
particular for the 32 x 32 x 64 torus used in the BlueGene/L
supercomputer, disabling planes will have a lower impact. In
that case, a fault would disconnect four planes of at least
32 x 32 nodes (4,096 out of 65,536 nodes). So, with one fault
(or severa faults located in the same disconnected planes)
a 6.25% decrease in throughput can be expected. On the
other hand, we expect that the performance degradation of
our mechanism on larger networks will be negligible, as it
does not disconnect healthy nodes and supplies adaptive paths
through intermediate nodes in most cases.

V. CONCLUSIONS

In this paper we have proposed a methodology for
computing fully adaptive fault-tolerant routings for mesh and
torus network topologies under a static fault model. Unlike

60

Prdposed methodol ogy —
I Disabling several planes -~

50
)
[5]
gt .
S af
=1
Qo
=]
[=2}
3 20+
£
=

10

0 . . . . .

0 0.5 1 15 2 25 3

Number of failures

Fig. 2. Throughput (flitscycle) degradation for the proposed methodology
and for the mechanism used in the BlueGene/L supercomputer. 4 x 4 x 4
Torus network.

other fault-tolerant approaches, the proposed methodology
does not need to disable any healthy node, does not require
too many extra hardware resources, and does not degrade
performance in the absence of failures. In particular, this
strategy requires only one additional virtual channel regardless
of network size and number of faults.

Most important, the methodology can be applied to large
networks, as the one used in the BlueGene/L supercomputer.
Evaluation results show that the proposed methodology is
5-fault tolerant for 4-ary 3-cube (64 nodes). Indeed, the
percentage of tolerated fault combinations is higher than
99,96% when up to 14 failures are considered. Additionally,
network throughput degrades by less than 10% when injecting
three random failures. In contrast, a mechanism similar to
the one proposed in the BlueGene/L, which disables some
network planes, degrades network throughput by 79%. Even
better results are expected for larger networks.
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