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Web Mashups – The Challenge



New Challenges


 

Mashups


 

The most interesting innovation in software 
development in 20 years.



 

Mashups are insecure.


 
Applications in SNS


 

Submitted by
3rd part



Security issues in JavaScript


 

Server Side Problem


 

Code injection


 
Client Side Problem


 

Browser Implementation


 
Language Problem 


 

a Powerful yet insecure language



Server Side Problem


 
A simple example

http://yourdomain.com/
<script>alert("XSS");</script>

<html><body>
<p>File not found: 
<script>alert("XSS");</script>

</p></body></html>


 

The script runs with the authority of your site.



Server Side Problem


 
Other examples include 
all fields on a web site 
that let you input and 
display the input back to 
the client


 

(search box, user name, 
etc.)


 

A complete list 
available:
http://ha.ckers.org/xss.h 
tml



Client Side Problem


 

Exploiting the Interactions between IE and 
Windows Explorer



Client Side Problem


 

Exploiting Function Aliasing



Client Side Problem


 

Exploiting the Excessive Expressiveness 
of Frame Navigation Calls



Improvement of the Browser



Language Problem


 

Argument Exposes Caller

function foo(a){
bar();

}
function bar(){

alert(arguments.callee.caller.arguments[0]);
}
foo('test');



Language Problem


 

Cross-frame poisoning 



Language Problem


 

More language 
problem?


 
http://code.google 
.com/p/google- 
caja/wiki/AttackVe 
ctors

http://code.google.com/p/google-caja/wiki/AttackVectors
http://code.google.com/p/google-caja/wiki/AttackVectors
http://code.google.com/p/google-caja/wiki/AttackVectors
http://code.google.com/p/google-caja/wiki/AttackVectors


One Example




 

What we have now



Same Origin Policy


 

The only built-in” safety mechanism 


 

Simple but very powerful


 
All or nothing solution


 
Not act very well in Web 2.0


 
Violates the Principle Of Least Authority, 
need to be improved



New Approach


 

(I’m trying to do right now)


 
Data Centric Policy Enforcement


 

The sensitive information is in data. Secure 
sensitive information from the core



 

Every read or write operation on data will be 
checked



 

Policy should be bounded with data


 

Achieve POLA


 

Not vulnerable to unknown attack. No way to 
get around, no worry on new attack method



 

Could pass data with policy



Data Centric Policy Enforcement


 

Translate JavaScript at runtime from 
Abstract Syntax


 
Wrap every data object to perform the 
check at the point of every read & write


 
Combine with the policy defined 
independently



Js Parser





What can we do with DCPE


 

Very fine control over the policy


 

Data A could allow B to read/write some of its 
properties/methods


 

Not vulnerable to unknown attack


 

As long as this philosophy holds


 

Combine data with policy and transmit 
them together



THANKS
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