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Web Mashups — The Challenge
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New Challenges

* Mashups

o The most interesting innovation in software
development in 20 years.

o Mashups are insecure.
= Applications in SNS

o Submitted by If there is script from two or more
3'd part sources, the application is not

Secure.

Period.




Security Issues In JavaScript

= Server Side Problem
o Code Injection

* Client Side Problem
o Browser Implementation

» Language Problem
o a Powerful yet insecure language



Server Side Problem

I
= A simple example

http://yourdomain.com/
<scriptalert("XSS") ;</script>

<html><body>

<p>File not found:
<scriptalert("'XSS") ;</script>

</p></body></html>

= The script runs with the authority of your site.



Server Side Problem

= Other examples include

all fields on a web site
that let you input and
display the input back to
the client

o (search box, user name,
etc.)

ir- \

XSS (Cross Site Scripting) Cheat
Sheet
Esp: for filter evasion

XS (Cross Site Scripting ):

. %S5 locator. Inject this string, and in most cases where a scriptis vulnerable with no
u spedial X55 vector requirements the ward “X55" will pop up. Use the URL encoding
C O I I l p e e I S calculator below to encode the entire string. Tip: if you're in a rush and need to
quickly check a page, often times injecting the depreciated "<PLAINTEXT =" tag will
- . be enough to check to see if something is vulnerable to X55 by messing up the
ava I a e output appreciably:
| ]

'ralert (String.fromCharCode (88,83,83))//
“'ralert(5tring. fromCharCode

http -//ha. Cke rS ] Org/XS S . h (88,83,83))//"ralert (String. fromCharCode

Browser support: [IE7.0|IE6.0|NS8.1-1E] [NS8.1-G|FF2.0] [09.02]

4 M »

tl I I I %55 locator 2. If you don't have much space and know there is no vulnerable
JavaScript on the page, this string is a nice compact X55 injection check., View
source after injecting it and look for <XS55 verses &8t; XS5 to see if it is vulnerable:

Tl lo-meXEEr=5{ ()}

Browser support: [IE7.0|IE6.0|NS8.1-1E] [NS8.1-G|FF2.0] [09.02]




Client Side Problem

= Exploiting the Interactions between |IE and
Windows Explorer

Windows Explorer

Frame2 = open(“http://payroll”, “frame2”); Salary=5$1234
open(“file: javascript: dobvil”, “frame2”) Direct deposit settings...

Frame1. UR=http://evil Frame2: URL=http://payroll




Client Side Problem

= Exploiting Function Aliasing

(1) Set a timer in Frame2 to execute a

statement after 1 second

(2) Frame2.location.assign
=window.location.assign

(3) Navigate Frame1 to http://payroll

-

Frame1: UR=http://evil

After 1 second, execute:
“location.assign(’

_ Javascript:doBvil’)’

Frame2: UR =http://evil




Client Side Problem

= EXxploiting the Excessive Expressiveness
of Frame Navigation Calls

Frame1: URL=http://payroll Frame2: URL=http://payroll
FrameO executesa statement:
Frame2.open(“javascript:dobvil” Frame1)

Frame0: URL=http://evil



Improvement of the Browser




Language Problem

= Argument Exposes Caller

function foo(a){
bar();

}

function bar(){
alert(arguments.callee.caller.arguments[0]);

J

foo('test');



Language Problem

» Cross-frame poisoning

// Frame 1
var stolen;
function fromOtherFrame (o) {
o.constructor.prototype.valueOf = function () {
stolen = this;
return '[Object]’';
}s
}
// Frame 1 uses some mechanism like document.domain juggling
// to pass a function to another.
// Frame 2
var secretObject = ...;
fromOtherFrame ({ x: 4 });
if (secretObject =— '"); // implicitly calls Object.prototype.valueOf
// Frame 2 passes an object containing no sensitive information.
// Frame 1 changes the definition of Frame 2's cbject, so it can
// steal access to secretObject even though secretObject is never
// explicitly passed to any function, and never has any of its methods
// explicitly called.



Language Problem

AttackVectors

Interpreter&Browser properties that can be exploifed to escalafe priv.

u M O re Ian g U ag e Properties of Interpreters or the Br

allow Privilege Escalation

p ro b I e I I l L] Below is a list of known attack vectors. We discuss the EcmaScript

could allow privilege escalation so that we can come up with tests fo

= http://code.google Atk Vctors at e Eemaserimser
.com/ p/ qooqle- csmensfasedBVas - el sgumants ary
caja/wiki/AttackVe

ArgumentshWaskedByVar - function arguments array r

CrossScopeParameterModification -- arguments array
ArgumentsExposesCaller - arguments Array and func

FunctionMemberCrossScopeParameterAccess — func
Typeofinconsistent - typeof inconsistent for regular ex
InaccessibleLocalVariables —- Inaccessible local variab
CatchBlocksScopeBleed - catch blocks may cause g
GlobalScopeViaThis - Global scope reachable via thi
DeleteUnmasksGlobals -- Delete can unmask globals
FunctionConstructor — Function constructor accessibh
ObjectEvalArbitraryCodeExecution - Object_eval allow
ObjectWatch -- Object.watch allows stealing and poist
ObjectToSourcel eaksPrivates — Object.toSource and
FunctionMethodsl eakGlobalScope - Function.call or |
ConditionalCompilationComments - Conditional compi
StringObfuscationlsEasy -- Approaches that rely on de
ParentCircumventsScoping - The javascript1.2 feature
JsControlFormatChars - [:C£:) can be used hide co
InconsistentlyReservedKeywords — Different reserved |
ErrorExposesParameterValues —- The stack property o
HiddenCaontrolFlowHazard - Seemingly safe Caja data
Regexpsl eakMatchGlobally — Any regular expression
EvalBreaksClosureEncapsulation - Eval extensions al
PostincrementAndDecrementCanReturnionMumber -
which property is being accessed
+ MisOptimizations -- Some interpreters try to optimize |
{PostincrementAndDecrementCanReturnMonMumber s
» CompoundAssignmentsCanReturnionMumber — The t
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http://code.google.com/p/google-caja/wiki/AttackVectors
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One Example

Applications should be Trustworthy.

5. Secure: Protects user data and honors privacy choices for everyone across the social graph
Facebook users are delberate and specific about which data they choose to share, how they share it, and with whom.
All applications must respect users' choices and the choices of their friends by only accessing, using and sharing data

users have explicity alowed. Users put their trust in Facebook, our Platform and your applications. This trust enables us
to provide with social information for your applications. So it is up to al of us to earn and maintain user trust.

{z Allow Access?

Allowing (Lil) Green Patch access will let it pull your profile information, photos, your friends'
info, and other content that it requires to work.

(Lil) Green Patch kA
‘ (Lil) Green Patch needs your help to fight Global Warming. You build a Green Patch with your

friends. The application shows a running count of the square feet of rainforest saved by
everyone as they use the application. Square feet saved so far, 96M.

m or cancel

epresent them, the




= \What we have now



Same Origin Policy

= The only built-in” safety mechanism
o Simple but very powerful

= All or nothing solution
= Not act very well in Web 2.0

* Violates the Principle Of Least Authority,
need to be improved



New Approach

o (I’'m trying to do right now)
= Data Centric Policy Enforcement

o T he sensitive information Is In data. Secure
sensitive information from the core

o Every read or write operation on data will be
checked

o Policy should be bounded with data
o Achieve POLA

o Not vulnerable to unknown attack. No way to
get around, no worry on new attack method

o Could pass data with policy



Data Centric Policy Enforcement

* Translate JavaScript at runtime from
Abstract Syntax

= Wrap every data object to perform the
check at the point of every read & write

= Combine with the policy defined
iIndependently
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var a=0;

//0riginal Program
functicn £{){
print{'a=",a):
print({'a=a+l, a=", a+=1):
}

R

var A=new ProtectedCkject(0, pol, 'a', typeci{0)):

functicn F{){
var ild=arguments.callee.name;

Trans('rprint', new ProtectedObject({'a=")J,A /* , ... */);
S fa=a+l;
Trans('print', new Protectedlbject('a=z+4+l, a="), Trans('="', A, Trans('+', A, new ProtectedCbject(l)})):

F():



What can we do with DCPE

* Very fine control over the policy

o Data A could allow B to read/write some of Iits
properties/methods

= Not vulnerable to unknown attack
o As long as this philosophy holds

= Combine data with policy and transmit
them together



THANKS
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