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1. Introduction
Instant messaging is becoming an increasingly popular method of communication because of its role as intermediary between the asynchronous e-mail and real-time phone systems, even in business organizations. However, organizations are facing
two problems with IM services; adoption has been driven by the end user and
not the top management, and that the client applications were initially
built for home users, not businesses - consequently they emphasize
functionality over security. With its popularity, the number of security threats that the instant messaging systems poses is also on a rise.  A number of viruses have been propagated via instant messengers. Some of the popular ones include:
W95.SoFunny.Worm@m

W32.Aplore@mm

W32.Goner.A@mm

W32.Choke

JS.Menger.Worm

W32.FunnyFiles.Worm

W32.Annoying.Worm

W32.Mylife

W32.Maldal (some versions)

W32.Seesix.Worm

W32.Led@mm

VBS.Msnb.Worm
The main reason for such threats is the insecure network traffic that it generates. Many popular IM clients use unauthorized ports to ease connection difficulties, which perforates the firewall and provides an alternate conduit for viruses, spam and other unauthorized files. Also, most of the existing messengers do not have sufficient authentication and encryption schemes. There is no guarantee that the message recipient is genuinely who they claim to be, and tracking massages to an actual person may prove to be very difficult. Open connections is another concern. When engaging in file transfers, voice chat, or other file sharing activities, the IM client reveals the users’ true IP address. This may cause hacking into host system or denial of service attack.
We have identified a number of threats:
· Backdoor Trojan horses and viruses and worms that propagate using instant messaging:

Instant messengers have a contact list and alerts when a contact comes online. This comes handy for a malware to propagate itself, as this is an easier and sure-shot way to find a victim, than generating random IP addresses. File sharing, desktop capture and other features provided by messenger also result in vulnerabilities. 
· Denial of service attack : 

One such way of doing this is by flooding a user with large number of messages, especially with graphics (as in emoticons)
· Data theft:

Most of the existing popular instant messengers (Yahoo, AoL, MSN, ICQ) do not provide encryption. 

· Man-in-the-middle attack:

Even encrypted packets may be vulnerable to sniffing attacks and ARP spoofing.
· Identity theft:

This can be due to lack of proper authentication. In fact, most of the existing IM viruses use address spoofing and send messages and files posing as a victim user. Lack of authentication during file-transfer is also a reason for the propagation of virus via instant messaging.
· Privacy violation:

Some messengers have a feature of appearing ‘invisible’. This is a privacy-cum-security feature, in the sense that nobody (read: hacker) is alerted when a user is signed in using invisible mode. But there are tools that find out if a user is invisible (by evoking ACK packets by sending empty packets). This is clearly a privacy violation, and must be prevented. 

Observing some general features of instant messengers, we have identified additional issues and some ‘cool features’ provided by popular messengers, that may seem ‘cool’ for hackers too:
· There is a trade-off in allowing a user to sign in on multiple locations. If it is allowed, proper authentication is required, to ensure that valid users are only signed in. If it is disallowed, alerts must be provided informing the signing in.
· Session time-outs or automatic locking when the messenger is not used for some time must be provided.

· File sharing in disk drive and features such as ‘desktop capture’ and ‘remote machine access via instant messaging must be extra secure, with proper authentication and confidentiality checks. 

· E-shopping via instant messaging is another gray area.

· Some kind of log information about the recent sign in time, recent IP addresses used to sign in must be provided. 

· Another common privacy concern is when an imposter uses a username similar to one appearing in a contact list (similar to how some commercial products use names very close to standard brand names). A user can mistake the imposter to be his friend. Although this is not exactly an issue inherent and exclusive to instant messaging, it is nevertheless a common and increasing problem in instant messaging. 

· A lot of messengers allow plug-ins from third parties for additional features. This again is a backdoor for malware. 

2. Instant Messaging – A Survey
The following is a list of instant messaging protocols. [wik, sur]

· .NET Messenger Service
· OSCAR (AIM and ICQ)
· TOC protocol (AIM)

· YMSG (Yahoo! Messenger)
· Gadu-Gadu
· Gale
· Internet Relay Chat
· Jabber
· Lotus Sametime
· MUNDU Messenger
· PSYC
· Session Initiation Protocol
· SIMPLE
· Voice over IP
· Wireless Village
· Zephyr Notification Service
Three of the most popular protocols are described in detail below. 

OSCAR 

AIM communicates over TCP using a proprietary AIM protocol - OSCAR. The normal packets are called FLAP. Most of the commands are sent in SNAC packets that are contained within the FLAP packets. Each FLAP packet has a FLAP header.

The header appears as follows:

BYTE 

Start 


0x2A

BYTE 

Channel 

0x01-0x05

WORD 
Sequence Number 
Variable

WORD 
Data 


Size

The start byte marks the beginning of a FLAP package. Each package can belong to one of five channels. Each channel represents a different type of information being transmitted.

The following five channels are currently in use:

0x01: New connection

0x02: SNAC data

0x03: Error

0x04: Close connection

0x05: Purpose unknown (and very rarely used)

Most communication, such as instant messaging, occurs over channel two.

The sequence number is initially a random number, which is incremented by one for each FLAP package. The server and the client use different random values. The sequence numbering ensures the reliability of data transmitted and makes hijacking connections or injecting data more difficult without having to parse TCP packets for the TCP sequence number, which serves a similar purpose. If a package arrives and is out of sync to the client, it will disconnect and display an error message. If a package that is out of sync arrives at the server, the server will disconnect the client.

The data field holds the size of the data that follows the FLAP header. This data varies depending on the type of transmission. Data in channel two communications is mostly contained within a SNAC packet.

A SNAC packet header appears as follows:

WORD 
FamilyID

WORD 
SubtypeID

BYTE 

Flag1

BYTE 

Flag2

DWORD 
Request ID

The actual variable sized data follows the header.

The family ID identifies the packet to which the family belongs.

For example, a packet that tells the server that the client is ready for normal operation would have the family ID 0x0001 (generic control), whereas a packet from the client telling the server that a new buddy is added to the buddylist would belong to family 0x0003 (buddylist management). Each SNAC packet has a subtype ID as well as a family ID. The subtype further specifies the type of packet. The purpose of the flags is currently unknown. However, they are not used often. The RequestID is a pseudo-random number. Whenever the client asks the server for information (or vice-versa), it will add a request ID. When the server responds to the request, it will have the same ID in the

request ID field, allowing the client to coordinate request and responses.

Security Issues:

OSCAR packets are not encrypted. 

Login Process:


To connect to the AIM service, the client first connects to the login server, login.oscar.aol.com, and sends the screen name and other associated information.

The server sends a challenge for password verification. The client hashes the password and challenge forming a response and sends back a packet containing the screen name, the password response, and client version information.

After verifying the information, the server sends back a cookie (a random X-bit value) and the IP address of the Basic Oscar Services (BOS) server.

The client disconnects from the login server and connects to the BOS server. It will connect to the same port that was used when connecting to the login server. The client authenticates itself with the BOS server by sending the cookie it received from the login server. The BOS server then sends the client an IP to a services server. This server is used for other services, such as email. If the client does not connect to the services server, an error message will appear on the screen, which can be ignored.

The client will function normally even if it is not connected to the services server.

When the client disconnects, the cookie is automatically invalidated. The server also sends a package to the client telling it how often it needs to send keep-alive packets to the server. If this rate is disobeyed, the server will invalidate the cookie and the client will be disconnected.

YMSG 

This is the protocol used by Yahoo! Messenger.

Data Packets:


A YMSG packet starts with the letters YMSG. If the client sends the packet to the server, the byte that follows will be the version of the protocol. If the server sends it, the following byte will be zero.

For YMSG packets, the header will appear as follows:

DWORD 
Message start

BYTE 

Protocol Version

DWORD 
Unknown

WORD 
Length

BYTE 

Type

DWORD 
Unknown

DWORD 
Identifier

Message Start: These bytes are always the letters YMSG, signifying the start of the packet.

Protocol Version: If sent by the client to the server, this value is the version number; otherwise, it is zero.

Length: This byte describes the length of the data that follows the header.

Type: This byte describes the type of packet.

Identifier: This DWORD value identifies the user. This is a pseudorandom number. The client will use this same pseudo-random number during a whole session. Only when the user logs off and logs on again will

this number change.

The data is located directly after the 14h-byte header. Not all packets contain data. 

Server and ports:

By default, Yahoo! Messenger connects to cs.yahoo.com on port 5050. If direct access is being blocked, the client will automatically try several other ports. As an HTTP header will be added to the packets, the instant messaging traffic will pass through firewalls even with protocol analysis.

Password Encryption:

Yahoo! has used different methods to encrypt the password. Earlier versions used the MD5 crypt function to hash the password before sending it. However, Yahoo! decided to change the MD5 crypt to a more secure method in later versions. Version nine of the YMSG protocol uses a challengeresponse method similar to AIM/ICQ.

The Yahoo! server sends the client a 24-character string. The client sends two 24-character strings back to the server. The two strings contain an MD5 crypt hash of the password, as well as the encrypted user name. This is all the information the server requires to verify the user.

Login Process:

The Yahoo! client connects to cs.yahoo.com. The server sends a challenge string for encrypting the user name and password. The client encrypts the user name and the password and sends back two 24-byte strings to the server.

Once the server verifies the user, a random X-byte cookie is sent back to the client. The client can now use this cookie for various functions, such as checking when new email arrives (if a yahoo.com email address is being used). Once the cookie is received, the client changes the status to online and is ready for messaging.

.NET Messenger Service:

The MSN protocol is generally referred to as MSNP. MSNP is an ASCII-based protocol rather than a binary-based protocol. Thus, everything is sent in human readable text. 

Data Packets

The data packets start with various commands in ASCII text. The commands start with three characters, and are followed by the actual information regarding the command that is being sent. Examples of commands are XFR (transfer), USR (user), and CHG (change). One TCP/IP packet can have more than one command. The commands are separated using carriage-return/linefeed (CRLF). The MSNP package also is terminated using CRLF.

A short example of a communication via MSN Messenger can be found below.

When a user wants to chat with another user, the client sends the following packet to the server:

58 46 52 20 39 20 53 42 XFR 9 SB

This is a request by the client for a switchboard server. All instant messaging communication occurs on a switchboard server.

The server will respond with a packet similar to the following:

58 46 52 20 39 20 53 42 20 36 34 2e 34 2e 31 32 XFR 9 SB 64.4.12

2e 31 35 38 3a 31 38 36 33 20 43 4b 49 20 36 30 .158:186 3 CKI 60

36 39 37 38 2e 31 30 33 34 36 31 35 30 36 34 2e 6978.103 4615064.

33 31 31 32 39 0d 0a 43 48 4c 20 30 20 36 36 35 31129..C HL 0 665

34 31 34 36 31 34 33 35 30 31 32 39 31 32 34 30 41461435 01291240

36 0d 0a 3..

Since CRLF (0x0D 0x0A) is used as separators between commands, the packet above can be separated into the following commands:

XFR 9 SB 64.4.12.158:1863 CKI 606978.1034615064.31129

This is the IP address and port of the switchboard server that the client should use for the

instant messaging session. It also contains a security hash that the client must use when

connecting to the switchboard server. The security hash starts with the letters CKI.

CHL 066541461435012912403

This is a challenge key used by the client for authentication. 

Server and Ports

By default, the client will attempt to connect to the server on port 1863. If the client is unable to contact the server directly on this port, it will attempt to use a proxy server. In this case, an HTTP header will automatically be added to the packets. This causes the packets to pass through security measures such as protocol analysis.

Password Encryption

MSN Messenger uses a challenge-response method for sending the password. During the login process, the client requests a security packet, which contains information regarding the method that should be used for hashing the password. In most cases, the client hashes the password together with a server-supplied challenge string using the MD5 algorithm.

The benefit of using a hash together with a challenge key is that the hash sent by the client will not be the same twice. Furthermore, it is extremely difficult to recover the password from a hash sent from the client to the server.

Login Process

Each MSN Messenger session starts by the client and server agreeing on which version of the protocol to use. Once the version of the protocol has been established, the actual login sequence begins. The client will authenticate with the server by sending the user name and a hash of the password. If the client authenticated successfully with the server, it is ready for instant messaging. After a successful authentication, the server will send

information regarding the user. This is mainly information that can be modified by the user, such as birthday, country, and language.
3. Design of Communication Protocol
3.1 Introduction

A messaging system needs a fast, real-time communication protocol to support real-time messaging capabilities, including instant messaging, conferences, alerts, news, polls, and file transfers. It should provide the reliability and availability expected by end users and the security necessary to protect privacy and information, and to meet regulatory requirements.
We choose the Jabber protocols [Jab] to base our work on.  The key advantages of choosing Jabber is its open, standardized, secure, and extensible design.  Due to the open design, Jabber protocols are verified and improved by hundreds of experts and developers.  There are a great number of open source clients and servers available.  The architecture of our system is shown in Figure 1.
[image: image12.png]



Figure1: A typical messaging system

The base Jabber protocols were approved by the Internet Engineering Task Force (IETF) under the name Extensible Messaging and Presence Protocol (XMPP) as RFCs 3920, 3921, 3922, and 3923, which defined the core XML streaming protocol including security and basic instant messaging functionalities. 

The XMPP extensions are defined by the Jabber community as Jabber Enhanced Proposals (JEPs).  They provide support for advanced features such as RPC, group chat, file transfer, invisible mode, and so on.
3.2 Supported security features

Jabber Protocols were designed with security concerns in mind.  This section intends to put together all the security features (and lapses) of Jabber, some of which have already been alluded to, in the earlier sections. We have categorized security issues as ‘Confidentiality’, ‘Authentication’, and ‘Privacy’, in each category we may further divide them into stream-level, message-level, and user-level.
Confidentiality:
Stream-level confidentiality is guaranteed by the XMPP core protocol [Core] that states as follows:

When negotiating XML streams in XMPP 1.0, TLS SHOULD be used (for channel encryption to secure the stream from tampering and eavesdropping) and SASL MUST be used (for authenticating a stream by means of an XMPP-specific profile that conforms to the profiling requirements of SASL). The "initial stream" (i.e., the stream from the initiating entity to the receiving entity) and the "response stream" (i.e., the stream from the receiving entity to the initiating entity) MUST be secured separately, although security in both directions MAY be established via mechanisms that provide mutual authentication. An entity SHOULD NOT attempt to send XML stanzas over the stream before the stream has been authenticated, but if it does, then the other entity MUST NOT accept such stanzas and SHOULD return a <not-authorized/> stream error and then terminate both the XML stream and the underlying TCP connection. 
The 'id' attribute SHOULD be used only in the XML stream header from the receiving entity to the initiating entity. This attribute is a unique identifier created by the receiving entity to function as a session key for the initiating entity's streams with the receiving entity, and MUST be unique within the receiving application (normally a server). Note well that the stream ID may be security-critical and therefore MUST be both unpredictable and nonrepeating.

Message-level confidentiality is ensured if only one server is involved.  In Jabber protocol two clients can not communicate directly, instead all the communication is made through the intermediation of server.  So if two clients both use service of the same server, client-to-server encryption is already enforced by stream-level confidentiality.
However the Jabber protocol allows users on different servers to communicate, adopting the idea of email.  In this case a message may have to pass through more than one server before reaching the end-client. In client-to-server encryption, the keys are shared only between the client and a server. Hence, when a message is being forwarded from a server to another server, there is no encryption.  Psi addresses this issue by providing extra end-to-end encryption using GnuPG.

Proposed Solution: We implement server-to-server encryption in the Jive Messenger server.
Authentication:

Authentication to the server is done by means of username-password.  Since all the messages are forwarded by the server, a malicious user can not forge another user’s id.  Even if he/she does so, the server will replace the forged id in the ‘from’ field in the message with the user’s real id.
We identified one user-level authentication problem:

· Impersonation: When a user A requests user B to add him to the list, there is no way B can know that A is indeed the person he is claiming to be. This is not about IP spoofing or user ID spoofing, but at the higher level of a person impersonating another using a very similar user ID. This is also a problem with e-mails. In real life, even if a person has a similar name as a friend of ours, other unique attributes (such as voice, face) prevent impersonation to an extent. 

Proposed solution: We extend the XMPP Instant Messaging and Presence protocol [IM] to use user-level certificate (in the form of pass-phrases or challenge-response sequence) that the two parties need to exchange to verify that the requestor is not an impersonator.   We implement this extended protocol in Psi.
Privacy:

· IP address: Unlike in some p2p instant messaging systems, all the traffic in Jabber is forwarded by the server.  Hence a user has no idea of the IP address of the other user he is communicating with.
· Invisible mode:  Invisibility is defined in [Inv]: the ability to remain online yet appear offline to some or all of one's contacts.
3.3 Syntax and Semantics
XMPP Core [Core] builds the cornerstone of the entire instant messaging system.  It defines the ` of the system, the addressing scheme, the establishment of the connection, the syntax of the packages, and the use of encryption scheme.

As alluded to in earlier sections, the architecture of XMPP is a pure client-server model, wherein clients connect to servers and (optionally) servers connect to each other for interdomain communications.  XMPP addresses, or Jabber IDs (JIDs), are of the form <node@domain> (similar to email).  A full specified JID can also contain an optional resource field, allowing multiple logins of the same JID, with the different resources indicating different logins.  

The core "transport" layer for XMPP is an XML streaming protocol that makes it possible to exchange fragments of XML between any two network endpoints. Authentication and channel encryption happen at the XML streaming layer using the IETF-standard protocols for Simple Authentication and Security Layer and Transport Layer Security. 

After two open-ended XML streams are established between the server and the client, they can exchange XML fragments called stanza. All the packets exchanged must conform the the XML schemas defined in [Core].  XML stanzas consist of <presence/>, <message/> and <iq/> (info/query), as shown in the snapshots below. The following snapshots show the messages exchanged during the connection of the client account (sharanya.eswaran@gmail.com) to the Google Talk server. 
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4. Design and Implementation of Server
4.1 Introduction
The server in a messaging system should provide a centralized location for the exchange of information through the sending and receiving of messages. It maintains the user account information, and provides a robust platform for extending presence and real-time collaboration, such as chat, alerts and other features, into business applications.

The server usually stores all data in a back-end database, either embedded or external database such as MySQL, Oracle, etc.

A server SSL connection uses two sets of certificates to secure the connection. The first set is called a "keystore". The keystore contains the keys and certificates for the server. These security credentials are used to prove to clients that the server is legitimately operating on behalf of a particular domain. The second set of certificates is called the "truststore" and is used to verify that a client is legitimately operating on behalf of a particular user.

LDAP (Lightweight Directory Access Protocol) has emerged as a dominant standard for user authentication and for storage of user profile data. It serves as a powerful tool for large organizations (or those organizations integrating many applications) to simplify user management issues.

For the purpose of this project, we choose a Jabber-based server called Jive Messenger (Figure 2). It’s a powerful but easy to use Open Source XMPP server. Jive Messenger's SSL support is built using the standard Java security SSL implementation (javax.net.ssl.SSLServerSocket). 

For simplicity, we choose to store all user data in Jive’s embedded database. Jive Messenger performs authentication using database lookups. The LDAP module replaces that functionality and allows Jive Messenger to: 

· Use a LDAP server to authenticate a user's identity. 

· Load user profile information from a LDAP directory. 

· Load group information from an LDAP directory. 
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Figure 2: Jive Messenger
4.2 Design and Implementation
In this section we discuss our design and implementation of secure Jive server. First we discuss the structure and existing secure features on the original version of Jive server. Then we implement a secure communication between servers which dramatically improves the system security.

4.2.1 Jive messenger communication structure

Jive messenger server contains four listening threads. Each thread spins around an accept call getting sockets and establish connections. Two ports (5223 and 5222) are dedicated to communication with clients, while port 5269 is used for TCP communication with remote servers. The structure of server is shown in the following figures.


[image: image3]
Client-to-Server Communication
The client can choose to use TCP or SSL to communicate with the server. There are three kinds of messages that a client can send:

· IQ (Info/Query) packet. IQ packets are used to get and set information on the server, including authentication, roster operations, and creating accounts. Each IQ packet has a specific type that indicates what type of action is being taken: "get", "set", "result", or "error".

· Presence packet. Presence packets are used to express an entity's current network availability and to notify other entities of that availability. Presence packets are also used to negotiate and manage subscriptions to the presence of other entities.

· Message packet. Message packet contains the messages from one client to the other.
Server-to-Server Communication
 When a client communicates with his/her contact at a remote server, all the messages from this client will be routed by local server to the remote server. In another word, there is no p2p communication between clients which do not attach to the same server. The original Jive server-to-server communication uses two TCP connections between the servers where one is used for sending packets and the other connection is used for receiving packets. However, since TCP protocol is not secure, the original Jive server is prone to several serious attacks:

· Stealing the content of client messages by man-in-middle attack. The attacker can eavesdrop the link between two servers and analyze the TCP package from one server to the other.

· Tampering client account information. By impersonating a server, the attacker can request account information on other servers and even modified it.

In order to prevent these considerable drawbacks, we should implement a secure communication based on SSL for Jive server. In the following section, we provide the details of our implementation, which is also shown with dashed line in the above figure.
4.2.2 Develop server-to-server SSL communication for Jive messenger

Based on the existing Java SSL library, we developed an SSL communication among Jive servers. In this section, we present our implementation details. Server side security issues such as authentication are also discussed.

1) Distribute certificates among servers

In java SSL, the public/private keys and the trusted certificates are maintained in two separate files:

keystore 
keystore is a database of key material, which consists of an entity's identity and its private key, and can be used for a variety of cryptographic purposes. 

Truststore
truststore is a database of certificates, which only contains a public key in addition to the entity's identity. An entry should only be added to a truststore if the user makes a decision to trust that entity. By either generating a keypair or by importing a certificate, the user has given trust to that entry, and thus any entry in the keystore is considered a trusted entry. 
Jive messenger maintains these two files in directory Jive_HOME/resources/security. Let’s investigate what’s in the original truststore using Java’s keytool.

% keytool -list -v -keystore keystore
Enter keystore password:  *******
Keystore type: jks

Keystore provider: SUN

Your keystore contains 0 entry
There’s no certificate in the original truststore. This means we need to add the certificate of each server to all others. First, we export certificates from each server’s keystore:

% keytool -export -alias rsa -keystore keystore -rfc -file rsa.cer
Enter keystore password:  *******
Certificate stored in file <rsa.cer>

% cat rsa.cer
-----BEGIN CERTIFICATE-----



-----END CERTIFICATE-----

Then we import the certificate into each server’s truststore:

% keytool -import -alias rsa -file rsa.cer -keystore truststore
Enter keystore password:  *******
Owner: CN=John Doe, OU=XMPP, O=Jive Software, L=Portland, ST=OR, C=US

Issuer: CN=John Doe, OU=XMPP, O=Jive Software, L=Portland, ST=OR, C=US

Serial number: 432e244d

Valid from: Sun Sep 18 22:37:01 EDT 2005 until Tue Jul 28 22:37:01 EDT 2015
Certificate fingerprints:

    MD5：  79:39:F6:2E:13:6B:45:FB:18:1A:62:AF:86:10:FB:90
    SHA1： 4B:EB:B2:62:42:70:4B:2D:1A:A6:A6:47:F3:E5:B1:E7:54:8C:11:FD
Trust this certificate? [no]:  y
Certificate was added to keystore

2) Build SSL sockets
javax.net, javax.net.ssl and javax.security.cert packages provide standard SSL API, which covers: 

· Secure (SSL) sockets and server sockets. 

· A non-blocking engine for producing and consuming streams of SSL/TLS data (SSLEngine). 

· Factories for creating sockets, server sockets, SSL sockets, and SSL server sockets. Using socket factories you can encapsulate socket creation and configuration behavior. 

· A class representing a secure socket context that acts as a factory for secure socket factories and engines. 

· Key and trust manager interfaces (including X.509-specific key and trust managers), and factories that can be used for creating them. 

· A class for secure HTTP URL connections (HTTPS). 

· A public key certificate API compatible with JDK 1.1-based platforms. 

In the diagram below, the major classes used to create SSLSocket/SSLServerSocket are laid out in a logical ordering.
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In the diagram, the Key Material on the left is file keystore, and on the right is file truststore. keystore initializes a KeyManagerFactory, which acts as a factory for one or more types of KeyManager objects; truststore initializes a TrustManagerFactory, which provides TrustManagers. The primary responsibility of the KeyManager is to select the authentication credentials that will eventually be sent to the remote host, and the primary responsibility of the TrustManager is to determine whether the presented authentication credentials should be trusted. If the credentials are not trusted, the connection will be terminated. To authenticate the remote identity of a secure socket peer, an SSLContext object should be initialized with at least a TrustManager and a KeyManager. Then SSLContext generate an SSLServerSocketFactory and an SSLSocketFactory, which will be used to create SSLServerSocket and SSLSocket. The SSLSocket class is a subclass of the standard Java Socket class. It supports all of the standard socket methods and adds additional methods specific to secure sockets. The SSLServerSocket class is analogous to the SSLSocket class, but is used specifically for creating server sockets. The following code is our implementation in Jive messenger to establish the above process:
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3) Communicate with SSL sockets
Server authentication

Implementation of the Server Dialback method as defined by the RFC3920.

The dialback method follows the following logic to validate the remote server:

1) The Originating Server establishes a connection to the Receiving Server.

The receiving server hostname is abtained by using DNS lookup. An SSLSocket is created and connects to this hostname and specified port. The listening SSLServerSocket in the receiving server accepts this connection and waiting for messages.

2) The Originating Server sends a 'key' value over the connection to the Receiving Server.

A BufferWriter is initialized with the outgoing stream of the above SSLSocket, and the originating server sends a dialback XML message with authentication key in it. After the receiving server is notified about incoming message, it creates an incoming server session and parses the dialback message.

3) The Receiving Server establishes a connection to the Authoritative Server.

In Jive messenger, the originating server also acts as authoritative server. So the receiving server will use the connection in 2) as the connection to Authoritative Server.

4) The Receiving Server sends the same 'key' value to the Authoritative Server.

The receiving server sends back the dialback message with the key to the authoritative server within the session established in 3). 

5) The Authoritative Server authenticates the remote domain.

The authoritative server receives the message, and then verifies the dialback key. Once the domain has been authenticated, a new outgoing session is created for sending messages between the originating server and the receiving server.
6) The Receiving Server is informed about whether it is authenticated or not.

The receiving server got the authentication result from authoritative server. If it’s validated, it will create a new incoming session to receive messages from the originating server.

Server communication

After successful authentication, an outgoing session and an incoming session are established for the originating server and the receiving server respectively. The originating server will send messages to the receiving server using the outgoing session, and the receiving server will use incoming session to receive it. These messages including account information and user message forwarding.

4) Administrator Console

Jive server has a nice user friendly web-based administrator console. The default port for the web-based admin console is 9090. It can be accessed from http://server_ip:9090 using browser. Major parts of the configuration can be done using this console: server settings, user/group management, session management, and group chat settings.

We added our server to server SSL session settings to the server to server settings panel, so that the administrator can chose to use SSL socket to send packets to other servers with more security or just use normal TCP socket. The screen shots below show what our new administrator console looks like.
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4.3 Testing of Our Implementation
The following test cases are preformed to validate our implementation:

· Create valid SSLSocket and SSLServerSocket

· Establishing SSL communication between two entities.

· Create incoming/Outgoing session with SSL in Jive messenger.

· Dialback authentication with SSL in Jive messenger.

· Client communication with its contact on remote server.

Due to the limited time and resources, the testing we performed assumes the correctness of Java SSL implementation. So we didn’t do testing for SSL such as man-in-the-middle attack.
5.  Design and Implementation of Client
5.1 Supported security features

A client software that conforms to the Jabber protocol should have supported the security features that are described in Section 3.2.  Here we describe some special security features from the client’s perspective:
· Exposed Profiles: The user profiles (and saved password if user preferred not to type in password every time) are stored locally, and an attacker might be able to restore the password if given access to the profile.  In fact, since Psi, the client software we chose, is open source, we wrote a password extraction module that restores saved password by simply reading the user’s profile and invoking the decodePassword function in Psi. 
Proposed Solution: We choose not to fix this problem, because it is not exclusive to instant messaging.  Any local, system-level files that contain critical data face the same problem, and the normal solution relies on the access control mechanism provided by the Operating System.  Another possible solution is to make use of some authentication protocol such as Kerberos without the need of saving password locally.
· User-level authentication: The issue and solution is briefly described in Section 3.2, and will be revisited in Section 5.3.
· Boot codes:  These are HTML scripts that cause the messenger to crash, especially when the messages are stored as offline messages and the messenger has just booted or when in chat rooms. The solution is to use a message filter. This can also be used to filter out words that are unparliamentary. The boot codes typically consist of tags such as <html>, <!, <snd, <a, etc. 
Proposed Solution: We implement a message filter that blocks unwanted messages.  

5.2 Introduction to Psi
Not all the available clients (http://www.jabber.org/software/clients.shtml) fully support the entire set of Jabber protocols.  According to our investigation, Exodus is written in Delphi, while Gush, Pandion, and Trillion Pro are not open source.  We decide to work on[image: image13.png]Adnf
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 Psi which is a C++ implementation of Jabber client that runs on Microsoft Windows, Apple Mac OS X and GNU/Linux.  
Psi has full support for Unicode. Unicode allows Psi to send and receive messages in other languages, even ones that aren't based upon the English letterset.  A chat window is shown in the figure on the right.
Psi makes use of Qt library for GUI. As for the security features, Psi uses QCA (http://delta.affinix.com/qca/), a crypto API that supports SSL/TLS, SASL, RSA, Hashing, Ciphers, and so on.  QCA is just a cryptographic architecture, so in order to actually perform crypto operations, proper plugins and libraries such as openssl must be installed.  We built Psi on Microsoft Windows XP with Visual Studio.net 2003.  The entire software consists of Trolltech Qt 3.3.5 Evaluation Version, Psi 0.10-test3, QCA 1.0, QCA-TLS 1.0, and Openssl 0.9.8.

Psi makes use of a great deal of Qt features to support multiple platforms.  Instead of writing platform-dependent makefiles, it contains Qt project files which will be transferred by QMake into Makefiles of proper format.  Psi also avoids sticking to one specific GUI programming model by base its work on the Qt infrastructure.  Qt provides GUI libraries and other useful helper functions such as string operations.  One important idea of Qt is the use of signals and slots.  Signals and slots are used for communication between objects.  The mechanism is better illustrated in the figure below, showing an abstract view of signals and slots connections.  Qt’s meta object compiler will insert code so that when a signal in one object is triggered, control will be transferred to the registered handler function (called slot) in another object.
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Psi takes advantage of the signal/slot mechanism of Qt to design a well organized architecture.  Psi uses the design pattern of Model/View/Control, which decouples the modules of data representation, user interface, and control.  Tasks are divided into clearly defined modules, and modules are connected by signals/slots.
Psi starts running in the main function, and then performs initialization operations implemented in the PsiApplication and PsiMain classes.  The mainframe of the GUI is set up by the MainWin class, which builds proper icons, menus, buttons, and so on.  Psi can handle multiple accounts in one running instance.  Every account is handled by a corresponding PsiAccount instance. The contact lists are handled by the ContactProfile and ContactView classes.  XmlConsole and XmlPrompt dump the XML segments to the screen for debugging purpose; users can even transmit a raw packet in the console.
All the protocol-related code is located in a separate directory called the iris XMPP library (http://delta.affinix.com/iris/).  The Stream class establishes a XML stream between the client and the server, and facilitates data sending/receiving within the stream. The Stanza class is used to construct and parse XML stanzas.  Similarly, the Jid and Message classes are respectively used to manipulate a Jid and a message.  The Client class provides a set of high-level communication APIs for client software to use.  
Although those functions are scattered into so many modules, Psi clearly defines the interfaces among them and makes them interact through the Qt signal/slot mechanism.  To be more specific, PsiAccount supplies many callback functions, or slots, so that they can be notified when some events take place.  This way PsiAccount offers a centralized method to control the account.
To further demonstrate this idea, Wei implemented a feature that is not related to security but seems interesting to him.  In the original version of Psi, after a user adds some Jid into the contact list, that Jid will appear as a pending request, waiting for authorization.  However Psi does not remove non-existing Jids automatically, thus cause some confusion. Wei looked into the code, and found that the server will send an error ‘presence’ stanza to the client, indicating the client not found, or timeout occurs.  The slot PsiAccount::client_presenceError will be notified in this case.  Wei added a line actionRemove(j); to that function, and as a result non-existing Jids will be removed automatically.
5.3 User-level authentication and experimentation
As described in Section 3.2, we identify an issue with authentication.  A malicious user C can register a ID that is very similar to that of another user A, and impersonate A in the communication with user B. 

We extend the XMPP Instant Messaging and Presence protocol [IM] to use user-level certificate in the form of challenge-response sequence.  The idea is that B can ask C a few questions and if C knows the answer, B safely assume it is A that wants to talk to him. The flow of the extended protocol is shown as follows:
1. A -> Server: A wants to subscribe to B’s presence

<presence type="subscribe" to="ID-B" />
2. Server -> B: A wants to subscribe to B’s presence 
<presence from="ID-A" type="subscribe" to="ID-B" />
3. B -> Server: B wants A to prove he is actually A

<message type="challenge" to="ID-A">

<body>Please answer this question</body>

</message>
4. Server -> A: B wants A to prove he is actually A

<message from="ID-B" type="challenge" to="ID-A">

<body>Please answer this question</body>

</message>
5. A -> Server: Here is the proof

<message type="authenticator" to="ID-B">

<body>Answer 1</body>

</message>
6. Server -> B: Here is the proof
<message from="ID-A" type="authenticator" to="ID-B">

<body>Answer 1</body>

</message>
7. B -> Server: B verifies and authorizes A’s request

<presence type="subscribed" to="ID-A" />
8. Server -> A: B verifies and authorizes A’s request

<presence from="ID-B" type="subscribed" to="ID-A" />
Due to the limitation of time and resources, we hardcode the challenge/authenticator pair in Psi as:

void PsiAccount::dj_auth(const Jid &j)

{


// Wei: Just a prototype implementation of user level authentication.

Message m(j);


m.setType("challenge");


m.setBody("Please answer this question");


dj_sendMessage(m, false);


// Removed: d->client->sendSubscription(j, "subscribed");

}
void PsiAccount::processIncomingMessage(const Message &_m)

{

…

// Wei: The challenge/answer pair is hardcoded.


if(_m.type() == "challenge") {



Message m(_m.from());



m.setType("authenticator");



m.setBody("Answer 1");



dj_sendMessage(m, false);



return;


}


if(_m.type() == "authenticator") {



Message m(_m.from());



if (_m.body() == "Answer 1") {




d->client->sendSubscription(Jid(_m.from().bare()), "subscribed");



}



return;


}


…
}

A more reasonable implementation can make use of privacy questions, passwords, or cryptographic certificates to authenticate a user.
We tested the correctness of our implementation by having one user (weihu@jabber.org) subscribe to another user (weihoo@jabber.org).  The tracked messages sent back and forth are shown in the following figures:
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5.4 Message filter and experimentation
The following snapshot shows a message “<html>” sent from sharanya.eswaran@gmail.com, to the same client (so that the message can be captured in the same console). The sent message is in red, and the received message in yellow. It can be observed the received message has an empty body. By implementation, empty messages are ignored and are not displayed on the GUI. 
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6. Conclusion
In this project we developed a secure messaging system. First we surveyed existing popular instant messengers, the protocols they use and the inherent vulnerabilities in them. Then we identified a set of threats that may be a union of the threats identified in each messenger surveyed and threats generic to any instant messenger. We analyzed existing solutions for the identified threats. We provided our own solutions to secure server-to-server communication and unresolved client threats. In our secure messaging system, two open source software, Jive messenger and Psi, are selected as server and client prototype. Based on them, we successfully implemented a secure messaging system.
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public class SSLConfig {





    private static SSLJiveServerSocketFactory sslFactory;


    private static SSLJiveSocketFactory sslFactory2;


    private static KeyStore keyStore;


    private static String keypass;


    private static KeyStore trustStore;


    private static String trustpass;


    private static String keyStoreLocation;


    private static String trustStoreLocation;





    private SSLConfig() {


    }





    static {


        String algorithm = JiveGlobals.getProperty("xmpp.socket.ssl.algorithm", "TLS");


        String storeType = JiveGlobals.getProperty("xmpp.socket.ssl.storeType", "jks");





   // Get the keystore location. The default location is security/keystore


        keyStoreLocation = JiveGlobals.getProperty("xmpp.socket.ssl.keystore",


                "resources" + File.separator + "security" + File.separator + "keystore");


        keyStoreLocation = JiveGlobals.getHomeDirectory() + File.separator + keyStoreLocation;





        // Get the keystore password. The default password is "changeit".


        keypass = JiveGlobals.getProperty("xmpp.socket.ssl.keypass", "changeit");


        keypass = keypass.trim();





        // Get the truststore location; default at security/truststore


        trustStoreLocation = JiveGlobals.getProperty("xmpp.socket.ssl.truststore",


                "resources" + File.separator + "security" + File.separator + "truststore");


        trustStoreLocation = JiveGlobals.getHomeDirectory() + File.separator + trustStoreLocation;





        // Get the truststore passwprd; default is "changeit".


        trustpass = JiveGlobals.getProperty("xmpp.socket.ssl.trustpass", "changeit");


        trustpass = trustpass.trim();





        try {


        	  


            keyStore = KeyStore.getInstance(storeType);


            keyStore.load(new FileInputStream(keyStoreLocation), keypass.toCharArray());





            trustStore = KeyStore.getInstance(storeType);


            trustStore.load(new FileInputStream(trustStoreLocation), trustpass.toCharArray());


	  


 KeyManagerFactory keyFactory = 


KeyManagerFactory.getInstance(KeyManagerFactory.getDefaultAlgorithm());


            keyFactory.init(keystore, SSLConfig.getKeyPassword().toCharArray());


            


 TrustManagerFactory trustFactory = 


TrustManagerFactory.getInstance(TrustManagerFactory.getDefaultAlgorithm());


            trustFactory.init(truststore);





		 SSLContext sslcontext;


            sslcontext.init(keyFactory.getKeyManagers(),


                    trustFactory.getTrustManagers(),


                    new java.security.SecureRandom());


            


            SSLServerSocketFactory serverFactory = sslcontext.getServerSocketFactory();


            SSLSocketFactory factory = sslcontext.getSocketFactory();


        }


        catch (Exception e) {


            Log.error("SSLConfig startup problem.\n" + "  storeType: [" + storeType + "]\n" +


                    "  keyStoreLocation: [" + keyStoreLocation + "]\n" + "  keypass: [" + keypass + "]\n" +


                    "  trustStoreLocation: [" + trustStoreLocation+ "]\n" +"  trustpass: [" + trustpass + "]", e);


            keyStore = null;


            trustStore = null;


            sslFactory = null;


        }


}


}
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