Project Description
1.0 Introduction

A common vision of the future is one where our everyday environments are replete with smart cyber physical objects networked to form complicated systems of systems. People will interact with these embedded systems both explicitly and implicitly. The systems will be heterogeneous, need to exist for many years, and operate in the context of real world communication, sensing and failure realities. Many of the systems will be unattended (at least for large periods of time) and often performing very important tasks. The systems will be open in the sense that they will permit access to their functions from humans and other cyber physical systems. The current rapid development and deployment of wireless sensor networks and ubiquitous computing systems and their interactions are exacerbating the need for high confidence embedded systems.
Achieving high confidence embedded systems will require new assurance technologies both off-line and on-line. For off-line solutions we expect to utilize formal methods and new analysis techniques to produce high quality software. However, even when these off-line solutions are effective there will still be a great need for run time assurance technologies because these systems operate in the noisy, error-prone physical world. Run time assurance is given by explicitly added software that demonstrates (periodically or on demand) that the system is capable of providing its important services. Most current solutions deal with faults and reliability and not with application level semantics and associated assurances. The few works that do address run time assurance at the application semantics level are preliminary or are primarily developed for other purposes such as debugging or activity recognition and hypothesized to also be useful for run time assurances. This proposal addresses developing comprehensive solutions for run time assurances in high confidence embedded systems. 
Consider the following motivating application example. New, low cost wireless sensor networks (WSN) can be embedded into large city skyscrapers to support fire detection and reaction. Such systems must reliably detect a fire on any floor, activate alarms, notify fire stations and announce and illuminate egress routes. These systems are passively monitored for hazards and are unattended. However, such systems require high confidence in their operation and must also be able to demonstrate that they are operational on a periodic inspection basis (at a minimum). This is a very difficult and important problem, e.g., there may be 100 floors, with over 100 nodes per floor all operating with complex semantics and policies. It is critical to understand the operation of the system. Many surveillance and tracking systems, pollution monitoring, and medical applications have similar high confidence requirements. 
Many embedded systems today employ fault tolerance, self-healing, heath monitoring and various other reliability mechanisms. These are considered as part of the core system requirements. However, we are adding a layer of requirements that specifically addresses what is needed to demonstrate the critical functionality of the system. It is necessary to understand how these sets of requirements interact and how the necessary run time support for these sets of requirements can leverage each other. We propose to develop an understanding and solution for this problem by creating a framework and embedding it in multiple different applications.
Our proposed research is novel in several ways. First, we develop a requirements language that permits designers to specify, via a combination of declarative statements, invariants, and rules, the run time assurances required for high confidence. The language addresses application semantics, the statistical nature of WSN, costs, future predictions on system performance, and monitoring needs for various mechanisms including data mining. Second, we develop a run time assurance framework that supports specific demonstrations of a system’s key capabilities on demand and offers a well defined set of diagnosis and repair capabilities when the system fails to meet its assurances. Third, we develop and use various run time mechanisms in novel ways including virtual event generation, real event replay and data mining. Fourth, an implementation and evaluation for multiple applications domains are undertaken. Note that off-line high confidence techniques and issues regarding security attacks are outside the scope of this proposal.
The main intellectual contributions are determining how to specify and support at run time a collection of solutions that enable embedded systems to improve confidence and demonstrate application operability. The broad impact of this work can be extensive since there is a proliferation of embedded systems being deployed or contemplated for critical applications such as fire fighting, pollution control, disaster response, tracking, military surveillance, and medical assistance.  Providing systems with the capability to certify that they are operational is one of the next steps to seeing such technology widely used. Without effective run time assurances, systems will be unsafe or just not deployed in many situations. 

For educational purposes we will create and incorporate a run time assurance class module into two current course offerings at UVA: CS-451 Wireless Sensor Networks and CS-651 Cyber Physical Systems. We will also make the corresponding teaching materials (slides and labs) available for use at other Universities via the Web. We will also offer graduate seminars dedicated to high confidence embedded systems. The PI will utilize the School of Engineering Office of Minority Affairs to match students with this research.
We believe that we are well positioned to succeed in this research because of our extensive experience in WSN and, in particular, our experiences with building robust WSN. In WSN, our experience and success in the DARPA NEST project forms a basis for this research. In the DARPA project we designed, built and evaluated a wireless sensor network of 203 nodes which performed surveillance, tracking and classification. The system, called VigilNet, was successfully demonstrated many times at Fort MacDill, Avon Park, Berkeley, the Rayburn House, and at the University of Virginia. A version of the system is now classified and being developed for deployment by Northrop-Grumman. Many novel ideas were developed in this system regarding self-healing, power management, sensor fusion, localization, routing, and data aggregation. Over 50 papers were published including three best paper awards ‎[24]
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‎[25]‎[80] and a nomination for best paper ‎[31]. Our work on this system also clearly identified the key issues that need to be addressed for high confidence solutions under severe constraints and in noisy real-world cyber-physical environments. We have also constructed two other wireless sensor network testbed systems: AlarmNet ‎[79]
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‎[80] (an assisted living system) and Luster ‎[65] (an environmental science application). These systems also demonstrate the need for run time assurances. We have also developed Envirolog (a run time event replay service) ‎[54] and an on-line monitoring and maintenance service ‎[13] both of which provide key background for one part of this proposed work. However, this proposed work goes well beyond either of these latter systems both of which will be briefly discussed later in the proposal.
2.0 Research Approach

To develop high confidence embedded systems it is necessary for the designers to explicitly address run time assurance at requirements time and throughout the lifetime of the system. Since the systems run in real world settings and may evolve over time it is also necessary to have a run time framework that can provide assurances when necessary (continuously, on demand or periodically). If the system does not meet the run time assurance goals then aids in diagnosis and repair are also crucial. In this work we propose a methodology and framework to support run time assurance for open embedded systems. The goal is creating high confidence open embedded systems.
2.1 Requirements Specifications

It is good software engineering practice to carefully specify the requirements for a system. For high confidence embedded systems, we propose that it is also necessary for designers to precisely specify what is required for run time assurance. Once this is done, then these assurances are supported by our proposed run time framework. In this section we describe our approach and research questions that must be answered for the requirements specifications stage.

We propose to develop a specification language for run time assurances of high confidence embedded systems. The specifications must indicate what application level functionality and what system level functionality need to be assured. For example, in the fire fighting application, it is necessary to show that a fire on any floor is detected, alarms are activated, fire stations are notified and egress routes are identified and illuminated. For each such function the designers specify when the assurance capability is to be invoked. Generally, the invocation of run time assurance modules may occur continuously, periodically, on a non-failure event, or due to a fault. For example, the above capabilities may have to be demonstrated to fire inspectors once per month for the lifetime of the system or whenever certain (sets of) faults occur. System level assurances may be required to demonstrate various features such as reliable routing paths are operational, nodes have sufficient energy, and egress lighting can be activated. Consequently, it is possible to execute application and system level assurances independently.
We also suggest that sometimes it is possible to specify that if an application level function can not be demonstrated, then the system should perform a set of system level assurances to help find the cause of the problem. For example, if the run time assurance periodic test (using virtual event replays – discussed later) indicates that a fire on floor 33 can not currently be detected, then there may be a specific chain (set) of other system level assurance tests specified to execute such as (i) run a spanning tree route detection test, and if broken notify the systems administrator, else (ii) ping nodes on that floor, and if any are not responding then identify them for replacement. Of course, if the cause of the problem is something other than what is being investigated, then these tests cannot find the cause. In this case, standard debugging techniques have to be employed. 

We believe that it is critical to address run time assurances as a first design principle and specifically identify the key application semantics, the key system capabilities, and their interactions. The hypothesis is that this strategy helps achieve high confidence embedded systems.
New research on the requirements problem for high confidence embedded systems is needed in three areas. What specification language can best articulate the application and system level run time assurances and their interactions? How can the specification aid in not only identifying system capabilities, but also better support diagnosis and repair when the assurance test fails? How do the run time assurance requirements relate to the overall system requirements?

Specification language: Our approach is to combine declarative specifications with explicit statements of invariants in a manner that (1) has formal semantics, (2) addresses application level assurances, (3) addresses system level assurances, (4) addresses the statistical nature of WSN, (5) accounts for costs, (6) deals with future system projections and (7) identifies monitoring conditions that are usable for the various run time mechanisms including data mining. No current specification schemes or languages support this collection of issues and are usually very general. We are focusing only on run time assurance requirements and embedded systems issues. See also the state of the art section for further comparison to current requirements languages.
While it may sometimes be difficult to distinguish between application and system level assurances, it is more important to simply identify what the system should certify at run time and when.  In reality there is actually no need to distinguish the two types. However, we separate them to emphasize that application semantic support is the overall goal and system level assurances are specified to help achieve that goal. 

Consider the following examples. At the application level, declarative statements enable specifying requirements such as any fire must be detected; we might also specify an invariant that on each floor there must be at least one active alarm node; we might need to state operational capabilities under probabilities of dense smoke or excessive temperatures; we might need the system to predict future capabilities such as projecting the remaining lifetime of nodes based on current power (battery) levels; and specify what data to collect so that on false alarms the data mining techniques can better assess causes of false alarms. We believe that dealing with this collection of issues is novel. Therefore, we propose a requirements language that can specify predicates, invariants, rules, conditionals (including probabilistic conditionals) and costs. The exact syntax and power of the language is one of the main research questions to be answered. However, we expect that the invariants will be specified with declarative statements that contain a “scope” (for a node, for all nodes, for the system, there exists) a “where” clause that indicates the conditionals and a “requires” clause that specifies facts, actions and rules. Of course, the same types of needs appear for assisted living and many other applications. 
The same language should also be used for system level requirements that relate to run time assurance, diagnosis and recovery. At the system level, we might specify the need to check spanning tree coverage, link quality for key links, and sufficient memory availability.
Support diagnosis and repair: To build high confidence systems we require that designers also consider what services are needed to help diagnosis and repair. The specifications must permit rules that describe the diagnosis and what functions to invoke to attempt repair. If designers are successful in prescribing good diagnosis tests then when the run time assurances fail, these tests can be invoked via our framework and the causes identified. If the causes were not anticipated then standard debugging techniques or diagnosis tools like Sympathy ‎[58] must be used. Similarly, for some causes of failures recovery mechanisms will exist and can be activated. For example, by running an application assurance test it may be determined that floor 23 is not detecting a fire, then the system run time assurance might find that the spanning tree is broken (diagnosis), and the recovery is to re-run the spanning tree creation protocol. 
Run time assurance and overall system requirements: Many embedded systems today employ fault tolerance, self-healing, health monitoring and various other reliability mechanisms. These are considered as part of the core system requirements. However, we are adding a layer of requirements that specifically address what is needed to demonstrate the critical functionality of the system. It is necessary to understand how these sets of requirements interact and how the necessary run time support for these sets of requirements can leverage each other. We propose to develop an understanding and solution for this problem by creating our framework and embedding it in multiple different applications (see evaluation section).
In summary, the methodology we are proposing is that designers explicitly identify the applications semantics and the system level capabilities that must be assured at run time. For each, they must specify when they are to be invoked. We expect the linkage between the requirements and the run time framework to include a combination of automatic code generation, activation rules, explicit dependencies, and library routines. This set of information and code are then incorporated into the run time framework. While there is potentially an extremely large number of  requirements that one might be tempted to specify, it is important to note that run time assurances are not debugging schemes nor a complete set of tests to demonstrate all the functions of the system. Rather the run time assurances need to focus on only the key functions. We believe that it is possible to identify the key application semantics and key system capabilities and that this will be a relatively small set compared to all the detailed requirements. We will validate this hypothesis by working with application experts in multiple domains (see evaluation section).
2.2 Run Time Framework

A second major component of our proposed research is the design, implementation and evaluation of a run time framework that permits run time assurances. The architecture of the framework must be general enough to easily port and execute in many different applications. It needs to support the loading and executing of run time assurance modules controlled by the activation semantics specified. It also needs to interact with underlying mechanisms as provided by the specific application system implementation. These support mechanisms are of two types: the first is a set of new mechanisms specifically added to support run time assurances. The second is the integration and utilization of the run time framework with the application system’s native capabilities such as its communications, monitoring and data collection features. The essence of the framework is to enable a largely unattended embedded system to (on demand) execute code that demonstrates key functionality of the system is operational. When such assurances cannot be given, then some explicit support is provided for diagnosis and repair. 
Underlying Mechanisms
A key problem to resolve in developing run time assurances is the creation of an effective set of underlying mechanisms. This set of mechanisms must provide cost-effective support for monitoring, diagnosis and repair. Even deciding what mechanisms are necessary is an open question. In addition, for each mechanism there exists a set of research questions. Our approach is to separate the required mechanisms into two categories: (i) adding specific new mechanisms that are needed to support run time assurances, and (ii) re-using existing functions already available (required) in the functional aspects of the system. Below, we treat each category separately.
Additional Required Mechanisms

Our initial idea is that at least 3 new mechanisms are required, each providing different types of support for run time assurances. Our hypothesis is that these 3 mechanisms are sufficiently powerful that when combined with those mechanisms already in the system they can provide most of what is required in monitoring and diagnosis to support run time assurances. Explicit development of automatic repair capabilities will only be partly addressed. We believe that some repair capabilities fall out naturally from the monitoring and diagnosis and these types of repair capabilities will be addressed. However, complete solutions for repair are extremely difficult and often require human interaction and this is outside the scope of this proposal. 

The three additional mechanisms are:

· Virtual event generators

· Real event replay capabilities

· Data mining
Virtual Event Generators

Virtual event generators create events to activate specific event-trigger routines and their subsequent processing. To support run time assurance each node runs a virtual event handler and maintains an event table. For each specified event handled at this node, the table records the entry of the corresponding reaction routine. Virtual events are activated in two ways. First, the assurance routines can generate a specific event by sending a command message. Upon receiving the message, the handler produces the event immediately. This method can be used for the immediate node level validation, and by broadcasting can set up a system-wide validation. Second, the event handler can generate events periodically according to a predefined schedule or at a future time. Note that events can be positive events such as emulating the appearance of a target or a fire, or negative events such as a node failing or losing a message.
Our research in this area is to solve several complicating issues. One is that some modules may need event parameters for more sophisticated event processing and associated assurance tests. In this case, such parameters are predefined and stored in the event table or downloaded at run time. Another is that for complex validation, which may require a trace of event logs and parameters, we need to develop more implementation support. In this case we can combine virtual event generation with some of the capabilities being developed for event logging as discussed below. Because we are dealing with embedded systems in physical worlds we must also provide the capability to create events probabilistically. We must develop a scheme for mapping from specified run time assurance requirements into the set of virtual events and their invocation times. Another main concern in supporting virtual event generation is run time cost. However, the memory cost is low because the handler only involves a mapping table, a timer to schedule events, and a message receiver to accept the commands. Communication and energy costs are necessary to provide the assurances, but efficient techniques will be investigated. Another problem is how to decide the level of event to generate and where and how to monitor the results of a generated event. Finally, an especially difficult problem to solve is addressing the simultaneous firing of a virtual event with an actual event from the system.
Real Event Replays

Many high confidence embedded systems provide services for safety critical tasks which do not occur often. Examples of these tasks are detecting fires, pollution or an elderly person falling down. It is also often difficult to produce the actual event for a run time assurance test – we don’t want to start fires or make people fall down. One option is to use the virtual event discussed above. However, such virtual events do not always include enough realities, e.g., they occur after the sensing modules themselves. Another option is to run real world system events and log their details in the system. Then when an assurance test is run, the event as recorded from real world sensors can be replayed. This can even be possible for fires where a real fire can be created in a controlled setting and the low level system reaction to it recorded for replay many times. 

To develop real event replays we propose to extend Envirolog ‎[54] a real event logger and replay system that we developed several years ago. Envirolog has the key features required although it was originally used only for debugging. We now propose to explore and extend it for run time assurance. 
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                         Fig. 1. Record and Replay: Two Main Stages of EnviroLog

As shown in Fig.1, during a recording stage, at each node EnviroLog logs all function calls and their parameters issued by the log modules into a flash as caused by real world events (note that the same logging mechanism can be used for virtual events). In people tracking experiments we performed, it was shown that with a 512KB flash you can collect up to 90 minutes of raw sensor data. Since, for purposes of run time assurance, it is not often that you want to record events lasting this long, the recording capabilities of Envirolog are adequate (and flash memory sizes are increasing). During the replay stage, Envirolog disables the log modules and issues the previously recorded function calls at the right time and in the right sequence at each node of the system. Very little extra overhead is necessary when replaying since the system is acting in the same manner as when the real environmental event occurred. It was also shown that the replays are very accurate ‎[54] assuming that the system is still operational.

Events recorded and replayed by EnviroLog are not limited to direct reflection of environment events such as raw sensor reading, but they can be any system-level events or statistical information of interest of the runtime assurance framework. However, currently EnviroLog logs all events from different specifications and replays all the events in the sequence of their recording. For the purpose of providing different granularities of runtime assurance, we propose to extend EnviroLog to record and replay events according to semantic definitions. For example, we might define magnetic sensor events and routing events as part of a weapons detection event (semantic tag). We might also define temperature and chemical sensor events as pollution events (semantic tag).  For runtime assurance even though all the events are recorded, events are tagged with semantic definitions, so during replay stage, events can be replayed according to the semantic tags. 
Since system events caused by real world activities can be recorded at different levels of granularity from raw signal readings to function calls, we must also develop schemes to permit a tradeoff between the granularity of the events being recorded and their costs in flash memory. 
We believe that it is necessary to support both virtual and real event systems. Virtual event capabilities are more flexible and efficient than real replays. Also, virtual events can create tests for conditions which have not been a priori determined or are too complicated to create in the real world. On the other hand, real event replay provides an added degree of reality for a key subset of required assurances.
Data Mining

In spite of best efforts to produce correct systems, high confidence embedded systems operating in an open fashion will still likely experience difficult scenarios and anomalous behaviors from time to time. For example, because of real world realities a system may produce false positives and false negatives. Or the system may be experiencing highly unusual communication delays. The causes of these, hopefully rare, events are often difficult to assess. Problems due to concurrency, race conditions, faults, and real-time non-deterministic events can also cause unexpected results. By requiring the inclusion of specific monitoring and data collection and then making that information available to off-line data mining tools we hope to enable a system to identify unexpected behaviors and causes of unexpected events. Over time such a capability can enable a system to improve, thereby enhancing the overall confidence in its operation. 
Our plan is to collect the monitored data into a data warehouse. When executing assurances we can then identify when the assurances show that the system is operational and when not. Based on this information we can construct models of the system and its operation. Then, via standard data mining algorithms we can search for conditions that are common for successful tests and those for unsuccessful tests. Certain trends may be detected such as the system does not operate when large numbers of people are on the same floor (due to a department party) because this causes a communication break in the routing spanning tree. Finding such previously unknown patterns can then result in improved design and implementation. Equally intriguing is being able to use data mining for prediction of potential future problems. For example, it may be learned that when the overall system load reaches 85% then nodes and links begin to fail and within 1 day the system begins to lose its operational capability. Hence, upon seeing such a system load condition actions can be undertaken to reduce load and avoiding the loss of (partial) operation.
Research questions include identifying which data to monitor, how to collect it efficiently, what are the most effective data mining techniques to use, how to find problems caused by race conditions, and determining how effective is prediction.
Integration with the Application System

High confidence embedded applications will normally require the following capabilities:

· Distributed state monitoring

· State information collection

Note that systems like LiveNet ‎[17], Momento ‎[62] and our Self-healing VigilNet ‎[13] provide such capabilities. It is our research to develop means for integrating with such capabilities in order to extend these types of health monitoring systems to run time assurances.

Distributed State Monitoring

We expect that most distributed embedded application will need a distributed state monitoring capability for its core operation. Our run time assurance framework also requires distributed state monitoring. We propose one integrated mechanism to cover these two situations. We propose to create a monitor object. A monitor object is a piece of code, which resides on each device and executes the monitoring tasks. The monitor object maintains a list of what states to monitor, the frequency at which to monitor, and what to do with the data (e.g., transmit to the base station for run time assurance). These parameters need to be dynamically re-configurable. A monitor object also includes information processing operations, such as a comparison operation. This overarching monitor does not preclude individual protocols and services from using their own monitoring, e.g., a MAC protocol might monitor channel delay. This individual protocol monitoring would not be part of the monitor object. By providing this monitor object solution, both the core functions of the system and run time assurance functionality can use the same monitoring framework. 
Monitoring is not a simple issue and it intimately interacts with state information collection. Our initial design considers a two tier monitoring architecture as shown in Fig. 2. The global monitor object consists of a collector and controller and enables the base station to collect and process the performance and/or state information from each individual node in the network via the collector. The processed information then feeds into the controller. The controller generates a list of virtual or real events, tasks activations, and protocols to execute and transmits the list to the network. Each node runs a local monitor object that consists of a collector, reporter and controller. The local monitor acquires the information on what to monitor from the base station, collects the requested information through the local collector, and reports the requested information back to the base station if required.

[image: image4.emf]controller

report

collector

Base Station

controller collector

controller

N

1

N

n

Global Monitor

Local Monitor

Local Monitor

states

report

collector

states

List of 

Procotols

List of 

Procotols


                                   Fig. 2: Two Tier Monitor Architecture
Key ideas are to make the monitors capable of collecting specified state information in 5 categories and enable the 5 categories to be flexibly be integrated with many existing systems. The categories are: (1) States that are available via directly interfacing with the hardware layer, for instance, energy remaining, RSSI levels, and the clock. (2) States that are obtainable through the interfaces provided in the original system without the need to interact with the nodes in the neighborhood, such as the maximum number of neighbors in a node's neighbor table or the maximum number of parents of a node. (3) States that require the cooperation among the nodes in a neighborhood with explicit message exchanges. Link quality is one example of those states. (4) States that are specified as the states to be monitored, but the original system does not provide interfaces to expose those states. (5) States that are not maintained by any components in the original system. With these capabilities it will be possible to flexibly integrate this monitoring structure with the core application functionality and enable the same monitoring framework to be used in many applications.

Energy consumption of the monitors is one overhead concern. The main energy consumer of the monitors is the radio, i.e., both exchanging beacon messages in a neighborhood to collect state information and reporting the states to the base station. We have developed a preliminary implementation of this monitoring structure and measured its overhead. Fig.3. shows that the overhead of a node for both local and global activities for different beacon periods. We can see that the beacon period has an approximately linear impact on the overhead. But the absolute overheads for both local and global services are minimal (less than 1.2mAh) as compared with a battery's capacity (2,848mAh). 
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Fig. 3. Overhead of Monitoring per Node

State Information Collection

State information collection is a second system capability that can be used by our run time assurance framework. Many systems require data to be collected at one or more locations. Our run time assurance framework requires state information to be collected at the validation site. Consequently, we can (sometimes) use the same solution for both purposes. One complication is that taking this approach places an extra load on the data collection process. Sometimes this is not acceptable and would invalidate the assurance test itself. Our research is to provide a two part solution that allows use of the normal system state collection protocols when acceptable, but provides overhearing or parallel path solutions when it is not. Solutions will investigate parallel paths, extra overhearing nodes, piggybacking, operating only when system is idle or projected to be idle, etc. to minimize or eliminate the impact state collection has on the normal operation of the system. We will also consider techniques to minimize the memory costs such as keeping state information no longer than necessary and using compression techniques.
In summary, some of the key research questions for the run time assurances framework are:

· How to efficiently execute assurance code in parallel with the current operation?

· How to keep the cost and overheads of the assurance system to a minimum?

· How to determine fundamental limits for run time assurance?

· How to effectively use the framework to support diagnosis and repair? Is it possible to leverage on existing monitoring and diagnosis tools like Sympathy?
· How does the framework interact with fault tolerance and self-healing mechanisms?
· Can our solutions reveal improved fault tolerance and self-healing methods to make the system more conducive to run time assurance?
3.0 Evaluation
The first step in our evaluation is to determine the breadth and completeness of the requirements language. To do this we will specify the necessary run time assurances for three diverse systems that we built in the past and for one new system. The three past systems are VigilNet ‎[32]
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‎[33] – a military surveillance, tracking and classification system, AlarmNet ‎[79]
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‎[80] – a smart environment for an assisted living, and Luster ‎[65]  – an environmental science application. These systems differ in the frequencies and types of activities and the levels of run time assurance required. For example, in assisted living there is continuous human activity with frequent need for assurances. In military surveillance there is less frequent activity, but with potentially dire consequences. For our environmental science application there are large periods of inactivity, no humans involved and less critical activities. The new system will be an emulation of a firefighting system for skyscrapers. This application combines a number of the requirements from the previous systems: safety critical, human interactions, and long periods of inactivity. It will also serve as a test for applying our solutions to a system not previously built. To ensure that we specify the key run time assurances we will work with domain experts. For the assisted living application we are working with the Medical Automation Research Lab, the Geriatrics department, and the Nursing department all at the UVA medical school. For the environmental science application we are partnering with the UVA Environmental Science department and heavily interacted with them in the original construction of Luster. For fire fighting we are interacting with Windowman Inc. a company that focuses on fire fighting in skyscrapers in New York. If our requirements language is capable of addressing the concerns of this diverse set of applications, then it should be widely applicable.
We only briefly describe the AlarmNet testbed since this is the one we will tackle first. AlarmNet emulates an assisted living facility. It is a joint project between the UVA-PI and the University of Virginia Medical School. AlarmNet integrates heterogeneous devices, some wearable on the patient and some placed inside the living space. Together they inform [image: image5.emf]controller
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the healthcare provider about the health status and activities of the resident. Data is collected, aggregated, pre-processed, stored, and acted upon using a variety of replaceable sensors and devices in the architecture (activity sensors, physiological sensors, environmental sensors, pressure sensors, RFID tags, pollution sensors, floor sensor, etc.). There are many users of the system including doctors, nurses, technicians, patients, patients’ family members, and administrators. Privacy of data is paramount and should be revealed on a need to know basis or as permitted by the patient. Traditional healthcare provider networks may connect to the system by a residential gateway, or directly to their distributed databases. Some elements of the network are mobile such as the body networks as well as some of the infrastructure network nodes, while others are stationary. Some nodes can use line power, but others depend on batteries. The system is designed to exist across a large number of living units. The components of the architecture are shown in Figure 4, dividing devices into strata based on their roles and physical interconnect.
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                                       Figure 4: Architecture of AlarmNet Testbed

In our evaluation we will implement the run time assurance framework and its associated mechanisms and incorporate them into each of the AlarmNet, VigilNet, and Luster testbeds. The first implementation on AlarmNet will be the most difficult, but subsequent porting will be easier. We will measure the amount of code that needs to change when porting and assess overall portability capabilities. We will also measure overhead costs of running the framework under various conditions as well as memory, communication and energy costs. Note that there is no need to measure how confident the system is. Confidence is defined precisely in terms of the stated requirements. 
After gaining experience with defining run time assurances and our run time framework on these three previously constructed applications, we will undertake a fourth application from the beginning: fire fighting in sky scrapers. A testbed that emulates fire systems in building will be built. Benefits and costs will be measured similar to the first three applications. 

It is important to note that this work does not compute an overall reliability or confidence metric. The overall quality of the system depends on many factors such as the rigorous off-line process, on-line techniques for fault tolerance and self-healing, and the environment. Instead, this work concentrates on, periodically or on-demand, demonstrating that the system does or does not meet its carefully specified run time assurance requirements. How frequently the run time assurance framework answers in the affirmative depends on the environment and the quality of the system implementation. When the answer is no, our framework provides some help with recovery.
Each key mechanism will also be evaluated individually. For example, delays in identifying actual events due to run time assurances being executed in parallel will be measured. True event logging and replay will be tested for a wide range of event types, for its costs, for its effectiveness and with comparisons to other techniques such as virtual events. The effectiveness of data mining in supporting the predictive aspects of run time assurance will be determined. 

4.0 Outline of Year by Year Plan and Summary
Year 1: During the first year we will solve the research problems in developing the requirements language and create additional fundamental concepts for the major mechanisms: virtual events, real event replay, data mining, distributed state monitoring and state information collection. 
Year 2: A full implementation and evaluation of the framework and its mechanisms will be completed on the AlarmNet testbed (medical applications) by the middle of the second year. We will also port the framework to the VigilNet application towards the end of year 2. Data mining solutions will be developed. Solutions for the simultaneous operation of the actual system with validation tests will be completed. 
Year 3: We will finalize our framework and our methodology will be generalized. We will consider how our solutions might feed back ideas into improving fault tolerance and self-healing in a manner to facilitate run time assurance. Refinement of the requirements language will be made and re-evaluations conducted. We will port the framework to Luster and create the fire fighting testbed. We will perform extensive experiments to assess the capabilities of our overall solution. 
In summary, when this research is complete embedded system designers will have a requirements language focused on run time assurance, a portable and reusable software framework to support run time assurance, and a methodology to understand and create high confidence embedded systems. Fundamental research questions on how to create high confidence embedded systems will be answered. This includes questions such as what are the central principles of run time assurance, how to capture the intricacies and uncertainties of the physical world, understanding of the costs and value of various assurance mechanisms, as well as the other research questions brought up throughout the proposal. Users of systems employing this technology will benefit because the system can show that it is operational as expected, thereby increasing confidence in the system. When the system is not operating according to the requirements, explicit support is given to bring it into compliance.
5.0 State of Art

The work proposed here is highly related to, but also distinct from a number of sensor network research areas including fault tolerance, self-healing, debugging, health monitoring, and system management. 

There is an incredible array of fault tolerance, testing and reliability techniques developed over 50 years. Many of these run time techniques can be applied to WSN. Recent work in this area includes ‎[58] ‎[18] ‎[57]
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‎[83]. We expect that any WSN that must operate in high confidence mode will utilize many of these schemes. However, the low level fault tolerance techniques themselves are not the subject of this work and our work operates in conjunction with such techniques. In addition, most existing approaches aim to improve the robustness of an individual component. For example, eScan ‎[87] can actively monitor remaining energy levels, and detect potential node-failure faults. While CODA ‎[75] monitors channel loading conditions to detect congestion for packet loss faults. However, it is difficult to use such schemes to validate the high-level functionality of systems, which involve interactions among multiple components. 
Most wireless sensor networks utilize decentralized algorithms to achieve some degree of reliability. Most of these greatly enhance reliability of individual services, but do not deal with correctness guarantees of the whole system. Self-healing, to various degrees, is also a property of autonomic systems and many WSN ‎[8]
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‎[86]. Such techniques attempt to avoid violations of run time assurances and thus should be used. Again, our framework can be used in conjunction with reliability and self-healing techniques.

Debugging is a complicated process for WSN and many different approaches exist. Some allow setting distributed breakpoints ‎[76] ‎[82], others use overhearing ‎[60], some are based on invariants ‎[37], and some attempt to use data mining to discover especially difficult to find bugs ‎[46]. Debugging relies on extensive testing. We expect that debugging tools and testing are used prior to deployment or when major problems occur and a cause must be determined. Typically, these solutions are used to fix coding errors, but not exclusively. In our context we expect that if a run time assurance fails and the pre-specified state assurances fail to find the cause, then we have to resort to use of debugging and diagnosis techniques. Tools like Sympathy ‎[58] could provide help in this regard. However, many of these tools are tightly interwoven with specific applications. For example, Sympathy can associate communications with related faults, but it works for tree-like networks with periodic data collection traffic. It may be difficult to adopt the scheme for other systems. 
Health monitoring systems such as MANNA ‎[63], LiveNet ‎[17]and Memento ‎[62] and others ‎[61] employ sniffers or specific embedded code to monitoring the status of a system. One work uses correctness monitoring using invariants ‎[37]. Such tools can be used as the monitoring component of our framework if they are available. Information from systems like these would then be passed to our framework for run time assurance checks or to activate further system state checks. 

There are very few overall system management systems for WSN ‎[6] ‎[73]. Some of them manage only a few things such as energy ‎[41], topology or bandwidth. However, we have not found any that address run time assurances for high confidence systems in the manner or depth proposed here.
The field of requirements engineering has a long history ‎[22]
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‎[44]. The common trend in this field is to develop languages based on a formal semantics ‎[23]. Note that these languages are distinct from software specification languages ‎[5] ‎[71]. While these general requirements languages provide guidance for our research, our work has two key differences, (i) our requirements are simpler because we focus only on run time assurances, and (ii) we must address the complications of open, high confidence embedded systems.
6.0 Education and Outreach
We will create and incorporate a run time assurance class module into two current course offerings: CS-451 Wireless Sensor Networks and CS-651 Cyber Physical Systems. Both classes have already been offered and are taught at the graduate and undergraduate levels. We will also make the corresponding teaching materials (slides and labs) available for use at other Universities via the Web. We will enhance the labs associated with these courses to include experiments that use virtual event generators and real event replays. See the following URL  http://www.cs.virginia.edu/cs651.wsn/labs.htm for a description of current labs. We will also offer graduate seminars dedicated to high confidence embedded systems. These will include an application component where guest speakers from fire fighting and medical systems will discuss real assurance requirements. The software framework and assurance mechanisms will be available via SourceForge. 

The PI has a strong commitment to include underrepresented students in this proposed work. The PI will utilize the School of Engineering Office of minority affairs to match students with this research. Recently, the University of Virginia was ranked number 1 in terms of percentage of African America students enrolled among the top research Universities. 

Results from Previous Grants – Example
NSF CCR-0325197
Amount: $500,000
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TITLE: Spatiotemporal Protocols and Analysis for Sensor Nets

PI C. Lu (Washington University), PI Stankovic, (UVA), Co-PI Abdelzaher (UIUC)
This work develops real-time communication protocols and associated analysis for WSNs, explicitly addressing both the space and time dimension ‎[30]
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‎[35]. Currently, we are combining the work in ‎[30] and ‎[53] to produce a highly efficient real-time communication protocol. Importantly, our work has been applied to a real-time surveillance application for target detection and tracking ‎[2]
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‎[32]. The results included one of the first complete systems of Berkeley motes and its evaluation. A key service of wireless sensor networks is data aggregation. Here we have combined our expertise in feedback control with our expertise in wireless sensor networks to produce the beginnings of an analysis for such networks ‎[3]. We have also developed a state free routing protocol ‎[34] which improves end-to-end delivery by more than 10 times over the best solutions in the literature for mobile environments, and a hardware solution for device wakeup by taking energy from a communication signal ‎[24]. This latter solution saves more than 70% of the energy when compared to other energy saving schemes.
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