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Abstract
The current rapid development and deployment of wire-

less sensor networks (WSNs) and their application in mis-
sion critical systems are exacerbating the need for high con-
fidence WSNs. Achieving high confidence WSNs will re-
quire new assurance technologies. Most current solutions
deal with faults and reliability and not with application level
semantics and associated assurances. We propose the use of
a novel WSN design and assurance mechanism, run time as-
surance (RTA), to guarantee that important application-level
requirements are met in mission critical applications.

Categories and Subject Descriptors
C.2 [Computer-Communication Networks]: Dis-

tributed Systems; D.2.1 [Software Engineering]: Require-
ments /Specifications; D.2.4 [Software Engineering]: Soft-
ware /Program Verification

General Terms
Design, Software, Assurance

Keywords
Wireless Sensor Networks, Run Time Assurance, Appli-

cation Semantics, Petri Net, Virtual Event

1 Introduction
A common vision of the future is one where our every-

day environments are replete with wireless sensing devices
networked to form complicated systems of systems. These
systems will need to exist for many years, and operate in the
context of real world communication, sensing, and failure
realities. Many of the systems will be unattended (at least
for large periods of time) and often performing very impor-
tant tasks. The current rapid development and deployment
of WSNs and their application in mission critical systems
are exacerbating the need for high confidence WSNs.

Achieving high confidence WSNs will require new assur-
ance technologies both off-line and on-line. For off-line so-
lutions we expect to utilize formal methods and new analysis
techniques. However, even when the off-line solutions are
effective, there will still be a great need for run time assur-
ance technologies because these systems operate in the noisy,
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error-prone physical world. Most of the current on-line solu-
tions deal with faults and reliability and not with application
level semantics and associated assurances.

Given the limited insights of the system’s run time oper-
ability provided by current WSNs, and the highly desirable
assurance requirements to allow users to capture run time
failures at the application level, we propose a comprehensive
and general framework to allow designers to build WSNs
with RTA support. Our framework includes: a requirement
specification language based on SNEDL [1], an extended
Petri net [2] model, that is specifically designed to demon-
strate the critical functionality of the system; a TinyOS based
programming architecture that formalizes the implementa-
tion of the system’s application level behaviors according to
the SNEDL model; three run time mechanisms used for gen-
erating assurance tests according to the RTA requirements
specifications and collecting information once the system
fails.

The main intellectual contribution of this work is deter-
mining how to specify and support at run time a collec-
tion of solutions that enable WSNs to improve confidence
and demonstrate application operability. The broad impact
of this work can be extensive since there is a proliferation
of WSNs being deployed or contemplated for critical appli-
cations such as fire fighting, pollution control, disaster re-
sponse, tracking, military surveillance, and medical assis-
tance. To the best of our knowledge, this is the first work
that addresses the confidence issue of WSNs at the applica-
tion semantics level and provides comprehensive solutions
for RTA.

2 Proposed Solution
The proposed solution is composed of three major pieces:

a formal requirement specification language used to defines
the application-level requirements, a TinyOS based program-
ming framework that assists designers in implementing ap-
plications according to the RTA requirements specification,
and a set of novel RTA mechanisms.

2.1 Formal Requirements Specification
We use SNEDL to formally describe the application level

requirements of a WSN system. SNEDL is the first event
specification language to support key features of WSNs. As
a description language, it is an extension of Petri nets. A
SNEDL Petri net integrates features from color, time, and
stochastic Petri nets to tackle problems in specification and
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Figure 1. SNEDL model for a fire-detection WSN.

analysis. SNEDL can capture the structural, spatial, and tem-
poral properties of a complex event detection system, which
can be used to assist system designers to identify inconsis-
tencies and potential problems via reachability analysis at
the design time. Figure 1 is an example of using SNEDL
to specify the application-level behavior of a fire-detection
WSN.

The advantage of SNEDL is that it provides designers
with a simplified yet powerful abstraction of WSN. Using
SNEDL to represent the operation of a WSN application al-
lows us to view it as a flow of tokens from places to places in
the Petri net. There are several reasons why this is useful for
the RTA specification. First, it is very convenient to generate
and apply RTA tests based on the SNEDL model. Second,
a token-flow model allows us to easily differentiate between
a real event and a test event since all test events are repre-
sented via special test-tokens. Third, such a model facilitates
the collection of event logs and makes it easy to obtain token
traces that could be used for diagnosis purpose if the system
fails.

2.2 TinyOS based Programming Framework
To facilitate the translation of a formal SNEDL applica-

tion model to TinyOS code, we have designed and imple-
mented a token-flow based programming framework. This
framework provides a TinyOS implementation of SNEDL
objects including arcs, places, and transitions, as well as the
necessary glue logics that allow us to input tokens and trans-
fer tokens between places in the Petri net. This framework
also provides a TinyOS implementation of a set of run time
mechanisms for assurances, including virtual event gener-
ation, record and replay, log collection, and the necessary
TinyOS interfaces to input test-tokens and to check for the
expected outputs at run time.

2.3 Run Time Assurance Mechanisms
We have designed and implemented a set of run time

mechanisms that are used for generating assurance tests and
collecting information that could be helpful in the case of
system failure.

The virtual event generation mechanism allows us to gen-
erate test inputs and then compare the resulting outputs to
pre-defined sensing models. Record and replay is another
mechanism used to generate test inputs and corresponding
outputs from pre-recorded data obtained during real experi-
ments. It is used to repeatedly evaluate the system’s perfor-
mance under realistic scenarios. The log collection mecha-
nism records valuable information, such as token traces. If a
failure occurs, this information can be used for diagnosis to

Figure 2. False negative rate in fire detection with differ-
ent node redundancies.

Figure 3. Number of requested repairs with different
node redundancies.

locate the cause of the problem.
3 Performance Evaluation

To evaluate the usability of our RTA methodology, we
performed a case study that involved the design and imple-
mentation of an emulated fire detection (FD) system on a
test-bed with 21 TelosB nodes. By intentionally injecting
errors, we compared the performance of this system to that
of a FD system without RTA support and a FD system with
health monitoring (HM) mechanisms. The experimental re-
sults are shown in Figure 2. Figure 3 compares the overhead
introduced by our RTA mechanism and that caused by the
health monitoring methods. The results show that compared
to the current health monitoring approaches, RTA techniques
achieve competitive performance in identifying system fail-
ures, while introducing much less overhead.
4 Conclusions

We presented a novel RTA framework that allows design-
ers to easily specify, design, and compose RTA tests to assure
their system’s run time operability and its application level
semantics. The results of our fire detection case study show
that compared to the current health monitoring approaches,
RTA techniques achieve competitive performance in identi-
fying system failures, while introducing much less overhead.
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